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Copyright Statement and Disclaimer

©2014 IP-COM Networks Co., Ltd. All rights reserved.

This documentation (including pictures, images, and product specifications, etc.) is for reference only.
To improve internal design, operational function, and/or reliability, IP-COM reserves the right to make
changes to the products described in this document without obligation to notify any person or
organization of such revisions or changes.

Convention

If not specifically indicated, the switch, this product or this device mentioned in this Install Guide stands
for IP-COM 8GE+2SFP Managed PoE Switch G3210P.

Symbols in this Install Guide:

Symbol Description

A Note | Ignoring this type of note may result in a malfunction or damage to this device.

4
Tips This format is used to highlight a procedure that will save time or resources.

Overview of this Install Guide

Chapter Introduction

. Introduction to this switch’s package contents and physical
Chapter 1 Product Overview
appearance

. Introduction to this switch’s installation considerations and
Chapter 2 Installation . ]
installation procedures

Introduction to steps of logging in to this switch’s web management
page

Chapter 3 Login
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Chapter 1 Product Overview

1.1 Package Contents

Open the package and verify the following items:

. Switch*1 . Power Cord*1 . L-shaped Bracket*2
. Screw*6 . Footpad*4 . Install Guide*1

If any item is missing or damaged, contact the place of purchase immediately.

1.2 Physical Appearance

Front Panel

The following parts are located on the front panel shown as Figure 1-1.

8 Link/Act LEDs

SYSLED SFP2LED
Reset Button 8 RJ45 ports SFP1 SFP2
1IP-COM |
e0e QI"" et 1 2 s 4 s 5 7 s
’ g , ’ @ sFP: SFP1 SFP2
s¥s® @ @ @ @ Pok/Status.
A PO
T
|
Power LED SFP1LED

8 PoE/Status LEDs

Figure 1-1 Front Panel

Reset Button

With the switch powered on, pressing the Reset button for at least 5 seconds and then releasing it
restore the switch to factory default settings. The switch will reboot automatically after reset and this
process takes about 45 seconds.

While rebooting, following phenomena will occur: All LEDs light up> SYS LED is off > All LEDs
are off except the Power LED->SYS is on and blinking.
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LEDs

The following table describes the LED designations.

LED Status Description
Solid Proper connection to power supply
Power
Off Improper connection to power supply or malfunction occurs.

Blinking | The system is functioning properly.

SYS Solid The system is functioning improperly.

Off The system is still rebooting.

Solid Avalid link is established on the corresponding RJ45 port.

Link/Act Blinking | Data transmission is occurring on the corresponding RJ45 port.
Off No link is established on the corresponding RJ45 port.
Solid The PoE powered device (PD) is connected on the corresponding
oli . .
PoE/Status RJ45 port and the port is supplying power successfully.
Off No PoE powered device (PD) connected.
Solid A valid link is established or data transmission on the corresponding
oli
SFP1&SFP2 SFP port.
Off No link is established on the corresponding SFP port.
Table 1-1 LED Designations
RJ45 Ports

This switch comes with 8 10/100/1000Mbps auto-negotiation RJ45 ports. Each port has a
corresponding Link/Act LED. Speed rates and corresponding working modes of all RJ45 ports are
described below in table 1-2.

Speed Working Mode

10Mbps (auto-negotiation) Half/Full duplex auto-negotiation
100Mbps (auto-negotiation) Half/Full duplex auto-negotiation
1000Mbps (auto-negotiation) Full duplex auto-negotiation

Table1-2 Speed & Working Mode of RJ45 Ports
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All RJ45 ports are PoE-capable, and can connect up to 8 IEEE 802.3af-compliant PDs (15.4W for
each) or 4 |[EEE 802.3at-compliant PDs (30W for each).

Tips

As pair 1, 2 and pair 3, 6 are applying PoE power supply, it is advisable to use cat 5 or higher UTP/STP
cables. Note that Ethernet specifications limit the cable length between the switch and the attached
device to 100 m (328 ft).

SFP Ports
This switch comes with 2 1000Mbps SFP fiber ports, accommodating a standard SFP fiber module.

SFP (Small Form-factor Pluggable ) is a compact, hot-pluggable transceiver mainly used for
implementing the switchover between fiber and electricity signals, including fiber rate control,
modulation sending, signal detection, IV transformation and ampilifier limiting judgment regeneration.

An optical fiber connector terminates the end of an optical fiber. The optical fiber connector (known as
union), an indispensable passive device in optical fiber communication, is mainly used for detachable
optical fiber connection, which is not only convenient for commissioning test and maintenance of the
optical fiber system, but makes this system’s switch-over and scheduling more flexible.

G3210P only supports LC optical fiber connector as shown in figure 1-2:

Figure 1-2 LC Optical Fiber Connector

The optical fiber module or photoelectric converter is not included in the package and you need to

Tips

prepare it by yourself.

B Back Panel

The following parts are located on the back panel as shown in Figure 1-3.
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Grounding Terminal

Power Socket

Figure 1-3 Back Panel

Power ON/OFF
Used for controlling power supply of this device.
Grounding Terminal

Used for connecting the protective grounding cable for lightning protection. As for the method of
connecting protective grounding cable, please refer to 2.4 Connect to Protective Grounding Cable
(Page 8).

Power Socket

Used for connecting the included power cord for power supply.
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Chapter 2 Installation

2.1 Installation Considerations

To avoid any equipment damage or bodily injury caused by improper use, read the following safety
recommendations before installing the switch. Note that the recommendations do not cover every
possible hazardous condition.

B Safety Caution

e Do wear anti-static wrist straps while installing this device and disable the power supply of this
device;

e Use the included power cord for power supply;

e Ensure operating power supply accords with rated input standard.
e Ensure ventilation holes of the switch are in good condition;

e Do not open or remove the housing of the switch;

e Do disconnect power supply while cleaning the switch and do not use damp cloth or any liquid to
clean the switch;

e It's suggested to ground the switch to avoid strong inductive lightning. Keep the switch away
from power lines, electric lights or strong power grid or anywhere the power grid with strong
current is reachable, all for better performance.

A Note

There is an IP-COM seal on one of the screws. You should keep the seal unbroken before the
technical staff maintains your switch. You cannot open the housing of the device unless you get the
local reseller’s permission, or you have to be responsible for the result that the device cannot be

maintained because of unpermitted operation.

B Site Requirements

Temperature & Humidity

Environment Temperature Humidity
Operating -10°C ~ 45°C 10% ~ 90%RH (non-condensing)
Storage -40°C ~70°C 5%~90% RH (non-condensing)

Table 2-1 Temperature & Humidity Requirements
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Cleanliness Requirements

In case that static electricity affects this device’s normal operation, please observe following
guidelines:

e Keep indoor environment clean and do dusting for the switch regularly;

e Keep the switch well-grounded for electrostatic transferring.

Lightning Protection

In case that strong current does damage to the switch due to inductive lightning, verify that:

e Power socket, rack, work bench and the grounding terminal of the switch are well-grounded;

e The switch is cabled properly. When the switch is cabled outdoors, it is advisable to use it
together with the signal lightning arrester.

Installation Site Requirements
Whether install the switch in a rack or on a flat work bench, please verify:
e The rack or work bench is stable and sturdy enough;

e The switch should be clean and well ventilated. Keep at least 10 centimeters free on all sides for
cooling;

e Do not place any article, especially heavy articles, on the switch;

e There is more than 1.5 centimeters vertical distance free between devices that stack up.

2.2 Tools

While installing the switch, prepare tools as shown below:

Ty =

Antistatic Gloves Phillips Screwdriver Ethernet Cable

2.3 Installation

The switch can be installed either in a rack or on a desktop. You can choose the more suitable one as
you need.

A. Mount the switch in a rack
With the included L-shaped brackets and screws, you can install it in a 19-inch standard rack.
Step 1: Make sure the rack is well-earthed and stable;

Step 2: Attach the included mounting brackets to the two sides of the switch with the included screws;
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Figure 2-1 Attach L-shaped brackets to the switch

Step 3: Insert screws (prepared by yourself) through each bracket and into the rack to securely fix the
switch onto the rack.

1IP-COM

G3210P
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Figure 2-2 Mount the switch in a Rack
B. Mount the switch on a desktop
Without a 19-inch standard rack, you can install the switch on a desktop.
Step 1: Place the switch bottom up on a flat desktop;

Step 2: Attach four footpads to the corresponding circular grooves on the bottom of the switch;
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Figure 2-3 Mount the switch on a desktop

Step 3: Place the switch face up on the desktop.

2.4 Connect to Protective Grounding Cable

Proper connection of protective grounding cable is not only important for lightning protection and
anti-interference, but for your own personal safety. Please select the most suitable method to connect
protective grounding cable according to your installation environment.

A. With grounding bar
Step 1: Connect one end of the protective grounding cable to the binding post on the grounding bar.

Step 2: Connect the other end of the protective grounding cable to the grounding terminal and fix the
Screws.

Grounding terminal

AC power cord

_—

B. Without grounding bar
With mud land nearby and allowed to bury grounding bar, follow below steps:
Step 1: Bury an angle iron or steel pipe (20.5m) into the mud land;

Step 2: Weld one end of the protective grounding cable to the angle iron or steel pipe and embalm the
welding point;
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Step 3: Connect the other end of the protective grounding cable to the grounding terminal.

Grounding terminal
AC power cord
Protective grounding cable —

Angle iron
Earth

0

If not allowed to bury the grounding bar, you can connect it to ground through the three-core PE cable
of the AC power socket on the precondition that the PE cable in the switchgear room or beside the AC
power supply transformer is well-grounded.

The AC power cord adopts three-core cable

2.5 Connect to Power Supply

Please use the included power cord for power supply.

Figure 2-4 Connect to Power Supply
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2.6 Cable Connection

2.6.1 Connect to RJ45 Ports

Connect the switch to remote Ethernet devices with Ethernet cables.

1P-coOM

1

Figure 2-5 Connect to RJ45 Ports

Tips

All RJ45 ports of the switch are Auto MDI/MDIX-capable, which allows you to attach devices using
twisted pair category 5 or higher, either straight-through or crossover cables.

2.6.2 Connect to SFP Fiber Ports

Step 1: Insert the SFP module into the SFP module bay.

1P-COM

G3210P
'8GE +25FP Mana,

Figure 2-6 Insert the SFP module
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Step 2: Insert the LC optical fiber connector of the fiber into the SFP module

4
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1IP-CcOM
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G3210P
| 8GE+25FP Managed PoE Switch

Figure 2-7 Insert the LC Optical Fiber Connector

2.6.3 Connect to PDs

The PoE power supply feature on all RJ45 ports is enabled by default. You can connect IEEE
802.3at-/802.3af-compliant APs, IP telephones, IP cameras or other powered devices to the switch.

1"
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IP Phone IP Camera

Figure 2-8 Connect to PDs

Ti ps

The PoE power supply mode is dynamic, i.e. the switch accommodates power supply for powered
devices automatically.

2.7 Power Up the Device

Check the device thoroughly before powering up the device.

2.7.1 Check the Device

Before applying power supply, perform the following:

e The operating power supply should accord with rated input standard;
e The power cord and grounding cable is correctly connected;

e All cable connections (RJ45 ports, SFP ports) are correct.

e If cabling outside, ensure the Ethernet port lightning arrester and AC power source lightning
arrester are connected.

2.7.2 Power Up the Device

Step 1: Turn on the power switch (Power ON/OFF) on the back panel to power up the switch.



Chapter 2 Installation

ﬂ

Figure 2-9 Power Up the Switch
Step 2: After being powered on, the switch will be initialized automatically. Please ensure that
following phenomena will occur to LEDs one by one:
e All LEDs (Power, SYS, PoE/Status, Link/Act, SFP1, SFP2) will light up for self-checking.
e SYSLEDis off.
e All LEDs are off except the Power LED.

e After restarting, the Power LED lights up, SYS LED is blinking, corresponding Link/Act LED or
SFP1/SFP2 LED is on or blinking and corresponding PoE/Status LED lights up.
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Step 1: Connect the PC to an RJ45 port of the switch using an Ethernet cable;

Switch

n

G3210P

Ethernet Cable

Step 2: Configure your PC’s IP, which should be in the same network segment but be different from
the switch’s management IP. The default management IP of the switch is 192.168.0.1, so you can set
your PC’s IP to Use the following IP address: IP address: 192.168.0.X (where X can be any number
between 2 and 254); subnet mask: 255.255.255.0.

Internet Protocol Version 4 (TCP/IPv4)Properties --

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise,you need to ask your network administrator for
the appropriate IP settings.

O Obtain an IP address automatically
@ Use the following IP address:

IP address: 192.168 . 0 . 18
Subnet mask: 255. 255. 255 . 0

Default gateway:

(O ObtainDNS serveraddress automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[] Validate settings upon exit

w

Step 3: Launch a web browser, input 192.168.0.1 in the address bar and press Enter.

Step 4: Enter the default username admin and default password admin, and click Login.

14
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User Name: |admin |

Password:

LN N |

Step 5: Then you can go to the web management page to view or modify the switch’s configuration
info.

Administration

b System
Configuration

System Security

Device Management
[

Security

Smart Configuration
Maintenance

Logout

Save Configurations

System Time

Reset

Reboot  Firmware Update

| anoeeenm [E

System Info

Fimware Version
Hardware Version
MAC Address
Management VLAN
System Name
DHCP

1P Address

Subnet Mask

Gateway
MAC Age

(G3210P_EN_V102R003(2014-02-11 10:03:58 +0800)
vio

0080-4C00-015€

 E— T

(131 characters)
T —

[Boo 7] (10-1000000s, when setto 0", MAC address will not age out)

Note: If you are using a static IP, you must also config a gateway IP address in order to manage the device from different net
segments. However if you are using a dynamic IP, there is no such need.

Help

oK
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Appendix/Bff F

A FAQs

1.

Power supply troubleshooting

You can know whether the power supply is working fine or not according to the status of Power LED. If

the power supply is working fine, the Power LED is solid; if the Power LED is off, please verify that:

The power cord is correctly connected and the power switch is on;

Operating power supply accords with rated input standard.

When the Link/Act LED is off, try the following solutions:
Check all cables are properly connected to both the switch and remote devices;

Ensure the cable length between the switch and the attached device is within 100 meters.

. When the PoE/Status LED is off, try the following solutions:

Check all cables are properly connected to both the switch and remote devices;
Ensure the cable length between the switch and the attached device is within 100 meters.

Log in to this device and click PoOE Management > Port Setup to verify the PoE power supply
feature on the corresponding port is enabled.
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o  WEKEBMIEER  BREHRMNIEEIMEIKERFRERRSLA (<1002K )
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o BERFZIEHIWebNES , A [PoEER]>[KHKRE] NEEEERCEAZIKOAIPOE
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B Technical Specifications

B Hardware Specifications

Item

Specification

Input Voltage

100-240V AC, 50/60Hz

Power Consumption

17W (no load)

128W (full load)

8 10/100/1000Mbps auto-negotiation, PoE-capable RJ45 ports with up to
40W on each;

PoE Support dynamic power allocation and can connect up to 8 IEEE
802.3af-compliant PDs (15.4W) or up to 4 IEEE 802.3at-compliant PDs
(30W)

Traffic Ports 8 10/100/1000Mbps auto-negotiation RJ45 ports, 2 1000Mbps SFP ports

Operating / Storage
Temperature

-10C ~45C
-40C ~70C

Operating / Storage
Humidity

10% ~ 90% RH (non-condensing) /5% ~ 90% RH (non-condensing)

Safety

UL 60950-1

CAN/CSAC22.2 No 60950-1
IEC 60950-1

EN 60950-1/A11

AS/NZS 60950-1

EMC

EN 55024; 1998+A1: 2001+A2: 2003

EN 55022: 2006

EN 61000-3-2: 2000+A1: 2001+A2: 2005
EN 61000-3-3: 1995+A1: 2001+A2: 2005
AS/NZS CISPR 22: 2004

FCC PART 15: 2005

MTBF

> 100, 000 hours

Dimension

294mm*178mm*44mm

Weight

< 2kg
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B Software Specifications

Item Specification

Switching

Capacity(full-duplex) 20Gbps

Packet Forwarding

Rate (full load) 14.88Mpps

MAC Table 8K

1. Support port VLAN and up to 10 groups can be configured;
VLAN 2. Support IEEE 802.1Q VLAN and up to 64 groups can be configured;
3. Support Voice VLAN

1. Support DHCP Snooping

DHCP
2. Support DHCP Client
1. Support IGMP Snooping V1/V2
Multicast 2. Up to 200 multicast groups can be configured;

3. Support fast leave mode

1. Support port based broadcast storm control

Broadcast  Storm 2. Support port based multicast storm control

Control
3. Support port based unknown unicast storm control
1. Support IEEE 802.1d STP
2. Support IEEE 802.1w fast STP
STP 3. Support edge port
4. Support P2P port
5. Support STP BPDU packets statistics
1. Support unicast MAC filter
MAC Filter
2. Up to 64 entries can be configured.
1. Support 802.1P port trust mode
QoS 2. Support IP DSCP port trust mode
o}
3. Support bandwidth control
4. Up to 4-queue QoS mapping can be configured.
Certification Support port based IEEE 802.1X certification
Loadmg and HTTP
Upgrading
1. Support SNMP (Simple Network Management Protocol)
Management

2. Support Web management
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Port Management

Port Setup: port speed rate setup and display, flow control setup,
isolation setup, Jumbo frame setup (1518-9216)

Port Mirroring: implement port ingress mirror image, egress mirror image
and ingress & egress mirror image

Port Statistics: display packets the port has received and sent

Port Trunk: implement static trunk and LACP and up to 2 trunk groups
can be configured with 2~8 ports in each group.

PoE

1. Support IEEE 802.3at standard
2. Support IEEE 802.3af standard

3. Maximum power consumption: 115W

Time Range
Management

Support absolute time, periodic time and superposition of time slices and
applicable for PoE. Up to 16 time ranges can be configured and as for
each time range, at most 4 time slices can be allowed.

Maintenance

Support Ping\Tracert\Cable test
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C Safety and Emission Statement

C¢€

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. (2) To avoid unnecessary radiation interference, it is
recommended to use a shielded RJ45 cable.

C

FCC Statement

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference in which case
the user will be required to correct the interference at his own expense.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation. The manufacturer is
not responsible for any radio or TV interference caused by unauthorized modifications to this
equipment.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. (2) To avoid unnecessary radiation interference, it is
recommended to use a shielded RJ45 cable.
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