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// A line starting with double slashes is comments. 

 

 

2. Signs 

The signs used in this document are described as follows: 

 

 Warning 

An alert that calls attention to important rules and information that if not understood or followed can result in 

data loss or equipment damage. 

 

 Caution 

An alert that calls attention to essential information that if not understood or followed can result in function 

failure or performance degradation. 

 

 Note 

An alert that contains additional or supplementary information that if not understood or followed will not lead to 

serious consequences. 

 

 Specification 

An alert that contains a description of product or version support. 

 

3. Note 

The manual provides configuration information, including models, port types, and command line interfaces, for 

reference purposes only. In the event of any discrepancy or inconsistency between the manual and the actual 

version, the actual version shall take precedence.  
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1 Configuring CLI 

1.1   Introduction 

The command line interface (CLI) is a window for text instruction interaction between users and network 

devices. Users can enter commands in the CLI to configure and manage network devices. 

1.1.1  Accessing the CLI 

Before using the CLI, you need to connect a terminal or PC to a network device. After you start the network 

device and initialize the hardware and software of the network device, you can use the CLI. If you use the 

network device for the first time, you can connect it only through the console port. This is called out-of-band 

management. After performing relevant configuration, you can connect and manage the network device by 

telnetting to the virtual terminal. 

1.1.2  Command Modes 

Since the device has many commands, you can classify them by function to facilitate their use. The CLI 

provides several commands modes, and all commands are registered in one or several command modes. You 

must enter the mode of a command before using this command. Command modes are related with each other 

but differ from each other. 

As soon as a new session is set up between a user and the management interface of a network device, you 

enter user EXEC mode. In this mode, you can use a few commands and the command functions are limited, 

such as the show command. Execution results of commands in user EXEC mode are not saved. 

To use more commands, enter privileged EXEC mode. Generally, you must enter a password to enter privileged 

EXEC mode. In privileged EXEC mode, you can use all commands registered in this command mode, and 

further enter global configuration mode. 

Using commands in configuration modes (such as global configuration mode and interface configuration mode) 

affects configurations in use. If you save the configurations, these commands are saved and run when the 

system restarts. To enter another configuration mode, enter global configuration mode. If you perform 

configuration in global configuration mode, you can enter various configuration sub-modes, such as interface 

configuration mode. 

Table 1-1 Description of the Command Modes (suppose that the name of the network device is 
"Device") 

Command 

Mode 
Access Method Prompt 

Exit or Entering Next 

Mode 

Function 

Description of the 

Mode 

User EXEC 

mode 

A user enters 

user EXEC mode 

by default when 

accessing a 

network device. 

Device> 

 Run the exit command to 
exit this mode. 

 Run the enable command 
to enter privileged EXEC 
mode. 

Use this command 

mode to conduct 

basic tests or 

display system 

information. 
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be empty and you must backup until entering a '?' shows the  

available options.  

Two styles of help are provided:  

1. Full help is available when you are ready to enter a  

   command argument (e.g. 'sho w ?') and describes each possible  

   argument.  

2. Partial help is provided when an abbreviated argument is entered  

   and you want to know what arguments match the input  

   (e.g. 'show pr?'.)  

1.1.4  Abbreviated Commands 

If a command is long, you can enter a part of the command keyword characters that are used to identify the 

command keyword. 

For example, the interface gigabitethernet 0/1 command for entering the configuration mode of interface 

GigabitEthernet 0/1 is abbreviated as follows: 

Device(config)# int g0/1  

Device(config - if - GigabitEthernet 0/1)#  

1.1.5  No and Default Options of Commands 

Most commands have the no option. Generally, the no option is used to disable a feature or function, or perform 

an operation opposite to a command. For example, run the no shutdown command on an interface to perform 

the operation opposite to the shutdown command, that is, enable the interface. The keyword without the no 

option is used to enable a disabled feature or a feature that is disabled by default. 

Most configuration commands have the default option. The default option is used to restore settings of a 

command to default values. Default values of most commands are used to disable this function. Therefore, in 

most cases, the function of the default option is the same as that of the no option. For some commands, 

however, the default values are used to enable this function. In this case, the function of the default option is 

opposite to that of the no option. At this time, the default option is used to enable the function of this command 

and set the variables to default values. 

 Note 

For specific function of the no or default option of each command, see the command reference. 

 

1.1.6  Prompts for Incorrect Commands 

If an incorrect command is entered, an error prompt is displayed. 

Table 1-2 Common CLI Errors 

Error Description How to Obtain Help 

% Ambiguous 

command: "show c" 

The characters entered are too 

few to identify a unique 

command. 

Enter the command again, and enter a question 

mark (?) after the ambiguous word. All the 

possible keywords are displayed. 
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% Incomplete 

command. 

The mandatory keyword or 

variable is not entered in the 

command. 

Enter the command again, and enter a space and 

a question mark (?). All the possible keywords or 

variables are displayed. 

% Invalid input 

detected at '^' 

marker. 

An incorrect command is 

entered. The symbol (^) indicates 

the position of the wrong word. 

At the current command mode prompt, enter a 

question mark (?). All the command keywords 

allowed in this command mode are displayed. 

 

1.1.7  History Commands 

The system automatically saves commands that are entered recently. You can use shortcut keys to query or call 

history commands. 

Table 1-3 Operation Methods 

Operation Result 

Ctrl+P or the 

Up key 

The previous command in the history command list is displayed. Starting from the latest 

record, you can repeatedly perform this operation to query earlier records. 

Ctrl+N or the 

Down key 

After pressing Ctrl+P or the Up key, you can perform this operation to return to a command 

that is more recently executed in the history command list. You can repeatedly perform this 

operation to query more recently executed commands. 

 

 Specification 

The standard terminals, such as the VT100 series, support the direction keys. 

 

1.1.8  Featured Editing 

When editing commands, you can use the keys or shortcut keys listed in the following table: 

Table 1-4 Description of Shortcut Keys 

Function 
Key or Shortcut 

Key 
Description 

Move the cursor in a 

line. 

Left key or 

Ctrl+B 
Move the cursor to the left by one character. 

Right key or 

Ctrl+F 
Move the cursor to the right by one character. 

Ctrl+A Move the cursor to the head of the command line. 

Ctrl+E Move the cursor to the end of the command line. 

Delete an entered Backspace key Delete one character to the left of the cursor. 
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Table 1-9 Monitoring of the CLI 

Command Purpose 

show aliases [ mode ] Displays all command aliases or the command aliases in specific 

command mode. 

show cli session Displays information about running CLI sessions. 

show cli model state Displays the CLI service module readiness status. 
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Table 1-1 Description of Folders to Be Created on the ZAM Server 

Folder Name Content Function 

POAP_CFG  xxxx.cfg 

 xxxx.params 

 xxxx.cfg: Indicates the configuration file of the 
device. The configuration file of each device is 
named after the sn value of the device and 
uses .cfg as the suffix. 

 xxxx.params: Indicates the parameter file of the 
device. It contains the path to the downloaded 
configuration file, path to the file used for 
version upgrade, and the name of the version 
file. 

 The device automatically downloads the files. 

POAP_IMAGE Version binary file  The folder stores the version file of the device. 

 The device automatically downloads the file. 

POAP_LOG Log file 

 The folder stores the log files uploaded during 
the ZAM configuration of the device. The log 
files of each device are named after the sn 
value of the device. 

 The device automatically uploads the files. 

POAP_STARTUP Device sn value files 
 The folder stores the sn value file of the device 

where ZAM needs to be configured. 

 The device automatically uploads the file. 

POAP_STATUS - 
 The folder stores the ZAM result log files, which 

are named after the sn value. 

 The device automatically uploads the files. 

 

1.3.4  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable ZAM. 

zam 

The ZAM function is enabled by default. 
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Thu May 13 15:47:47 2021 DEBUG: execute uploa d command: copy 

flash :/G1NQ7UW700483.POAP tftp://1.1.1.1/POAP_ STARTUP/G1NQ7UW700483.POAP...  

Thu May 13 15:47:47 2021 DEBUG: upload G1NQ7UW700483.POAP success  

Thu May 13 15:47:47 2021 DEBUG: begin to download G1NQ7UW700483.params ...  

Thu May 13 15:47:47 202 1 DEBUG: execute download command: copy 

tftp://1.1.1.1/POAP_CFG/G1NQ7UW700483.params flash:/poap.tmp.params...  

Thu May 13 15:47:48 2021 DEBUG: download G1NQ7UW700483.params success  

Thu May 13 15:47:48 2021 DEBUG: parse image_name=57H_5PL4_0329.bin  

Thu May 13 15:47:48 2021 DEBUG: begin to download G1NQ7UW700483.cfg ...  

Thu May 13 15:47:48 2021 DEBUG: execute download command: copy 

tftp://1.1.1.1/POAP_CFG/G1NQ7UW700483.cfg flash:/poap.tmp.cfg...  

Thu May 13 15:47:48 2021 DEBUG: download G1NQ7UW700483.cfg succe ss  

Thu May 13 15:47:48 2021 INFO: download G1NQ7UW700483.cfg success, save to 

flash:/poap.tmp.cfg  

Thu May 13 15:47:48 2021 INFO: begin to download 57H_5PL4_0329.bin ...  

Thu May 13 15:47:48 2021 DEBUG: execute download command: copy 

tftp://1.1.1.1/POAP_IMAG E/57H_5PL4_0329.bin tmp:/poap.image.bin...  

Thu May 13 15:54:20 2021 DEBUG: download 57H_5PL4_0329.bin success  

Thu May 13 15:54:20 2021 INFO: download 57H_5PL4_0329.bin success, save to 

tmp:/poap.image.bin  

Thu May 13 15:54:20 2021 INFO: upgrade system begin ...  

< The terminal is lock >  

Upgrade start  

!!!!100%  

Upgrade skip, reason: The version in device is the same  

< The terminal is unlock >  

Thu May 13 15:54:43 2021 INFO: upgrade status: skip  

Thu May 13 15:54:53 2021 DEBUG: rename file poap.tmp.cfg to config.text  

Thu May 13 15:54:53 2021 INFO: script ending...  

Thu May 13 15:54:54 2021 DEBUG: execute upload command: copy flash:/poap.tmp.log 

tftp://1.1.1.1/POAP_LOG/G1NQ7UW700483.LOG...  

Thu May 13 15:54:55 2021 DEBUG: upload G1NQ7UW700483.LOG success  

Thu M ay 13 15:54:56 2021 DEBUG: execute upload command: copy flash:/G1NQ7UW700483.ok 

tftp://1.1.1.1/POAP_STATUS/G1NQ7UW700483.ok...  

Thu May 13 15:54:56 2021 DEBUG: upload G1NQ7UW700483.ok success  

*May 13 15:55:00: %ZAM - 6- EVENT: Script exec success, request devi ce reset now.  

*May 13 15:55:00: %DP - 3- RESET_DEV: Reset device 1 due to zam reload device.  

*May 13 15:55:02: %ZAM - 6- EVENT: Script exec success, request device reset now.  

*May 13 15:55:02: %DP - 3- MACHINE_RESTART: MACHINE_RESTART. 

5.  Verification 

Run the show dhcp lease command to display the obtained IP address. 

Device# show dhcp lease  

Temp IP addr: 0.0.0.0  for peer on Interface: Mgmt 0  

Temp  sub net mask: 0.0.0.0  

   DHCP Lease server: 0.0.0.0, state: 3 Init - proc  
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ip telnet ip-block disable 

The IP address blocking function of the telnet server is enabled by default. 

(6)  Configure the number of authentication failures, beyond which an IP address is blocked, and the period for 

counting consecutive authentication failures on the telnet server. 

ip telnet ip-block failed-times failed-times period failed-period-time 

The allowed maximum number of authentication failures is 6, and the period for counting consecutive 

authentication failures is 5 minutes by default. 

(7)  Configure the period for awakening blocked IP addresses on the telnet server. 

ip telnet ip-block reactive reactive-period-time 

The default period for awakening blocked IP addresses is 5 minutes. 

(8)  Enter the line configuration mode. 

line vty line-number 

(9)  (Optional) Configure the connection timeout time. 

exec-timeout exec-timeout-minutes [ exec-timeout-seconds ] 

The default connection timeout time of the device on a line is 10 minutes. 

If there is no input information during the specified time, the server interrupts the established connection. 

(10)  (Optional) Configure the session timeout time. 

session-timeout session-timeout-time [ output ] 

The default session timeout time is 0 minute for remote terminals. That is, the sessions never time out. If 

there is no input information during the specified time, the device closes sessions established to a remote 

terminal on the current line and restores the terminal to the idle state. 

(11)  (Optional) Enable EXEC prompt information display for a specific line. 

exec-banner 

EXEC prompt information display is enabled for all lines by default. 

(12)  (Optional) Enable MOTD prompt information display for a specific line. 

motd-banner 

MOTD prompt information display is enabled for all lines by default. 

1.9.3  Configuring Telnet Access Security 

1.  Overview 

When AAA is disabled, you can configure a line password or local user authentication to control users to log in 

to and manage the device. When login authentication (via the login command) is configured for a line, only 

users who pass the line password verification are allowed to log in. When local user authentication (via the 

login local command) is configured for a line, the username and password entered by a user are checked 

against those stored in the local user database. If they are matched, the user can access the device with proper 

management permissions. 

When AAA is enabled, some servers can be used to authenticate users' management permissions by their 

usernames and passwords at their login. Only authenticated users are allowed to log in. For example, a 

RADIUS server can authenticate usernames and passwords and control users' permissions to manage the 
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1.15   Configuring System Version Monitoring 

1.15.1  Overview 

After you enable system version monitoring, the device can detect the version number changes of all the cards 

in the cluster. If the version number of a card changes, a Syslog alarm is generated. System version monitoring 

helps you determine whether the versions of cards on the device are reliable. 

1.15.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enable or disable system version monitoring. 

monitor-version { disable | enable } 

System version monitoring is disabled by default. 

1.16   Monitoring and Maintenance 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the clear command to delete all types of information. 

 Caution 

Running the clear command while a device is running may cause service interruption due to the loss of 

important information. 

 

Table 1-2 Monitoring and Maintenance of Basic Management 

Command Function 

clear checkpoint database Clears checkpoints and related data. 

clear enable user-block { all | no-user | user } 

Unlocks users who are locked because the number of 

consecutive authentication failures to enter the privileged 

EXEC mode exceeds the limit. 

clear telnet ip-block { all | [ ipv4-address | 

ipv6-address ] } 

Clears entries about blocked IP addresses and 

authentication failures. 

memory history clear { all | half | one-forth } Clears historical memory usage records. 

memory low-watermark set memory-threshold Enables the monitoring of memory usage threshold. 

show boot config 
Displays the saving path and name of startup configuration 

file. 

show calendar Displays the hardware time of the system. 
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Command Function 

show checkpoint { checkpoint-name [ all ] | 

summary } 

Displays all information about a checkpoint or a summary 

of all checkpoints. 

show clock Displays the current system time. 

show configuration change running-config 

startup-config 

Displays the differences between the running configuration 

file and startup configuration file. 

show cpu [ core | slot [ slot-id | all-info ] ] 
Displays CPU usage information of system tasks on 

control cores and non-virtual cores. 

show cpu-monitor history [ slot { slot-id | 

all-info } ] 
Displays the CPU usage excess history of the device. 

show cpurule all Displays the CPU rule configuration. 

show debugging Displays information about enabled debugging functions. 

show enable user-block 
Displays users who are blocked from privileged EXEC 

mode authentication on the device. 

show hostname Displays the host name of the device. 

show language character-set 
Displays the current character set encoding format of the 

device. 

show line { console line-number | vty 

line-number | line-number } 
Displays the line configurations. 

show login fail-record Displays the device login failure information recorded. 

show memory [ process-id | process-name | 

history | low-watermark | slot [ uslot [ sorted 

total ] | all-info [ sorted total ] ] | sorted total ] 

Displays memory information. 

show memory vsd vsd-id Displays Virtual Storage Director (VSD) information. 

show memory-monitor history [ slot { slot-id | 

all-info } ] 
Displays the memory usage excess history of the device. 

show pci-bus 
Displays information about devices mounted on the 

Peripheral Component Interconnect (PCI) bus. 

show processes cpu [ [ 15min | 1min | 5min | 

5sec ] [ nonzero ] [ record ] | history [ table ] ] 
Displays system tasks by VSD. 

show processes cpu detailed { process-id | 

process-name } 
Displays details about a specific task. 

show processes vsd vsd-id cpu Displays details about a specific task. 
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CON     Type    speed   Overruns  

* 0     CON     576 00   0  

Line 0, Location: "", Type: "vt100"  

Length: 25 lines, Width: 80 columns  

Special Chars: Escape  Disconnect  Activation  

               ^^x     none        ̂ M  

Timeouts:      Idle EXEC    Idle Session  

               never        never  

History is enabled , history size is 10  

Total input: 22 bytes  

Total output:  115 bytes  

Data overflow:  0 bytes  

stop rx interrupt:  0 times  

Modem: READY 
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2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Configure the description for a role. 

description description 

By default, a predefined role is provided with a default description with the user-defined role is provided 

with no description. 

1.4.7  Prohibiting a Role from Operating All Interface Resources 

1.  Overview 

This section describes how to prohibit a role from -creating, deleting or applying all interface resources. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Prohibit a role from operating all interface resources and enter the interface configuration mode of the role. 

interface policy deny 

By default, a role has the permission to operate all interface resources. 

1.4.8  Allowing a Role to Operate a Specific Interface Resource 

1.  Overview 

This section describes how to allow a role to create, delete or apply a specific interface resource. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Prohibit a role from operating all interface resources and enter the interface configuration mode of the role. 
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interface policy deny 

(5)  Enable the role to operate a specific interface resource. 

permit interface interface-type interface-number-list 

By default, a role is prohibited from operating all interface resources. 

1.4.9  Prohibiting a Role from Operating All VLAN Resources 

1.  Overview 

This section describes how to prohibit a role from creating, deleting or applying all VLAN resources. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Prohibit a role from operating all VLAN resources and enter the VLAN configuration mode of the role. 

vlan policy deny 

By default, a role has the permission to operate all VLAN resources. 

1.4.10  Allowing a Role to Operate a Specific VLAN Resource 

1.  Overview 

This section describes how to allow a role to create, delete, and apply a specific VLAN resource. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Prohibit a role from operating all VLAN resources and enter the VLAN configuration mode of the role. 

vlan policy deny 

(5)  Allow a role to operate a specific VLAN resource. 

permit vlan vlan-list 

By default, a role is prohibited from operating all VLAN resources. 
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1.4.11  Prohibiting a Role from Operating All VRF Resources 

1.  Overview 

This section describes how to prohibit a role from creating, deleting or applying all VRF resources. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Prohibit a role from operating all VRF resources and enter the VRF configuration mode of the role. 

vrf policy deny 

By default, a role has the permission to operate all VRF resources. 

1.4.12  Allowing a Role to Operate a Specific VRF Resource 

1.  Overview 

This section describes how to allow a role to create, delete or apply a specific VRF resource. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the role configuration mode. 

role name role-name 

(4)  Prohibit a role from operating all VRF resources and enter the role VRF configuration mode. 

vrf policy deny 

(5)  Enable a role to operate a specific VRF resource. 

permit vrf vrf-name 

By default, a role is prohibited from operating all VRF resources. 

1.5   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the clear command to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 
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DeviceA(config - role)# rule 4 permit comm and config;interface *  

DeviceA(config - role)# rule 5 permit command config;vlan *  

DeviceA(config - role)# rule 6 permit command config;vrf definition *  

Prohibit the role from operating all interface resources, but allow it to operate interface VLAN 1. 

DeviceA (config - role)# interface policy deny  

DeviceA(config - role - interface)# permit interface vlan 1  

DeviceA(config - role - interface)# exit  

Prohibit the role from operating all VLAN resources, but allow it to operate VLAN 1. 

DeviceA(config - role)# vlan policy deny  

DeviceA(config - role - vlan)# permit vlan 1  

DeviceA(config - role - vlan)# exit  

Prohibit the role from operating all VRF resources, but allow it to operate the VRF instance test. 

DeviceA(config - role)# vrf policy deny  

DeviceA(config - role - vrf)# permit vrf test  

DeviceA(config - role - vrf)# exit  

DeviceA(config - role)# exit  

Create a user with username user and password Abc123456, and assign the user with the role test. 

DeviceA(config)# username user password Abc123456  

DeviceA(config)# username user role test  

Configure local username and password-based authentication for remote telnet login. 

DeviceA(config)# line vty 0 4  

DeviceA(config - line)# login local  

5.  Verification 

View the role information. 

DeviceA# show role name test  

Role: test  

  Description: test role  

  Interface p olicy: deny  

  Permit interfaces:  

  VLAN1 

  VLAN policy: deny  

  Permit VLANs: 1  

  Vrf policy: deny  

  Permit vrfs: test  

  -------------------------------------------------------------------  

  Rule    Perm   Type  Scope         Entity                           

  -------------------------------------------------------------------  

  1       permit       command       show *                           

  2       permit RWX   feature       snmpd                            

  3       permit RWX   feature       syslogd                          

  4       permit       command       config;interface *               

  5       permit       command       config;vlan *                    
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  6       permit       command       config;vr f definition *          

  R:Read W:Write X:Execute  

Run any show command. 

DeviceA# show privilege  

Current privilege role is test  

Ruijie# show users  

Line             User         Host(s)              Idle       Location  

----------------  ------------  -------- ------------  ----------  ------------------  

*  1 vty 0       user         idle                 00:00:00   172.30.31.16  

Run all read, write, and execution commands of features snmpd and syslogd. 

DeviceA# show logging  

Syslog logging: enabled  

  Console logging : level debugging, 46 messages logged  

  Monitor logging: level debugging, 19 messages logged  

  Buffer logging: level debugging, 46 messages logged  

  Standard format:false  

  Timestamp debug messages: datetime  

  Timestamp log messages: datetime  

  Sequence - number log messages: disable  

  Sysname log messages: disable  

  Count log messages: disable  

  Trap logging: level informational, 46 message lines logged,0 fail  

Log Buffer (Total 1048576 Bytes): have written 4462  

*Oct 16 07:23:17: %CLI - 6- STARTUP: Cli server process startup.  

*Oct 16 07:23:17: %LOCALEAP - 6- PKIMANAGE: Self - Signed PKI is activated  

DeviceA# show snmp  

Chassis: 60FF60  

0 SNMP packets input  

        0 Bad SNMP version errors  

        0 Unknown community name  

        0 Illegal operation for communi ty name supplied  

        0 Encoding errors  

        0 Number of requested variables  

        0 Number of altered variables  

        0 Get - request PDUs  

        0 Get - next PDUs  

        0 Set - request PDUs  

        0 Drop PDUs  

        0 UDP parse errors  

0 SNMP pac kets output  

        0 Too big errors (Maximum packet size 1472)  

        0 No such name errors  

        0 Bad values errors  

        0 General errors  

        0 Response PDUs  
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        0 Trap PDUs  

SNMP global trap: disabled  

SNMP logging: disabled  

SNMP agent: ena bled  

SNMP v1: enabled  

Run the interface access command. Then, a prompt for no permission appears. 

DeviceA(config)# snmp - server community test rw  

DeviceA(config)# logging server 1.1.1.1  

DeviceA(config)# interface vlan 1  

DeviceA(config - if - VLAN 1)# description test  

DeviceA(config - if - VLAN 1)# exit  

DeviceA(config)# interface gigabitethernet 0/1  

% User doesn't have sufficient privilege to execute this command.  

DeviceA(config)# vlan 1  

DeviceA(config - vlan)# name test  

DeviceA(config - vlan)# exit  

DeviceA(config)# vlan 2  

% User doesn't have sufficient privilege to execute this command.  

DeviceA(config)# vrf definition test  

DeviceA(config - vrf)# description test  

DeviceA(config - vrf)# exit  

DeviceA(config)# vrf definition test1  

% User doesn't have suffici ent privilege to execute this command.  

6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  

username user password $10$184$HItkSIIBDRBo$  

username user role test  

!  

role enable  

!  

role name test  

 description test role  

 rule 1 permit command show *  

 rule 2 permit read write execute feature snmpd  

 rule 3 permit read write execute feature syslogd  

 rule 4 permit command config;interface *  

 rule 5 permit command config;vlan *  

 rule 6 permit command config;vrf definition *  

 i nterface policy deny  

  permit interface VLAN 1  

 vlan policy deny  

  permit vlan 1  
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 vrf policy deny  

  permit vrf test  

!  

line vty 0 4  

 login local  
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that is, the line width. 

terminal width screen-width 

The maximum number of columns that are displayed in a single line is 79 by default. 

(3)  Enter the global configuration mode. 

configure terminal 

(4)  Enter the line configuration mode. 

line { console | vty } first-line [ last-line ] 

(5)  (Optional) Configure the login authentication timeout time for the current terminal. 

timeout login response response-timeout-time 

The default authentication timeout time for line-based login is 30 seconds. 

(6)  (Optional) Configure communication protocols supported by the current terminal. 

transport input { all | ssh | telnet | none } 

All communication protocols are supported by default. That is, both SSH and telnet are supported. 

(7)  (Optional) Configure the prompt for terminal logout. 

vacant-message [ c message c ] 

No prompt is configured for terminal logout by default. 

(8)  (Optional) Configure the maximum number of columns that are displayed in a single line on the current 

terminal, that is, the line width. 

width screen-width 

The maximum number of columns that are displayed in a single line is 79 by default. 

1.6   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-1 Monitoring 

Command Purpose 

clear history all-users Clears historical records. 

clear line { line-number | console 

console-line-number | vty vty-line-number } 

Clears the connection status of a line. 

show enable password Displays the authorization password in JSON format. 

show history Displays historical command records of a line. 
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Device(config)# line vty 0 6  

Device(config - line)# access - class acl1 in  

(2)  Set the maximum number of VTY line users to 6. 

Device(config)# line vty 0 6  

(3)  Set the baud rate to 115200 bps. 

Device(config - line)# speed 115200  

(4)  Set the number of data bits to 8. 

Device(config - line)# databits 8  

(5)  Set the parity bit to even. 

Device(config - line)# parity even  

(6)  Set the number of stop bits to 1. 

Device(config - line)# stopbits 1  

(7)  Set the absolute timeout time of VTY connections to 30 minutes. 

Device(config - line)# absolute - timeout 30  

(8)  Configure software flow control. 

Device(config - line)# flowcontrol software  

(9)  Set the maximum number of lines that are displayed on a single screen to 100. 

Device(config - line)# length 100  

(10)  Set the maximum number of columns that are displayed in a line to 256. 

Device(config - line)# width 256  

(11)  Enable historical command recording and set the number of recorded historical commands to 200. 

Device(config - line)# history size 200  

(12)  Set the privilege level of line-based login to 14. 

Device(config - line)# privilege level 14  

(13)  Configure the user verification method. 

Device(config - line)# login local  

Device(config - line)# exit  

(14)  Configure a username. 

Device(config)# username Device privilege 15 password Abc123456  

5.  Verification 

Users of the IP address 192.168.1.100 can log in to the device through tenet. Users beyond the IP addresses in 

the 192.168.1.0/24 network segment cannot log in to the device. Run the show users command to display 

users who log in to the device. 

Device# show users  

Line             User         Host(s)              Idle       Location  

----------------  ------------  --------------------  ----------  ------------------  

*  0 con 0       ---           idle                 00:00:00   ---  

   1 vty 0       Device       idle                 00:00:04   192.168.1.100  
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Run the show line vty command to display the line status of the console. 

Device# show line vty 1  

 

VTY     Type    speed   Overruns  

  1     VTY     115200  0  

Line 2, Location: "", Type: "vt100"  

Length: 100 lines, Width: 256 columns  

Special Chars: Escape  Disconnect  Activation  

               ^^x     ̂ D          ̂ M  

Timeouts:      Idle EXEC    Idle Session  

               00:10:00     never  

History is enabled, history size is 200.  

Total input: 0 bytes  

Total output: 0 bytes  

Data overflow: 0 bytes  

stop rx interrupt: 0 times  

6.  Configuration Files 

Device configuration file 

hostname Device  

!  

username Device privilege 15 password $10$184$HItkSIIBDRBo$  

!  

line console 0  

 exec - timeout 0 0  

 speed 115200  

line console 0  

 exec - timeout 0 0  

 speed 115200  

line vty 0 6  

 absolute - timeout 30  

 access - class acl1 in  

 privilege level 14  

 login local  

 password $10$184$HItkSIIBDRBo$  

 flowcontrol software  

 parity even  

 stopbits 1  

 width 256  

 length 100  

 monitor  

 history size 200  

 speed 115200  

line vty 7 35  

 access - class acl1 in  

 login  
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!  

end  
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1.3   Configuring a Directory 

1.3.1  Displaying the Working Directory 

1.  Overview 

This feature displays the complete path of the current working directory. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Display the complete path of the current working directory. 

pwd 

1.3.2  Changing the Working Directory 

1.  Overview 

This feature changes the current working directory. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Change the current working directory. 

cd [ filesystem: ] [ directory ] 

1.3.3  Displaying Directory Information 

1.  Overview 

This feature displays the list of files and sub-directories under a directory. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Display the files under a directory. 

dir [ filesystem: ] [ file-url ] 

1.3.4  Creating a Directory 

1.  Overview 

This feature creates a directory. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Create a directory. 
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mkdir [ filesystem: ] directory 

1.3.5  Deleting a Directory 

1.  Overview 

This feature deletes a directory. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Delete an empty directory. 

rmdir [ filesystem: ] directory  

1.4   Configuring a File 

1.4.1  Displaying File Content 

1.  Overview 

This feature displays the content of a file. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Display the content of a file. 

more [ /ascii | /binary ] [ filesystem: ] file-url 

1.4.2  Displaying File Information 

1.  Overview 

This feature displays the information of a file. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Display the information of a file. 

file [ filesystem: ] file-url 

1.4.3  Copying a File 

1.  Overview 

This feature copies a file. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 
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(2)  Copy a file. 

copy source-url dstination-url 

1.4.4  Renaming a File 

1.  Overview 

This feature renames a file. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Rename a file or folder. 

rename source-url destination-url 

1.4.5  Deleting a File 

1.  Overview 

This feature deletes a file. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Delete a file. 

delete { [ filesystem: ] file-url | startup-config } 

1.4.6  Ejecting a USB Device 

1.  Overview 

This feature ejects a USB device. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Eject a USB device. 

eject usb0 

1.4.7  Erasing a File System 

1.  Overview 

This feature erases a file system of a device. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Erase the file system of a USB device. 
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4.  Verification 

Enter the test directory. 

Device# cd test  

Display the current working path. 

Device# pwd  

flash:/test  

Display the files under the test directory. 

Device# dir  

Directory of flash:/test  

Number  Properties     Size              Time                     Name  

------   ----------   ----------   ------------------------   ---------------- ----  

  1       - rw -       7.5k        Tue Jan  7 19:56:44 2020  test.text  

1 file, 0 directories  

1,939,972,096 bytes data total (383,676,416 bytes free)  

3,959,422,976 bytes flash total (383,676,416 bytes free)  
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Figure 1-2 Control Connection 

 

 

When the client sends a command for uploading or downloading data, both the control connection and data 

connection must be established. 

2.  User Login and Authentication 

To access files on the FTP server, the FTP client must have a user account authorized by the FTP server. By 

default, a device supports configuration of up to 10 users, 2 connections per user, and 10 connections with the 

server. 

In addition, the read and write permissions of files can be defined to effectively prevent unauthorized users from 

accessing internal files. When the number of a user's FTP login failures reaches the upper limit, the IP address 

or username used for login is locked. Within a certain period of time, all users cannot log in to the FTP server 

properly using this IP address or username. 

3.  Supported FTP Commands 

After receiving an FTP connection request, the FTP server requires the client to provide the username and 

password for authentication. 

If the client passes the authentication, the FTP client commands can be executed. The following table lists the 

FTP client commands supported by the FTP server. 

Table 1-1 FTP Client Commands Supported by the FTP Server 

ascii close mdelete mput quit size 

bin delete mdir nlist recv system 

bye dir mget passive rename type 

cd get mkdir put rmdir user 

cdup ls mls pwd send   

 

FTP Client FTP Server

Control Created

Command

Reply
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configure terminal 

(3)  Enable read/write permission control of FTP users. 

ftp-server login permission enable 

By default, read/write permission control of FTP users is disabled. 

1.8   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the debug command to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Run the clear commands to clear information. 

 Caution 

Running the clear command may lose vital information and thus interrupt services. 

 

Table 1-2 FTP Server Monitoring 

Command Purpose 

clear ftp-server block-list [ all | ip-address 

{ ipv4-address | ipv6-address } [ vrf vrf-name ] | 

username user ] 

Clears the user lock entries in the FTP lock list. 

show ftp-server Displays the FTP server status information. 

show ftp-server { ip-block | username-block } list  Displays the user lock entries in the FTP lock list. 

debug ftp-server err Debugs the FTP server error events. 

debug ftp-server pro Debugs the FTP server message events. 

 

1.9   Configuration Examples 

1.9.1  Providing the FTP Service in a LAN 

1.  Requirements 

As shown in Figure 1-3, a device in a LAN acts as the FTP server to provide the upload and download services 

for users. The switch is an access device. The required session idle timeout is 5 minutes. 
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2.  Topology 

Figure 1-3 Providing the FTP Service in a LAN 

 

 

3.  Notes 

Configure device A as follows: 

(1)  Enable the FTP server function. 

(2)  Configure the top-level directory /syslog. 

(3)  Set the username to user and password to Abc123456. 

(4)  Set the session idle timeout to 5 minutes. 

4.  Procedure 

(1)  Configure device A. 

a. Configure an IP address. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# interface gigabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# ip address 192.168.21.100 255.255.255.0  

DeviceA(config - if - GigabitEthernet 0/1 )# exit  

b. Enable the FTP server function. 

DeviceA(config)# ftp - server enable  

c. Configure the top-level directory /syslog. 

DeviceA(config)# ftp - server topdir /syslog  

d. Set the username to user and password to Abc123456. 

DeviceA(config)# ftp - server username user password Abc123456  

e. Set the session idle timeout to 5 minutes. 

DeviceA(config)# ftp - server timeout 5  

(2)  Configure the user host. 

Set the IP address of the user host to 192.168.21.26/24. 

5.  Verification 

Run the show ftp-server command to view the FTP server configurations. 

DeviceA# show ftp - server  

    ftp - server information  

===================================  

enable : Y  

User Host Device ASwitch

192.168.21.26/24
G0/1

192.168.21.100/24
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(3)  Download files. 

copy { ftp: }//account-information@remote-file flash:local-file 

1.5   Configuring the FTP Connection Mode 

1.5.1  Overview 

You can download or upload files in the specified FTP connection mode. The default FTP connection mode is 

PASV. You can set the FTP connection mode to PORT, in which the FTP server initiates a connection request to 

the client. 

1.5.2  Restrictions and Guidelines 

If you need to specify the vrf vrf-name parameter when configuring the FTP client, configure the VRF first. For 

details about the VRF, see Configuring VRF. 

1.5.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Set the connection mode to PORT. 

ftp-client [ vrf vrf-name ] port 

The default FTP connection mode is PASV. 

1.6   Configuring the Transmission Mode of the FTP Client 

1.6.1  Overview 

You can download or upload files in the specified transmission mode of the FTP client. The default transmission 

mode is Binary. You can also set the transmission mode to ASCII according to your requirements. 

1.6.2  Restrictions and Guidelines 

If you need to specify the vrf vrf-name parameter when configuring the FTP client, configure the VRF first. For 

details about the VRF, see Configuring VRF. 

1.6.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Set the transmission mode to ASCII. 

ftp-client [ vrf vrf-name ] ascii 

The default transmission mode is Binary. 
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1.7   Configuring the Source IP Address for FTP Connection 

1.7.1  Overview 

You can download or upload files using the specified IP address of the FTP client. The FTP client is bound to 

the IP address of a port so that the client can use this IP address to connect to the server. 

1.7.2  Restrictions and Guidelines 

If you need to specify the vrf vrf-name parameter when configuring the FTP client, configure the VRF first. For 

details about the VRF, see Configuring VRF. 

1.7.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the source IP address for FTP connection. 

ftp-client [ vrf vrf-name ] source { ipv4-address | ipv6-address | interface-type interface-number } 

By default, no source IP address is bound to the FTP client. Instead, an IP address is selected for the client 

based on the route. 

1.8   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the debug command to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Table 1-1 Monitoring 

Command Purpose 

show ftp-client Displays the FTP client configurations. 

debug ftp-client Debugs the FTP client. 
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1.3   Configuration Examples 

1.3.1  Configuring the TFTP Server 

1.  Requirements 

Configure a TFTP server in a LAN so that users can upload and download files. 

2.  Topology 

Figure 1-3 Topology of TFTP Server 

 

 

3.  Notes 

Configure Device A as follows: 

(1)  Enable the TFTP server. 

(2)  Configure the top-level directory. 

4.  Procedure 

(1)  Configure device A. 

Configure the IP address of the  Ethernet interface. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# interface gigabitEthernet 0/1  

DeviceA(config - if - GigabitEthernet  0/1 )# ip address 192.168.21.100 255.255.255.0  

DeviceA(config - if - GigabitEthernet  0/1 )# exit  

Configure the top-level directory of the TFTP server. 

DeviceA(config)# tftp - server topdir /tmp  

Enable the FTP server function. 

DeviceA(config)# tftp - server enable  

(2)  Configure the host. 

Set the IP address of the host to 192.168.21.26/24. 

5.  Verification 

Run the show tftp-server command to view the FTP server configurations. 

DeviceA# show tftp - server  

    tftp - server information  

===================================  

enable : Y  

topdir : /tmp  

Host Device A

192.168.21.26/24
G0/1

192.168.21.100/24
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1.3   Enabling the TFTP Client to Upload Files 

1.3.1  Overview 

You can upload files from the TFTP client to the TFTP server. 

1.3.2  Restrictions and Guidelines 

During file transfer, do not insert or remove a storage medium or transmission medium to or from the device to 

avoid transmission errors. 

1.3.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Upload files. 

copy flash:local-file { tftp: }//remote-file  

1.4   Enabling the TFTP Client to Download Files 

1.4.1  Overview 

You can download files from the TFTP server to the TFTP client. 

1.4.2  Restrictions and Guidelines 

During file transfer, do not insert or remove a storage medium or transmission medium to or from the device to 

avoid transmission errors. 

1.4.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Download files. 

copy { tftp: }//remote-file flash:local-file  

1.5   Binding the Source IP Address to the TFTP Client 

1.5.1  Overview 

You can bind a source IP address to the TFTP client so that the client can use this IP address to communicate 

with the server for file upload or download. 

1.5.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 
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(3)  Bind a source IP address to the TFTP client. 

tftp-client source { ip ipv4-address | ipv6 ipv6-address | interface-type interface-number } 

By default, no source IP address is bound to the TFTP client. Instead, an IP address is selected for the 

client based on the route. 

1.6   Configuring a Port Number for TFTP Connection 

1.6.1  Overview 

You can specify the port number used by the TFTP client to connect with the TFTP server for file upload and 

download. 

1.6.2  Restrictions and Guidelines 

The range of the port number configured for the TFTP client is from 20000 to 65534. 

1.6.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the port number used by the TFTP client to connect with the TFTP server. 

tftp-client port port-number 

The default port number used by the TFTP client to connect with the TFTP server is 69. 

1.7   Monitoring 

Run the debug command to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Table 1-1 Monitoring 

Command Purpose 

debug tftp Debugs the TFTP client. 
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5.  Verification 

Run the ping command to check whether the L3 route between the server and the server is reachable. 

Hostname# ping 1.1.1.10  

Sending 5, 100 - byte ICMP Echoes to 1.1.1.10, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/2/2 ms.  

Run the show web-server status command to display the configuration of the HTTP service. 

Hostnam e# show web - server status  

http server status: enabled  

http server port: 8080  

https server status:enabled  

https server port: 4430  

6.  Configuration Files 

hostname Device  

!  

http port 8080  

http secure - port 4430  

enable service web - server http  

enable service web- server https  

web- server http redirect - to - https  

web- server https generate self - signed - certificate  

webmaster level 1 username test1 password 7 $10$ 184$HItkSIIBDRBo$  

!  

interface GigabitEthernet 0/1  

 no switchport  

 ip address 1.1.1. 10 255.255.255.0  

!  

end  

7.  Common Errors 

If the HTTP service port is not the default port 80 or 443, you must enter a specific configured service port in the 

browser. Otherwise, you cannot access the device in Web mode. 

1.6.2  Configuring Remote HTTP Upgrade 

1.  Requirements 

To reduce the impact on network communications, perform upgrade early in the morning. Therefore, you can 

use the remote HTTP upgrade feature to upgrade the device using files. 
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5.  Verification 

Run the ping command to check whether the L3 route between the server and the server is reachable. 

Hostname# ping 1.1.1.20  

Sending 5, 100 - byte ICMP Echoes to 1.1.1.20, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/2/2 ms.  

6.  Configuration Files 

hostname Device  

!  

ip domain - lookup  

ip name - server 192.168.58.110  

!  

enable service web - server http  

enable service web - server https  

http update time daily 02:00  

!  

interface GigabitEthernet 0/1  

 no switchport  

 ip address 1.1.1. 10 255.255.255.0  

!  

end  

7.  Common Errors 

DNS is disabled, so the device cannot establish a connection with the server. 
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Keyword Level Description 

notifications 5 Indicates a common but important message that requires attention. 

informational 6 Indicates an informational message. 

debugging 7 Indicates debugging information. 

 

1.1.4  Output Direction of System Logs 

System logs can be output to the console, monitor, server, buffer, and file. The default level and type of logs 

vary with the output direction. You can customize filtering rules for different output directions. Table 1-2 

describes output directions of system logs. 

Table 1-2 Description of System Log Output Directions 

Name of 

Output 

Direction 

Default Output 

Direction 

Default Output 

Level 
Description 

console Console 
debugging 

(Level 7) 
Outputs logs and debugging information. 

monitor Monitor terminal 
debugging 

(Level 7) 

Outputs logs and debugging information to facilitate 

remote maintenance. 

server Log server 
informational 

(Level 6) 
Outputs logs and debugging information. 

buffer Log buffer 
debugging 

(Level 7) 

Outputs logs and debugging information. The log 

buffer is used to store system logs during the device 

running. 

file Log file 
informational 

(Level 6) 

Outputs logs and debugging information, and 

periodically writes logs in the log buffer into files. 

 

1.1.5  RFC3164 Log Format 

Formats of system logs may vary with the system log output direction. 

1.  Non-server Direction 

When logs are output to the console, monitor terminal, log buffer, or log file, the system logs are in the following 

format: 

seq no: *timestamp: sysname %module - level - mnemonic: content  

The log format is described below: 

Sequence number: *timestamp: system name %module name-severity-mnemonic: log text 

For example, if you exit the configuration mode, the following log is displayed on the console: 















































Configuration Guide Configuring Syslog  

25 

a log is a redirected log. If four Supervisor Engines are used in a VSU, the role flag strings are as follows: 

(*1/M1), (*1/M2), (*2/M1), and (*2/M2). 

1.9.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable the log redirection function. 

logging rd on 

(4)  (Optional) Configure the rate limit on redirected logs. 

logging rd rate-limit number [ except [ severity-level ] ] 

The log redirection function limits the maximum number of logs to be redirected per second to 200 by 

default. 

1.10   Configuring Performance Logging Function 

1.10.1  Overview 

After the performance logging function is enabled, the logs that are output through the performance logging 

interface will be transmitted through the performance logging channel. 

1.10.2  Restrictions and Guidelines 

The performance logging function needs to be configured only when massive logs are displayed on the server 

within a short period. Only several functional services require this function. 

1.10.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable the performance logging function. 

logging performance switch 

The performance logging function is disabled by default. 

1.11   Configuring Synchronization of User Input and Log Output 

1.11.1  Overview 

When the synchronization of user input and log output is enabled, even if logs are displayed during user input, 

the user input information is displayed after display, thereby ensuring the input integrity and continuity. 
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1.11.2  Restrictions and Guidelines 

The logging synchronous command is configured in line configuration mode, and on each line that enables 

this function. 

1.11.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the configuration mode of a specified line. 

line { console | vty } first-line [ last-line ] 

(4)  Synchronize user input and log output. 

logging synchronous 

Synchronization of user input and log output is disabled by default. 

1.12   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-8 Syslog Monitoring 

Command Purpose 

clear logging Clears logs in the memory buffer. 

show logging Displays log statistics and logs in the memory buffer based on the 

timestamp from earliest to latest. 

show logging reverse [ timestamp 

YY MM DD hh:mm:ss ] 

Displays log statistics and logs in the memory buffer based on the 

timestamp from latest to earliest. 

show logging config Displays system log configurations and statistics. 

show logging count Displays log statistics of each module in the system. 
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4.  Procedure 

(1)  Configure the management IP address for the device. 

Device> enable  

Device# configure terminal  

Device(config)# interface gigabitethernet 0/1  

Device(config - if - GigabitEthernet 0/1)# ip address 10.1.1.2 255.255.255.0  

Device(config - if - GigabitEthernet 0/1)# exit  

(2)  Enable logging. 

Device(config)# logging on  

(3)  Configure the system log format. 

Set the system log format to RFC5424 log format. 

Device(config)# no service log - format rfc5424  

Set the log display format to standard log format. 

Device(config)# service standard - syslog  

Set the timestamp format to datetime and add the millisecond and year to the timestamp. 

Device(config)# service timestamps log datetime year msec  

Device(config)# service timestamps debug datetime year msec  

Add the system name to the system log format. 

Device(config)# service sysname  

Add the sequence number to the system log format. 

Device(config)# service sequence - numbers  

(4)  Configure log monitoring. 

Device(config)# logging userinfo  

Device(config)# logging userinfo command - log  

Configure log statistics collection. 

Device(config)# logging count 

Configure the output of system logs to the console. 

Device(config)# logging console informational  

Set the rate of outputting system logs to the console to 50 logs per second. 

Device(config)# logging rate - limit console 50  

Configure the output of system logs to the monitor terminal. 

Device(config)# logging monitor informational  

Device(config)# line vty 0 4  

Device(config - line)# monitor  

(5)  Synchronize user input and log output. 

Device(config - line)#logging synchronous  

Device(config - line)#exit  

(6)  Enable performance logging. 
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Device(config)# logging performance switch  

(7)  Configure log filtering. 

Set the filtering directions of logs to terminal and server. 

Device(config)# logging filter direction server  

Device(config)# logging filter direction terminal  

Set the log filtering mode to filter-only. 

Device(config)# logging filter type filter - only  

Set the log filtering rule to single-match to filter the logs with a module name containing "SYS". 

Device(config)# logging filter rule single - match module SYS  

(8)  Configure the output direction of system logs. 

Configure the function of writing system logs into a log file named syslog. 

Device(config)# logging file flash:syslog debugging  

Device(config)# logging flash interval 600  

Configure the transmission of system logs to the log server with the IPv4 address of 192.168.1.20. 

Device(config)# logging server 192.168.1.20  

Configure the size of the system logs to be written into the memory buffer to 128 KB (131072 bytes). 

Device(config)# logging buffered 131072 informational  

5.  Verification 

Run the ping command to check whether the L3 route between the server and the log server is reachable. 

Device# ping 192.168.1.20  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.20, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/ 5), round - trip min/avg/max = 1/1/3 ms  

Run the show logging config command to check the configuration. 

Device# show logging config  

Syslog logging: enabled  

  Console logging: level informational, 82 messages logged  

  Monitor logging: level informational, 0 messages logged  

  Buffer logging: level debugging, 83 messages logged  

  File logging: level debugging, 83 messages logged  

  File name:syslog.txt, size 128 Kbytes, the 1 file is currently being written  

  Standard fo rmat:true  

  Timestamp debug messages: datetime  

  Timestamp log messages: datetime  

  Sequence - number log messages: enable  

  Sysname log messages: enable  

  Count log messages: enable  

  Trap logging: level debugging, 82 message lines logged,8 fail  

    log ging to  192.168.1.20  
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Device( config)# logging policy module SYS not - lesser - than 5 direction console  

Device(config)# logging policy module SYS 3 direction buffer  

Configure periodical log reporting. 

Device(config)# logging statistic enable  

Device(config)# logging statistic terminal  

Devi ce(config)# logging statistic mnemonic STAT interval 30  

(5)  Configure log monitoring. 

Device(config)# logging userinfo  

Device(config)# logging userinfo command - log  

Configure log statistics collection. 

Device(config)# logging count 

Configure the output of system logs to the console. 

Device(config)# logging console informational  

Set the rate of outputting system logs to the console to 50 logs per second. 

Device(config)# logging rate - limit console 50  

Configure the output of system logs to the monitor terminal. 

Device(config)# logging monitor informational  

Device(config)# line vty 0 4  

Device(config - line)# monitor  

(6)  Synchronize user input and log output 

Device(config - line)# logging synchronous  

Device(config - line)# exit  

(7)  Enable performance logging. 

Device(config)# l ogging performance switch  

(8)  Configure system log filtering. 

Set the filtering directions of logs to terminal and server. 

Device(config)# logging filter direction server  

Device(config)# logging filter direction terminal  

Set the log filtering mode to filter-only. 

Device(config)# logging filter type filter - only  

Set the log filtering rule to single-match to filter the logs with a module name containing "SYS". 

Device(config)# logging filter rule single - match module SYS  

(9)  Configure the output direction of system logs. 

Configure the function of writing system logs into a log file named syslog. 

Device(config)# logging file flash:syslog debugging  

Device(config)# logging flash interval 600  

Configure the transmission of system logs to the log server with the IPv4 address of 192.168.1.20. 

Device(config)# logging server 192.168.1.20  

Configure the size of the system logs to be written into the memory buffer to 128 KB (131072 bytes). 
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Device(config)# logging buffered 131072 informational  

5.  Verification 

(1)  Run the ping command to check whether the L3 route between the server and the log server is reachable. 

Device# ping 192.168.1.20  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.20, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5),  round - trip min/avg/max = 1/1/3 ms.  

(2)  Run the show logging config command to check the configuration result. 

Device# show logging config  

Syslog logging: enabled  

  Console logging: level informational, 84 messages logged  

  Monitor logging: level informationa l, 0 messages logged  

  Buffer logging: level debugging, 92 messages logged  

  File logging: level debugging, 105 messages logged  

  File name:syslog.txt, size 128 Kbytes, the 1 file is currently being written  

  Statistic log messages: enable  

  Statistic log  messages to terminal: enable  

  Delay - send log messages to terminal: enable  

  Delay - send file name:syslog, Current write index:0, Current send index:0, 

Cycle:7200 seconds  

  Count log messages: enable  

  Trap logging: level debugging, 84 message lines lo gged,10 fail  

    logging to  192.168.1.20  

  Delay - send logging: 0 message lines logged  

    logging to  192.168.1.20  by ftp  

6.  Configuration Files 

Device configuration file 

hostname Device  

!  

service log - format rfc5424  

logging filter direction server  

logging filter direction terminal  

logging filter rule single - match module SYS  

logging rate - limit console 50  

logging count  

logging userinfo command - log  

logging buffered 131072 informational  

logging file flash:syslog debugging  

logging flash interval 600  

logging console informational  

logging monitor informational  

logging facility local7  
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logging server 192.168.1.20  

logging performance switch  

logging policy module SYS not - lesser - than 5 direction console  

logging policy module SYS 3 direction buffer  

logging st atistic enable  

logging statistic terminal  

logging statistic mnemonic STAT interval 30  

logging delay - send terminal  

logging delay - send interval 7200  

logging delay - send file flash:syslog  

logging delay - send server 192.168.1.20 mode ftp user admin password 

$10$ 184$HItkSIIBDRBo$  

!  

interface GigabitEthernet 0/1  

 ip address 192.168.1.10 255.255.255.0  

!  

end  
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Table 1-1 Software Upgrade Monitoring 

Command Purpose 

show upgrade status 
Displays the upgrade status of the device and the installation 

status of a patch. 

show upgrade history Displays the upgrade history. 

show upgrade auto-sync Displays the auto-sync upgrade configuration on the device. 

check version Checks the version matching. 

clear install storage [ slot slot-id | slot 

all ]  

Clears all the patch packages not running currently and 

corresponding database information. 

show install 
Displays information about the hot patch package already 

installed on the device in a multi-patch solution. 

show patch 
Displays information about the hot patch package already 

installed on the device in a single-patch solution. 

show install auto-sync Displays whether the device enables patch auto-sync. 

show patch auto-sync 
Displays information about all patch packages that need to be 

automatically synchronized on the current device. 

show cmpnt { auto_db | new_list | 

upgrade_db | { begin | client | server } 

{ backup | current } { all_log | error_log | 

major_log | msg_log | trace_log } } 

Debugs the patch. 

 

1.9   Configuration Examples 

1.9.1  Configuring Subsystem Upgrade 

1.  Requirements 

Upgrade a subsystem installation package to update all software in the device so that the overall software is 

enhanced and the known software bugs are fixed. Use Figure 1-1 as an example. The upgrade download 

tftp://path command is used to upgrade the subsystems of the device by using the installation package file 

stored on the TFTP server. 
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        Device type     : s5315  

        Status          : success  

(3)  After upgrading the subsystems, run the reload command to restart the device so that the configuration takes 

effect. 

Hostname#  reload  

Reload system?(Y/N)y  

*Dec 25 06:48:02: %SYSMON - 5- RELOAD: Reset system from [CONSOLE] with reason 

[Management port/Reset system by reload command]  

Hostname#*Dec 25 06:48:02: %DP - 3- RESET_DEV: Reset device 1 due to 

SYSMON/3766/CONSOLE/Management port /Reset system by reload command.  

*Dec 25 06:48:04: %DP - 3- MACHINE_RESTART: MACHINE_RESTART. 

5.  Verification 

(1)  Run the ping command to check whether the L3 route between the device and the TFTP server is reachable. 

Hostname# ping 192.168.1.20  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.20, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/1/3 ms.  

(2)  Run the show upgrade status command to display the upgrade result. 

Hostname# show upgrade status  

upgrade global status: INIT  

[Slot 1/0]  

        Device type     : s5315  

        Status          : ready  

(3)  Check the running version on the device. If the version information changes, the upgrade is successful. 

Hostname# show version  

System description      : Ruijie 10G Ethernet Switch(S5315 - 24MG6XS- UP- E) By 

Ruijie Networks  

System start time       : 2024 - 05- 17 06:26:02  

System uptime           : 00:02:15:17  

System hardware version : 1.00  

System software version : S5315_RGOS 12.6(3)B0103  

System patch number     :  NA 

System serial number    : G1TX6XX00892B  

System boot version     : 1.1.16(Master) 1.1.16(Slave)  

System rboot version    : 2.0.12  

Module information:  

  Slot 0 : S5315 - 24MG6XS- UP- E 

    System uptime       : 00:02:15:17  

    Hardware version    : 1.00  

    Boot version        : 1.1.16(Master) 1.1.16(Slave)  

    Rboot version       : 2.0.12  

    Software version    : S5315_RGOS 12.6(3)B0103  
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-------------------------------------  

Slot           Result         Comment  

1/0            Success        None  

2/0            Success        None  

 

< The terminal is unlock >  

b  Run the patch running command to activate the hot patch permanently. 

Hostname# patch running  

< The terminal is lock >  

Operating, please wait for a moment...  

!!!!!      100%  

Patch operation finish!  

Operate result information:  

-------------------------------------  

Slot           Result         Comment  

1/0            Success        None  

2/0            Success        None  

 

< The terminal is unlock >  

(4)  Configure automatic synchronization of the patch. 

Hostname# configure  

Enter configuration commands, one per line.  End with CNTL/Z.  

Hostname(config)# install auto - sync enable  

5.  Verification 

Run the show install command to display information about the hot patches installed on the current device. 

Hostname# show instal l  

Install information:  

 [Slot 1/0]  

     Name                         State          Flag        Effective time         Package  

     smu_rf_hot1002_0118.bin      running        Hot         2019 - 09- 17 19:00:02  

 

 [Slot 2/0]  

     Name                         S tate          Flag        Effective time         Package  

     smu_rf_hot1002_0118.bin      running        Hot         2019 - 09- 17 19:00:02  

Run the show patch command to display information about the hot patches installed on the current device. 

Hostname# sho w patch  

 [Slot 1/0]  

     Patch package SP1 installed in the system, version:5.0.0.0  

     ----------------------------------------  

     Patch       : SP1.bin  

     Status      : active  

     Version     : 5.0.0.0  

     Size        : 1770  
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Install information:  

 [Slot 1/0]  

     [No Install information]  

 

 [Slot 2/0]  

     [No Install information]  

Run the show patch command to display the patch uninstallation result. 

Hostname# show patch  

 [Slot 1/0]  

     [No  patch package installed in the systemInstall information]  

 

 [Slot 2/0]  

     [No patch package installed in the systemInstall information]  
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Press a key to run the command:  

After the device displays the menu interface, select a menu item to select the corresponding function. 

Press the first character of the menu item to perform the function of the menu item. If the menu item is a 

submenu, the submenu is accessed. The device displays the interface of the submenu. 

Press Ctrl+Z to exit the current submenu and return to the previous-level menu. 

1.1.3  Downloading TFTP utilities 

This is a submenu. After you access the submenu, the following information is displayed: 

====== Rboot Menu(Ctrl+Z t o upper level) ======  

    Tftp utilities.  

************************************************  

    0. Upgrade uboot/bios program.  

    1. Upgrade rboot program.  

    2. Upgrade main program.  

    3. Upgrade the entire device by distribute package.  

    4. Burn the total FlashROM by this downloaded file.  

************************************************  

Press a key to run the command:  

1.  Upgrading Uboot/BIOS 

This function downloads a Uboot or BIOS file to the flash memory to update the master or slave Uboot of the 

system or the master or slave BIOS of the system, depending on the specific requirement. 

(1)  Start the Trivial File Transfer Protocol (TFTP) server on the PC or supervisor module. 

(2)  Be sure to put the Uboot or BIOS upgrade image file to be downloaded in the TFTP server directory of the 

PC or supervisor module. 

(3)  Connect the device to the PC through an Ethernet cable. 

(4)  On the menu interface, select Upgrade uboot/bios program. 

(5)  Enter Local IP (IP address of the switch), Remote IP (IP address of the PC), and Filename (name of the 

Uboot or BIOS file to be downloaded) based on prompts and press Enter. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

2.  Upgrading Rboot 

This function downloads an Rboot file to the flash memory to update Rboot of the system. 

(1)  Start the TFTP server on the PC or supervisor module. 

(2)  Be sure to put the Rboot upgrade image file to be downloaded in the TFTP server directory of the PC or 

supervisor module. 

(3)  Connect the device to the PC through an Ethernet cable. 

(4)  On the menu interface, select Upgrade rboot program. 

(5)  Enter Local IP (IP address of the switch), Remote IP (IP address of the PC), and Filename (name of the 

Rboot file to be downloaded) based on prompts and press Enter. 
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3.  Upgrading the Main Program 

The function is used to parse a main program package and upgrade the main program. If the main program 

package contains Uboot or Rboot, Uboot or Rboot is upgraded depending on the version. 

(1)  Start the TFTP server on the PC or supervisor module. 

(2)  Be sure to put the upgrade image file of the main program to be downloaded in the TFTP server directory of 

the PC or supervisor module. 

(3)  Connect the device to the PC through an Ethernet cable. 

(4)  On the menu interface, select Upgrade main program. 

(5)  Enter Local IP (IP address of the switch), Remote IP (IP address of the PC), and Filename (name of the 

main program file to be downloaded) based on prompts and press Enter. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

4.  Upgrade the Software Package 

This function is used to parse a software package, retrieve the main program from the software package, and 

upgrade the device by using the main program according to the upgrade procedure of the main program. 

(1)  Start the TFTP server on the PC or supervisor module. 

(2)  Be sure to put the upgrade image file of the software package to be downloaded in the TFTP server 

directory of the PC or supervisor module. 

(3)  Connect the device to the PC through an Ethernet cable. 

(4)  On the menu interface, select Upgrade the entire device by distribute package. 

(5)  Enter Local IP (IP address of the switch), Remote IP (IP address of the PC), and Filename (name of the 

program file to be downloaded) based on prompts and press Enter. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

5.  Upgrading the Flash ROM File 

This function is used to refresh the ROM files (including the slave Uboot, master Uboot, and Rboot) in the flash 

memory to burn such files into the flash memory again. After upgrade, the baud rate is changed to 9600 and 

SetMac needs to be set again. 

(1)  Start the TFTP server on the PC or supervisor module. 

(2)  Be sure to put the ROM upgrade image file to be downloaded in the TFTP server directory of the PC or 

supervisor module. 

(3)  Connect the device to the PC through an Ethernet cable. 

(4)  On the menu interface, select Burn the total FlashROM by this downloaded file. 

(5)  Enter Local IP (IP address of the switch), Remote IP (IP address of the PC), and Filename (name of the 

program file to be downloaded) based on prompts and press Enter. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

1.1.4  Downloading X/Y/ZModem 

This is a submenu. After you access the submenu, the following information is displayed: 

====== BootLoader Menu("Ctrl+Z" to  upper level) ======  
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    XModem utilities.  

************************************************  

    X/Y/ZModem utilities.  

************************************************  

    0. XModem utilities.  

    1. YModem utilities.  

    2. ZModem utilities.  

    3. Local utilities.  

************************************************  

Press a key to run the command:  

1.  Upgrading XModem 

This function is used to download Uboot, BIOS, Rboot, main program, software package, or ROM through 

XMODEM and install it on the device. 

(1)  On the menu interface, select XModem utilities. 

(2)  The device displays the following submenus: 

====== Rboot Menu (Ctrl+Z to upper level) ======  

    XModem utilities.  

************************************************  

    0. Upgrade uboot/bios program.  

    1. Upgrade rboot program.  

    2. Upgrade main program.  

    3. Upgrade the entire device by distribute package.  

    4. Burn the total FlashROM by this downloaded file.  

************************************************  

Press a key to run the command:  

(3)  Select a required upgrade type. 

(4)  Select Transfer > Send File in HyperTerminal, select XMODEM for the protocol, and select a file to be 

downloaded by the upgrade type. 

(5)  Click Send. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

2.  Upgrading YModem 

This function is used to download Uboot, BIOS, Rboot, main program, software package, or ROM through 

YMODEM and install it on the device. 

(1)  On the menu interface, select YModem utilities. 

(2)  The device displays the following submenus: 

====== Rboot  Menu (Ctrl+Z to upper level) ======  

    YModem utilities.  

************************************************  

    0. Upgrade uboot/bios program.  

    1. Upgrade rboot program.  

    2. Upgrade main program.  
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    3. Upgrade the entire device by distribute package .  

    4. Burn the total FlashROM by this downloaded file.  

************************************************  

Press a key to run the command:  

(3)  Select a required upgrade type. 

 Note 

This menu is similar to the TFTP menu. For details, see the TFTP menu. 

 

(4)  Select Transfer > Send File in HyperTerminal, select YMODEM for the protocol, and select a file to be 

downloaded by upgrade type. 

(5)  Click Send. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

3.  Upgrading ZModem 

This function is used to download Uboot, BIOS, Rboot, main program, software package, or ROM through 

ZMODEM and install them on the device. 

(1)  On the menu interface, select ZModem utilities. 

(2)  The device displays the following submenus: 

====== Rboot Menu (Ctrl+Z to upper level) ====== 

    ZModem utilities.  

************************************************  

    0. Upgrade uboot/bios program.  

    1. Upgrade rboot program.  

    2. Upgrade main program.  

    3. Upgrade the entire device by distribute package.  

    4. Burn the total FlashR OM by this downloaded file.  

************************************************  

Press a key to run the command:  

(3)  Select a required upgrade type. 

(4)  Select Transfer > Send File in HyperTerminal, select ZMODEM for the protocol, and select a file to be 

downloaded by upgrade type. 

(5)  Click Send. 

(6)  Wait until the system displays a message indicating that the operation is complete. 

4.  Upgrading Local Utilities 

This function is used to download the Uboot, BIOS, Rboot, main program, software package, and ROM to a 

USB flash drive or flash memory partition and install them on the device. 

(1)  On the menu interface, select Local utilities. 

(2)  The device displays the following submenus: 

====== Rboot Menu (Ctrl+Z to upper level) ======  

    Local utilities.  
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************************************* ***********  

    0. Upgrade uboot/bios program.  

    1. Upgrade rboot program.  

    2. Upgrade main program.  

    3. Upgrade the entire device by distribute package.  

    4. Burn the total FlashROM by this downloaded file.  

************************************************  

Press a key to run the command:  

(3)  Select a required upgrade type. 

(4)  Based on the prompt, enter a file path. 

a  If a USB flash drive is used, the file path is the location of the usb0: file. If there are multiple USB flash 

drives or partitions, the file paths are usb1: file location, usb2: file location, and so on. 

b  If a flash memory partition is used, the file path is the location of the flash: file. 

(5)  Wait until the system displays a message indicating that the operation is complete. 

1.1.5  Running the Main Program 

On the menu interface, enter 3. The program is booted to access the main program. 

1.1.6  Querying and Setting Other Functions 

This is a submenu. After you access the submenu, the following information is displayed: 

====== Rboot Menu(Ctrl+Z to upper level) ======  

    Scattered utilities.  

************************************************  

    0. Show Version.  

    1. Reload System.  

    2. Set Baudrate.  

    3. Format Flash.  

    4. Exit menu.  

    5. Set debug mode.  

    6. Run mai n without enable password.  

    7. Set Download Gateway.  

************************************************  

Press a key to run the command :  

 Note 

Options in the submenu increases with the update of the Rboot version but some Rboot items of some earlier 

products may not be listed. 

 

1.  Displaying the Boot Version 

This function is used to display the versions of Uboot/BIOS and Rboot on all flash memories. 

(1)  On the menu interface, select Show Version. 

(2)  The system displays versions of Uboot/BIOS and Rboot. 

Example: 
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5.  Setting the Debugging Mode 

This is a submenu. After you access the submenu, the following information is displayed: 

====== Rboot Menu (Ctrl+Z to upper level) ======  

    Set debug mode.  

************************************************  

    0. Debug switch On.  

    1. Debug switch Off.  

************************************************  

Press a key to run the command:  

Select Debug switch On to enable the debugging mode or select Debug switch Off to disable the debugging 

mode. 

The main program outputs more logs in debugging mode than those in normal mode. 

6.  Running the Main Program Without Enabling Password 

On the menu interface, select Run main without enable password. Click OK. The main program is started. In 

the main program, you can enable the device without a password. This function is used when you forget the 

password. This function is effective for only the current operation. After reboot, the password is still required. 

Some devices do not support startup without a password under Rboot (but supports startup without a password 

under Uboot). In this case, the following information is displayed: 

    Not support ed in Rboot.  

    Please reload, press Ctrl+B to enter Uboot,  

    and select the same item in Uboot menu.  

For such devices, access Uboot during startup and select the Run main without enable password menu. 

7.  Downloading TFTP Across Gateways 

This function is used to configure a gateway and a mask so that TFTP can be downloaded across gateways. 

On the menu interface, select Set Download Gateway. The following information is displayed: 

Plz enter the Local GatewayIP [<NULL>]:  

Enter the IP address of a gateway in the format of X.Y.Z.W. The following message is displayed: 

Plz enter the IP Netmask [<NULL>]:  

Enter a subnet mask in the format of X.Y.Z.W. The following message is displayed: 

    Set Local GatewayIP to <set IP address of the gateway>  

Set IP Netmask to <set  subnet mask>  

Then return to the main menu and select items in Tftp utilities. The gateway and subnet mask are displayed 

during downloading and TFTP items are downloaded across gateways. 

    TFTP: Detect Gateway <set IP address of the gateway> ...  

    TFTP: Detect Netmask <set subnet mask> ...  

The gateway configuration is not retained. After you leave Rboot, the configuration is lost. 

To clear the gateway configuration in Rboot, enter a null address in Set Download Gateway. 

Plz enter the Local Gatew ayIP [<NULL>]:  

Plz enter the IP Netmask [<NULL>]:  
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    Clear Local GatewayIP config.  

    Clear IP Netmask config.  
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Press Ctrl+Z to exit the current submenu and return to the previous-level menu. 

1.1.3  Downloading XModem 

On the menu interface, select Upgrade bootloader. 

This is a submenu. After you access the submenu, the following information is displayed: 

====== BootLoader Menu("Ctrl+Z" to upper level) ======  

    XModem utilities.  

************************************************  

    0. Upgrade bootloader.  

    1. Upgrade rboot.  

************************************************  

Press a key to run the command:  

1.  Upgrading bootloader 

This function downloads a Uboot file to the flash memory to update the master Uboot of the system. 

(1)  On the menu interface, select Upgrade bootloader. 

(2)  Click Send File under Transfer in HyperTerminal and select a Uboot image file to be downloaded (for 

example, UBOOT.BIN). 

(3)  Click Send. 

(4)  Wait until the system displays a message indicating that the operation is complete. 

2.  Upgrading rboot 

This function downloads an Rboot file to the flash memory to update Rboot of the system. 

(1)  On the menu interface, select Upgrade rboot. 

(2)  Click Send File under Transfer in HyperTerminal and select an Rboot image file to be downloaded (for 

example, RBOOT.BIN). 

(3)  Click Send. 

(4)  Wait until the system displays a message indicating that the operation is complete. 

1.1.4  Running the Main Program 

On the menu interface, select Run main. The program automatically skips to the main program from Uboot. 

1.1.5  Running the Rboot Program 

On the menu interface, select Run rboot. The program automatically skips to Rboot from Uboot. 

1.1.6  Querying and Setting Other Functions 

On the menu interface, select Scattered utilities. 

This is a submenu. After you access the submenu, the following information is displayed: 

====== BootLoader Menu("Ctrl+Z" to upper level) ======  

    Scattered utilities.  

************************************************  

    0. Show the bootloader version.  
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5.  Setting the Debugging Mode 

This is a submenu. After you access the submenu, the following information is displayed: 

====== BootLoader Menu("Ctrl+Z" to upper level) ======  

    Set debug mode.  

************************************************  

    0. Debug switch On.  

    1. Debug switch Off.  

************************************************  

Press a key to run the command:  

Select Debug switch On to enable the debugging mode or select Debug switch Off to disable the debugging 

mode. 

The main program and Rboot output more boot logs in debugging mode than those in normal mode. 

6.  Starting the Main Program without Enabling Password 

On the menu interface, select Run main without enable password. Click OK. The main program is started. In 

the main program, you can enable the device without a password. This function is used when you forget the 

password. This function is effective for only the current operation. After reboot, the password is still required.  

2 Configuring the SIMPLE CLI 

2.1   Introduction 

2.1.1  Overview 

The SIMPLE command line interface (CLI) includes some functions supported by Uboot, which are 

implemented through command lines, including booting the main program, booting Rboot, and updating Uboot 

or Rboot. 

2.1.2  Accessing the SIMPLE CLI Operation Interface 

On the Uboot menu interface, press Ctrl+Q to access the SIMPLE CLI operation interface. 

====== BootLoader Menu("Ctrl+Z" to upper level) ======  

    TOP menu items.  

******* *****************************************  

    0. XModem utilities.  

    1. Run main.  

    2. Run rboot.  

    3. Scattered utilities.  

************************************************  

Press a key to run the command:  

Enter help. The functions of commands are displayed as follows: 

bootloader# help  

Total commands:  
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Command Purpose 

show license hostid Displays the device SN used for licensing. 

show license dev-hostid Displays the device SN of each device 

show license unbind-code Displays the verification code of a license unbound from the device. 

show license dev-unbind-code Displays the verification code of a license unbound from each device 

in the environment. 
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packet request interval of the NTP client is smaller than that allowed by the server, the NTP server discards 

the packets. This function takes effect only after the ntp access-group limited { acl-name | acl-number } 

[ kod ] command is configured. 

1.7.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  (Optional) Configure the NTP access control rights. 

ntp access-group { limited | peer | query-only | serve | serve-only } { acl-name | acl-number } [ kod ] 

No NTP access control rule is configured by default. 

(4)  (Optional) Configure the minimum packet interval allowed by NTP. 

ntp discard min-spacing discard-min-spacing-interval avg-spacing avg-spacing-interval 

By default, the minimum packet request interval allowed by NTP is 2s, and the average packet request 

interval is 8s. 

1.8   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the debug command to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Table 1-1 NTP Monitoring 

Command Purpose 

show ntp status Displays the current NTP information. 

show ntp packets Displays the sent and received NTP packets. 

show ntp server Displays the NTP server information. 

show ntp peer Displays the NTP peer list. 

show ntp broadcast-server Displays the NTP broadcast server list. 

debug ntp Debugs the DNS function. 

no debug ntp Disables the debugging function. 
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ntp authentication - key 1 md5 abcd  

ntp authenticate  

ntp trusted - key 1  

ntp server 192.168.2.2 key 1  

!  

interface GigabitEthernet 0/1  

 ip address 192.168.2.1 255.255.255.0  

!  

end  

1.9.4  Configuring NTP Access Control Rights 

1.  Requirements 

Configure the access control function to prevent malicious damage to the time server and improve the security 

of time synchronization. 

Use a device as a client to synchronize time only from the specified external reference clock source to the local 

clock. 

2.  Topology 

Figure 1-5 Topology for Implementing NTP Access Control Rights 

 

 

3.  Procedure 

Set the IP address of GigabitEthernet 0/1 on device A to 192.168.2.2/24. 

DeviceA> enble  

DeviceA# configure terminal  

DeviceA(config)# interface gigabitEthernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# ip address 192.168.2.2 255.255.255.0  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

Set the IP address of GigabitEthernet 0/1 on device B to 192.168.2.1/24. 

DeviceB> enble  

DeviceB# configure terminal  

DeviceB(config)# interface gigabitEthernet 0/1  

DeviceB(config - if - GigabitEthernet 0/1)# ip address 192.168.2.1 255.255.255.0  

DeviceB(config - if - GigabitEthernet 0/1) # exit  

Configure device A as the reference clock source of device B. Allow only the device with the IP address of 

192.168.2.2 to send a time synchronization request to the local device. 

DeviceB(config)# ntp server 192.168.2.2  

DeviceB(config)# access - list 1  permit host 192.168.2.2  

DeviceB(config)# ntp access - group serve - only 1  

DeviceBDeviceA G 0/1
192.168.2.1/24

G 0/1
192.168.2.2/24
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5.  Verification 

Run the ping command to verify L3 reachability between device B and device A. 

DeviceB# ping 192.168.2.2  

Sending 5, 100 - byte ICMP Echoes to 192.168.2.2, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/1/1 ms.  

Run the clock set command to modify the time on device A. 

DeviceA# clock set 11:00:00  

Set system clock: 11:00:00 UTC Fri, Feb 26, 2021  

Run the show clock command on device B to check whether time synchronization is successful. 

DeviceB# show clock  

11:00:01 UTC Fri, Feb 26, 2021  

6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  

interface GigabitEthernet 0/1  

 ntp broadcast - server  

 ip address 192.168.2.2 255.255.255.0  

!  

ntp master  

!  

end  

Device B configuration file 

hostname DeviceB  

!  

interface GigabitEthernet 0/1  

 ntp broadcast - client  

 ip address 192.168.2.1 255.255.255.0  

!  

end  

1.9.6  Configuring the NTP Peer Mode 

1.  Requirements 

A time server, device A, exists in the network, and device B needs to synchronize time from device A. Configure 

device A as the passive peer and device B as the active peer. 
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Run the show clock command on device B to check whether time synchronization is successful. 

DeviceB# show clock  

11:00:01 UTC Fri, Feb 26, 2021  

6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  

interface GigabitEthernet 0/1  

 ntp broadcast - server  

 ip address 192.168.2.2 255.255.255.0  

!  

ntp passive enable  

ntp master  

!  

end  

Device B configuration file 

hostname DeviceB  

!  

interface GigabitEthernet 0/1  

 ntp broadcast - client  

 ip address 192.168.2.1 255.255.255.0  

!  

ntp peer 192.168.2.2  

!  

end  

 



 

i 

Contents 

1 Configuring SNTP .............................................................................................................................. 1 

1.1 Introduction ................................................................................................................................ 1 

1.1.1 Overview ........................................................................................................................ 1 

1.1.2 Principles ........................................................................................................................ 1 

1.1.3 Protocols and Standards ............................................................................................... 2 

1.2 Restrictions and Guidelines ....................................................................................................... 2 

1.3 Configuring SNTP ...................................................................................................................... 2 

1.3.1 Overview ........................................................................................................................ 2 

1.3.2 Restrictions and Guidelines ........................................................................................... 2 

1.3.3 Procedure ....................................................................................................................... 2 

1.4 Monitoring .................................................................................................................................. 3 

1.5 Configuration Examples ............................................................................................................. 3 

1.5.1 Configuring Basic Functions of SNTP ........................................................................... 3 

 



Configuration Guide Configuring SNTP  

1 

1 Configuring SNTP 

1.1   Introduction 

1.1.1  Overview 

NTP uses a complex algorithm for time synchronization, and raises high requirements for the system. As a 

simplified version of NTP, Simple Network Time Protocol (SNTP), inherits the protocol specification and 

implementation process of NTP, and adopts the same packet format and interaction mode as NTP. By setting 

some fields in the packet to predetermined values, SNTP simplifies the time synchronization algorithm and 

lowers the requirements for system performance. Although the precision of SNTP time synchronization is 

compromised while the algorithm is simplified, SNTP can generally achieve a precision of about 1s. Therefore, 

when the time precision requirements are not very high, you can choose to use SNTP. SNTP packets are the 

same as NTP packets, and therefore the SNTP client is fully compatible with the NTP server. 

1.1.2  Principles 

Like NTP, SNTP also uses the client/server mode for SNTP/NTP message interaction. The client sends a time 

synchronization packet to the server at a certain interval (half an hour by default). After receiving a response 

packet from the server, the client synchronizes time. 

As shown in Figure 1-1, Device B (B for short) acts as an NTP reference clock source, Device A (A for short) 

acts as an SNTP client that synchronizes time with B. At a time point, the local clock of A is 19:00:00 and the 

local clock of B is 19:30:20. 

(1)  A sends an SNTP/NTP request packet. The local time (T0) when the packet leaves from A is 19:00:00 and is 

filled in Originate Timestamp. 

(2)  After a network delay of 2s, the local time (T1) when B receives the request packet is 19:30:23 and is filled in 

Receive Timestamp. 

(3)  B processes the NTP request and sends an NTP response packet one second later. The local time (T2) 

when the response packet leaves from B is 19:30:24 and is filled in Transmit Timestamp. 

(4)  After a network delay of 2s, A receives the response packet. The local time (T3) when the response packet 

arrives at A is 19:00:06. 

The specific calculations for time synchronization are as follows: 

a  A obtains the time difference of 30 minutes and 20 seconds between B and A by using the formula 

((T1-T0)+(T2-T3))/2. 

b  A obtains the packet round-trip delay of 4 seconds between A and B by using the formula 

(T3-T0)-(T2-T1). 
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  periodic Daily 14:00 to 18:00  

Run the show access-lists command to display the ACL configurations. When the time of the device is in the 

time range time1, the displayed status of the ACL is active; when the time of the device is not in the effective 

time of ACL, the displayed status of the ACL is inactive. 

Hostname# show access - lists  

ip access - list extended 100  

10 deny ip 192.168.1.0 0.0.0.255 any time - range time1 (active)   

20 permit ip any any  

Run the show ip access-group command to display the calling of the ACL on the interface. 

Hostname# show ip  access - group  

ip access - group 100 in  

Applied On interface GigabitEthernet 0/ 2.  

Set the system time to working hours so that PCs in the Intranet cannot ping the Internet during working hours. 

Hostname# show clock  

14:52:26 beijing Tue, Dec 15, 2020  

Hostname# ping 14.215.177.38  

Sending 5, 100 - byte ICMP Echoes to 14.215.177.38, timeout is 2 seconds:  

  < press Ctrl+C to break >  

.....  

Success rate is 0 percent (0/5).  

6.  Configuration Files 

hostname Device  

!  

ip access - list extended 100  

 10 permit ip host 10. 10.10.20 any  

 20 permit ip any any  

!  

time - range time1  

 periodic Daily 9:00 to 12:00  

 periodic Daily 14:00 to 18:00  

!  

interface GigabitEthernet 0/2  

 no switchport  

 ip access - group 100 in  

 ip address 192.168.1.1 255.255.255.0  

!  

End 
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1.4   Restarting a Process of the Member Device in a Specified Slot on a 

Specified Device 

1.  Overview 

This section describes how to restart a specified process on a specified device. 

2.  Restrictions and Guidelines 

Only valid processes excluded from the whitelist can be restarted. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Restart a process of the member device in a specified slot on a specified device. 

cmdk device device-id slot slot-id module module-name restart 

1.5   Starting a Process of the Member Device in a Specified Slot on a 

Specified Device 

1.  Overview 

This section describes how to start a specified process on a specified device. 

2.  Restrictions and Guidelines 

Only valid processes can be started. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Start a process of the member device in a specified slot on a specified device. 

cmdk device device-id slot slot-id module module-name start 

1.6   Stopping a Process of the Member Device in a Specified Slot on a 

Specified Device 

1.  Overview 

This section describes how to stop a specified process on a specified device. 

2.  Restrictions and Guidelines 

Only valid processes excluded from the whitelist can be stopped. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 
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(2)  Stop a process of the member device in a specified slot on a specified device. 

cmdk device device-id slot slot-id module module-name stop 

1.7   Displaying Processes that can Be Restarted on the Member Device 

in a Specified Slot on a Specified Device 

1.  Overview 

This section describes how to display processes that can be restarted on the member device in a specified slot 

on a device. 

2.  Restrictions and Guidelines 

The processes that can be restarted on the member device in a specified slot are displayed only on the master 

device. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Display the processes that can be restarted on the member device in a specified slot on a specified device. 

cmdk device device-id slot slot-id detail 
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1.4.4  Resetting Devices 

1.  Overview 

Resetting only the standby SM does not affect data forwarding. During the resetting of the standby SM, 

forwarding is not interrupted or user session information is not lost. 

You can run the redundancy reload shelf command in standalone mode to reset the entire device. In VSU 

mode, the device with the specified ID is reset. If the global active device is specified to be reset with two or 

more devices in the system, the system performs an active/standby switchover. 

2.  Restrictions and Guidelines 

In VSU mode, if the SMs of the system are not in the real-time backup state, resetting the device where the 

global active SM resides will cause the whole VSU system to reset. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Reset a device. 

redundancy reload { peer | shelf [ switch-id ] } 

1.4.5  Disabling Active/Standby Switchover 

1.  Overview 

This section describes how to disable forcible active/standby switchover. 

2.  Restrictions and Guidelines 

After the configuration takes effect, the function of the redundancy forceswitch command is disabled. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the redundancy configuration mode. 

redundancy 

(4)  Disable forcible active/standby switchover. 

switch-disable 

Forcible active/standby switchover is enabled by default. 

1.5   Configuring Automatic Synchronization Mode 

1.5.1  Overview 

By configuring the hot standby automatic synchronization mode, you can specify the configuration files to be 

synchronized by the active SM. The configuration files include the running-config and startup-config files. 
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Table 1-1 Monitoring 

Command Purpose 

show rdnd { clients | dbinfo | disable | 

elements | inter-connection | keyentity 

| logs | netconf-state | pairs | problems 

| status [ details ] | switchover | sync } 

Debugs the hot standby information. 

show redundancy auto-sync Displays the automatic synchronization mode of hot standby. 

show redundancy states Displays the current redundancy status of device 

show redundancy switchtimeout 
Displays the timeout period for the active/backup switchover of 

hot standby. 
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1.5   Monitoring 

This section describes the show commands used for checking the running status of a configured function to 

verify the configuration effect. 

Table 1-1 Monitoring 

Command Purpose 

show version devices Displays the device information. 

show version module detail [ slot-number ] 

show version module detail 

[ device-id/slot-number ] (in VSU mode) 

Displays the details of a module. 

show version slots [ slot-number ] 

show version slots 

[ device-id/slot-number ] (in VSU mode) 

Displays the online status of a module. 

show cpld-fpga version Displays the hardware version number of the module. 

show manuinfo Displays the asset information of all independent components 

in the current system. 

show sysmac Displays the current MAC address of the system. 

show alarm Displays system-level alarms. 

show device-level Displays the application level of the current device. 

show vsd-summary Displays the VSD summary. 

show web-api custom_info Displays customization information provided for the web. 

show web-api version Displays the version information provided for the web. 
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1.3.6  Configuring Alarms for CRC Errors 

1.  Overview 

When a CRC error occurs, an alarm is generated. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the alarm switch for CRC errors. 

fabric-interface warning crc-error { on | off } 

The alarm function for backplane interface CRC errors is enabled by default. 

1.3.7  Configuring Alarms for Backplane Interface Jitters 

1.  Overview 

When backplane interface jitter occurs, an alarm is generated. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure alarms for backplane interface jitters. 

fabric-interface warning jitter { on | off } 

The alarm function for backplane interface jitters is enabled by default. 

1.3.8  Configuring Alarms for Abnormal Backplane Interface Disabling 

1.  Overview 

When a backplane interface is disabled abnormally, an alarm is generated. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure alarms for abnormal backplane interface disabling. 

fabric-interface warning abnormal-down { on | off } 

The alarm function for abnormal backplane interface disabling is enabled by default. 
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DeviceA> enable  

DeviceA# configu re terminal  

DeviceA(config)# fabric - interface isolate on  

DeviceA(config)# fabric - interface isolate polling - cnt 4  

5.  Verification 

Upon the preceding configurations, run the show fabric-interface monitor plan command to check the 

backplane interface exception alarm and automatic isolation for configuration. 

DeviceA> enable  

DeviceA# show fabric - interface monitor plan  

           FABRIC- INTERFACE MONITOR- PLAN RELATIVE CONFIGURATIONS 

--------------------------------------------------------------------------------  

Isolate - switch: ON  

--------------------------------------------------------------------------------  

Polling - cnt: 4  

Polling - period: 30  

--------------------------------------------------------------------------------  

Warning - limit: 10  

CRC- warning switch: ON  

Jitter - warning switch: ON  

Abnormal_down - warning switch: ON  

6.  Configuration Files 

Device A configuration file 

!  

fabric - interface warning limit 10  

fabric - interface polling - period 30  

fabric - interface isolate on  

fabric - interface isolate polling - cnt 4  
!  
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1 Configuring Intelligent Monitoring 

1.1   Introduction 

1.1.1  Overview 

Intelligent monitoring is an intelligent hardware management function of devices, By default, the intelligent 

monitoring function is enabled after the device is powered on. Users can use this function without need of any 

configuration. 

1.1.2  Intelligent Temperature Monitoring 

The system continuously monitors temperature fluctuations during normal operation and promptly notifies 

users.  

It defines two temperature thresholds: alarm threshold and hazard threshold. During intelligent monitoring, the 

system periodically polls all temperature points of the device. 

When a temperature point reaches or exceeds the alarm threshold, a syslog is generated, and the alarm LED 

on the device's panel will turn yellow. When a temperature point reaches or exceeds the hazard threshold, a 

syslog is generated, and the alarm LED on the device's panel will turn red. 

 Warning 

When the system detects that the device temperature exceeds the hazard threshold, it will only trigger a syslog 

and the red alarm LED on the device's panel, but will not shut down the device. Users should take immediate 

measures to cool the device, or power it down. 

 

1.2   Monitoring 

Run the show command to check the configuration. 

Run the clear command to clear information. 

 Caution 

During device operation, running the clear command may cause service interruption due to key information 

loss. 

 

Table 1-1 Monitoring 

Command Purpose 

show card voltage  Displays the voltage and voltage thresholds of devices. 

show fan [ [ [ device-id ] fan-id ] detail | version ] Displays fan information. 
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Command Purpose 

show temperature Displays the device information such as current 

temperature and temperature thresholds. 

show power Displays power information about the device. 

show temperature Displays the device temperature and thresholds. 
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hdf enable slot slot-id [ main-node name [ child-node name [ item item-id ] ] ] 

The HDF function is enabled for node diagnostic items by default. 

1.5   Configuring Single Real-time Diagnostics 

1.5.1  Overview 

The diagnostics period of different components of a card vary. By default, a round-robin HDF diagnostics is 

performed for each item periodically. You can configure single real-time diagnostics in special scenarios. For 

example, you require that the status of a device and all diagnostic items are checked in real-time for 

troubleshooting the device during initial setup. 

1.5.2  Restrictions and Guidelines 

After you configure the single real-time diagnostics function, real-time diagnostics is performed for all enabled 

diagnostic nodes and diagnostic items of a card. You must enable diagnostic nodes and diagnostic items 

through commands before you perform real-time diagnostics. 

1.5.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Configure single real-time diagnostics for a card. 

hdf once-run slot slot-id 

After you configure this function, real-time diagnostics is performed for all enabled diagnostic nodes and 

diagnostic items of the card. You can run the show hdf command to display the diagnostic result. 

1.6   Configuring the HDF Alarm Function 

1.6.1  Overview 

You can configure the HDF alarm function so that alarm logs are displayed when faults are detected by specific 

diagnostic items of a card. 

1.6.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable the HDF alarm function for a card. 

hdf alarm enable slot slot-id main-node name child-node name item item-id 

The HDF alarm function is enabled for diagnostic items by default. 
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1.7   Configuring HDF Diagnostic Period 

1.7.1  Overview 

You can dynamically adjust the diagnostic period of diagnostic subnodes using Command Line Interface (CLI), 

which helps meet service diagnostics requirements. 

1.7.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the period of a node diagnostic item. 

hdf set cycle slot slot-id main-node name child-node name time cycle-number 

The default periods of node diagnostic items are the initialization values in service code. 

1.8   Monitoring 

Run the show command to check the information about the device hardware status.  

Table 1-1 Monitoring 

Command Purpose 

show hdf all 
Displays the status of the hardware components of 

the device. 

show hdf fault 
Displays the status of the faulty hardware 

components of the device. 

show hdf slot slot-id [ fault ] 
Displays the status of the hardware components of 

a specific slot. 

show hdf detail-info slot slot-id main-node name 

child-node name [ item item-id ] 

Displays the status information about the 

diagnostic subnodes or diagnostic items of a slot. 

 



 

 

 

 

 

 

 

 

Virtualization Configuration 
 

Configuring VSU 



 

i 

Contents 

1 Configuring VSU................................................................................................................................. 1 

1.1 Introduction ................................................................................................................................ 1 

1.1.1 Basic Concepts .............................................................................................................. 1 

1.1.2 VSU Application ............................................................................................................. 4 

1.1.3 VSU Topology ................................................................................................................ 7 

1.1.4 DAD ................................................................................................................................ 9 

1.1.5 Traffic Forwarding ........................................................................................................ 11 

1.1.6 System Management ................................................................................................... 12 

1.1.7 System Upgrade .......................................................................................................... 13 

1.1.8 Quick Blinking Location ............................................................................................... 13 

1.2 Restrictions and Guidelines ..................................................................................................... 14 

1.3 Configuration Task Summary .................................................................................................. 14 

1.4 Setting Up a VSU ..................................................................................................................... 14 

1.4.1 Overview ...................................................................................................................... 14 

1.4.2 Restrictions and Guidelines ......................................................................................... 14 

1.4.3 Prerequisites ................................................................................................................ 15 

1.4.4 Procedure ..................................................................................................................... 15 

1.5 Configuring BFD-based DAD .................................................................................................. 16 

1.5.1 Overview ...................................................................................................................... 16 

1.5.2 Restrictions and Guidelines ......................................................................................... 16 

1.5.3 Prerequisites ................................................................................................................ 16 

1.5.4 Procedure ..................................................................................................................... 16 



 

ii 

1.6 Configuring Aggregate Interface-based DAD .......................................................................... 17 

1.6.1 Overview ...................................................................................................................... 17 

1.6.2 Restrictions and Guidelines ......................................................................................... 17 

1.6.3 Prerequisites ................................................................................................................ 17 

1.6.4 Procedure ..................................................................................................................... 17 

1.7 Configuring the VSL ................................................................................................................. 18 

1.7.1 Overview ...................................................................................................................... 18 

1.7.2 Restrictions and Guidelines ......................................................................................... 18 

1.7.3 Prerequisites ................................................................................................................ 19 

1.7.4 Procedure ..................................................................................................................... 19 

1.8 Configuring VSU Attributes ...................................................................................................... 19 

1.8.1 Overview ...................................................................................................................... 19 

1.8.2 Configuration Tasks ..................................................................................................... 19 

1.8.3 Configuring Basic VSU Attributes ................................................................................ 20 

1.8.4 Configuring Traffic Balancing ....................................................................................... 21 

1.8.5 Switching to the Standalone Mode .............................................................................. 21 

1.8.6 Configuring Recovery Method for Recovery Mode ..................................................... 22 

1.9 Configuring Quick Blinking Location ........................................................................................ 22 

1.9.1 Overview ...................................................................................................................... 22 

1.9.2 Restrictions and Guidelines ......................................................................................... 22 

1.9.3 Procedure ..................................................................................................................... 22 

1.10 Monitoring .............................................................................................................................. 23 

1.11 Configuration Examples ......................................................................................................... 23 

1.11.1 Setting Up a VSU ....................................................................................................... 23 



 

iii 

1.11.2 Configuring BFD-based DAD ..................................................................................... 26 

1.11.3 Configuring Aggregate Interface-based DAD ............................................................ 29 

1.12 Common Misconfigurations ................................................................................................... 33 

 



Configuration Guide Configuring VSU  

1 

1 Configuring VSU 

1.1   Introduction 

Virtual Switching Unit (VSU) is an N:1 network device technology independently developed by Ruijie. It 

simplifies the device operation & maintenance (O&M) and network topology by virtualizing multiple network 

devices into a single logical device for management and use. In addition, the VSU technology connects 

peripherals to different member devices in the VSU through aggregated links to achieve cross-device link 

redundancy and improve reliability and scalability of networks. 

1.1.1  Basic Concepts 

As shown in Figure 1-1, the left part shows the physical view of devices that form a VSU, which is equivalent to 

one logical device. 

Figure 1-1 Schematic Diagram of VSU 

Physical view
Logical view

S3 S4

VSU

S1 S2

S3 S4

Active Standby

VSL

 

 

1.   VSU 

The VSU is a single logic entity composed of multiple redundant devices in a conventional network structure. 

The devices on the access layer, the distribution layer, and the core layer can form the VSU. 

2.  Domain ID 

A domain ID is the unique identifier of a VSU and distinguishes different VSUs. Only two devices that share the 

same domain ID can compose a VSU. 

3.  Device ID 

Each device in a VSU is called a member device, and each member device has a unique device ID, i.e. switch 

ID. This device ID is used to manage the member device and configure interfaces on the member device. When 

adding the device to a VSU, you need to configure an ID for a device and ensure that the ID is unique in the 

same VSU. If device IDs of member devices conflict in a VSU, only one device is retained according to rules. 
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3.  Topology convergence 

During setup of the VSU, the management scope is determined through topology convergence. The process is 

as follows: 

(1)  The member devices discover their neighbors through a topology discovery protocol to determine the list of 

devices included in the VSU. 

(2)  The global active device is elected to manage the entire VSU. 

(3)  The global standby device is elected as the backup for the active device. 

 Note 

The startup time varies with a device, and the first topology convergence time is different accordingly. 

 

4.  Topology splitting 

The linear topology is split if the link between the VSL and aggregate interface is disconnected. As shown in 

Figure 1-10, the VSU is split into two groups. In this case, there are two devices with the same configurations 

on the network, causing the network to malfunction. This topology splitting is resolved by deploying the 

dual-active detection (DAD) function (see section1.1.4  DAD). 

Figure 1-10 Topology Splitting 

 

 

5.  Topology combination 

Topologies are combined when two VSUs with the same VSU domain ID are connected through a link between 

the VSL and aggregate interface. During topology combination, one of the VSUs automatically restarts in an 

attempt to join the other VSU, as shown in Figure 1-11. 

Topologies are combined based on the principle of minimizing the service impact caused by topology 

combination. The topology combination rules are as follows (topology combination starts from the first rule; if 

the optimal topology is not selected according to the first rule, the system goes on with the next rule for 

judgment): 

(1)  The user configurations are superior to other configurations. A VSU member device with the highest priority 

prevails. 

(2)  If the active device cannot be determined according to the preceding rule, a device with a smaller device ID 

prevails (in a case with two global active devices). 

(3)  If the active device cannot be determined according to the preceding rule, a device with a smaller MAC address 

prevails (in a case with two global active devices). 

VSL VSL VSL VSL

VSL VSL VSL VSL VSL
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4.  Aggregate interface-based DAD 

The VSU also supports the aggregate interface-based DAD mechanism. Figure 1-14 shows the connection 

topology. The VSU and the upstream device must support the aggregate interface-based DAD function. When 

the VSL port is disconnected, dual active devices coexist and send detection packets to each member port of 

the aggregate interface. The upstream device forwards the detection packets from one active device to the 

other. The aggregate interface is composed of four member ports, which are connected to different devices in 

the VSU. When the topology is split, the four member ports all send and receive detection packets, and find two 

identical active devices. Finally, the VSU including one of the active devices is shut down based on rules (see 

"Topology combination" for details) to enter the Recovery mode to avoid network exceptions. 

Figure 1-14 Aggregate Interface-based DAD 

VSU

Upstream 
device

Active Active (origina l standby)  

 

 Specification 

In the preceding topology, the upstream device must be a Ruijie device and can forward detection packets. 

 

1.1.5  Traffic Forwarding 

1.  Cross-device Aggregation 

An aggregate interface binds multiple physical links to form a logical link. The VSU supports an aggregate 

interface across member devices. As shown in Figure 1-15, two devices form a VSU and switch A is connected 

to the VSU as an aggregate interface. For switch A, the aggregate interface connections shown in the figure are 

equivalent to those of a common aggregate interface group. 

Figure 1-15 Cross-device Aggregate Interface 

 

VSU
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Quick blinking location is disabled by default. If no device ID is specified, the command applies to all 

devices in the VSU domain. 

1.10   Monitoring 

Run the show commands to check the configuration. 

Table 1-2 VSU Monitoring 

Command Purpose 

show dad ap-port 
Displays information about the DAD aggregate 

interface. 

show dad bfd-port 
Displays information about the BFD-enabled DAD 

interface. 

show dad exclude-port Displays the excluded interface for DAD. 

show dad global-var Displays variable information for DAD. 

show dad relay-port 
Displays information about the DAD forwarding 

interface. 

show switch id Displays the ID of the current device. 

show switch virtual [ balance | config | role | 

topology ] 

Views the topology, configurations, roles, and 

forwarding and balancing policies of the running VSU. 

show switch virtual dual-active { aggregateport 

| bfd | summary } 
Displays the information about the current DAD. 

show switch virtual link [ port ] Displays the information about the current VSL. 

show vsl-dp app port switch-id Displays VSL interface information. 

show vsl-dp app sw switch- id 
Displays the MAC address and number of VSL 

interfaces on a device. 

show web-api virtual info [ device-id device-id ] Displays the VSU configuration provided for the web. 

show web-api virtual vsl-ports [ device-id 

device-id ] 

Displays the configurable VSL interface information 

provided for the web. 

 

1.11   Configuration Examples 

1.11.1  Setting Up a VSU 

1.  Requirements 

As shown in Figure 1-16, connect Device A to Device B through two 10G cables to form a VSU with basic 

configurations. 
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On Device A, enable the aggregate interface-based DAD, and set the detection port to aggregatePort 1. 

DeviceA> enable 

DeviceA# configure  

DeviceA(config)# switch virtual domain 1  

DeviceA(config - vs - domain)# dual - active detection aggregateport  

DeviceA(config - vs - domain)# dual - active interface aggregatePort 1  

On Device C, add GigabitEthernet 0/1, GigabitEthernet 0/2, GigabitEthernet 0/3, and GigabitEthernet 0/4 to the 

aggregate interface group port-group 1. 

DeviceC> enable 

DeviceC# configure  

DeviceC(config)# interface range GigabitEthernet 0/1 - 4 

DeviceC(config - if - range)# port - group 1  

On Device C, configure the function of forwarding DAD packets. 

DeviceC> enable 

DeviceC# interface aggregatePort 1  

DeviceC(config - if - AggregatePort 1)# dad relay enable  

5.  Verification 

Run the show switch virtual dual-active summary and show switch virtual dual-active aggregateport 

commands to check whether the configurations are correct. 

DeviceA# show switch virtual dual - active summary  

Aggregateport dual - active detection enabled: Yes  

Interfaces excluded from shutdown in recovery mode:  

In dual - active recovery mode: NO  

DeviceA# show switch virtual dual - active aggregateport  

Aggregateport dual - active detection enabled: Yes  

Aggregateport dual - active interface configured:  

 AggregatePort 1: UP  

   GigabitEthernet 1/1/1: UP  

   GigabitEthernet 1/2/1: UP  

   GigabitEthernet 2/1/1: UP  

   GigabitEthernet 2/2/1: UP  

 

S57H3_206_VSU- RECOVERY- 2#sh switch virtual dual - active su  

BFD dual - active detection enabled: No  

Aggregateport dual - active detection enabled: Yes  

Interfaces excluded from shutdown in recovery mode:  

In dual - active recovery mode: Yes 

S57H3_206_VSU- RECOVERY- 2#sh switch virtual  

Switch_id     Domain_id     Priority     Position     Status     Role          

Description  

------------------------------------------------------------------------------

------------  
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port-detect crc-frame period-times period-number 

The number of periods for CRC error alarm detection on an interface is 5 by default. 

1.6.8  Configuring 10G Optical Ports to Support 2.5 Gbps 

Due to chip constraints of products, the 10G optical port does not support the rates of 1 Gbps, 2.5 Gbps, and 10 

Gbps at the same time. You can run the port speed-cap command to configure a 10G optical port to support 

the rates of 1 Gbps and 2.5 Gbps. 

4.   Restrictions and Guidelines 

This command takes effect after the device is restarted. 

When a 10G optical port is configured to support 2.5 Gbps, the system returns a response indicating a 

successful rate downgrade to 2.5 Gbps, and a response indicating a failed rate downgrade to 1 Gbps. By 

default, a 10G optical port is successfully downgraded to 1 Gbps, but fails to be downgraded to 2.5 Gbps. 

The 10 Gbps rate configuration for a 10G optical port is not affected. 

5.   Procedure 

(1) Enter the privileged EXEC mode. 

enable 

(2) Enter the global configuration mode. 

configure terminal 

(3) Configure the 10G optical port to support 2.5 Gbps. 

port speed-cap 2500 

1.7   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the clear commands to clear information. 

 Caution 

Services may be interrupted due to loss of vital information if you run the clear command during device 

operation. 

 

Table 1-2 Ethernet Interface Monitoring 

Command Purpose 

show auto-power-down Displays the APD status on an interface. 

show interfaces [ interface-type interface-number ] 
Displays all the statuses and configuration information 

of a specified interface. 

show interfaces [ interface-type interface-number ] 

status 
Displays the interface status. 

show interfaces [ interface-type interface-number ] 

status detail 
Displays detailed interface status information. 
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show interfaces [ interface-type interface-number ] 

status err-disabled 
Displays the interface errdisable status. 

show interfaces [ interface-type interface-number ] 

link-state-change statistics 

Displays the link status change time and count of a 

specified interface. 

show interfaces [ interface-type interface-number ] 

switchport 
Displays the status information of Layer 2 interfaces. 

show interfaces [ interface-type interface-number ] 

[ description ] [ up | down ] 
Displays the configuration and status of an interface. 

show interfaces [ interface-type interface-number ] 

counters [ up | down ] 
Displays the statistics of a specified port. 

show interfaces [ interface-type interface-number ] 

counters increment [ up | down ] 

Displays the number of packets added in the previous 

sampling interval. 

show interfaces [ interface-type interface-number ] 

counters errors [ up | down ] [ nozero ] 
Displays the statistics about error packets. 

show interfaces [ interface-type interface-number ] 

counters rate 

[ up | down ] [ nozero ] 

Displays the packet sending/receiving rate of the 

interface. 

show interfaces [ interface-type interface-number ] 

counters rate physical-layer [ up | down ] 

[ nozero ] 

Displays the packet sending/receiving rate of an 

interface at the physical layer. 

show interfaces [ interface-type interface-number ] 

counters summary 

 [ up | down ] [ nozero ] 

Displays a summary of interface packets. 

show interfaces [ interface-type interface-number ] 

counters drops [ up | down ] 

Displays the statistics of discarded packets of an 

interface. 

show interfaces ethernet brief [ up | down ] 
Displays the information about Ethernet interfaces in 

Up or Down state. 

show interfaces interface-type interface-number 

ethernet brief 

Displays the brief information about an Ethernet 

interface. 

show interfaces [ interface-type interface-number ] 

fault-info 
Displays the fault information about an interface. 

show interfaces [ interface-type interface-number ] 

troubleshooting 
Displays the diagnosis information about an interface. 
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  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         

Dropped bytes  

      0                     0                     0                     0                     0  

      1                     0                     0                     0                     0  

      2                     0                     0                     0                     0 

      3                     0                     0                     0                     0  

      4                     0                     0                     0                     0  

      5                     0                     0                     0                     0  

      6                     0                     0                     0                     0  

      7                     4                   440                     0                     0  

  Switchport attributes:  

    i nterface's description:""  

    lastchange time:0 Day:20 Hour:15 Minute:22 Second  

    Priority is 0  

    admin medium - type is Copper, oper medium - type is Copper    admin duplex mode is 

AUTO, oper duplex is Unknown  

    admin speed is AUTO, oper speed is Unknow n 

    flow control admin status is OFF, flow control oper status is Unknown  

    admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Port - type: access  

    Vlan id: 1  

   10 seconds input rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 0 bits/sec, 0 packets/sec  

    4 packets input, 408 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    4 packets output, 408 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface resets  

A# show interfaces vlan 1  

Index(dec):4097 (hex):1001  

VLAN 1 is UP  , line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f82 2.33af)  

Interface address is: 192.168.1.1/24  

ARP type: ARPA, ARP Timeout: 3600 seconds  

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Carrier delay is 2 sec  

  Rxload is 0/255, Txload is 0/255  

Device B: 

DeviceB # show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is administratively down  , line protocol is DOWN     

Hardware is GigabitEthernet  
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Interface address is: no ip address, address is 00d0.f865.de9b (bia 00d0.f865.de9b)  

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsulation protocol is Bridge, loopback not set  

  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         

Dropped bytes  

      0                     0                     0                     0                     0  

      1                     0                     0                     0                     0  

      2                     0                     0                     0                     0  

      3                     0                     0                     0                     0  

      4                     0                     0                     0                     0  

      5                     0                     0                     0                     0  

      6                     0                     0                     0                     0  

      7                     4                   440                     0                     0  

  Switchport attributes:  

    interface's description:""  

    lastchange time:0 Day:20 Hour:15 Minute:22 Second  

    Priority is 0  

    admin medium - type is Copper, oper medium - type is Copper  

    admin duplex mode is AUTO, oper duplex is Unknown  

    admin spee d is AUTO, oper speed is Unknown  

    flow control admin status is OFF, flow control oper status is Unknown  

    admin negotiation mode is OFF, oper negotiation state is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Port - type: ac cess  

    Vlan id: 1  

   10 seconds input rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 0 bits/sec, 0 packets/sec  

    4 packets input, 408 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 fram e, 0 overrun, 0 abort  

    4 packets output, 408 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface resets  

B# show interfaces vlan 1  

Index(dec):4097 (hex):1001  

VLAN 1 is UP  , line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af)  

Interface address is: 192.168.1.2/24  

ARP type: ARPA, ARP Timeout: 3600 seconds  

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Carrier delay is 2 sec  

  Rxload is 0/255, Txloa d is 0/255  
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DeviceA# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de90 (bia 00d0.f865.de90)  

Interface address is: no ip address  

  MTU 1500 bytes, BW 100000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

    Last link state change time: 2012 - 12- 22 14:00:48  

    Time duration since last link stat e change: 3 days, 2 hours, 50 minutes, 50 seconds  

    Priority is 0  

    Admin medium - type is Copper, oper medium - type is Copper  

    Admin duplex mode is AUTO, oper duplex is Full  

    Admin speed is AUTO, oper speed is 100M  

    Flow control admin status is OFF, flow control oper status is OFF  

    Admin negotiation mode is OFF, oper negotiation state is ON  

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Bridge attributes:   

Port - type: access  

Vlan id: 1  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input rate 0 bits/sec, 0 packets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

    362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abo rt  

    363 packets output, 82260 bytes, 0 underruns , 0 dropped  

    0 output errors, 0 collisions, 0 interface resets  

Check the status of GigabitEthernet 0/1 on Device B. 

DeviceB# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00d0.f865.de91 (bia 00d0.f865.de91)  

Interface address is: no ip address  

  MTU 1500 bytes, BW 100000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

    Last link state change time: 2012 - 12- 22 14:00:48  

    Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

    Priority is 0  

    Admin medium - type is Copper, oper medium - type  is Copper  

    Admin duplex mode is AUTO, oper duplex is Full  

    Admin speed is AUTO, oper speed is 100M  

    Flow control admin status is OFF, flow control oper status is OFF  
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    Admin negotiation mode is OFF, oper negotiation state is ON  

Storm Control: B roadcast is OFF, Multicast is OFF, Unicast is OFF  

  Bridge attributes:  

    Port - type: trunk  

    Native vlan: 1  

    Allowed vlan lists: 1 - 4094  

Active vlan lists: 1  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input rate 0 bits/sec, 0 packets/sec  

  10 sec onds output rate 67 bits/sec, 0 packets/sec  

362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

Received 0 broadcasts, 0 runts, 0 giants  

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

363 packets output, 82260 bytes, 0 underruns , 0 dropped  

0 output  errors, 0 collisions, 0 interface resets  

Check the status of GigabitEthernet 0/1 on Device C. 

DeviceC# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEthernet, address is 00 d0.f865.de92 (bia 00d0.f865.de92)  

Interface address is: no ip address  

  MTU 1500 bytes, BW 100000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

Last link state change time: 2012 - 12- 22 14:00:4 8 

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

Priority is 0  

Admin medium - type is Copper, oper medium - type is Copper  

Admin duplex mode is AUTO, oper duplex is Full  

Admin speed is AUTO, oper speed is 100M  

Flow control admin status is OFF, flow control oper status is OFF  

Admin negotiation mode is OFF, oper negotiation state is ON  

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input rate 0 bits/sec, 0 pack ets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

Received 0 broadcasts, 0 runts, 0 giants  

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

363 packets output, 82260 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface resets  

Check the status of GigabitEthernet 0/1 on Device D. 

DeviceD# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  



Configuration Guide Configuring Ethernet Interface  

36 

GigabitEthernet 0/1 is UP  , line protocol is UP     

Hardware is GigabitEtherne t, address is 00d0.f865.de93 (bia 00d0.f865.de93)  

Interface address is: 192.168.2.1/24  

  MTU 1500 bytes, BW 100000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Carrier delay is 2 sec  

  Ethernet attributes:  

Last link state change time: 2 012 - 12- 22 14:00:48  

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50 seconds  

Priority is 0  

Admin medium - type is Copper, oper medium - type is Copper  

Admin duplex mode is AUTO, oper duplex is Full  

Admin speed is AUTO, oper speed is 1 00M 

Flow control admin status is OFF, flow control oper status is OFF  

Admin negotiation mode is OFF, oper negotiation state is ON  

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Rxload is 1/255, Txload is 1/255  

  10 seconds input rate 0  bits/sec, 0 packets/sec  

  10 seconds output rate 67 bits/sec, 0 packets/sec  

362 packets input, 87760 bytes, 0 no buffer, 0 dropped  

Received 0 broadcasts, 0 runts, 0 giants  

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

363 packets output, 82260 bytes,  0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface resets  
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that both ends maintain consistency when a port exits or joins the aggregation group. The physical link can 

forward packets only after the ports at both ends are bundled dynamically. 

After link aggregation, the LACP member ports periodically exchange LACPDUs. When a port does not 

receive an LACPDU in the specified time, a timeout occurs and the links are unbundled. In this case, the 

member ports cannot forward packets. There are two timeout modes: long timeout and short timeout. In long 

timeout mode, a port sends a packet every 30s. If it does not receive a packet from the peer end in 90s, a 

timeout occurs. In short timeout mode, a port sends a packet every 1s. If it does not receive a packet from the 

peer end in 3s, a timeout occurs. 

Figure 1-1 LACP Negotiation 

 

 

As shown in Figure 1-1, Device A is connected to Device B through three ports. Set the system priority of 

Device A to 61440 and that of Device B to 4096. Enables LACP link aggregation on the three directly 

connected ports of Device A and Device B, set the aggregation mode of the three ports to the active mode, and 

set the port priority to the default value 32768. 

When receiving an LACPDU from Device A, Device B finds that it has a higher system ID priority than Device 

A (a smaller value indicates a higher priority). Therefore, Device B sets Port 4, Port 5, and Port 6 to Bundle 

state based on the order of port ID priorities (or in an ascending order of port numbers if the port priorities are 

the same). When receiving an updated LACPDU from Device B, Device A finds that Device B has a higher 

system ID priority and has set Port 4, Port 5, and Port 6 to Bundle state. Then Device A also sets Port 1, Port 

2, and Port 3 to Bundle state. 

3.  Member Port Mode 

There are three aggregation modes available, namely, active, passive, and static. 

Member ports in active mode initiate LACP negotiation. Member ports in passive mode only respond to 

received LACPDUs. Member ports in static mode do not send LACPDUs for negotiation. The following table 

lists the requirements for peer port mode. 

Table 1-1 Requirements for Peer Port Aggregation in Aggregation Mode 

Port Mode Peer Port Mode 

Active mode Active or passive mode 

Passive mode Active mode 

Static Mode Static Mode 

 

4.  Member Port State 

Static member ports can be in Up or Down state. 

Device A
MAC: 00d0.f800.0001
System priority : 61440

Device B
MAC: 00d0.f800.0002
System priority : 4096

Port 1
Port 2
Port 3

Port 4
Port 5
Port 6
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4.  Procedure 

Configure LACP Ports on Device A. 

Device A> enable  

DeviceA# configure terminal  

DeviceA(config)# lacp system - priority 4096  

DeviceA(config)# interface range GigabitEthernet 0/1 - 2 

DeviceA(config - if - range)# port - group 3 mode active  

DeviceA(config - if - range)# end  
Configure LACP Ports on Device B. 

DevicB > enable  

DeviceB# configure terminal  

DeviceB(config)# lacp system - priority 61440  

DeviceB(config)# interface range GigabitEthernet  0/1 - 2 

DeviceB(config - if - range)# port - group 3 mode active  

5.  Verification 

Run show lacp summary 3 to check whether LACP interface 3 contains member ports GigabitEthernet0/1 

and GigabitEthernet0/2. 

DeviceA# show LACP summary 3  

System I d:32768,00 d0. f8fb.0001  

Flags:  S -  Device is requesting  Slow LACPDUs   

 F -  Device is requesting  Fast LACPDUs.  

A -  Device is in active mode.        P -  Device is in passive mode.  

Aggregate port 3:  

Local information:  

LACP port       Oper    Port      Port  

Port     Flags     State      Priority        Key     Number    State  

---------------------------------------------------------------------  

Gi0/1     SA        bndl        32768         0 x3     0 x1       0 x3d 

Gi0/2     SA        bndl        32768         0 x3     0 x2       0 x3d 

Par tner information:  

                   LACP port                  Oper    Port    Port  

Port     Flags     Priority      Dev ID       Key     Number  State  

--------------------------------------------------------------------  

Gi0/1     SA        32768     00 d0. f800.0002   0 x3     0 x1     0 x3d 

Gi0/2     SA        32768     00 d0. f800.0002   0 x3     0 x2     0 x3d 

DeviceB # show LACP summary 3  

SystemI d:32768,00 d0. f8fb.0002  

Flags:  S -  Device is requesting  Slow LACPDUs   

 F -  Device is requesting  Fast LACPDUs.  

A -  Device is in active mode.        P -  Device is in passive mode.  

Aggregate port 3:  

Local information:  

LACP port       Oper    Port      Port  

Port     Flags     State     Priority        Key     Number    State  
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interface AggregatePort 3 

 switchport access vlan 10  

!  
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1 Configuring PoE 

1.1   Introduction 

Power over Ethernet (PoE) is a technology that can be used to transmit electricity and data to devices through 

twisted pairs over Ethernet. This technology enables various devices such as voice over Internet Protocol (VoIP) 

phones, Wi-Fi access points (APs), network cameras, hubs and computers to directly obtain electricity from 

twisted pairs. 

1.1.1  Basic Concepts 

1.  PoE 

PoE power supplies power the entire PoE system and are classified into external and internal power supplies. 

The box-type PoE devices of Ruijie are usually equipped with internal power supplies. Some products also 

support external power supplies. An external power supply is called a redundant power supply (RPS). 

2.  PSE 

 Power sourcing equipment (PSE) searches for and detects powered devices (PDs) on PoE ports, classifies 

the PDs into different classes, and supplies power to the PDs. After detecting that a PD is removed, the PSE 

stops supplying power to the PD. 

3.  PD 

PDs are devices powered by PSE and are classified into standard PDs and non-standard PDs. Standard PDs 

are PDs that comply with the IEEE 802.3af and 802.3at standards. Common non-standard PDs include 

non-standard PDs with featured resistance, Cisco pre-standard PDs, PDs supporting only signal cable power 

supplies, and PDs supporting only idle cable power supplies. Ruijie devices use signal cable power supplies 

and do not support PDs supporting only idle cable power supplies. 

When being powered by a PoE power supply, a PD can also connect to other power supplies for redundant 

backup of the power supplies. 

1.1.2  Power Supply Management for the PoE System 

The IEEE 802.3af standard (PoE) specifies the power detection and control items in the remote system, and 

defines the methods for devices to power VoIP phones, security systems, wireless APs, and other equipment 

through Ethernet cables. The power provided for devices complying with the IEEE 802.3af standard is less than 

or equal to 15 W. 

Based on compatibility with IEEE 802.3af, the IEEE 802.3at standard (PoE+) delivers a maximum of 30 W 

through CAT-5 or higher-level cables to meet the power supply requirements of higher-power wireless APs, 

video phones, video surveillance systems and other equipment. 

Based on compatibility with the IEEE 802.3af and IEEE 802.3at standards, the IEEE 802.3bt standard (PoE++) 

can complete terminal power supply and data transmission with a maximum of 90 W, breaking through the 30 

W restriction on PoE+. 
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You can switch the power supply management mode (the method for allocating power to PDs connected to the 

PoE device). The PoE device supports the auto mode and energy-saving mode for power supply management. 

In auto mode, the system allocates power based on the classes of PDs detected on ports. A PoE device 

allocates power to PDs of classes 0 to 4 as follows: 15.4 W for Class0, 4 W for Class1, 7 W for Class2, 15.4 W 

for Class3, and 30 W for Class4. Different from the above power allocation method, 95 W needs to be allocated 

to a high PoE (HPoE) port although it falls into Class4. In this mode, even if a device of Class3 consumes only 

11 W, the PoE device will allocate 15.4 W to the port connecting to this device.  

In energy-saving mode, the PoE device dynamically adjusts allocated power based on actual consumption of 

PDs. In this mode, the PoE device can power more PDs, but the power fluctuation of some PDs may affect the 

power supply of other PDs. The energy-saving mode is an optional mode of the PoE device. If the device does 

not support this mode, a corresponding notification will be displayed during configuration. The energy-saving 

mode is the current default power supply management mode of the device. 

In energy-saving mode, the PoE device calculates the power consumption of the system based on the actual 

power consumption of the PDs. If power consumption of some PDs fluctuates greatly in this mode, overload 

may occur on the PoE device, which causes damage to the PoE device. The PoE device provides a command 

for setting the reserved power of the PoE system to ensure that the PoE device always has "rich" power and 

that the consumed power will not exceed the limit of the PoE device. 

The PoE device provides uninterruptible power supply during hot startup. When the system is restarted, PDs 

that are being powered will not be powered off during hot startup of the PoE device. After the hot startup is 

completed, the system recovers the status saved in the configuration file. 

The PoE device provides the fast power-on function. When the system is restarted due to power failure, the 

PoE device can continue powering PDs before the restart ends as long as the PoE device is powered on. In 

addition, the PoE device returns to the state saved in the configuration file during the previous operation, 

shortening the PD power failure time. 

PoE devices usually use the standard IEEE 802.3af and 802.3at in the industry. There are various types of PD 

devices in the practical application, and it is inevitable to find out some PoE devices not complying to the 

standards. To meet this end, Ruijie devices provide PoE-compatible commands to support non-standard PoE 

devices. 

1.1.3  Power Supply Management for PoE Ports 

You can configure power supply priorities for ports of a PoE device. The priorities are Critical, High, and Low in 

a descending order. In auto and energy-saving modes, ports with high priorities are powered first. When the 

system power of the PoE device is insufficient, ports with low priorities are powered off first. The default 

priorities of all ports are low. 

Ports with the same priority are sorted by the port number. A smaller port number indicates a higher priority. For 

example, the priority of Port 1 is higher than those of Ports 2 and 3. 

For ports with the same priority, newly inserted ports do not preempt the power of ports that are being powered. 

For ports with different priorities, ports with higher priorities can preempt the power of ports with lower priorities. 

You can configure the device to manage the power-on/off process of a port based on time ranges. The time 

range can be configured by the time-range command in the global configuration mode. 

You can configure the maximum power of a port to restrict the maximum output power of the port. In the auto 

and energy-saving modes, configuring the maximum power can restrict the maximum output power of ports. 

When the power of a port is greater than the configured maximum power for 10 seconds, the port is powered off, 
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the device connected to the port is powered off, a log indicates power overload for the port, and the LED 

indicator of the port is displayed in yellow. The port is powered on again 10 seconds later. If the power of the 

port is still greater than the maximum power for 10 seconds, the port will be powered off again. This process 

repeats constantly. 

1.1.4  Auxiliary PoE Power Supply Functions 

The PoE standard MIB (RFC3621) provides pethMainPseUsageThreshold to set the power alarm threshold of 

the system. 

PoE devices provide the CLI to set this value. The function of this CLI is the same as 

pethMainPseUsageThreshold MIB, which is setting the power alarm limit of the system. If the 

pethNotificationControlEnable switch is enabled in the MIB, the MIB receives notifications on the alarm power. 

In actual application, whether the system sends trap notifications in case of power change and port power-on/off 

needs to be controlled. The pethNotificationControlEnable item is provided in the PoE standard MIB RFC3621, 

which is used to set whether to send trap notifications. 

In actual application, you often have to record the PD connected to a specific PoE port. RFC3621 provides 

pethPsePortType to set the PD description. 

PoE devices provide the CLI to set this value. 

1.1.5  LLDP Classification 

According to the IEEE 802.3at standard, PDs supporting IEEE 802.3at must support both hardware two-event 

classification (2-Event Physical Layer classification in the standard) and LLDP classification (Data Link Layer 

classification in the standard). A PD can identify itself as a Class4 type by exchanging LLDP packets with the 

PSE. The PSE needs to support only one classification. 

After a PD of Class4 and Type2 is inserted into a PoE device, the PoE device performs detection and 

classification first and then supplies power to the PD. The PoE device identifies a device as Type1 device and 

provides a maximum of 13 W power by default. After LLDP classification is performed, a PD can be identified as 

a Type2 device. If the PoE device has sufficient power, the PD can obtain a maximum of 25.5 W power. If the 

PoE device cannot allocate more power any longer, the PD will constantly send LLDP power request packets to 

request power allocation. The following table lists the maximum power that can be requested by PDs of each 

class. 

Table 1-1 Table of Power Corresponding to Each PD Class 

Class Type Maximum Power (W) Allocated Power (W) 

Class 0 Type 1 13 15.4 

Class 1 Type 1 3.9 4 

Class 2 Type 1 6.5 7 

Class 3 Type 1 13 15.4 

Class 4 Type 1 13 15.4 

Class 4 Type 2 25.5 30 
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Power status            : on       

Max power               : 15.4W   

Current power           : 14.8 W   

Average power           : 14.8 W   

Peak power              : 14.8 W   

LLDP requested power    : N/A  

LLDP allocated power    : N/A  

Voltage                 : 53.5 V   

Current                 : 278 mA  

PD class                : 4(Type1)  

Trouble cause           : None  

Priority                : critical       

Legacy                  : off       

Power - off time - range    : poe - time       

Power management        : energy - saving       

4pair status            : normal  
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(2)  As Device A does not have an entry corresponding to MAC A, it forwards the packet through all interfaces 

other than GigabitEthernet 0/1 in broadcast mode. In this case, other users also receive the packet that User 

A sends to User C. 

(3)  User C sends a reply packet destined for User A to Device A through the interface GigabitEthernet 0/3. Upon 

receiving the packet, Device A generates a MAC address entry, with the MAC address being MAC C and the 

interface being GigabitEthernet 0/3. Meanwhile, Device A finds an entry corresponding to MAC A and then 

forwards the packet to User A through GigabitEthernet 0/1 in unicast mode. 

(4)  After the communication between User A and User C is complete, Device A learns two MAC address entries. 

Later, packets are forwarded between User A and User C in unicast mode and other users do not receive 

packets destined for these two users. 

Figure 1-1 Automatically Learning MAC Address Entry I 

 

 

Figure 1-2 Automatically Learning MAC Address Entry II 

 

 

2.  Manual configuration 

If the device forwards packets based on automatically generated MAC address entries, security risks exist. For 

example, if an attacker forges a packet by using a MAC address of a valid user and sends the packet to another 

User C
MAC C

User B
MAC B

User A
MAC A

Device A

G0/1

MAC A Dynamic G0/1

MAC Address Type Interface

User C
MAC C

User B
MAC B

User A
MAC A

Device A

G0/1

MAC A Dynamic G0/1

MAC Address Type Interface

MAC C Dynamic G0/3
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max-dynamic-mac-count exceed-action { discard | forward } 

By default, after the number of MAC addresses learned from a VLAN reaches the upper limit, the device 

continues forwarding packets whose source MAC address is not learned. 

1.7   Configuring Aging Time of Dynamic MAC Address Entries 

1.  Overview 

The device deletes useless dynamic MAC address entries based on the aging time to save entry resources on 

the device. An overly long aging time may lead to untimely deletion of useless entries, whereas an overly short 

aging time may lead to deletion of some valid entries and repeated learning of MAC addresses by the device, 

which increases the packet broadcast frequency. Therefore, you are advised to configure a proper aging time of 

dynamic MAC address entries as required to save device resources without affecting network stability. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the aging time of dynamic MAC addresses. 

mac-address-table aging-time time 

The aging time of dynamic MAC addresses is 300s by default. 

1.8   Enabling MAC Address Flapping Detection and Protection 

1.8.1  Overview 

If a MAC address is learned from different interfaces in the same VLAN, MAC address flapping occurs. If MAC 

address flapping occurs frequently between two specific interfaces, a network loop is formed. In this case, 

packets with the same source MAC address are received from different interfaces, and the MAC address entry 

is updated frequently. By enabling MAC address flapping detection, you can effectively monitor MAC address 

flapping events on the L2 network. Each time a MAC address flapping event occurs, the device reports a log 

alarm message. You can configure the MAC address flapping protection policy on the interfaces. When the 

device detects that MAC address flapping occurs between two interfaces with different priorities, the device 

reports an alarm message and disables the lower-priority interface. 

1.8.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure MAC address flapping detection. 

mac-address-table flapping-logging 
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1.10   Configuring the Function of MAC Address Entry Change 

Notification 

1.10.1  Overview 

After the function of MAC address entry change notification is configured on a device, the device generates a 

notification message for a MAC address entry change when the device learns a new MAC address or has aged 

a learned MAC address. In addition, the device sends the notification message in SNMP Trap mode to a 

specified Network Management Station (NMS). This function helps the network administrator monitor user 

change of network devices. 

Figure 1-3 Application Scenario of the Function of MAC Address Entry Change Notification 

 

 

As shown in Figure 1-3, when the device generates a notification for an added MAC address, a new user 

identified by the MAC address starts to use the network. When the device generates a notification for a deleted 

MAC address, the corresponding user does not send packets in the address aging time. In this case, it is 

considered that the user stops using the network. When the device is accessed by a large number of users, the 

device may generate a large number of MAC address entry change notifications in a short time, and the traffic 

increases. 

To reduce traffic, you can configure an interval for sending MAC address entry change notifications. When the 

configured interval arrives, the system sends all notifications in a period of time at a time. This helps reduce the 

network traffic. Each notification message contains information about multiple MAC address changes. 

A generated notification is stored in a history table for MAC address entry change notifications. The 

administrator may know recent MAC address changes by checking the history table even without NMS. 

1.10.2  Restrictions and Guidelines 

A MAC address entry change notification is generated only for a dynamic MAC address entry. 

1.10.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure an NMS host address for receiving MAC address entry change notifications. 

SNMP 
Trap

NMS Administrator

User Device User
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clear mac-address-table flapping record Clears the MAC address flapping records. 

show mac-address-table dynamic [ address 

mac-address ] [ vlan vlan-id ] [ interface 

interface-type interface-number ] | [ interface 

interface-type interface-number ] [ vlan vlan-id ] ] 

show mac-address-table static [ address 

mac-address ] [ interface interface-type 

interface-number ] [ vlan vlan-id ] 

show mac-address-table filtering [ address 

mac-address ] [ all ] [ vlan vlan-id | vni vni-id | vsi 

vsi-id ] 

Displays the MAC address table. 

show mac-address-table { evpn | mlag } [ address 

mac-address ] [ all ] [ interface interface-type 

interface-number ] [ vlan vlan-id ] [ vni vni-id ] [ vsi 

vsi-id ] 

Displays the EVPN or MLAG address table. 

show mac-address-table [ vni vni-id ] [ vsi vsi-id ] Displays the specific VNI or VSI address table. 

show mac-address-table all Displays all types of addresses. 

show mac-address-table aging-time Displays the aging time for dynamic MAC addresses. 

show mac-address-table interface interface-type 

interface-number [ vlan vlan-id ] [ all ] 

Displays static or dynamic MAC address entries for a 

specified interface 

show mac-address-table 

max-dynamic-mac-count vlan [ vlan-id ] 

Displays the maximum number of dynamic MAC 

addresses. 

show mac-address-table notification [ interface 

[ interface-type interface-number ] | history ] 

Displays the configurations and history table for MAC 

address entry change notifications. 

show mac-address-table flapping record Displays the dynamic MAC address flapping records. 

 

1.12   Configuration Examples 

1.12.1  Configuring MAC Address Flapping Detection 

1.  Requirements 

As shown inFigure 1-4, an L2 loop may occur between Device B and Device C due to misoperation. After you 

enable MAC address flapping detection and configure a protection policy, the device can report alarms upon 

loops, and disable the faulty interface based on the protection policy. 
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 Mac address flapping detect status       : on  

 Mac address flapping detect interval     : 1s  

 Mac address flapping syslog supress time : 1800s  

 Mac address flapping record max count    : 300  

 Mac address flapping record total count  : 2  

 

 Move- Time           VLAN  MAC - Address    Original - Port   Move - Ports   Status  

 -------------------  -----  ------ --------  ---------------  ------------  --------  

 2020.11.14 12:10:46 1     0001.1111.1111 ge0/1           ge0/2        Normal  

 2020.11.14 12:10:58 1     0001.1111.1111 ge0/2           ge0/1        ERR - DOWN 

6.  Configuration Files 

Device A configuration file 

hos tname DeviceA  

!  

mac- address - table flapping - logging  

!  

!  

interface gigabitEthernet 0/1  

mac- address - table flapping action error - down 

mac- address - table flapping action priority 5  

!  

!  

interface gigabitEthernet 0/2  

mac- address - table flapping action error - down 

mac- address - table flapping action priority 1  

!  

1.12.2  Configuring the Function of MAC Address Change Notification 

1.  Requirements 

As shown inFigure 1-5, Device A is connected to devices of User A, User B, and User C, so that Device A 

records new MAC address entries learned from GigabitEthernet 0/1 and aged MAC address entries, sends 

MAC address entry change notifications to the specified NMS in SNMP Trap messages, and does not generate 

massive MAC address change information in a short time to prevent overusing network resources. 
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mac- address - table notification interval 300  

!  

!  

interface GigabitEthernet 0/1  

 snmp trap mac - notification adde d 

 snmp trap mac - notification removed  

!  

!  

snmp- server host 192.168.1.10 traps version 2c 7 $10$135$2c+O$ mac - notification  

snmp- server enable traps  

!  

 



 

i 

Contents 

1 Configuring MAC Loopback ............................................................................................................... 1 

1.1 Introduction ................................................................................................................................ 1 

1.1.1 Overview ........................................................................................................................ 1 

1.1.2 Principles ........................................................................................................................ 1 

1.2 Restrictions and Guidelines ....................................................................................................... 1 

1.3 Configuring Basic Features ....................................................................................................... 1 

1.3.1 Overview ........................................................................................................................ 1 

1.3.2 Procedure ....................................................................................................................... 1 

1.4 Monitoring .................................................................................................................................. 2 

 







 

i 

Contents 

1 Configuring VLAN............................................................................................................................... 1 

1.1 Introduction ................................................................................................................................ 1 

1.1.1 Overview ........................................................................................................................ 1 

1.1.2 Background and Functions ............................................................................................ 1 

1.1.3 Frame Format ................................................................................................................ 2 

1.1.4 Port Types and Link Types ............................................................................................. 2 

1.1.5 VLAN Frame Processing Rules ..................................................................................... 3 

1.1.6 Intra-VLAN Communication on One Device .................................................................. 4 

1.1.7 Intra-VLAN Communication Across Devices ................................................................. 8 

1.1.8 Inter-VLAN Communication ........................................................................................... 9 

1.1.9 VLAN Assignment Methods ......................................................................................... 14 

1.1.10 Protocols and Standards ........................................................................................... 15 

1.2 Restrictions and Guidelines ..................................................................................................... 15 

1.3 Configuration Task Summary .................................................................................................. 15 

1.4 Configuring VLANs .................................................................................................................. 16 

1.4.1 Overview ...................................................................................................................... 16 

1.4.2 Configuration Tasks ..................................................................................................... 16 

1.4.3 Creating and Configuring VLANs................................................................................. 16 

1.4.4 Configuring VLAN Names ............................................................................................ 17 

1.4.5 Configuring SVIs .......................................................................................................... 17 

1.5 Configuring Access Ports ........................................................................................................ 18 

1.5.1 Overview ...................................................................................................................... 18 



 

ii 

1.5.2 Restrictions and Guidelines ......................................................................................... 18 

1.5.3 Procedure (Interface Configuration Mode) .................................................................. 18 

1.5.4 Procedure (VLAN Configuration Mode) ....................................................................... 19 

1.6 Configuring Trunk Ports ........................................................................................................... 20 

1.6.1 Overview ...................................................................................................................... 20 

1.6.2 Restrictions and Guidelines ......................................................................................... 20 

1.6.3 Procedure ..................................................................................................................... 20 

1.7 Configuring Uplink Ports .......................................................................................................... 21 

1.7.1 Overview ...................................................................................................................... 21 

1.7.2 Restrictions and Guidelines ......................................................................................... 21 

1.7.3 Procedure ..................................................................................................................... 22 

1.8 Configuring Hybrid Ports .......................................................................................................... 23 

1.8.1 Overview ...................................................................................................................... 23 

1.8.2 Restrictions and Guidelines ......................................................................................... 23 

1.8.3 Procedure ..................................................................................................................... 23 

1.9 Monitoring ................................................................................................................................ 24 

1.10 Configuration Examples ......................................................................................................... 25 

1.10.1 Configuring Layer 2 Isolation and Layer 3 Interconnection of VLANs ...................... 25 

 

 











Configuration Guide Configuring VLAN  

5 

Figure 1-2 An Example of Intra-VLAN Communication Within One Device 

 

 

Through IP addresses, PC a (1.1.10.2/24) first determines that PC b (1.1.10.3/24) is in the same subnet as the 

device. The device uses the MAC address of PC b as the destination MAC address for communication. The 

communication steps are as follows: 

If PC a does not find the MAC address of PC b, the communication goes from step (1); if PC a finds the MAC 

address of PC b, the communication goes from step (5).  

 PC a does not find the MAC address of PC b in the Address Resolution Protocol (ARP) table. PC a sends a 

broadcast ARP request packet to request the MAC address of PC b. Device A learns the MAC address of 

PC a through the ARP request packet.  

 Device A forwards the broadcast ARP request packet. PC b learns the MAC address of PC a through the 

ARP request packet.  

 PC b sends a unicast ARP reply packet to PC a. Device A learns the MAC address of PC b through the ARP 

reply packet.  

 Device A finds the MAC address of PC a in the ARP table and forwards the unicast ARP reply packet. PC a 

learns the MAC address of PC b through the ARP reply packet.  

 PC a finds the MAC address of PC b (destination MAC address) in the ARP table and sends a unicast IPv4 

packet to PC b. 

 Device A finds the MAC address of PC b in the ARP table and forwards the unicast IPv4 packet. 

Steps of intra-VLAN communication on one device are shown in Figure 1-3. 

(1.1.10.2/24) (1.1.10.3/24)

G0/1 G0/1
G0/2

G0/3
G0/5 G0/4 G0/6

Device A Device B

VLAN 10VLAN 20 VLAN 20VLAN 10

PC a PC b PC c PC d PC e

�g 2�h
ARP Packet

IPv4 Packet
Trunk

Native VLAN�y 10
Allowed VLANs�y 10,20
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Figure 1-3 Steps of Intra-VLAN Communication 

 

 PC a sends an ARP request packet to request the MAC address of PC b. 

a. If PC a does not find the MAC address of PC b as shown in T0 in Figure 1-3, PC a sends an ARP 

request packet encapsulated in an Ethernet broadcast frame (as shown in Figure 1-4) to PC b as 

shown in T1 in Figure 1-3. 

b. Upon receiving the ARP request packet of PC a from GigabitEthernet 0/2, if Device A finds that the 

packet is untagged, it determines that the packet comes from VLAN 10 and receives the packet. 

Device A learns the source IP address in the packet. Device A enters the mapping among the IP 

address, MAC address, port, and VLAN of PC a into the ARP table and enters the mapping among the 

VLAN, MAC address and port of PC a into the dynamic MAC address table, as shown in T2 in Figure 

1-3. 

Device APC a

ARP Table of PC a
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.10.3      0              None         arpa 

ARP Table of Device A
------------------------------------------------------------------------------------
Protocol      Address   Age(min)  Hardware    Type      Interface
Internet      1.1.10.2     0              a MAC         arpa      G0/2

MAC Address Table of Device A
--------------------------------------------------------------
VLAN   MAC Address   Type             Interface  
10        a MAC               Dynamic      G0/2        

�g 1�h
Sends an 

ARP Requst

PC b

�g 2�h
Forwards the 
ARP Requst

ARP Table of PC b
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.10.2      0              a MAC        arpa 

�g 3�h
Sends an 

ARP Reply

ARP Table of Device A
------------------------------------------------------------------------------------
Protocol      Address   Age(min)  Hardware    Type      Interface
Internet      1.1.10.2     1              a MAC         arpa      G0/2
Internet     1.1.10.3     0              b MAC        arpa      G0/3

MAC Address Table of Device A
------------------------------------------------------------
VLAN   MAC Address   Type             Interface  
10        a MAC               Dynamic       G0/2       
10        b MAC               Dynamic      G0/3     

�g 4�h
Forwards the 
ARP Reply

ARP Table of PC a
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.10.3      0              b MAC       arpa 

T0

T1

T2

T2

T3

T4

T5

T6

T6

T7

T8
�g 5�h
Sends 

IPv4 packets �g 6�h
Forwards

IPv4 packets

T9

T10

(a MAC)
(1.1.10.2/24)

(b MAC)
(1.1.10.3/24)

G0/2 G0/3

VLAN 10
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Figure 1-4 The ARP Request Packet Sent by PC a for Requesting the MAC Address of PC b 

 

 Device A forwards the ARP request packet. 

a. Device A searches for the port that allows VLAN 10, and broadcasts the ARP request to GigabitEthernet 

0/1 and GigabitEthernet 0/3 except the source port GigabitEthernet 0/2, as shown in T3 in Figure 1-3. 

b. PC b receives the ARP request (as shown in Figure 1-4) of PC a from GigabitEthernet 0/3, learns the 

mapping between the IP address and MAC address of PC a, and enters the mapping into the ARP 

table. 

 PC b sends a unicast ARP reply packet. 

a. PC b finds that the destination IP address in the ARP request matches its own IP address, it sends a 

unicast ARP reply (as shown in Figure 1-5) to PC a, as shown in PC b in T5 in Figure 1-3. 

b. Upon receiving the ARP reply of PC b from GigabitEthernet 0/3, Device A learns the source IP address. 

Device A enters the mapping among the IP address, MAC address, port, and VLAN of PC b into the 

ARP table and enters the mapping among the VLAN, MAC address and port of PC b into the dynamic 

MAC address table, as shown in T6 in Figure 1-3. 

Figure 1-5 The ARP Reply Packet Sent by PC b to PC a 

 

 Device A forwards the ARP reply packet. 

a. Device A queries the MAC address table, matches MAC address of PC a, and forwards the ARP reply of 

PC b to GigabitEthernet 0/2, as shown in T7 in Figure 1-3. 

b. PC a receives the ARP reply (as shown in Figure 1-5) of PC b from GigabitEthernet 0/2, learns the 

mapping between the IP address and MAC address of PC b, and enters the mapping into the ARP 

table, as shown in T8 in Figure 1-3. 

PC a sends an IPv4 packet.PC a finds the MAC address of PC b in the ARP table, generates a packet with 

the MAC address of PC b as the destination MAC address and the MAC address of PC a as the source 

MAC address, and sends the packet (as shown in Figure 1-6) to PC b, as shown in T9 in Figure 1-3 . 
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 Device A forwards the broadcast ARP request packet. As VLAN 10 is not the native VLAN of the trunk port 

GigabitEthernet 0/1, add a VLAN 10 tag to the packet and send the packet. When the GigabitEthernet 0/1 

port of Device B receives the packet, the port finds that the packet carries a VLAN 10 tag and VLAN 10 is 

an allowed VLAN. The port allows the packet to pass through. The port removes the VLAN 10 tag from the 

packet and forwards the ARP request packet to the GigabitEthernet 0/4 port. Device B and PC d learn the 

MAC address of PC a through the ARP request packet. 

 PC d sends a unicast ARP reply packet. The GigabitEthernet 0/1 port of Device B adds a VLAN tag to the 

ARP reply packet and forwards the packet. Device B and Device A learn the MAC address of PC d through 

the ARP reply packet. 

 When the GigabitEthernet 0/1 port of Device A receives the packet, the port finds that the packet carries a 

VLAN 10 tag and VLAN 10 is an allowed VLAN. The port allows the packet to pass through. Device A 

queries the ARP table and matches the MAC address of PC a. The port removes the VLAN 10 tag from the 

packet and forwards the unicast ARP request packet to the GigabitEthernet 0/2 port.  

 PC a finds the MAC address of PC d (the destination MAC address) in the ARP table and sends a unicast 

IPv4 packet to PC d. 

 Device A queries the ARP table, matches the MAC address of PC d, adds a VLAN 10 tag to the IPv4 

packet and forwards the packet. When receiving the packet, .Device B queries the ARP table, matches the 

MAC address of PC d, removes the VLAN 10 tag from the IPv4 packet and forwards the packet. 

1.1.8  Inter-VLAN Communication 

In practice, devices from different VLANs may need to communicate with each other. Although VLAN broadcast 

domains are isolated in Layer 2, the devices from different VLANs can communicate with each other by using a 

Layer 3 device. But this method requires routed ports. To address this problem, a routing module can be added to 

a Layer 2 switch to form a Layer 3 switch. 

On a Layer 3 switch, one VLAN corresponds to one SVI. The Layer 3 switch takes the SVI as an independent 

interface, creates an ARP entry for the interface, and records the mapping between the IP address and MAC 

address of the SVI. 

An STA in each VLAN uses the IP address of an SVI corresponding to this VLAN as the default gateway. When 

the STA in the VLAN tries to communicate with an STA in another VLAN, the STA queries the MAC address of the 

gateway to be used as the destination MAC address, and then forwards a packet to the gateway. 

When the Layer 3 switch receives the packet whose MAC address matches the SVI, the switch enables Layer 3 

forwarding. If the Layer 3 switch does not know the MAC address of the destination host, the Layer 3 switch 

queries the routing table in the software, determines the egress VLAN of the destination host, and sends an ARP 

request in the egress VLAN. Upon obtaining an ARP reply from the destination host, the Layer 3 switch learns the 

IP address, MAC address, port, and VLAN of the destination host, updates the Layer 3 routing table, replaces the 

source MAC address in the packet with the MAC address of the gateway and the destination MAC address with 

the MAC address of the destination host, and forwards the packet to the destination host. Later, when the Layer 3 

switch receives packets with the same destination MAC address, the Layer 3 switch directly queries the Layer 3 

routing table, replaces the source and destination MAC addresses, and forwards the packets. 

As shown in Figure 1-8, PC a belongs to VLAN 10 and PC c belongs to VLAN 20. They communicate with each 

other across the VLANs. 
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Figure 1-8 An Example of Inter-VLAN Communication 

 

 

After an SVI is created, Device A generates the mappings of IP addresses to MAC addresses and a directly 

connected route to the Layer 3 SVI. As shown in T0 in Figure 1-9, the gateway MAC address is the MAC 

address of Device A. 

The IP address of PC a is 1.1.10.2/24 and its corresponding gateway IP address is 1.1.10.1/24. The IP address 

of PC c is 1.1.20.5/24 and its corresponding gateway IP address is 1.1.20.1/24. To communicate with PC c, PC 

a first determines that they are on different network segments. PC a takes the gateway MAC address as the 

destination address for communication. The communication steps are as follows: 

PC a queries the ARP table for the gateway MAC address corresponding to the gateway IP address 

(1.1.10.1/24). If PC a does not find the MAC address of the gateway, goes from step (1). If PC a finds the MAC 

address of the gateway, goes from step (3). 

(1)  PC a does not find the MAC address of the gateway, it sends a broadcast ARP request packet to request the 

MAC address of the gateway. Device A learns the MAC address of PC a through the ARP request packet.  

(2)  Device A sends a unicast ARP reply packet. PC a learns the MAC address of the gateway through the ARP 

reply packet.  

(3)  PC a finds the MAC address of the gateway of in the ARP table, uses the gateway MAC address as the 

destination MAC address, and the IP address of PC c as the destination IP address, and sends a unicast 

IPv4 packet to PC c. When receiving the packet, if Device A does not find the MAC address of PC c, it 

performs step (4). If Device A finds the MAC address of PC c, it performs step (6) directly. 

(4)  Device A identifies that the destination MAC address is the MAC address of the gateway, and sends the 

packet to SVI 10 for forwarding. The CPU queries the software routing table, and finds that the egress VLAN 

corresponding to the destination IP address of PC c is VLAN 20 through the directly connected route of 

Layer 3 SVIs. SVI 20 in VLAN 20 sends a broadcast ARP request to request the MAC address 

corresponding to the IP address of PC c. PC c learns the mapping of the MAC address of the gateway and 

the IP address of SVI 20 through the packet. 

(5)  PC c sends a unicast ARP reply. Device A learns the MAC address of PC c. 

(6)  For the packet sent from PC a to PC c, Device A changes its source MAC address from a MAC to g MAC, 

and changes its destination MAC address from g MAC to c MAC, and then forwards it. PC c learns the 

mapping of the MAC address of the gateway and the IP address of PC a through the packet. 
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Steps of inter-VLAN communication are shown in Figure 1-9. 

Figure 1-9 Steps of Inter-VLAN Communication  

 

Device A
(g MAC)PC a

ARP Table of PC a
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.10.1      0              None         arpa 

�g 1�h
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ARP Requst

PC c

�g 4�h
Sends an

ARP Requst

ARP Table of PC c
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.20.1      0              g MAC        arpa 

�g 2�h
Sends an 

ARP Reply

ARP Table of PC a
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.10.1      0              g MAC       arpa 

T0
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T5

ARP and MAC Address Information of Device A
--------------------------------------------------------------
VLAN    IP Address       Hardware   Interface
10         1.1.10.1            g MAC        SVI 10     
20         1.1.20.1            g MAC        SVI 20               

IP Route Table of Device A
--------------------------------------------------------------
C   1.1.10.0/24 is directly connected, VLAN 10
C   1.1.20.0/24 is directly connected, VLAN 20         

T0

T0

ARP and MAC Address Information of Device A
--------------------------------------------------------------
VLAN    IP Address       Hardware   Interface
10         1.1.10.1            g MAC        SVI 10     
20         1.1.10.1            g MAC        SVI 20               
10         1.1.10.2            a MAC        G0/2                   

�g 3�h
Sends

IPv4 packets
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--------------------------------------------------------------
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20         1.1.20.5            c MAC        G0/5                         

�g 6�h
Forwards 

IPv4 packets
T11

ARP Table of PC c
---------------------------------------------------------------
Protocol   Address    Age(min)  Hardware  Type
Internet   1.1.20.1      1              g MAC        arpa
Internet   1.1.10.2      0              g MAC        arpa 

T12

ARP and MAC Address Information of Device A
--------------------------------------------------------------
VLAN    IP Address       Hardware   Interface
10         1.1.10.1            g MAC        SVI 10     
20         1.1.20.1            g MAC        SVI 20               
10         1.1.10.2            a MAC        G0/2 
20         1.1.20.5            None          G0/5                         

T6

T10

(c MAC)
(IP 1.1.20.5/24)
(Gateway 1.1.20.1)

(a MAC)
(IP 1.1.10.2/24)

(Gateway 1.1.10.1)

G0/2 G0/5

SVI 10  
(1.1.10.1/24)

SVI 20  
(1.1.20.1/24)
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(7)  PC a sends an ARP request packet to request the MAC address of the gateway. 

a. If PC a does not find the MAC address of the gateway IP address (1.1.10.1) as shown in T0 in Figure 

1-9, PC a sends an ARP request packet encapsulated in an Ethernet broadcast frame (as shown in 

Figure 1-10) to the gateway as shown in T1 in Figure 1-9. The gateway of PC a is SVI 10 whose IP 

address is 1.1.10.1/24. Therefore, the gateway uses the IP address of SVI 10 as a target IP address. 

b. When receiving the ARP request packet of PC a from GigabitEthernet 0/2, if Device A finds that the 

packet is untagged, it determines that the packet comes from VLAN 10 and receives the packet. 

Device A learns the source IP address in the packet, and enters the mapping among the IP address, 

MAC address, port, and VLAN of PC a into the ARP table. Device A enters the mapping among the 

VLAN, MAC address, and port of PC a into the dynamic MAC address table. The ARP table and the 

MAC address table contain information about Layer 3 forwarding and such information is called as a 

Layer 3 routing table, as shown in T2 in Figure 1-9. The routing table cannot be queried but its content 

is reflected in the ARP table and MAC address table. 

Figure 1-10 The ARP Request Packet Sent from PC a for the MAC Address of the Gateway 

 

(8)  Device A sends an ARP reply packet. 

a. If Device A finds that the packet is an ARP packet and the destination IP address in the packet is the IP 

address of the SVI 10 of this device, it returns a unicast ARP reply and forwards the reply packet 

through GigabitEthernet 0/2, as shown in T3 in Figure 1-11Figure 1-9. The reply packet (as shown in 

Figure 1-11) includes the IP address and MAC address of SVI 10. 

b. Upon receiving the ARP reply, PC a learns the MAC address corresponding to the gateway IP address 

of the SVI 10 and updates the ARP table of PC a, as shown in T4 in Figure 1-9.  

Figure 1-11 ARP Reply Packet Sent by the Gateway to PC a 

 

(9)  PC a sends an IP packet to PC c. 

a. If PC a finds the MAC address of the gateway in the ARP table, it generates a packet with the gateway 

MAC address as the destination MAC address and the MAC address of PC a as the source MAC 

address, encapsulates the packet in an Ethernet frame (as shown in Figure 1-12), and forwards the 

packet to the gateway, as shown in T5 in Figure 1-11Figure 1-9. 
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b. Upon receiving the packet of PC a from GigabitEthernet 0/2 (as shown in Figure 1-12), Device A finds 

that the packet is untagged. Device A determines that the packet comes from VLAN 10 and updates 

the MAC address entry of PC a. The destination MAC address (gateway MAC address) is the gateway 

MAC address of the local device. Therefore, the packet must be forwarded at Layer 3. If Device A finds 

the MAC address of PC c corresponding to the IP address of PC c, the device goes to step (6). 

Figure 1-12 IPv4 Packet Sent by PC a to PC c 

 

(10)  The gateway sends an ARP request for the MAC address of PC c. 

a. If Device A does not find the MAC address corresponding to the IP address of PC c (1.1.20.5), it sends 

the packet to SVI 10 to forward the packet to the CPU. 

b. The CPU queries the software routing table, and finds that the IP address matches a direct route to 

1.1.20.0/24 and the egress VLAN is VLAN 20. In the egress VLAN (VLAN 20), SVI 20 sends a 

broadcast ARP request packet for the MAC address of PC c, as shown in T7 in Figure 1-11Figure 1-9. 

The gateway of PC c is SVI 20. Therefore the gateway uses the IP address of SVI 20, 1.1.20.1/24, as 

its IP address.  

c. The ARP request is sent from GigabitEthernet 0/1 and GigabitEthernet 0/5 that allow VLAN 20. PC c 

receives the ARP request (as shown in Figure 1-13) of Device A from GigabitEthernet 0/5, learns the 

mapping between the gateway IP address and gateway MAC address in VLAN 20 on Device A, and 

enters the mapping into the ARP table, as shown in T8 in Figure 1-11Figure 1-9. 

Figure 1-13 ARP Request Packet Sent by the Gateway for Requesting MAC Address of PC c 

 

(11)  PC c sends an ARP reply packet.  

a. If PC c finds that the destination IP address in the ARP request matches its own IP address, it sends an 

ARP reply packet in unicast mode (as shown in Figure 1-14), as shown in T9 in Figure 1-11Figure 1-9. 

b. Upon receiving the ARP reply (as shown in Figure 1-14) of PC c, Device A learns the mapping among 

the IP address, MAC address, port, and VLAN of PC c, and enters the mapping into the ARP table, as 

shown in T10 in Figure 1-11Figure 1-9.  
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(3)  Configure the Layer 2 interface as a hybrid port. 

switchport mode hybrid 

The Layer 2 interface mode is access by default. 

The Layer 2 interface mode is hybrid by default. 

(4)  Configure a native VLAN for the hybrid port. 

switchport hybrid native vlan vlan-id 

The native VLAN of the hybrid port is VLAN 1 by default. 

No native VLAN is configured for a hybrid port by default. 

(5)  Configure an allowed VLAN list for the hybrid port. 

switchport hybrid allowed vlan { [ add ] tagged vlan-list | [ add ] untagged vlan-list | only tagged 

vlan-list | remove vlan-list } 

By default, the allowed VLANs of a hybrid port are untagged VLAN 1 and tagged VLANs 2 to 4,094. 

By default, no allowed VLAN is configured for a hybrid port. 

1.9   Monitoring 

This section describes the show commands used for checking the running status of a configured function to 

verify the configuration effect. 

This section also describes the debug command used for outputting debugging information. 

 Caution 

System resources are occupied when debugging information is output. Therefore, disable the debugging 

function immediately after use. 

 

You can run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-3 Monitoring 

Command Purpose 

show vlan [ id vlan-id ] Displays VLAN configurations. 

show interface switchport Displays configurations of Layer 2 interfaces. 

debug bridge vlan Enables the debug function of a VLAN. 

show vlan id vlan-id statistics Displays VLAN traffic statistics. 

clear vlan statistics vlan-id Clears the traffic statistics of a specified VLAN. 
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4.  Procedure 

(1)  Create and configure VLANs. 

Create VLANs on Device D and rename VLAN 10. 

DeviceD> enable  

DeviceD# configure terminal  

DeviceD(config)# vlan 10  

DeviceD(config - vlan)# name office  

DeviceD(config - vlan)# vlan range 20,30  

DeviceD(config - vlan - range)# exit  

Create a VLAN on Device A. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# vlan rang e 10,20  

DeviceA(config - vlan - range)# exit  

Create a VLAN on Devices B. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# vlan range 10,20,30  

DeviceB(config - vlan - range)# exit  

Create a VLAN on Devices C. 

DeviceC> enable  

DeviceC# configure terminal  

DeviceC(config)# vlan range 20,30  

DeviceC(config - vlan - range)# exit  

(2)  Configure IP addresses for the Layer 3 SVIs of the VLANs on Device D. 

DeviceD(config)# interface vlan 10  

DeviceD(config - if - VLAN 10)# ip address 192.168.10.1 255.255.255.0  

DeviceD(config - if - VLAN 10)# exit  

DeviceD(config)# interface vlan 20  

DeviceD(config - if - VLAN 20)# ip address 192.168.20.1 255.255.255.0  

DeviceD(config - if - VLAN 20)# exit  

DeviceD(config)# interface vlan 30  

DeviceD(config - if - VLAN 30)# ip address 192.168.30.1 255.255.255.0  

DeviceD(config - if - VLAN 30)# exit  

(3)  Configure the downlink port of Device D as a trunk port and configure an allowed VLAN list for the port. 

DeviceD(config)# interface range gigabitethernet 0/2 - 4 

DeviceD(config - if - range)# switchport  

DeviceD(config - if - range)# switchport mode trunk  

DeviceD(config - i f - range)# exit  

DeviceD(config)# interface gigabitethernet 0/2  

DeviceD(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceD(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan only 10,20  

DeviceD(config - if - GigabitEthernet 0/2)# exit  
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DeviceD(config)# interface gigabitethernet 0/3  

DeviceD(config - if - GigabitEthernet 0/3)# switchport trunk native vlan 1  

DeviceD(config - if - GigabitEthernet 0/3)# switchport trunk allowed vlan only 

10,20,30  

DeviceD(config - if - GigabitEthernet 0/3)# exit  

Devi ceD(config)# interface gigabitethernet 0/4  

DeviceD(config - if - GigabitEthernet 0/4)# switchport trunk native vlan 1  

DeviceD(config - if - GigabitEthernet 0/4)# switchport trunk allowed vlan only 20,30  

DeviceD(config - if - GigabitEthernet 0/4)# end  

DeviceD# write  

(4)  Configure the uplink port of the access device as a trunk port configure an allowed VLAN list for the port. 

The following example configures the uplink port on Device A. The configuration on Devices B and C is 

similar to that on Device A. 

Configure the uplink port of Device A as a trunk port and allow the traffic of all VLANs to pass through the 

port. 

DeviceA(config)# interface gigabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport  

DeviceA(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

(5)  Configure the downlink port of the access device as an access port and add the port to a specified VLAN. 

The following example configures the downlink port on Device A. The configuration on Devices B and C is 

similar to that on Device A. 

Configure the downlink port of Device A as an access port and add the port to different VLANs. 

DeviceA(config)# interface range gigabitethernet 0/2 - 12 

DeviceA(config - if - range)# switchport  

DeviceA(config - if - range)# switchport mode access  

DeviceA(config - if - range)# switchport access vlan 10  

DeviceA(config - if - range)# interface range gig abitethernet 0/13 - 24 

DeviceA(config - if - range)# switchport  

DeviceA(config - if - range)# switchport mode access  

DeviceA(config - if - range)# switchport access vlan 20  

DeviceA(config - if - range)# end  

DeviceA# write  

5.  Verification 

(1)  Run the show vlan [ id vlan-id ] command on Device D to display VLAN information, including the VLAN ID, 

name, status and ports. 

DeviceD# show vlan  

VLAN  Name       Status                Ports      

----  --------   --------    -------------------------------  

   1 VLAN0001   STATIC     Gi0/1,  Gi0/5, Gi0/6, Gi0/7  

                           Gi0/8, Gi0/9, Gi0/10, Gi0/11  
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C     192.168.10.1/32 is local host.  

C     192.168.20.0/24 is directly connected, VLAN 20  

C     192.168.20.1/32 is local host.  

C     192.168.30.0/24 is directly connected, VLAN 30  

C     192.168.30.1/32 is local host.  

Ping the SVI address of a VLAN (for example, VLAN 10) on Device D. 

DeviceD# ping 192.168.10.1  

Sending 5, 100 - byte ICMP Echoes to 192.168.10.1, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/1/1  ms.  

(4)  The following example describes how to ping Hosts 2, 12, and 13. 

Configure the default gateway of Host 2 in VLAN 10 as 192.168.10.1, the IP address of the interface as 

192.168.10.2, and the mask as 255.255.255.0. 

Host2> enable  

Host2# configure termina l  

Host2(config)# ip route 0.0.0.0 0.0.0.0 192.168.10.1  

Host2(config)# interface gigabitethernet 0/1  

Host2(config - if - GigabitEthernet 0/1)# no switchport  

Host2(config - if - GigabitEthernet 0/1)# ip address 192.168.10.2 255.255.255.0  

Configure the default gateway of Host 12 in VLAN 10 as 192.168.10.1, the IP address of the interface as 

192.168.10.12, and the mask as 255.255.255.0. 

Host2> enable  

Host2# configure terminal  

Host2(config)# ip route 0.0.0.0 0.0.0.0 192.168.10.1  

Host2(config)# interface gigabitethernet 0/1  

Host2(config - if - GigabitEthernet 0/1)# no switchport  

Host2(config - if - GigabitEthernet 0/1)# ip address 192.168.10.12 255.255.255.0  

Configure the default gateway of Host 13 in VLAN 20 as 192.168.20.1, the IP address of the interface as 

192.168.20.13, and the mask as 255.255.255.0. 

Host13> enable  

Host13# configure terminal  

Host13(config)# ip route 0.0.0.0 0.0.0.0 192.168.20.1  

Host13(config)# interface gigabitethernet 0/1  

Host13(config - if - GigabitEthernet 0/1)# no switchport  

Host13(config - if - GigabitEthernet 0/1)# ip address 192.168.20.13 255.255.255.0  

Run the show ip route command on the hosts to display the default gateway. The default gateway must be 

configured on the transmit and receive ends. Inter-VLAN communication fails to be implemented if either 

end is not configured with the default gateway. Take Host 2 as an example. Due to the default route 

S*0.0.0.0/0 [1/0] via 192.168.10.1, a host sends a packet to the gateway 192.168.10.1 when the host tries 

to communicate across VLANs. 

Host2# show ip route  

Codes:  C -  Connected, L -  Local, S -  Static  
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(6)  Configure the hybrid port to trust the CoS priority of packets. 

mls qos trust cos 

The default trust mode of a port is untrusted. 

(7)  Enable the MAC VLAN function on the port. 

mac-vlan enable 

The port-based MAC VLAN function is disabled by default. 

1.3   Monitoring 

This section describes the show commands used for checking the running status of a configured function to 

verify the configuration effect. 

This section also describes the debug command used for outputting debugging information. 

 Caution 

System resources are occupied when debugging information is output. Therefore, disable the debugging 

function immediately after use. 

 

You can run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-1  Monitoring 

Command Purpose 

show mac-vlan all 
Displays all MAC VLAN entries, including static and 

dynamic MAC VLAN entries. 

show mac-vlan dynamic Displays dynamic MAC VLAN entries. 

show mac-vlan static Displays static MAC VLAN entries. 

show mac-vlan vlan vlan-id Displays MAC VLAN entries of a specified VLAN. 

show mac-vlan interface Displays ports on which the MAC VLAN function is enabled. 

show mac-vlan mac-address mac-address 

[ mask mac-mask ] 
Displays MAC VLAN entries of a specified MAC address. 

debug bridge mvlan Debugs the MAC VLAN function. 
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    Port - type: hybrid  

Tagged vlan id: 2 - 99,101 - 199,2 01- 4094  

Tagged vlan id: None  

Untagged vlan id: 1,100,200  

(3)  Check static MAC VLAN entries on Device C. 

DeviceC# show mac - vlan static  

The following MAC VLAN address exist:  

S: Static   D: Dynamic   

MAC ADDR            MASK             VLAN ID   PRIO   STATE  

-------------------------------------------------------  

54bf.6450.dd10      ffff.ffff.ffff   100       1       S  

54bf.6450.dd20      ffff.ffff.fff0   200       2       S  

Total MAC VLAN address count: 2  

(4)  To verify that the MAC VLAN function assigns STAs to different VLANs to implement L2 isolation, assign 

PC-A1, PC-A2, and PC-B2 to the same network segment and ping the STAs. Only STAs in the same VLAN 

can be pinged successfully. 

Connect PC-A2 to the network through office A, assign PC-A2 to VLAN 100, and set its IP address and 

mask to 192.168.5.12/24. 

PC- A2> enable  

PC- A2# configure terminal  

PC- A2(config)# interface gigabitethernet 0/1  

PC- A2(config - if - GigabitEthernet 0/1)# no switchport  

PC- A2(config - if - GigabitEthernet 0/1)# ip address 192.168.5.12/24  

Connect PC-B2 to the network through office B, assign PC-B2 to VLAN 200, and set its IP address and 

mask to 192.168.5.22/24. 

PC- B2> enable  

PC- B2# configure terminal  

PC- B2(config)# interface gigabitethernet 0/1  

PC- B2(config - if - GigabitEthernet 0/1)# no switchport  

PC- B2(config - if - GigabitEthernet 0/1)# ip address 192.168.5.22/24  

Connect PC-A1 to the network through the meeting room and set its IP address and mask to 

192.168.5.11/24. Verify that PC-A1 can ping PC-A2 in VLAN 100 but cannot ping PC-B2 in VLAN 200. This 

indicates that PC-A1 is assigned to VLAN 100 by the MAC VLAN function. 

PC- A1> enable  

PC- A1# configure terminal  

PC- A1(config)# interface gigabitethernet 0/1  

PC- A1(config - if - GigabitEthernet 0/1)# no switchport  

PC- A1(config - if - GigabitEthernet 0/1)# ip address 192 .168.5.11/24  

PC- A1(config - if - GigabitEthernet 0/1)# end  

PC- A1# ping 192.168.5.12  

Sending 5, 100 - byte ICMP Echoes to 192.168.5.12, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/22/103 ms.  
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1 Configuring Protocol-based VLAN 

1.1   Introduction 

1.1.1  Overview 

Protocol-based VLAN is a VLAN technology based on protocol types. When a device receives a packet without 

a VLAN ID from a port, the device automatically forwards the packet to a VLAN specified in a user-defined rule if 

the packet matches the user-defined rule. 

The protocol VLAN is divided into subnet-based VLAN and protocol-based VLAN. 

1.1.2  Subnet-based VLAN 

VLAN assignment based on source IP address and subnet mask in a packet is referred to as subnet-based 

VLAN. 

The subnet-based VLAN function assigns users to different VLANs based on their IP addresses. For example, 

in a shared office area, IP addresses of users are fixed, but the access ports are dynamic. To control user 

access to network resources, you can assign users to different VLANs based on their IP addresses. 

 Caution 

Subnet-based VLANs take effect on trunk and hybrid ports, available to packets without VLAN ID only. 

 

1.1.3  Protocol-based VLAN 

VLAN assignment based on packet type and Ethernet type is referred to as protocol-based VLAN. 

The protocol-based VLAN function is used to assign packets of different service types to different VLANs to 

facilitate management and maintenance. 

 Caution 

Protocol-based VLANs take effect on trunk and hybrid ports. This function is available to packets without VLAN 

ID only. 

 

1.1.4  Principles 

When a port receives a packet, the port assigns the packet to a VLAN so that the packet belongs to this VLAN 

only. The procedure of determining a VLAN for a packet is as follows: 

(1)  If the packet carries a tag and the tag contains a VLAN ID, the packet belongs to the VLAN specified by the 

VLAN ID. The port receives the packet if the port allows the packet to pass. Otherwise, the port discards the 

packet. 

(2)  If the packet does not carry a VLAN ID (untagged packet or a priority packet with the VLAN ID of 0), the port 

tries to match the packet with VLAN assignment policies based on priority in descending order. If the packet 

matches a rule, the packet is assigned to the VLAN specified in the rule. If the packet matches multiple rules 

at the same time, the packet is forwarded based on the rule with the highest priority. 
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--------------------  -----------  

Gi0/3                enable  

(2)  Take hosts 21, 22, 11, and 14 as examples to verify the subnet-based VLAN assignment effect. 

Set the default gateway address of host 21 in VLAN 2 to 192.168.2.1, and the IP address to 

192.168.2.21/24. 

Host21> enable  

Host21# configure terminal  

Host21(config)# ip route 0.0.0.0 0.0.0.0 192.168.2.1  

Host21(config)# interface gigabitethernet 0/1  

Host21(config - if - GigabitEthernet 0/1)# no switchport  

Host21(c onfig - if - GigabitEthernet 0/1)# ip address 192.168.2.21/24  

Host21(config - if - GigabitEthernet 0/1)# end  

Set the default gateway address of host 22 in VLAN 2 to 192.168.2.1, and the IP address to 

192.168.2.22/24. 

Host22> enable  

Host22# configure terminal  

Host22(config)# ip route 0.0.0.0 0.0.0.0 192.168.2.1  

Host22(config)# interface gigabitethernet 0/1  

Host22(config - if - GigabitEthernet 0/1)# no switchport  

Host22(config - if - GigabitEthernet 0/1)# ip address 192.168.2.22/24  

Host22(config - if - GigabitEthernet 0/1)#  end  

Set the default gateway address of host 11 in VLAN 3 to 192.168.1.1, and the IP address to 

192.168.1.11/24. 

Host11> enable  

Host11# configure terminal  

Host11(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1  

Host11(config)# interface gigabitethernet 0/1  

Host11(config - if - GigabitEthernet 0/1)# no switchport  

Host11(config - if - GigabitEthernet 0/1)# ip address 192.168.1.11/24  

Host11(config - if - GigabitEthernet 0/1)# end  

Set the default gateway address of host 14 in VLAN 3 to 192.168.1.1, and the IP address to 

192.168.1.14/24. 

Host14> enable  

Host14# configure terminal  

Host14(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.1  

Host14(config)# interface gigabitethernet 0/1  

Host14(config - if - GigabitEthernet 0/1)# no switchport  

Host14(config - if - GigabitEthernet 0/1)# ip address 192.168.1.14/24  

Host14(config - if - GigabitEthernet 0/1)# end  

Verify that host 22 is assigned to VLAN 2 by the subnet-based VLAN function, and host 22 can ping host 21 

in VLAN 2 but cannot ping host 11 in VLAN 3. 

Host22# ping 192.168.2.21  

Sending 5, 100 - byte ICMP Echoes to 192.168.2.21, timeout is 2 seconds:  
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  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/2/4 ms.  

Host22# ping 192.168.1.11  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.11, timeout is 2 seconds:  

  < press Ctrl+C to break >  

.....  

Success rate is 0 percent (0/5).  

Verify that host 14 is assigned to VLAN 3 by the subnet-based VLAN function, and host 14 can ping host 11 

in VLAN 3 but cannot ping host 21 in VLAN 2. 

Host14# ping 192.168.1.11  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.11, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/2/4 ms.  

Host14# ping 192.168.2.21  

Sending 5, 100 - byte ICMP Echoes to 192.168.2.21, timeout is 2 seconds:  

  < press Ctrl+C to break >  

.....  

Success rate is 0 percent (0/5).  

Configure the IP addresses of the SVI gateways for VLAN 2 and VLAN 3 on device A to implement L3 

connection between the VLANs. 

DeviceA> enable 

DeviceA# configure terminal 

DeviceA(config)# interface vlan 2  

DeviceA(config - if - VLAN 2)# ip address 192.168.2.1/24  

DeviceA(config - if - VLAN 2)# exit  

DeviceA(config)# interface vlan 3  

DeviceA(config - if - VLAN 3)# ip address 192.168.1.1/24  

DeviceA(config - if - VLAN 2)# end  

Verify that host 14 in VLAN 3 can ping host 21 in VLAN 2. Likewise, verify that host 22 in VLAN 3 can ping 

host 21 in VLAN 2. 

Host14# ping 192.168.2.21  

Sending 5, 100 - byte ICMP Echoes to 192.168.2.21, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 3/19/79 ms.  

6.  Configuration Files 

Device A configuration file 

protocol - vlan ipv4 192.168.1.0 mask 255.255.255.0 vlan 3  

protocol - vlan ipv4 192.168.2.0 mask 255.255.255.0 vlan 2  

!  

vlan range 2 - 3 
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DeviceA(config - if - GigabitEthernet 0/1)# exit  

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0/2)# switchport  

DeviceA(config - if - GigabitEthernet 0/2)# switchport access vlan 3  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

(4)  Configure the port that needs to run the protocol-based VLAN function as a hybrid port, and add VLAN 2 and 

VLAN 3 to the allowed VLAN list of the port. 

DeviceA(config)# interface gigabitethernet 0/3  

DeviceA(config - if - GigabitEthernet 0/3)# switchport  

DeviceA(config - if - GigabitEthernet 0/3)# switchport mod e hybrid  

DeviceA(config - if - GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 

2- 3 

(5)  Enable the protocol-based VLAN function on GigabitEthernet 0/3, and assign packets that match rule 1 to 

VLAN 2 and packets that match rule 2 to VLAN 3. 

DeviceA(con fig - if - GigabitEthernet 0/3)# protocol - vlan profile 1 vlan 2  

DeviceA(config - if - GigabitEthernet 0/3)# protocol - vlan profile 2 vlan 3  

5.  Verification 

Run the show protocol-vlan profile [ profile-number ] command to check whether the protocol-based VLAN 

configuration on the device is correct. 

DeviceA(config)# show protocol - vlan profile  

profile frame - type       ether - type/DSAP+SSAP   interface       vlan  

-------  ----------------  ----------------------  -- -------------  ----  

1       ETHERII          0x0800                  Gi0/3           2  

2       ETHERII          0x8137                  Gi0/3           3  

6.  Configuration Files 

Device A configuration file 

protocol - vlan profile 1 frame - type ETHERII ether - type IPV4  

protocol - vlan profile 2 frame - type ETHERII ether - type IPX  

!  

vlan range 2 - 3 

!  

interface GigabitEthernet 0/1  

switchport  

switchport mode access  

switchport access vlan 2  

!  

interface GigabitEthernet 0/2  

switchport  

switchport mode access  

switchport access vlan 3  

!  

interface GigabitEthernet 0/3  

switchport  
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 Caution 

Ports in a PVLAN can be used as mirroring source ports but cannot be used as mirroring destination ports. 

 

1.1.3  Packet Forwarding Rules 

Table 1-1 lists packet forwarding rules between ports in a PVLAN and VLAN tag changes. 

Table 1-1 Packet Forwarding Rules Between Different Types of Ports and VLAN Tag Changes 

Input Port Output Port Packet Forwarding Rules and VLAN Tag Changes  

Promiscuous 

Port 

Promiscuous Port  Reachable, VLAN tag unchanged 

Community Port Reachable, VLAN tag unchanged 

Isolated Port Reachable, VLAN tag unchanged 

Trunk Port Reachable, a primary VLAN tag added 

Community Port 

Promiscuous Port  Reachable, VLAN tag unchanged 

Community Port 
 Reachable in the same community VLAN, VLAN tag 

unchanged 

 Unreachable in different community VLANs 

Isolated Port Unreachable 

Trunk Port Reachable, a community VLAN tag added 

Isolated Port 

Promiscuous Port  Reachable, VLAN tag unchanged  

Community Port Unreachable 

Isolated Port Unreachable 

Trunk Port 

Reachable. An isolated VLAN tag is added to an isolated 

VLAN packet and the packet is forwarded through isolated 

ports. 

Trunk Port 

Promiscuous Port  Reachable, VLAN tag removed  

Community Port 

 Reachable in the primary VLAN, VLAN tag removed 

 Reachable in the same community VLAN, VLAN tag 
removed 

 Unreachable in different community VLANs  

 Unreachable in an isolated VLAN 

Isolated Port 
 Reachable in the primary VLAN, VLAN tag removed 

 Unreachable in a community VLAN 

 Unreachable in an isolated VLAN 

Trunk Port Reachable, VLAN tag unchanged 

Switch CPU Promiscuous Port  Reachable, no VLAN tag 
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Configure a Layer 2 association between the secondary VLANs (VLAN 100 and VLAN 101) and the 

primary VLAN 99 on Device A. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# vlan 100  

DeviceA(config - vlan)# private - vlan community  

DeviceA(config - vlan)# exit  

DeviceA(config)# vlan 101  

DeviceA(config - vlan)# private - vlan isolated  

DeviceA(config - vlan)# exit  

DeviceA(config)# vlan 99  

DeviceA(config - vlan)# private - vlan primary  

DeviceA(config - v lan)# private - vlan association 100 - 101  

DeviceA(config - vlan)# exit  

Configure a Layer 2 association between the secondary VLANs (VLAN 100 and VLAN 101) and the 

primary VLAN 99 on Device B. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# vlan 10 0 

DeviceB(config - vlan)# private - vlan community  

DeviceB(config - vlan)# exit  

DeviceB(config)# vlan 101  

DeviceB(config - vlan)# private - vlan isolated  

DeviceB(config - vlan)# exit  

DeviceB(config)# vlan 99  

DeviceB(config - vlan)# private - vlan primary  

DeviceB(config - vl an)# private - vlan association 100 - 101  

DeviceB(config - vlan)# exit  

(2)  Configure a Layer 3 association for the PVLAN. 

Configure an IP address and a mask for the Layer 3 SVI of the primary VLAN on Device A, and configure a 

Layer 3 association between the primary VLAN and the secondary VLANs. 

DeviceA(config)# interface vlan 99  

DeviceA(config - vlan)# ip address 192.168.99.1 255.255.255.0  

DeviceA(config - vlan)# private - vlan mapping 100,101  

DeviceA(config - vlan)# exit  

(3)  Add the host ports to the secondary VLANs. 

Configure the ports of Device A connected to hosts as host ports and associate the ports with PVLAN pairs 

to add the ports to the secondary VLANs. 

DeviceA(config)# interface range gigabitethernet 0/2 - 3 

DeviceA(config - if - range)# switc hport  

DeviceA(config - if - range)# switchport mode private - vlan host  

DeviceA(config - if - range)# switchport private - vlan host - association 99 100  

DeviceA(config - if - range)# exit  

DeviceA(config)# interface gigabitethernet 0/4  



 

12 

DeviceA(config - if - GigabitEthernet 0/4 )# switchport  

DeviceA(config - if - GigabitEthernet 0/4)# switchport mode private - vlan host   

DeviceA(config - if - GigabitEthernet 0/4)# switchport private - vlan 

host - association 99 101  

DeviceA(config - if - GigabitEthernet 0/4)# exit  

Configure the ports of Device B connected to hosts as host ports and associate the ports with PVLAN pairs 

to add the ports to the secondary VLANs. 

DeviceB(config)# interface gigabitethernet 0/2  

DeviceB(config - if - GigabitEthernet 0/2)# switchport  

DeviceB(config - if - GigabitEthernet 0/2)# swit chport mode private - vlan host    

DeviceB(config - if - GigabitEthernet 0/2)# switchport private - vlan 

host - association 99 101  

DeviceB(config - if - GigabitEthernet 0/2)# exit  

DeviceB(config)# interface gigabitethernet 0/3  

DeviceB(config - if - GigabitEthernet 0/3)# swit chport  

DeviceB(config - if - GigabitEthernet 0/3)# switchport mode private - vlan host   

DeviceB(config - if - GigabitEthernet 0/3)# switchport private - vlan 

host - association 99 100  

DeviceB(config - if - GigabitEthernet 0/3)# exit  

(4)  Configure GigabitEthernet 0/1 of Device A as a promiscuous port and associate the port with the primary 

VLAN 99 and the secondary VLANs 100 and 101 to add the port to the primary VLAN. 

DeviceA(config)# interface gigabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport  

DeviceA(conf ig - if - GigabitEthernet 0/1)# switchport mode private - vlan promiscuous  

DeviceA(config - if - GigabitEthernet 0/1)# switchport private - vlan mapping 99 add 

100 - 101  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

(5)  Configure the ports connecting devices in the PVLAN as common trunk ports. 

Configure GigabitEthernet 0/5 of Device A as a trunk port. 

DeviceA(config)# interface gigabitethernet 0/5  

DeviceA(config - if - GigabitEthernet 0/5)# switchport  

 DeviceA(config - if - GigabitEthernet 0/5)# switchport mode trunk  

DeviceA(config - i f - GigabitEthernet 0/5)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/5)# switchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/5)# end  

DeviceA# write  

Configure GigabitEthernet 0/1 of Device B as a trunk port. 

DeviceB(c onfig)# interface gigabitethernet 0/1  

DeviceB(config - if - GigabitEthernet 0/1)# switchport  

DeviceB(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceB(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceB(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all   

DeviceB(config - if - GigabitEthernet 0/1)# end  

DeviceB# write  
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(6)  Configure the downlink port GigabitEthernet 0/1 of the gateway as a trunk port and set the native VLAN of 

this port to the primary VLAN. 

GW> enable  

GW# configure terminal  

GW(config)# interface gigabitethernet 0/1  

GW(config - if - GigabitEthernet 0/1)# switchport  

GW(config - if - GigabitEthernet 0/1)# switchport mode trunk  

GW(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 99  

GW(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

GW(config - if - GigabitEthernet 0/1)# end  

GW# write  

5.  Verification 

(1)  Check whether the VLAN and port configurations are correct. 

Check whether the VLAN and port configurations on Device A are correct. GigabitEthernet 0/1 is a 

promiscuous port and belongs to primary VLAN 99. GigabitEthernet 0/2 and GigabitEthernet 0/3 are 

community ports and belong to community VLAN 100. GigabitEthernet 0/4 is an isolated port and belongs 

to isolated VLAN 101. GigabitEthernet 0/5 is a trunk port and belongs to all VLANs. A Layer 3 SVI address 

is configured on Device A and the routing function is enabled. 

DeviceA# show vlan private - vlan  

VLAN  Type       Status   Routed     Ports                   Associated VLANs  

- ---   ----       -------    ------      ------------------       ------------------  

99    primary    active   Enabled    Gi0/1, Gi0/5            100 - 101  

100   community  active   Enabled    Gi0/2, Gi0/3, Gi0/5     99  

101   isolated   active   Enabled    Gi0/4, Gi0/5            99  

Check whether the VLAN and port configurations on Device B are correct. 

DeviceB# show vlan private - vlan  

VLAN  Type       Status   Routed     Ports                   Associated VLANs  

----   ----       -------    ------      ---------------- --       ------------------  

99    primary    active   Disabled   Gi0/1                   100 - 101  

100   community  active   Disabled   Gi0/1 , Gi0/3            99  

101   isolated   active   Disabled   Gi0/1 , Gi0/2            99  

Check whether the gateway configuration is correct. 

GW# show interface gigabitethernet 0/1 switchport  

Interface                        Switchport Mode      Access Native Protected VLAN 

lists  

--------------------------------  ----------  ---------  ------  ------  ---------  

----------  

GigabitEthernet 0/1              enabled    TRUNK     1      99     Disabled  ALL  

(2)  Configure IP addresses and masks for hosts. To facilitate verification, add the hosts to the same network 

segment. 

Configure an IP address and a mask for host 10 in the community VLAN. 

Host10> enable  
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Host10# configure terminal  

Host10(config)# interface gigabitethernet 0/1  

Host10(config - if - GigabitEthernet 0/1)# no switchport  

Host10(config - if - GigabitEthernet 0/1)# ip address 192.168.99.10 255.255.255.0  

Configure an IP address and a mask for host 11 in the community VLAN. 

Host11> enable  

Host11# configure terminal  

Host11(config)# interface gigabitethernet 0/1  

Host11(config - if - GigabitEthernet 0/1)# no switchport  

Host11(config - if - GigabitEthernet 0/1)# ip address 192.168.99.11 25 5.255.255.0  

Configure an IP address and a mask for host 12 in the community VLAN. 

Host12> enable  

Host12# configure terminal  

Host12(config)# interface gigabitethernet 0/1  

Host12(config - if - GigabitEthernet 0/1)# no switchport  

Host12(config - if - GigabitEthernet 0/1)# ip address 192.168.99.12 255.255.255.0  

Configure an IP address and a mask for host 21 in the isolated VLAN. 

Host21> enable  

Host21# configure terminal  

Host21(config)# interface gigabitethernet 0/1  

Host21(config - if - GigabitEthernet 0/1)# no switchport  

Host21(config - if - GigabitEthernet 0/1)# ip address 192.168.99.21 255.255.255.0  

Configure an IP address and a mask for host 22 in the isolated VLAN. 

Host22> enable  

Host22# configure terminal  

Host22(config)# interface gigabitethernet 0/1  

Host22(config - if - Giga bitEthernet 0/1)# no switchport  

Host22(config - if - GigabitEthernet 0/1)# ip address 192.168.99.22 255.255.255.0  

To simulate external network data, connect host 8 to the gateway interface GigabitEthernet 0/2 and add 

GigabitEthernet 0/2 to VLAN 99. 

GW> enable 

GW# configure terminal 

GW(config)# interface gigabitethernet 0/2  

GW(config - if - GigabitEthernet 0/2)# switchport  

GW(config - if - GigabitEthernet 0/2)# switchport access vlan 99  

Configure an address and a mask for host 8. 

Host8> enable  

Host8# configure terminal  

Host8(config)# interface gigabitethernet 0/1  

Host8(config - if - GigabitEthernet 0/1)# no switchport  

Host8(config - if - GigabitEthernet 0/1)# ip address 192.168.99.8 255.255.255.0  

(3)  Check whether packets from the hosts in the PVLAN are forwarded in accordance with the forwarding rules 

of the PVLAN ports. 
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DeviceA(config - vlan)# exit  

DeviceA(config)# vlan 30  

DeviceA(config - vlan)# private - vlan isolated  

DeviceA(config - vlan)# exit  

DeviceA(config)# vlan 2  

DeviceA(config - vlan)# private - vlan primary  

DeviceA(config - vlan)# private - vlan association 10,20,30  

DeviceA(config - vlan)# exit  

(2)  Configure the ports connected to hosts as host ports and associate the ports with the primary VLAN and 

secondary VLANs to add the ports to the secondary VLANs. 

DeviceA(config)# interface range gigabitethernet 0/1 - 2 

DeviceA(config - if - range)# switchport  

DeviceA(conf ig - if - range)# switchport mode private - vlan host    

DeviceA(config - if - range)# switchport private - vlan host - association 2 10  

DeviceA(config - if - range)# exit  

DeviceA(config)# interface range gigabitethernet 0/3 - 4 

DeviceA(config - if - range)# switchport  

DeviceA(co nfig - if - range)# switchport mode private - vlan host  

DeviceA(config - if - range)# switchport private - vlan host - association 2 20  

DeviceA(config - if - range)# exit  

DeviceA(config)# interface range gigabitethernet 0/5 - 6 

DeviceA(config - if - range)# switchport  

DeviceA(co nfig - if - range)# switchport mode private - vlan host  

DeviceA(config - if - range)# switchport private - vlan host - association 2 30  

DeviceA(config - if - range)# exit  

(3)  Configure GigabitEthernet 0/7 connected to the server as a promiscuous port and associate the port with the 

primary VLAN and the secondary VLANs to add the port to the primary VLAN. 

DeviceA(config)# interface gigabitethernet 0/7  

DeviceA(config - if - GigabitEthernet 0/7)# switchport  

DeviceA(config - if - GigabitEthernet 0/7)# switchport mode private - vlan promi scuous  

DeviceA(config - if - GigabitEthernet 0/7)# switchport private - vlan map ping 2 

10,20,30  

DeviceA(config - if - GigabitEthernet 0/7)# exit  

(4)  Configure GigabitEthernet 0/8 connected to an external network as a promiscuous port and associate the 

port with the primary VLAN and the secondary VLANs to add the port to the primary VLAN. 

DeviceA(config)# interface gigabitethernet 0/8  

DeviceA(config - if - GigabitEthernet 0/8)# switchport  

DeviceA(config - if - GigabitEthernet 0/8)# switchport mode private - vlan promiscuous  

Devi ceA(config - if - GigabitEthernet 0/8)# switchport private - vlan mapping 2 

10,20,30   

DeviceA(config - if - GigabitEthernet 0/8)# exit  

(5)  Create an SVI for the primary VLAN, configure an SVI address, and configure a Layer 3 association for the 

PVLAN. 

DeviceA(config)# i nterface vlan 2  
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DeviceA(config - if - VLAN 2)# ip address 192.168.2.1 255.255.255.0  

DeviceA(config - if - VLAN 2)# private - vlan mapping 10,20,30  

DeviceA(config - if - VLAN 2)# end  

DeviceA# write  

5.  Verification 

(1)  Check whether the PVLAN and port configurations are correct. 

DeviceA# show vlan private - vlan  

VLAN   Type      Status   Routed   Ports          Associated VLANs  

-----  ---------   -------   -------   ------------    -------------------  

2     primary    active   Enabled  Gi0/7 , Gi0/8   10,20,30  

10    community  active   Enabled  Gi0/1, Gi0/2    2  

20    community  active   Enabled  Gi0/3, Gi0/4    2  

30    isolated   active   Enabled  Gi0/5, Gi0/6    2  

(2)  Configure IP addresses and masks for hosts. 

Configure an IP address and a mask for host 11. 

Host11> enable  

Host11# configure terminal  

Host11(config)# interface gigabitethernet 0/1  

Host11(config - if - GigabitEthernet 0/1)# no switchport  

Host11(config - if - GigabitEthernet 0/1)# ip address 192.168.2.11 255.255.255.0  

Configure an IP address and a mask for host 12. 

 

Host12> enab le  

Host12# configure terminal  

Host12(config)# interface gigabitethernet 0/1  

Host12(config - if - GigabitEthernet 0/1)# no switchport  

Host12(config - if - GigabitEthernet 0/1)# ip address 192.168.2.12 255.255.255.0  

Configure an IP address and a mask for host 21. 

Host21> enable  

Host21# configure terminal  

Host21(config)# interface gigabitethernet 0/1  

Host21(config - if - GigabitEthernet 0/1)# no switchport  

Host21(config - if - GigabitEthernet 0/1)# ip address 192.168.2.21 255.255.255.0  

(3)  Check whether packets from the hosts in the PVLAN are forwarded in accordance with the forwarding rules 

of the PVLAN ports. 

Hosts in the same community VLAN can communicate with each other. Hosts in different community 

VLANs cannot communicate with each other. 

Host11# ping 192.168.2.12  

Sending 5 , 100 - byte ICMP Echoes to 192.168.2.12, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/2/3 ms.  
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Host11# ping 192.168.2.21  

Sending 5, 100 - byte ICMP Echoes to 192.168.2.21, timeout is 2 seconds:  

  < press Ctrl+C to break >  

.....  

Success rate is 0 percent (0/5).  

Hosts in an isolated VLAN cannot communicate with each other (the specific process is omitted). 

Hosts in a community VLAN cannot communicate with hosts in an isolated VLAN (the specific process is 

omitted). 

Hosts in a community VLAN and hosts in an isolated VLAN can communicate with an external network 

through the promiscuous port (the specific process is omitted). 

Promiscuous ports can communicate with each other (the specific process is omitted). 

6.  Configuration Files 

Device A configuration file 

vlan 2  

 private - vlan primary  

 private - vlan association add 10,20,30  

!  

vlan 10  

 private - vlan community  

!  

vlan 20  

 private - vlan community  

!  

vlan 30  

 private - vlan isolated  

!  

interface GigabitEthernet 0/1  

switchport  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface GigabitEthernet 0/2  

switchport  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 10  

!  

interface Gigabi tEthernet 0/3  

switchport  

 switchport mode private - vlan host  

 switchport private - vlan host - association 2 20  

!  

interface GigabitEthernet 0/4  

switchport  

switchport mode private - vlan host  
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Each sub-VLAN is an independent broadcast domain, and is isolated from other sub-VLANs at Layer 2. A 

sub-VLAN belongs to only one super-VLAN. No SVI can be created in a sub-VLAN, which can contain only 

physical ports. A sub-VLAN has only Layer 2 attributes of a common VLAN. To implement Layer 3 

communication across broadcast domains, sub-VLANs must use the SVIs of the super-VLAN. 

4.  Application 

After the super-VLAN technology is applied to the case described in Background, the network segment 

192.168.1.0/24 can meet the requirement for IP addresses. As shown in Figure 1-1, on Device A, VLAN 2 is 

configured as a super-VLAN, SVI address 192.168.1.1/24 as the gateway address, and VLAN 10, VLAN 20 and 

VLAN 30 as sub-VLANs. Hosts are isolated at Layer 2 through sub-VLANs and make Layer 3 communication 

with hosts in other network segments based on the common gateway IP address. The network segment 

accommodates IP addresses ranging from 192.168.1.2 to 192.168.1.254. A total of 253 IP addresses can be 

assigned to the 203 hosts in the sub-VLANs, and there are some idle addresses left. Devices B, C, and D are 

used to expand the access ports and configured with VLAN 10, VLAN 20, and VLAN 30, respectively. 

Figure 1-1 Application of Super-VLAN 

 

 

1.1.3  Principles 

1.  Communication in a Sub-VLAN 

A common VLAN corresponds to a subnet, and hosts in the subnet belong to the same broadcast domain. 

When a host (source host) in a common VLAN sends a packet, the host determines whether the destination 

host is in the same subnet as the source host. If yes, the host broadcasts an Address Resolution Protocol (ARP) 

request to request and obtain the MAC address of the destination host, and then completes Layer 2 

communication with the destination host. If not, the host broadcasts an ARP request to request and obtain the 

MAC address of the gateway, and then forwards the packet to the gateway for Layer 3 communication. 

In a super-VLAN, when a host (source host) in a sub-VLAN sends a packet, the host determines whether the 

destination host is in the same subnet as the source host and whether they belong to the same sub-VLAN. If 

yes, the communication procedure is similar to the Layer 2 communication procedure of a common VLAN. The 

communication steps are as follows: 

Device A

Device B Device C Device D

Sub VLAN 10

G0/1 G0/5 G0/9

Super VLAN 2
SVI :192.168.1.1/24
Sub VLAN 10o•20o•30

VLAN 30VLAN 10

Sub VLAN 20 Sub VLAN 30

VLAN 20
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hosts in the sub-VLAN cannot communicate with an external network. Therefore, you are not advised to 

configure an IP address range for a sub-VLAN if DHCP is used to dynamically assign IP addresses to hosts. 

1.5.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the sub-VLAN configuration mode. 

vlan vlan-id 

(4)  Configure the IP address range for users in the sub-VLAN. 

subvlan-address-range start-ipv4-address end-ipv4-address 

No IP address range is configured for users in the sub-VLAN by default. 

1.6   Configuring a Broadcast VLAN 

1.6.1  Overview 

A super-VLAN sends a broadcast packet to all sub-VLANs in the super-VLAN by default. To limit the broadcast 

range, you can configure a sub-VLAN as a broadcast VLAN so that broadcast packets of the super-VLAN are 

sent in only this sub-VLAN. 

1.6.2  Restrictions and Guidelines 

Only a sub-VLAN of a super-VLAN can be configured as a broadcast VLAN. Only one broadcast VLAN can be 

configured for a super-VLAN. A later configured broadcast VLAN overwrites a previously configured broadcast 

VLAN. 

1.6.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the super-VLAN configuration mode. 

vlan { vlan-id | range vlan-range } 

(4)  Configure a broadcast VLAN. 

bcast vlan sub-vlan-id 

No broadcast VLAN exists by default. A super-VLAN sends broadcast packets to all of its 

sub-VLANs. 

1.7   Monitoring 

Run the show commands to check the running status of a configured function and verify the configuration effect. 
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DeviceA(config)# vlan 30  

DeviceA(config - vlan)# subvlan - address - range 192.168.1.110 192.168.1.150  

DeviceA(config - vlan)# exit  

(5)  Configure GigabitEthernet 0/1, 0/2, and 0/3 as trunk ports, and add them to the sub-VLANs. 

DeviceA(config)# interface range gigabitethernet 0/1,0/2,0/3  

DeviceA(config - if - range)# switchport  

DeviceA(config - if - range)# switchport mode trunk  

DeviceA(config - if - range)# end  

DeviceA(config - if - range)# switchport trunk native vlan 1  

DeviceA(config - if - range)# switchport trunk allowed vlan all  

DeviceA# write  

5.  Verification 

(1)  Check the super-VLAN configuration. 

DeviceA(config)# show supervlan  

supervlan id  supervlan arp - proxy  bcast vlan  subvlan id  subvlan arp - proxy  

subvlan ip range  

------------   -------------------   ----------   ----------   -----------------   

----------------  

2             ON                   10           10         ON    192.168.1.10 -  

192.168.1.50  

                                                20         ON    192.168.1.60 -  

192.168.1.100  

                                                30         ON    192.168.1.110 -  

192.168.1.150  

(2)  Check ports that are added to VLANs. 

DeviceA(config)# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  -- -------  

-----------------------------------  

         2 VLAN0002                         SUPER                                          

        10 VLAN0010                         SUB       Gi0/1, Gi0/2, Gi0/3                 

        20 VLAN0020                         SUB       Gi0/1, Gi0/2, Gi0/3                  

        30 VLAN0030                         SUB       Gi0/1, Gi0/3, Gi0/3  

(3)  Verify that hosts in a sub-VLAN can make Layer 2 communication with each other. 

On host 10 in sub-VLAN 10, set the default gateway address to the gateway IP address of the super-VLAN 

192.168.1.1 and the IP address in the IP address range of the sub-VLAN (that is, 192.168.1.10 to 

192.168.1.50). 

Host10> enable  

Host10# configure terminal  

Host10(config)# ip route 192.168.1.0 255. 255.255.0 192.168.1.1  

Host10(config)# interface gigabitethernet 0/1  

Host10(config - if - GigabitEthernet 0/1)# no switchport  

Host10(config - if - GigabitEthernet 0/1)# ip address 192.168.1.10 255.255.255.0  
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On host 11 in sub-VLAN 10, set the default gateway address to the gateway IP address of the super-VLAN 

192.168.1.1 and the IP address in the IP address range of the sub-VLAN (that is, 192.168.1.10 to 

192.168.1.50). 

Host11> enable  

Host11# configure terminal  

Host11(config)# ip route 192.168.1.0 255.255.255.0 192.168.1.1  

Host11(config)#interface gigabitethernet 0/1  

Host11(config - if - GigabitEthernet 0/1)# no switchport  

Host11(config - if - GigabitEthernet 0/1)# ip address 192.168.1.11 255.255.255.0  

Verify that host 10 can ping host 11 no matter whether the gateway IP address of the super-VLAN is 

configured on Device A. 

Host10# ping 192.168.1.11  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.11, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), roun d- trip min/avg/max = 2/2/3 ms.  

Set the IP address of host 11 to 192.168.1.51/24, which falls out of the IP address range of the sub-VLAN, 

and verify that the communication of host 11 in the sub-VLAN is not affected. 

Host11(config - if - GigabitEthernet 0/1)# i p address 192.168.1.51 255.255.255.0  

Host10# ping 192.168.1.51  

Sending 5, 100 - byte ICMP Echoes to 192.168.1.51, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 2/21/97 ms.  

(4)  Verify that hosts in different sub-VLANs can make Layer 3 communication but are isolated at Layer 2. 

On host 60 in sub-VLAN 20, set the default gateway address to the gateway IP address of the super-VLAN 

192.168.1.1 and the IP address in the IP address range of the sub-VLAN (that is, 192.168.1.60 to 

192.168.1.100). 

Host60> enable  

Host60# configure terminal  

Host60(config)# ip route 192.168.1.0 255.255.255.0 192.168.1.1  

Host60(config)# interface gigabitethernet 0/1  

Host60(config - if - GigabitEthernet 0/1)# no switchport  

Host60( config - if - GigabitEthernet 0/1)# ip address 192.168.1.60 255.255.255.0  

Configure an SVI and a gateway IP address for super-VLAN 2, and verify that host 60 (192.168.1.60/24) 

can ping host 10 (192.168.1.10/24) and that host 60 cannot ping host 11 (192.168.1.51/24) because host 

11 falls out of the IP address range of the sub-VLAN. 

Host60# ping 192.168.1.10  

Sending 5, 100 - byte ICMP Ec hoes to 192.168.1.10, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/19/95 ms.  

Host60# ping 192.168.1.51  
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Port Type Mode Supported Work Mode and Configuration Requirement 

Access 

Promiscuous 

Host 

N/A 
The access ports, promiscuous ports of PVLAN, and host ports do not 

support tagged voice traffic. 

 

Table 1-2 Work Modes for Untagged Voice Traffic 

If the voice traffic is untagged, the device supports only the manual mode. 

Port Type Mode Supported Work Mode and Configuration Requirement 

Access Manual The voice VLAN is the VLAN to which the access port belongs. 

Host Manual 
The voice VLAN is the secondary VLAN (isolated or community VLAN) 

of a host port. 

Promiscuous Manual The voice VLAN is the primary VLAN of a promiscuous port. 

Trunk Manual 
The voice VLAN is the native VLAN of an access port and the port 

allows packets with the native VLAN ID to pass through. 

Hybrid Manual 

Select either of the following configuration methods: 

 The voice VLAN is the native VLAN of an access port and the port 
allows packets with the native VLAN ID to pass through. 

 The MAC VLAN function is configured to identify packets with MAC 
addresses matching the MAC address of a VoIP telephone as 
voice traffic and assign them to the voice VLAN. In this case, the 
voice VLAN is not necessarily configured as a native VLAN of a 
hybrid port. 

Uplink N/A 
An uplink port does not forward untagged packets. Therefore, when the 

voice traffic is untagged, the port cannot be configured as an uplink port. 
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c  Configure the interface to allow advertising the Network Policy TLV. 

lldp tlv-enable med-tlv network-policy profile profile-num 

The port is allowed to advertise the Network Policy TLV by default. 

1.13   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the debug command to output debugging information. 

 Caution 

System resources are occupied when debugging information is output. Therefore, disable the debugging 

function immediately after use. 

 

Run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-3 Monitoring 

Command Purpose 

show voice vlan Displays the voice VLAN configuration. 

show voice vlan oui Displays the OUI configuration of the voice VLAN. 

debug bridge vvlan Debugs the voice VLAN function. 

 

1.14   Configuration Examples 

1.14.1  Configuring a Port to Transmit Tagged Voice Traffic in Automatic Mode 

1.  Requirements 

Each office staff member is assigned an Ethernet port. This port is used for service communication of a PC and 

voice communication of a VoIP telephone. 

The VoIP telephone can automatically obtain an IP address and voice VLAN information and send tagged voice 

traffic. The MAC address of the VoIP telephone is 0012.3456.7890 and the OUI is 0012.3400.0000. To ensure 

the quality of voice calls, voice traffic is directed to a voice VLAN. The port aging time is set to 1000 minutes, 

CoS value to 5, and DSCP value to 40. The security mode of the voice VLAN needs to be enabled to transmit 

only voice traffic. 

The PC is connected to the network through the VoIP telephone in serial mode and the PC sends untagged 

data traffic. The data traffic of the PC is isolated from the voice traffic of the VoIP telephone. 
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DeviceA(config )# voice vlan aging 1000  

(5)  Enable the security mode of the voice VLAN. This mode is enabled by default. 

DeviceA(config)# voice vlan security enable  

(6)  Create VLAN 5 to transmit common data. 

DeviceA(config)# vlan 5  

DeviceA(config - vlan)# exit  

(7)  Configure GigabitEthernet 0/1 as a trunk port and data VLAN 5 as a native VLAN of the port, and remove 

voice VLAN 2 from the allowed VLAN list of GigabitEthernet 0/1 so that voice VLAN 2 is automatically added 

to the allowed VLAN list of the port. 

DeviceA(config)# interface g igabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport  

DeviceA(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 5  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan except 2 

(8)  Enable the trust mode of the QoS module to trust the packet priority modification. Configure automatic 

adding of the port to the voice VLAN and enable the voice VLAN function on the port. The voice VLAN works 

in automatic mode by default. 

DeviceA(config - if - GigabitEthernet 0/1)# mls qos trust cos  

DeviceA(config - if - GigabitEthernet 0/1)# voice vlan mode auto  

DeviceA(config - if - GigabitEthernet 0/1)# voice vlan enable  

(9)  (Optional) Enable 802.1x authentication on GigabitEthernet 0/1. Configure a security channel and an ACL 

policy. 

DeviceA(config - if - GigabitEthernet 0/1)# dot1x port - control auto  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

DeviceA(config)# expert access - list extended safe_ch annel  

DeviceA(config - exp - nacl)# permit etype - any 0012.3400.0000 0000.00ff.ffff any  

DeviceA(config - exp - nacl)# exit  

DeviceA(config)# security global access - group safe_channel  

(10)  Configure the uplink port GigabitEthernet 0/2 as a trunk port. 

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0/2)# switchport  

DeviceA(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/2)# s witchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/2)# end  

DeviceA# write  

5.  Verification 

Run the show voice vlan command to check the current status of the voice VLAN on the device. 

DeviceA# show voice vlan  

Voice Vlan status: ENABLE  

Voice Vlan ID        : 2  

Voice Vlan security mode: Security  
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Voice Vlan aging time: 1000 minutes  

Voice Vlan cos       : 5  

Voice Vlan dscp      : 40  

Current voice vlan enabled port mode:  

PORT                 MODE       

--------------------  ----------  

Gi0/1                AUTO 

Check the voice VLAN OUI of the device. 

DeviceA# show voice vlan oui  

Oui             Mask              Description  

0012.3400.0000  ffff.ff00.0000    B  

Check port configuration. 

DeviceA# show interface swithport  

Interface             Switchport  Mode      Access Native Protected VLAN lists  

---------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/1   enabled    TRUNK           5      Disabled  1,3 - 4094  

GigabitEthernet 0/2   enabled    TRUNK           1      Disabled  ALL  

6.  Configuration Files 

Device A configuration file 

voice vlan 2  

voice vlan cos 5  

voice vlan dscp 40  

voice vlan aging 1000  

voice vlan mac - address 0012.3400.0000 mask ffff.ff00.0000 description "B"  

!  

expert access - list extended safe_cha nnel  

 10 permit etype - any 0012.3400.0000 0000.00ff.ffff any  

!  

security global access - group safe_channel  

!  

vlan range 1 - 2,5  

!  

interface GigabitEthernet 0/1  

switchport  

 switchport mode trunk  

 switchport trunk native vlan 5  

 switchport trunk allowed vlan only  1,3 - 4094  

 voice vlan enable  

dot1x port - control auto  

 mls qos trust cos  

!  

interface GigabitEthernet 0/2  

 switchport  
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DeviceA(config - vlan)# exit  

DeviceA(config)# voice vlan 2  

(2)  Set the CoS value to 5 and the DSCP value to 40 for voice traffic of the voice VLAN. 

DeviceA(config)# voice vlan cos 5  

DeviceA(config)# voice vlan dscp 40  

(3)  Set the OUI for identifying voice packets to 0012.3400.0000, mask to ffff.ff00.0000, and vendor to B on the 

device. 

DeviceA(config)# voice vlan mac - address 0012.3400.0000 mask ffff.ff00. 0000 

description B  

(4)  Enable the security mode of the voice VLAN. This mode is enabled by default. 

DeviceA(config)# voice vlan security enable  

(5)  Configure GigabitEthernet 0/1 as an access port and add the port to voice VLAN 2. 

DeviceA(config)# interface gigabit ethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport  

DeviceA(config - if - GigabitEthernet 0/1)# switchport mode access  

DeviceA(config - if - GigabitEthernet 0/1)# switchport access vlan 2  

(6)  Enable the trust mode of the QoS module to trust the priority of voice packets. Manually add the user port to 

the voice VLAN and enable the voice VLAN function on the port. 

DeviceA(config - if - GigabitEthernet 0/1)# mls qos trust cos  

DeviceA(config - if - GigabitEthernet 0/1)# no voice vlan mode auto  

DeviceA(config - if - Gigabi tEthernet 0/1)# voice vlan enable  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

(7)  Configure the uplink port GigabitEthernet 0/2 as a trunk port. 

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0/2)# switchport  

DeviceA(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/2)# end  

DeviceA# write  

5.  Verification 

Run the show voice vlan command to check the current status of the voice VLAN on the device. 

GigabitEthernet 0/1 is manually added. 

DeviceA# show voice vlan  

Voice Vlan status: ENABLE              

Voice Vlan ID        : 2                 

Voice Vlan security mode: Security   

Voice Vlan aging time: 1440 minutes  

Voice Vlan cos       : 5  

Voice Vlan dscp      : 40  

Current voice vlan enabled port mode:  

PORT                 MODE       
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--------------------  ----------  

Gi0/1                MANUAL     

Check the voice VLAN OUI of the device. 

DeviceA# show voice vlan oui  

Oui             Mask              Description         

0012.3400.0000  ffff.ff00.0000    B           

Check port configuration. 

DeviceA#  show interface swit chport  

Interface             Switchpo rt Mode      Access Native Protected VLAN lists  

---------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/1   enabled    Access    2      1      Disabled  ALL  

GigabitEthernet 0/2   enabled    TRUNK           1      Disabled  ALL  

6.  Configuration Files 

Device A configuration file 

voice vlan 2  

voice vlan cos 5  

voice vlan dscp 40  

voice vlan mac - address 0012.3400.0000 mask ffff.ff00.0000 description "B"  

!  

vlan range 1 - 2 

!  

interface GigabitEthernet 0/1  

switchport  

switchport mode access  

 switchport access vlan 2  

 no voice vlan mode auto  

 voice vlan enable  

mls qos trust cos  

!  

interface GigabitEthernet 0/2  

 switchport  

switchport mode trunk  

switchport trunk native vlan 1  

switchport trunk allowed vlan only 1 - 4094  

7.  Common Errors 

The trust mode of the QoS module is not enabled. Consequently, the packet priority modification cannot take 

effect, affecting voice traffic transmission. 

1.14.3  Configuring Isolation of Untagged Voice Traffic from Data Traffic 

1.  Requirements 

A PC is connected to a VoIP telephone and the VoIP telephone is connected to device A. The VoIP telephone 

automatically obtains an IP address and sends untagged voice traffic. The PC sends untagged data traffic. To 
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DeviceA(config)# interface gigabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport  

DeviceA(config - if - GigabitEthernet 0/1)# switchport mode hybrid  

DeviceA(config - if - GigabitEthernet 0/1)# switchport hybrid native vlan 3  

DeviceA(config - if - GigabitEthernet 0/1)# switchport hybrid allowed vla n add 

untagged 2 - 3 

(6)  Enable the trust mode of the QoS module to trust packet priority modification. Set the voice VLAN of 

GigabitEthernet 0/1 to work in manual mode and enable the voice VLAN and MAC VLAN functions on the 

port. 

DeviceA(config - if - GigabitEthern et 0/1)# mls qos trust cos  

DeviceA(config - if - GigabitEthernet 0/1)# no voice vlan mode auto  

DeviceA(config - if - GigabitEthernet 0/1)# voice vlan enable  

DeviceA(config - if - GigabitEthernet 0/1)# mac - vlan enable  

(7)  Add GigabitEthernet 0/2 connected to the voice server to voice VLAN 2. 

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0/2)# switchport  

DeviceA(config - if - GigabitEthernet 0/2)# switchport mode access  

DeviceA(config - if - GigabitEthernet 0/2)# switchport access vlan 2  

DeviceA(c onfig - if - GigabitEthernet 0/2)# exit  

(8)  Configure GigabitEthernet 0/3 connected to the data server as a trunk port, and remove voice VLAN 2 from 

the allowed VLAN list of the port. 

DeviceA(config)# interface gigabitethernet 0/3  

DeviceA(config - if - GigabitEthernet  0/3)# switchport  

DeviceA(config - if - GigabitEthernet 0/3)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/3)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/3)# switchport trunk allowed vlan except 2 

DeviceA(config - if - Gigabit Ethernet 0/3)# end  

DeviceA# write  

5.  Verification 

Check the current status of the voice VLAN on the device. 

DeviceA# show voice vlan  

Voice Vlan status: ENABLE  

Voice Vlan ID: 2  

Voice Vlan security mode: Security  

Voice Vlan aging time: 1440minutes  

Voice Vlan cos: 6  

Voice Vlan dscp: 46  

Current voice vlan enabled port mode:  

PORT                   MODE  

--------------------  ----------  

Gi0/1                  MANUAL  

Check the OUI of the voice device. 

DeviceA# show voice vlan oui  
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OUI             Mask            Description                    

---------------  ---------------  ------------------------------  

0012.3400.0000  ffff.ff00.0000  B     

Check the MAC VLAN entries. 

DeviceA# show mac - vlan all  

The following MAC VLAN address exist:  

S: Static   D: Dynamic  

MAC ADDR        MASK            VLAN ID  PRIO  STATE  

----------------------------------------------------  

0012.3456.7890  ffff.ffff.ffff  2        0     S     

Total MAC VLAN address count: 1  

6.  Configuration Files 

Device A configuration file 

voice vlan 2  

voice vlan mac - address 0012.3400.0000 mask ffff.ff00.0000 description "B"  

mac- vlan mac - address 0012.3456.7890 mask ffff.ffff.ffff vlan 2  

!  

vlan range 1 - 3 

!  

interface GigabitEthernet 0/1  

switchport switchport mode hybrid  

 switchport hybrid native vlan 3  

switchport hybrid allowed vlan only tagged 1,4 - 4094  

 switchport hybrid allowed vlan add untagged 2,3  

 no voice vlan mode auto  

 voice vlan enable  

mac- vlan enable  

 mls qos trust cos  

!  

interface GigabitEthernet 0/2  

switchport  

switchport mode access  

switchport access vlan 2  

!  

interface GigabitEthernet 0/3  

switchport switchport mode trunk  

switchport trunk native vlan 1 switchport trunk allowed vlan only 1,3 - 4094  

!  
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The following table describes the meaning of each GVRP Ethernet frame field. 

Table 1-1 Meanings of GVRP Ethernet Frame Fields 

Field 
Number of 

Bytes 
Description 

Protocol ID 2 Indicates the protocol ID, 0x0001. 

Message N 
Indicates 1 to M (M is a positive integer) messages. Each message consists 

of the attribute type and attribute list. 

Attribute 

Type 
1 

Indicates the attribute type, defined by the specific GARP application. 

0x01: Indicates GVRP application, and Attribute Value is VLAN ID. 

Attribute List N 
Indicates the attribute list, composed of 1 to M (M is a positive integer) 

attributes and the end mark. 

Attribute N 
Indicates an attribute. Each attribute consists of the attribute length, attribute 

event, and attribute value. 

Attribute 

Length 
1 

Indicates the attribute length. The value range is from 0x02 to 0xFF, that is, 

from 2 to 255. 

Attribute 

Event 
1 

Indicates the event type described by the attribute. 

0x00: LeaveAll Event 

0x01: JoinEmpty Event 

0x02: JoinIn Event 

0x03: LeaveEmpty Event 

0x04: LeaveIn Event 

0x05: Empty Event 

Ethernet frame

Attribute list

Attribute

Protocol ID Message 1 Message M End Mark

Attribute Type Attribute List

Attribute 1 Attribute M End Mark

Attribute Length Attribute Event Attribute Value

1 N

N

1 N

GARP PDU

Message

LLC HeaderEthernet Header

6 Byte

DMAC SMAC
Length
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DeviceA> enable  

DeviceA# configure t erminal  

DeviceA(config)# vlan range 2 - 10 

DeviceA(config - vlan)# exit  

Create VLANs 11 to 20 for user network communication on Device C. 

DeviceC> enable  

DeviceC# configure terminal  

DeviceC(config)# vlan range 11 - 20 

DeviceC(config - vlan)# exit  

(2)  Enable the dynamic creation function of VLAN. 

Enable the dynamic creation function of VLAN on Device A. 

DeviceA(config)# gvrp dynamic - vlan - creation enable  

Enable the dynamic creation function of VLAN on Device B. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(co nfig)# gvrp dynamic - vlan - creation enable  

Enable the dynamic creation function of VLAN on Device C. 

DeviceC(config)# gvrp dynamic - vlan - creation enable  

(3)  Configure the ports for connecting to the devices as trunk ports. 

Configure the ports for the interconnected devices as trunk ports on Device A. 

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0/2)# switchport  

DeviceA(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

Configure the ports for the interconnected devices as trunk ports on Device B. 

DeviceB(config)# interface range gigabitethe rnet 0/1 - 2 

DeviceB(config - if - range)# switchport  

DeviceB(config - if - range)# switchport mode trunk  

DeviceB(config - if - range)# switchport trunk native vlan 1  

DeviceB(config - if - range)# switchport trunk allowed vlan all  

DeviceB(config - if - range)# exit  

Configure the ports for the interconnected devices as trunk ports on Device C. 

DeviceC(config)# interface gigabitethernet 0/1  

DeviceC(config - if - GigabitEthernet 0/1)# switchport  

DeviceC(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceC(config - if - GigabitEt hernet 0/1)# switchport trunk native vlan 1  

DeviceC(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

DeviceC(config - if - GigabitEthernet 0/1)# exit  

(4)  Enable the GVRP function. 

Enable the GVRP function on Device A. 
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DeviceA(config)# gvrp enable  

Enable the GVRP function on Device B. 

DeviceB(config)# gvrp enable  

Enable the GVRP function on Device C. 

DeviceC(config)# gvrp enable  

5.  Verification 

(1)  Before the GVRP function is enabled globally, check the static VLAN configuration of the device; check 

whether the interconnection interface are trunk ports and allow all VLANs to pass. 

Only static VLANs exist on Device A; the interconnection port GigabitEthernet 0/2 is a trunk port and allows 

all VLANs to pass. 

DeviceA# show vlan  

VLAN         Name                     Status         Ports  

----------    ---------------------    ------------    --------------------------  

         1   VLAN0001                 STA TIC        Gi0/1, Gi0/2, Gi0/3, Gi0/4  

                                                    Gi0/5, Gi0/6, Gi0/7, Gi0/8  

      2- 10   VLAN0002 - VLAN0010        STATIC        Gi0/2  

DeviceA# show interface gigabitethernet 0/2 switchport  

Interface                  Switchport Mode      Access Native Protected VLAN lists  

--------------------------  ----------  ---------  ------  ------  ---------  

--------------------  

GigabitEthernet 0/2        enabled    TRUNK           1      Disabled  ALL  

Only a static VLAN exists on Device B; the interconnection interface GigabitEthernet 0/1 and 

GigabitEthernet 0/2 are trunk ports and allow all VLANs to pass. 

DeviceB# show vlan  

VLAN         Name                     Status         Ports  

----------    ---------------------    ------------    --------------------------  

         1   VLAN0001                 STATIC        Gi0/1, Gi0/2, Gi0/3, Gi0/4  

                                                    Gi0/5, Gi0/6, Gi0/7, Gi0/8  

DeviceB# show interface switchport  

Interface                  Switchpo rt Mode      Access Native Protected VLAN lists  

--------------------------  ----------  ---------  ------  ------  ---------  

--------------------  

GigabitEthernet 0/1        enabled    TRUNK           1      Disabled  ALL  

GigabitEthernet 0/2        enabled    TR UNK           1      Disabled  ALL  

Only static VLANs exist on Device C; the interconnection port GigabitEthernet 0/1 is a trunk port and allows 

all VLANs to pass. 

DeviceC# show vlan  

VLAN         Name                     Status         Ports  

----------    -- -------------------    ------------    --------------------------  

         1   VLAN0001                 STATIC        Gi0/1, Gi0/2, Gi0/3, Gi0/4  

                                                    Gi0/5, Gi0/6, Gi0/7, Gi0/8  

     11- 20   VLAN0011 - VLAN0020        STATIC        Gi0/1  

DeviceA# show interface gigabitethernet 0/1 switchport  



 

16 

Interface                  Switchport Mode      Access Native Protected VLAN lists  

--------------------------  ----------  ---------  ------  ------  ---------  

--------------------  

GigabitEthernet 0/1        enabled    TRUNK           1      Disabled  ALL  

(2)  After the GVRP function is enabled globally, check the GVRP configuration of devices. 

Check whether the GVRP function of Device A has been enabled, and the trunk port normally advertises 

the GVRP information and dynamically updates the VLAN information. 

DeviceA# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP dynamic VLAN creation:enabled  

Join Timers(ms):200  

Leave Timers(ms):600  

Leaveall Timers(ms):1 000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ---------------------  

GigabitEthernet 0/2            normal                    normal  

Check whether the GVRP function of Device B has been enabled, and the trunk port normally advertises 

the GVRP information and dynamically updates the VLAN information. 

DeviceB# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP dynamic VLAN creation:enabled  

Join Timers(ms):200  

Leave Timers(ms):600  

Leaveall Timers(ms):1000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ---------------------  

GigabitEthernet 0/1           normal                    normal  

GigabitEthernet 0/2           normal                    normal  

Check whether the GVRP function of Device C has been enabled, and the trunk port normally advertises 

the GVRP information and dynamically updates the VLAN information. 

DeviceC# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP dynamic VLAN creation:enabled  

Join Timers(ms):200  

Leave Timers(ms):600  

Leaveall Timers(ms):1000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ---------------------  
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PE2> enable  

PE2# configure terminal  

PE2(config)# vlan 252  

PE2(config - vlan)# exit  

PE2(config)# gvrp dynamic - vlan - creation enable  

PE2(config)# interface gigabitethernet 0/ 5 

PE2(config - if - GigabitEthernet 0/ 5)# switchport  

PE2(config - if - GigabitEthernet 0/ 5)# switchport mod e trunk  

PE2(config - if - GigabitEthernet 0/ 5)#  switchport trunk native vlan 1  

PE2(config - if - GigabitEthernet 0/5)# switchport trunk allowed vlan all  

PE2(config - if - GigabitEthernet 0/5)#  exit  

PE2(config)# gvrp enable  

(2)  Configure the basic QinQ function on SP devices. Use VLAN 250 to encapsulate the packets of users at two 

ends. 

Configure the basic QinQ encapsulation on the port Gigabit Ethernet 0/1 connected to the user on PE 1. 

PE1(config)# vlan 250  

PE1(config - vlan)# exit  

PE1(config)# interface gigabitethernet 0/1  

PE1(config - if - GigabitEthernet 0/1)# switchport  

PE1(config - if - GigabitEthernet 0/1)# switchport mode dot1q - tunnel  

PE1(config - if - GigabitEthernet 0/1)# switchport dot1q - tunnel native vlan 250  

PE1(config - if - GigabitEthernet 0/1)# switchport dot1q - tunnel allowed  vlan add 

untagged 250  

Configure the basic QinQ encapsulation on the port Gigabit Ethernet 0/1 connected to the user on PE 2. 

PE2(config)# vlan 250  

PE2(config - vlan)# exit  

PE2(config)# interface gigabitethernet 0/2  

PE2(config - if - GigabitEthernet 0/ 1)# switch port  

PE2(config - if - GigabitEthernet 0/ 1)# switchport mode dot1q - tunnel  

PE2(config - if - GigabitEthernet 0/ 1)# switchport dot1q - tunnel native vlan 250  

PE2(config - if - GigabitEthernet 0/ 1)# switchport dot1q - tunnel allowed vlan add 

untagged 250  

(3)  Enable the GVRP tunnel on SP devices. 

Enable the GVRP tunnel on port Gigabit Ethernet 0/1 of PE 1 and globally in turn. 

PE1(config - if - GigabitEthernet 0/1)# l2protocol - tunnel gvrp enable  

PE1(config - if - GigabitEthernet 0/1)# exit  

PE1(config)# l2protocol - tunnel gvrp  

Enable the GVRP tunnel on port Gigabit Ethernet 0/1 of PE 2 and globally in turn. 

PE2(config - if - GigabitEthernet 0/ 1)# l2protocol - tunnel gvrp enable  

PE2(config - if - GigabitEthernet 0/ 1)# exit  

PE2(config)# l2protocol - tunnel gvrp  

(4)  Configure the basic functions of GVRP on user network devices. 

Enable the GVRP function globally on CE 1 and port Gigabit Ethernet 0/1 in turn. 
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CE1> enable  

CE1# configure terminal  

CE1(config)# vlan range 60 - 69 

CE1(config - vlan)# exit  

CE1(config)# gvrp dynamic - vlan - creation enable  

CE1(config)# int erface gigabitethernet 0/ 1 

CE1(config - if - GigabitEthernet 0/ 1)# switchport  

CE1(config - if - GigabitEthernet 0/ 1)# switchport mode trunk  

CE1(config - if - GigabitEthernet 0/ 1) # switchport trunk native vlan 1  

CE1(config - if - GigabitEthernet 0/1)# switchport trunk allo wed vlan all  

CE1(config - if - GigabitEthernet 0/1) # exit  

CE1(config)# gvrp enable  

Enable the GVRP function globally on CE 2 and port Gigabit Ethernet 0/1 in turn. 

CE2> enable  

CE2# configure terminal  

CE2(config)# vlan range 70 - 79 

CE2(config - vlan)# exit  

CE2(config)# gvrp dynamic - vlan - creation enable  

CE2(config)# interface gigabitethernet 0/1  

CE2(config - if - GigabitEthernet 0/1)# switchport  

CE2(config - if - GigabitEthernet 0/1)# switchport mode trunk  

CE2(config - if - GigabitEthernet 0/1)# switchport trunk native v lan 1  

CE2(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

CE2(config - if - GigabitEthernet 0/1)# exit  

CE2(config)# gvrp enable  

5.  Verification 

(1)  Before the GVRP function is enabled globally, check the static VLAN configuration of the device; check 

whether the ports for advertising and processing GVRP packets are trunk ports and allow all VLANs to pass. 

Only static VLANs exist on PE 1; the uplink port Gigabit Ethernet 0/5 is a trunk port and allows all VLANs to 

pass. 

PE1# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

-----------------------------------  

         1 VLAN0001                         STATIC    Gi0/1, Gi0/2, Gi0/3, Gi0/4  

                                                      Gi0/5, Gi0/6, Gi0/7, Gi0/8  

       250 VLAN0250                         STATIC    Gi0/1, Gi0/ 5 

       251 VLAN0251                         STATIC    Gi0/ 5 

PE1# show interface switchport  

Interface                Switchport Mode      Access Nativ e Protected VLAN lists  

------------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/1      enabled    TUNNEL          250    Disabled  1,250  

GigabitEthernet 0/ 5      enabled    TRUNK           1      Disabl ed  ALL  
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Only static VLANs exist on PE 2; the uplink port Gigabit Ethernet 0/5 is a trunk port and allows all VLANs to 

pass. 

PE2# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

-----------------------------------  

         1 VLAN0001                         STATIC    Gi0/1, Gi0/2, Gi0/3, Gi0/4  

                                                      Gi0/5, Gi0/6, Gi0/7, Gi0/8  

       250 VLAN0250                         STATIC    Gi0/ 1, Gi0/ 5 

       252 VLAN0252                         STATIC    Gi0/ 5      

PE2# show interface switchport  

Interface               Switchport Mode      Access Native Protected VLAN lists  

-----------------------  ----------  ---------  ------  ------  ---------  

-- --------------------  

GigabitEthernet 0/1     enabled    TUNNEL    1      250    Disabled  1,250  

GigabitEthernet 0/5     enabled    TRUNK            1      Disabled  ALL  

Only static VLANs exist on GE 1; the unlink port Gigabit Ethernet 0/1 is a trunk port and allows all VLANs to 

pass. 

CE1# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

-----------------------------------  

         1 VLAN0001                         STATIC    Gi0/1,G i0/2, Gi0/3, Gi0/4  

                                                      Gi0/5, Gi0/6, Gi0/7, Gi0/8  

     60- 69 VLAN0060 - VLAN0069                STATIC    Gi0/ 1 

CE1# show interface switchport  

Interface                Switchport Mode      Access Native Prote cted VLAN lists  

------------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/ 1      enabled    TRUNK           1      Disabled  ALL  

Only static VLANs exist on CE 2; the uplink port Gigabit Ethernet 0/1 is a trunk port and allows all VLANs to 

pass. 

CE2# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

-----------------------------------  

         1 VLAN0001                         STATI C    Gi0/1,Gi0/2, Gi0/3, Gi0/4  

                                                      Gi0/5, Gi0/6, Gi0/7, Gi0/8  

     70- 79 VLAN0070 - VLAN0079                STATIC    Gi0/1  

CE2# show interface switchport  

Interface               Switchport Mode      Access Native Protected VLAN lists  

-----------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/1     enabled    TRUNK           1      Disabled  ALL  
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(2)  Check whether the QinQ function is enabled, the SP device port connected to the user is the Dot1q-tunnel 

port, and the GVRP tunnel function is enabled. 

Check the GVRP BPDU tunnel configuration on PE 1, and check whether the interface type is 

Dot1q-tunnel. 

PE1# show interfaces dot1q - tunnel  

========Interface Gi0/1======= = 

Native vlan: 250  

Allowed vlan list:1,250,  

Tagged vlan list:  

 

PE1# show l2protocol - tunnel gvrp  

L2protocol - tunnel: Gvrp Enable  

L2protocol - tunnel destination mac address: 01d0.f800.0006  

GigabitEthernet 0/1 l2protocol - tunnel gvrp enable  

Check the GVRP BPDU tunnel configuration on PE 2, and check whether the interface type is 

Dot1q-tunnel. 

PE2# show interfaces dot1q - tunnel  

========Interface Gi0/ 1======== 

Native vlan: 250  

Allowed vlan list:1,250,  

Tagged vlan list:  

 

PE2# show l2protocol - tunnel gvrp  

L2protocol - tunnel: Gvrp Enable  

L2protocol - tunnel destination mac address:01d0.f800.0006  

GigabitEthernet 0/ 1 l2protocol - tunnel gvrp enable  

(3)  After the GVRP function is enabled globally using the gvrp enable command, check the GVRP 

configuration of devices. 

Check whether the GVRP function of PE 1 has been enabled, and the trunk port normally advertises the 

GVRP information and dynamically updates the VLAN information. 

PE1# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP Dynamic VL AN Creation:enabled  

Join Timers(ms):200  

Leave Timers(ms):600  

Leaveall Timers(ms):10000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ------------------ ---  

GigabitEthernet 0/ 5            normal                    normal  

Check whether the GVRP function of PE 2 has been enabled, and the trunk port normally advertises the 

GVRP information and dynamically updates the VLAN information. 

PE2# show gvrp configura tion  
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Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP Dynamic VLAN Creation:enabled  

Join Timers(ms):200  

Leave Timers(ms):600  

Leaveall Timers(ms):10000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ---------------------  

GigabitEthernet 0/ 5            normal                    normal  

Check whether the GVRP function of CE 1 has been enabled, and the trunk port normally advertises the 

GVRP information and dynamically updates the VLAN information. 

CE1# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP Dynamic VLAN Creation:enabled  

Join Timers(ms):200  

Leave Timers(ms):600  

Leaveall Timers(ms):10000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ---------------------  

GigabitEthernet 0/ 1            normal                    normal  

Check whether the GVRP function of CE 2 has been enabled, and the trunk port normally advertises the 

GVRP information and dynamically updates the VLAN information. 

CE2# show gvrp configuration  

Global GVRP Configuration:  

GVRP Feature:enabled  

GVRP Dynamic VLAN Creation:enabled  

Join Timers(ms):200  

Leave Time rs(ms):600  

Leaveall Timers(ms):10000  

Port based GVRP Configuration:  

        PORT               Applicant Status         Registration Mode  

-----------------------   --------------------      ---------------------  

GigabitEthernet 0/1            normal                    normal  

(4)  After the GVRP function is enabled globally, check whether SP network devices can dynamically create 

VLANs on them; VLANs of user network will not be created dynamically. It indicates that the GVRP packets 

of user network do not affect the GVRP operation of SP devices. 

Dynamic VLAN 252 has been created on PE 1, and the trunk port Gigabit Ethernet 0/5 joins the dynamic 

VLAN 252. 

PE1(config)# show vlan  

VLAN       Name                             Status    Ports  
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This section also describes the debug command used for outputting debugging information. 

 Caution 

System resources are occupied when debugging information is output. Therefore, disable the debugging 

function immediately after use. 

 

You can run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-2 Monitoring 

Command Purpose 

show dot1q-tunnel [ interfaces interface-type 

interface-number ] 

Displays whether the dot1q-tunnel function is enabled 

on the interface. 

show interfaces dot1q-tunnel Displays configuration of the dot1q-tunnel port. 

show registration-table [ interfaces interface-type 

interface-number ] 

Displays the policy of adding the VID based on the 

protocol on the dot1q-tunnel port. 

show translation-table [ interfaces interface-type 

interface-number ] 

Displays the policy of modifying the VID based on the 

access, trunk, and hybrid ports. 

show interfaces [ interface-type interface-number ] 

vlan-mapping 
Displays the VLAN mapping policy on the interface. 

show traffic-redirect [ interfaces interface-type 

interface-number ] 

Displays the policy of modifying or adding the VID 

based on data flow. 

show frame-tag tpid interfaces [ interface-type 

interface-number ] 
Displays the TPID configuration of the interface. 

show inner-priority-trust [ interfaces 

interface-type interface-number ] 
Displays the configuration of priority replication. 

show interfaces [ interface-type interface-number ] 

remark 
Displays the configuration of priority mapping. 

show interfaces mac-address-mapping Displays the configuration of MAC address replication. 

show l2protocol-tunnel { gvrp | stp } Displays the layer-2 tunnel configuration. 

debug bridge qinq Enables the QinQ debugging function. 
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Native vlan: 10  

Allowed vlan list:1,10,  

Tagged vlan list:  

========Interface Gi0/2========  

Native vlan: 20  

Allowed vlan list:1,20,  

Tagged vlan list:  

Display the dot1q-tunnel configuration of PE 2. 

PE2# show interfaces dot1q - tunnel  

========Interface Gi0/1========  

Native vlan: 10  

Allowed vlan list:1,10,  

Tagged vlan list:  

========Interface Gi0/2========  

Native vlan: 20  

Allowed vlan list:1,20,  

Tagged vlan list:  

(3)  Display the uplink port configuration of PEs. 

Display the uplink port configuration of PE 1. 

PE1# show frame - tag tpid  

Ports         Tpid       

------------   ----------  

Gi0/5         0x9100  

Display the uplink port configuration of PE 2. 

PE2# show frame - tag tpid  

Ports         Tpid       

------------   ------ ----  

Gi0/5         0x9100  

(4)  Display the CE configuration of Company A. 

Display the configuration of CE-A1. 

CE- A1(config)# show interface switchport  

Interface                        Switchport Mode      Access Native Protected VLAN 

lists  

--------------------- -----------  ----------  ---------  ------  ------  ---------  

----------------  

GigabitEthernet 0/1              enabled    TRUNK     1      1      Disabled  ALL  

GigabitEthernet 0/2              enabled    ACCESS    60     1      Disabled  ALL  

Display the configuration of CE-A2. 

CE- A2(config)#show interface switchport  

Interface                        Switchport Mode      Access Native Protected VLAN 

lists  

--------------------------------  ----------  ---------  ------  ------  ---------  

----------------  
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GigabitE thernet 0/1              enabled    TRUNK     1      1      Disabled  ALL  

GigabitEthernet 0/2              enabled    ACCESS    60     1      Disabled  ALL  

(5)  Take Hosts 2 and 3 as examples to verify that clients in Company A can implement layer-2 interworking. 

Configure an IP address for Host 2. 

Host2> enable  

Host2# configure terminal  

Host2(config)#interface gigabitethernet 0/1  

Host2(config - if - GigabitEthernet 0/1)#no switchport  

Host2(config - if - GigabitEthernet 0/1)#ip address 192.168.60.2/24  

Configure an IP address for Host 3. 

Host3> enable  

Host3# configure terminal  

Host3(config)#interface gigabitethernet 0/1  

Host3(config - if - GigabitEthernet 0/1)#no switchport  

Host3(config - if - GigabitEthernet 0/1)#ip address 192.168.60.3/24  

Verify that Host 2 can ping through Host 3. 

Host2# ping 192.168.60.3  

Sending 5, 100 - byte ICMP Echoes to 192.168.60.3, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 3/4/6 ms.  

(6)  Take Hosts 4 and 5 as examples to verify that clients in Company B can implement layer-2 interworking. 

Configure an IP address for Host 4. 

Host4> enable  

Host4# configure terminal  

Host4(config)#interface gigabitethernet 0/1  

Host4(config - if - GigabitEthernet 0/1)#no switchport  

Host4(config - if - GigabitEther net 0/1)#ip address 192.168.60.4/24  

Configure an IP address for Host 5. 

Host5> enable  

Host5# configure terminal  

Host5(config)#interface gigabitethernet 0/1  

Host5(config - if - GigabitEthernet 0/1)#no switchport  

Host5(config - if - GigabitEthernet 0/1)#ip address 1 92.168.60.5/24  

Verify that Host 4 can ping through Host 5. 

Host4# ping 192.168.60.5  

Sending 5, 100 - byte ICMP Echoes to 192.168.60.5, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 3/4/6 m s.  

(7)  Host 2 in Company A cannot ping through Host 5 in Company B, which indicates that clients in different 

companies cannot implement layer-2 interworking. 
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CE(config)# interface gigabitethernet 0/30  

CE(config - if - GigabitEthernet 0/30)# switchport  

CE(config - if - GigabitEthernet 0/30)# switchport mode trunk  

CE(config - if - Gigabit Ethernet 0/30)# switchport trunk native vlan 1  

CE(config - if - GigabitEthernet 0/30)# switchport trunk allowed vlan only 30,130  

CE(config - if - GigabitEthernet 0/30)# end  

CE# write  

5.  Verification 

(1)  Display the PE configuration. 

Display the interface configuration of the PE. 

PE# show interfaces switchport  

Interface                        Switchport Mode      Access Native Protected VLAN 

lists  

--------------------------------  ----------  ---------  ------  ------  ---------  

----------------  

GigabitEthernet 0/1              enabled    TUNNEL          1      Disabled  1,10,20  

GigabitEthernet 0/2              enabled    UPLINK          1      Disabled  ALL  

Display the dot1q-tunnel configuration of the PE. The outer tag VLAN has been added to the allowed VLAN 

list of the interface. 

PE# show interfaces dot1q - tunnel  

========Interface Gi0/1========  

Native vlan: 1  

Allowed vlan list:1,10,20  

Tagged vlan list:  

Verify that the encapsulation policy relationship for adding S-tags based on C-tags is correct. 

PE# show registration - table  

Ports     Type            Outer - VID    Inner - VID - list  

------     ----------       ----------    --------------  

Gi0/1     Add - outer       10            2 - 30 

Gi0/1     Add - outer       20            102 - 130  

Display the priority replication relationship of the interface. 

PE# show inner - priority - trust interfaces gigabitethernet 0/1  

Port  Inner - priority - trust  

-----   -------------------  

Gi0/1  Enable  

(2)  Display the CE configuration. 

Display the interface configuration of the CE. 

CE# show interfaces switchport  

Interface                        Switchport Mode      Access Native Protected VLAN 

lists  

--------------------------------  ----------  ---------  ------  ------  ---------  

----------------  
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PE1(config - if)# exit  

(4)  Configure the interface connected to the public network as an uplink port. 

PE1(config)# interface gigabitethernet 0/2  

PE1(config - if - GigabitEthernet 0/2)# switchportPE1(config - if - GigabitEthernet 

0/2)# switchport mode uplink  

PE1(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

PE1(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan 

allPE1(config - if - GigabitEthernet 0/2)# end  

PE1# write  

5.  Verification 

(1)  Display the interface configuration of the PE. 

PE1# show  interfaces switchport  

Interface                        Switchport Mode      Access Native Protected VLAN 

lists  

--------------------------------  ----------  ---------  ------  ------  ---------  

----------------  

GigabitEthernet 0/1              enabled    TUNNEL          1      Disabled  

1,100,200  

GigabitEthernet 0/2              enabled    UPLINK          1      Disabled  ALL  

(2)  Verify the encapsulation policy for adding tags based ACL. 

PE1# show traffic - redirect  

Ports       Type         VID     Match - filter  

-------     ----------     -----    ------------  

Gi0/1       Nested - vid   100        acl1         

Gi0/1       Nested - vid   200        acl2    

(3)  Display the priority mapping relationship on the interface. 

PE1# show interfaces gigabitethernet 0/1 remark  

Ports        From COS  To COS  

------------  ---------  --------  

Gi0/1        3        5  

(4)  The clients of the same service in the company's branch can realize layer-2 VPN interworking. Specific 

service data can enjoy a higher transmission priority. 

6.  Configuration Files 

Configuration files of PE 1 and PE 2 

expert access - list extended acl1  

 10 permit 0x8863 any any  

 20 permit 0x8864 any any  

!  

expert access - list extended acl2  

 10 permit 0x800 any any  

!  

vlan range 1,100,200  
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HGW1# write  

(2)  Configure HGW 2. 

Create a VLAN after mapping, configure the uplink port, and configure the VLAN mapping policy for input 

direction for the downlink data. 

HGW2> enable  

HGW2# configure terminal  

HGW2(config)# vlan range 10 - 12 

HGW2(config - vlan - range)# exit  

HGW2(config)# interface gigabitethernet 0/1  

HGW2(config - if - GigabitEthernet 0/1)# switchport  

HGW2(config - if - GigabitEthernet 0/1)# switchport mod e uplink  

HGW2(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

HGW2(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

HGW2(config - if - GigabitEthernet 0/1)# vlan - mapping - in vlan 200 remark 10  

HGW2(config - if - GigabitEthernet 0/1)#  vlan - mapping - in vlan 201 remark 11  

HGW2(config - if - GigabitEthernet 0/1)# vlan - mapping - in vlan 202 remark 12  

Configure the downlink interface as an access port, and add it to the VLAN where the corresponding 

service is. 

HGW2(config)# interface range gigabit ethernet 0/2 - 4 

HGW2(config - if - range)# switchport  

HGW2(config - if - range)# switchport mode access  

HGW2(config - if - range)# exit  

HGW2(config)# interface gigabitethernet 0/2  

HGW2(config - if - GigabitEthernet 0/2)# switchport access vlan 10  

HGW2(config - if - GigabitEthe rnet 0/2)# exit  

HGW2(config)# interface gigabitethernet 0/3  

HGW2(config - if - GigabitEthernet 0/3)# switchport access vlan 11  

HGW2(config - if - GigabitEthernet 0/3)# exit  

HGW2(config)# interface gigabitethernet 0/4  

HGW2(config - if - GigabitEthernet 0/4)# switchport  access vlan 12  

HGW2(config - if - GigabitEthernet 0/4)# end  

HGW2# write  

(3)  Configure the floor device. 

Create a VLAN after mapping, and for the uplink data of HGW 1, create the VLAN mapping policy for input 

direction on the downlink interface. 

Floor> enable  

Floo r# configure terminal  

Floor(config)# vlan range 100 - 102  

Floor(config - vlan - range)# exit  

Floor(config)# interface gigabitethernet 0/2  

Floor(config - if - GigabitEthernet 0/2)# switchport  

Floor(config - if - GigabitEthernet 0/2)# switchport mode uplink  

Floor(config - i f - GigabitEthernet 0/2)# switchport trunk native vlan 1  

Floor(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan only 100 - 102  
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Floor(config - if - GigabitEthernet 0/2)# vlan - mapping - in vlan 10 remark 100  

Floor(config - if - GigabitEthernet 0/2)# vlan - mapping - in vlan 11 remark 101  

Floor(config - if - GigabitEthernet 0/2)# vlan - mapping - in vlan 12 remark 102  

Floor(config - if - GigabitEthernet 0/2)# exit  

Create a VLAN after mapping, and for the uplink data of HGW 2, create the VLAN mapping policy for input 

direction on the downlink interface. 

Floor(config)# vlan range 200 - 202  

Floor(config - vlan - range)# exit  

Floor(config)# interface gigabitethernet 0/3  

Floor(config - if - GigabitEthernet 0/3)# switchport  

Floor(config - if - GigabitEthernet 0/3)# switchport mode uplink  

Floor(config - if - GigabitEthernet 0/3)# switchport trunk native vlan 1  

Floor(config - if - GigabitEthernet 0/3)# switchport trunk allowed vlan only 200 - 202  

Floor(config - if - GigabitEthernet 0/3)# vlan - mapping - in vlan 10 remark 200  

Floor(config - if - GigabitEthernet 0 /3)# vlan - mapping - in vlan 11 remark 201  

Floor(config - if - GigabitEthernet 0/3)# vlan - mapping - in vlan 12 remark 202  

Floor(config - if - GigabitEthernet 0/3)# exit  

Configure the uplink port. 

Floor(config)# interface gigabitethernet 0/1  

Floor(config - if - GigabitEthernet 0/1)# switchport  

Floor(config - if - GigabitEthernet 0/1)# switchport mode uplink  

Floor(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

Floor(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

Floor (config - if - GigabitEthernet 0/1)# end  

Floor# write  

(4)  Configure the campus device. 

Configure the C-Tag-based QinQ encapsulation rule. 

Campus> enable  

Campus# configure terminal  

Campus(config)# vlan range 1000 - 1002  

Campus(config - vlan - range)# exit  

Campus(config)#  interface gigabitethernet 0/1  

Campus(config - if - GigabitEthernet 0/1)# switchport  

Campus(config - if - GigabitEthernet 0/1)# switchport mode dot1q - tunnel  

Campus(config - if - GigabitEthernet 0/1)# switchport dot1q - tunnel native vlan 1  

Campus(config - if - GigabitEthern et 0/1)# switchport dot1q - tunnel allowed vlan add 

untagged 1,1000 - 1002  

Campus(config - if - GigabitEthernet 0/1)# dot1q outer - vid 1000 register inner - vid 

100,200  

Campus(config - if - GigabitEthernet 0/1)# dot1q outer - vid 1001 register inner - vid 

101,201  

Campus(conf ig - if - GigabitEthernet 0/1)# dot1q outer - vid 1002 register inner - vid 

102,202  

Configure the uplink port. 
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Campus(config)# interface gigabitethernet 0/2  

Campus(config - if - GigabitEthernet 0/2)# switchport  

Campus(config - if - GigabitEthernet 0/2)# switchport mode uplink  

Campus(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

Campus(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan all  

 

Campus(config - if - GigabitEthernet 0/2)# end  

Campus# write  

5.  Verification 

(1)  Verify the configuration of HGW 1. 

Display the VLAN configuration of HGW 1. 

HGW1# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

-----------------------------------  

         1 VLAN0001                         STATI C    Gi0/1, Gi0/5, Gi0/6, Gi0/7  

                                                      Gi0/8  

        10 VLAN0010                         STATIC    Gi0/1, Gi0/2  

        11 VLAN0011                         STATIC    Gi0/1, Gi0/3  

        12 VLAN0012                         STATIC    Gi0/1, Gi0/4  

Display the interface configuration of HGW 1. 

HGW1# show interface switchport  

Interface             Switchport Mode      Access Native Protected VLAN lists  

---------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/1   enabled    UPLINK          1      Disabled  ALL  

GigabitEthernet 0/2   enabled    ACCESS    10           Disabled  ALL  

GigabitEthernet 0/3   enabled    ACCESS    11           Disabled  ALL  

GigabitEthernet 0/4   enabled    ACCESS    12           Disabled  ALL  

Display the VLAN mapping rule of HGW 1. 

HGW1# show interfaces vlan - mapping  

Ports        type   Status     Destination - Vlan   Source - Vlan - list  

-----------   -----   ---------   ------------- ---    ----------------  

Gi0/1        in     active     10                 100  

Gi0/1        in     active     11                 101  

Gi0/1        in     active     12                 102  

(2)  Verify the configuration of HGW 2. 

Verify that the VLAN configuration of HGW 2 is the same as that of HGW 1. 

HGW2# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

-----------------------------------  

         1 VLAN0001                         STATIC    Gi0/1, Gi0/5, Gi0/6, Gi0/7  
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                                                      Gi0/8  

        10 VLAN0010                         STATIC    Gi0/1, Gi0/2  

        11 VLAN0011                         STATIC    Gi0/1, Gi0/3  

        12 VLAN0012                         STATIC    Gi0/1, Gi0/4  

Verify that the interface configuration of HGW 2 is the same as that of HGW 1. 

HGW2# show interface switchport  

Interface             Switchport Mode      Access Native Protected VLAN lists  

---------------------  ----------  ---------  ------  ------  ---------  

----------------------  

GigabitEthernet 0/1   enabled    UPLINK          1      Disabled  ALL  

GigabitEthernet 0/2   enabled    ACCESS    10           Disabled  ALL  

GigabitEthernet 0/3   enabled    ACCESS    11           Dis abled  ALL  

GigabitEthernet 0/4   enabled    ACCESS    12           Disabled  ALL  

Display the VLAN mapping rule of HGW 2. The VLAN mapping rule is different from that of HGW 1. 

HGW2# show interfaces vlan - mapping  

Ports        type   Status     Destination - Vlan   Source - Vlan - list  

-----------   -----   ---------   ----------------    ----------------  

Gi0/1        in     active     10                 200  

Gi0/1        in     active     11                 201  

Gi0/1        in     active     12                 202  

(3)  Verify the configuration of the floor device. 

Display the VLAN configuration of the floor device. 

Floor# show vlan  

VLAN       Name                             Status    Ports  

----------  --------------------------------  ---------  

------------------ -----------------  

         1 VLAN0001                         STATIC    Gi0/1, Gi0/4, Gi0/5, Gi0/6  

                                                      Gi0/7, Gi0/8  

   100 - 102 VLAN0100 - VLAN0102                STATIC    Gi0/1, Gi0/2  

   200 - 202 VLAN0100 - VLAN0102                STATIC    Gi0/1, Gi0/3  

Display the interface configuration of the floor device. 

Floor# show interface switchport  

Interface             Switchport Mode      Access Native Protected VLAN lists  

---------------------  ----------  ---------  - -----  ------  ---------  

----------------------  

GigabitEthernet 0/1   enabled    UPLINK          1      Disabled  ALL  

GigabitEthernet 0/2   enabled    UPLINK          1      Disabled  100 - 102  

GigabitEthernet 0/3   enabled    UPLINK          1      Disabled  200 - 202  

Display the VLAN mapping rule of the floor device. 

Floor# show interfaces vlan - mapping  

Ports        type   Status     Destination - Vlan   Source - Vlan - list  

-----------   -----   ---------   ----------------    ----------------  

Gi0/2        in     active     100                10  
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PE1(config)# interface gigabitethernet 0/1  

PE1(config - if - GigabitEthe rnet 0/1)# switchport  

PE1(config - if - GigabitEthernet 0/1)# switchport mode dot1q - tunnel  

PE1(config - if - GigabitEthernet 0/1)# switchport dot1q - tunnel native vlan 10  

PE1(config - if - GigabitEthernet 0/1)# switchport dot1q - tunnel allowed vlan add 

untagged 10  

(3)  Enable the STP and GVRP tunneling functions on the dot1q-tunnel. 

PE1(config - if - GigabitEthernet 0/1)# l2protocol - tunnel stp enable  

PE1(config - if - GigabitEthernet 0/1)# l2protocol - tunnel gvrp enable  

PE1(config - if - GigabitEthernet 0/1)# exit  

(4)  Configure the uplink port. 

PE1(config)# interface gigabitethernet 0/5  

PE1(config - if - GigabitEthernet 0/5)# switchport  

PE1(config - if - GigabitEthernet 0/5)# switchport mode uplink  

PE1(config - if - GigabitEthernet 0/5)# end  

PE1# write  

5.  Verification 

Verify that the STP tunneling function is enabled globally and on the interface at the same time. c 

PE1# show l2protocol - tunnel stp  

L2protocol - tunnel: Stp Enable  

L2protocol - tunnel destination mac address: 01d0.f800.0005  

GigabitEthernet 0/1 l2protocol - tunnel stp enable  

Verify that the GVRP tunneling function is enabled globally and on the interface at the same time. The 

verification methods on PE1 and PE2 are the same. PE1 is taken as an example. 

Verify PE 1. 

PE1# show l2protocol - tunnel gvrp  

L2protocol - tunnel: Gvrp Enable  

L2protocol - tunnel d estination mac address: 01d0.f800.0006  

GigabitEthernet 0/1 l2protocol - tunnel gvrp enable  

6.  Configuration Files 

Configuration files of PE 1 and PE 2 

l2protocol - tunnel stp  

l2protocol - tunnel gvrp  

!  

vlan range 1,10  

!  

interface GigabitEthernet 0/1  

switchport  

 switchport mode dot1q - tunnel  

 switchport dot1q - tunnel allowed vlan add untagged 10  

 switchport dot1q - tunnel native vlan 10  

l2protocol - tunnel stp enable  
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1 Configuring STP 

1.1   Introduction 

1.1.1  Overview 

The Spanning Tree Protocol (STP) is a Layer 2 management protocol used to eliminate Layer 2 loops by 

blocking redundant links in the network. It enables a backup link in the case of a link failure. 
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device receives the TCN BPDU through a designated port, it sets TCA in the configuration BPDU to 1 and 

instructs the downstream device to stop sending the TCN BPDU. The upstream device also sends a copy of 

the TCN BPDU to its upstream device until the TCN BPDU reaches the root bridge. By setting the TC flag bit 

in the configuration BPDU to 1, the root bridge informs all bridges in the spanning tree of the network 

topology change, and asks them to clear dynamic MAC address entries of ports and relearn MAC addresses. 

A shorter MAC address aging time facilitates fast convergence of the topology. 

BPDUs are encapsulated in IEEE 802.3 logical link control (LLC) Ethernet frames. The format differences 

between BPDUs and other Ethernet frames are as follows. 

Figure 1-1 Formats of Ethernet Frames 

 

 

Figure 1-2 is an actual STP configuration BPDU taken as an example. 

Figure 1-2 STP Configuration BPDU 

 

 

The header of an IEEE 802.3 Ethernet frame contains 14 bytes in three fields in the header, as described in 

Table 1-1. 
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Table 1-1 Description of Fields in the Header of an IEEE 802.3 Ethernet Frame 

Field Bytes Description 

DMAC 6 

Destination MAC address. According to the protocol, the destination address of the 

Ethernet frame used for encapsulating a BPDU is fixed to the multicast address 

0180.c200.0000. A device receiving a frame with such a destination address will not 

forward the frame. 

SMAC 6 
Source MAC address of the device sending the BPDU. The value in the example is 

00-d0-f8-22-35-4a. 

Length 2 
The value is 0x0026, indicating that the packet length is 38 bytes (3 bytes of the LLC 

header and 35 bytes of the BPDU). 

 

The LLC header occupies three bytes in three fields, as described in Table 1-2. 

Table 1-2 Description of Fields in the LLC Header of an Ethernet Frame 

Field Bytes Description 

DSAP 1 Destination service access point. The value is 0x42. 

SSAP 1 Source service access point. The value is 0x42. 

Control 1 
This field stores various control information and identifies the type of an LLC frame. The 

value is 0x03. 

 

The bytes behind the LLC header is a BPDU. There are four types of BPDUs for STP, RSTP, and MSTP, which 

are differentiated using different PVIDs and BPDU type values. A configuration BPDU of STP occupies 35 bytes 

in 12 fields, as described in Table 1-3. The last part is an 8-byte filling field and a 4-byte CRC field. They form a 

64-byte Ethernet frame. 

Table 1-3 Format of an STP Configuration BPDU 

Field Bytes Description 

PID 2 Protocol identifier. The value is 0x0000. 

PVID 1 Protocol version identifier. 0x00 indicates an STP packet. 

BPDU 

Type 
1 BPDU packet type. 0x00 indicates a configuration BPDU of STP. 
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Field Bytes Description 

Flags 1 

The value is 0x00 in the example. Configuration BPDUs of STP use only bit 7 and bit 0 

and other bits are not used. 

 Bit 7: Topology change acknowledgment (TCA). An upstream device sets bit 7 in a 
configuration BPDU to 1 and sends the BPDU to notify the downstream device of the 
topology change and requests the downstream device to stop sending the TCN BPDU. 

 Bit 0: Topology change (TC). The root bridge sets bit 0 in a configuration BPDU to 1 and 
sends the BPDU to instruct the downstream device to directly delete MAC address 
entries of the bridges. 

Root ID 8 

Identifier of the root bridge recognized by the device. It consists of a 2-byte bridge priority 

and a 6-byte bridge MAC address. 

In the example, the priority value is 0x8000, which indicates 32768, and the bridge MAC 

address is 00-d0-f8-22-35-4a. 

RPC 4 
Root path cost, which is the cumulative cost from the port to the root bridge. The value is 

0x00-00-00-00 in the example. 

Bridge ID 8 

Bridge identifier of the device. It consists of a 2-byte bridge priority and a 6-byte bridge 

MAC address. 

In the example, the priority value is 0x8000, which indicates 32768, and the bridge MAC 

address is 00-d0-f8-22-35-4a. 

Port ID 2 

Identifier of the port that sends the BPDU. It consists of a 1-byte priority and 1-byte port 

ID. 

In the example, the priority value is 0x80, which indicates 128, and the port ID is 1c. 

Message 

Age 
2 

Age of the BPDU, which represents the time that the BPDU has been alive in the 

network. The value is 0x0000 in the example. 

Max Age 2 

Aging time of the BPDU. If a non-root bridge fails to receive a BPDU from the root bridge 

within the time of Max Age, the root bridge or the link to the root bridge is deemed as 

faulty. The value in the example is 0x1400 (low-order bytes on the left), indicating 20 

seconds. 

Hello 

Time 
2 

Interval for sending two adjacent BPDUs. The root bridge sends configuration BPDUs at 

an interval of Hello Timer. A non-root switch sends a configuration BPDU only after 

receiving the configuration BPDU from the upstream device. The value in the example is 

0x0200 (low-order bytes on the left), indicating 2 seconds. 

FWD 

Delay 
2 

Forwarding delay. This time parameter controls the duration of listening and learning 

states. 

The value in the example is 0x0f00 (low-order bytes on the left), indicating 15 seconds. 

 

A TCN BPDU consists of four bytes and contains only the PID, PVID, and BPDU Type fields. The packet format 

is described in Table 1-4. 
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 After being initialized or enabled, a port enters blocking state. 

(2)  When STP is just running on a device, all the ports on the device enter listening state as designated ports, 

and send and receive BPDUs for election. After STP runs stably, if a blocking port fails to receive a BPDU 

within MAX Age, it becomes a designated port, transitions from blocking state to listening state, and 

receives and sends BPDUs for re-election. 

(3)  After election, if a port is elected as a root port, it only receives BPDUs but cannot send BPDUs. 

(4)  If a root port fails to receive a BPDU within MAX Age, the root is considered to be faulty, and the root port 

becomes a designated port and sends a BPDU. 

(5)  After a port is elected as a root port or designated port, it waits for one period of Forward Delay, transitions 

from listening state to learning state, and starts MAC address learning. 

(6)  Then, the port waits for another period of Forward Delay, transitions from learning state to forwarding state, 

and starts sending and receiving BPDUs. 

(7)  If the port is no longer a root port or designated port, it returns to blocking state. 

(8)  If a port is disabled or the link is faulty, the port returns to disable state. 

7.  Generating a Spanning Tree Topology 

STP automatically calculates and generates a spanning tree topology for a LAN according to a set of bridge 

parameters configured by the user. Only appropriate configuration can ensure the fast generation of a stable 

topology. The steps for STP to generate a spanning tree topology are as follows: 

 When a network starts to run STP, all switches consider themselves as root bridges and all ports on the 

switches are considered as designated ports. So, all ports enter listening state, broadcast configuration 

BPDUs, and receive BPDUs from the network. At this time, the root ID in the BPDU of each switch is the 

bridge ID of the switch. 

 Each broadcast domain selects one root bridge. Each switch receives BPDUs from other switches and each 

BPDU contains the priority vector <Root ID, Root Path Cost, Bridge ID, Port ID>. According to the rule that 

a smaller value indicates a higher priority, each switch compares root IDs (which is the bridge ID of each 

switch at first) in BPDUs. When a port of a switch receives a smaller root ID, the root ID is updated in the 

Root ID field in the configuration BPDUs stored in all ports of the switch and then sent to other switches. 

After interaction, the bridge ID of the device with the highest priority is recorded as the root ID, indicating that 

the device is elected as the root bridge. 

 All ports on the root bridge are designated ports. After waiting for one period of Forward Delay, designated 

ports transition from listening state to learning state to learn MAC addresses. After waiting for another period 

of Forward Delay, the designated ports transition from learning state to forwarding state and start receiving 

and sending packets. 

 Each non-root bridge compares the cumulative path cost from each port to the root and elects the port with 

the smallest cost as the root port. Root ports only receive configuration BPDUs from designated ports and 

do not send configuration BPDUs. After waiting for one period of Forward Delay, root ports transition from 

listening state to learning state to learn MAC addresses. After waiting for another period of Forward Delay, 

root ports transition from learning state to forwarding state and start sending and receiving packets. 

 A link between two directly connected switches is called a "segment". The priority vector <Root ID, Root 

Path Cost, Bridge ID, Port ID> is compared in sequence to select a designated port for each segment. 

After waiting for one period of Forward Delay, designated ports transition from listening state to learning 
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Figure 1-7 Fast Convergence of RSTP 

 

 

 Proposal: If the root port of Device B fails to receive a BPDU from the upstream device within three periods 

of Hello Time, it considers the upstream device to be faulty. Device B returns to the initial state, considers 

itself as the root, and sets all its ports as designated ports (in discarding state) to send RST BPDUs. The 

alternate port (if Device A is not the root) or backup port (if Device A is the root) of Device A receives an RST 

BPDU from Device B. If Device A finds that the RST BPDU from Device B has a lower priority than its RST 

BPDU, Device A sets its port as a designated port (in discarding state), sets the Proposal bit in the 

configuration BPDU of the port to 1, and sends a Proposal BPDU to Device B to request Device B to 

recognize Device A as the root bridge. 

(2)  Agreement: Device B receives the Proposal BPDU from Device A. If the BPDU of Device A is superior to that 

of Device B, Device B considers Device A as the root bridge (Device A may be the root or an intermediate 

device between Device B and the root). The port receiving the Proposal BPDU on Device B becomes the 

root port, and the root port stops sending RST BPDUs. Before a port transitions to forwarding state, Device 

B needs to block non-edge designated ports to prevent loops. The time required by ports to transition to 

-discarding state may be different. Devices use a set of synchronization variables to indicate whether the 

port state transition is complete. Device B sets the Sync variable to 1 for all ports. After all the ports enter 

discarding state, the Synced variable of all the ports is set to 1. Then, the Synced variable of the root port is 

set to 1, indicating that all the ports have been transitioned to the correct state. The root port sets the 

Proposal bit to 0 and the Agreement bit to 1 in the Proposal BPDU received from Device A and keeps other 

content of the BPDU unchanged, to create an Agreement BPDU. Then, the root port sends the BPDU to 

Device A. 
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unrelated to each other and unrelated to the CST. If two MST regions are configured in a topology shown in 

Figure 1-10, the calculated topology is shown in Figure 1-12 after MSTP runs. 

Figure 1-12 Preventing a Communication Failure of Ports in the Same VLAN by MSTP 

 

 

Devices A and B (both instance 1 VLAN 1) have the same instance mapping. There is no loop in MST region 1, 

and therefore, no port is blocked in this region. 

Devices C and D (both instance 1 VLAN 2) have the same instance mapping. There is no loop in MST region 2, 

and therefore, no port is blocked in this region. 

MST region 1 and MST region 2 can be considered as two nodes and there are loops between the two nodes. 

Therefore, a link is blocked according to the configuration to prevent loops and ensure that the intra-VLAN 

communication is not affected. 

7.  Common and Internal Spanning Trees 

In a topology as shown in Figure 1-13, there are three MST regions. In each MST region, one instance spanning 

tree is generated for each instance. As shown in Figure 1-14, in region 2, one spanning tree is generated for 

instance 0, instance 1, and instance 2 each. According to the MSTP protocol, the spanning tree of instance 0 

represents the region and is called an internal spanning tree (IST). 

Each MST region is considered as a node, and one spanning tree is calculated between nodes according to the 

STP protocol. This spanning tree is called a common spanning tree (CST). As shown in Figure 1-13, a spanning 

tree connected using blue lines indicates an IST in a region while a spanning tree connected using orange lines 

indicates an inter-region CST. 

ISTs and a CST constitute a common and internal spanning tree (CIST). 

CIST root: Root of a CIST. It is also the root of a CST, that is, CST root. In the CST calculation, the device with 

the smallest bridge ID is elected as the CIST root. As shown in Figure 1-13, assume that Device A has the 

smallest bridge ID. Device A is elected as the CIST root. 

Region root: In an IST, the device with the smallest root path cost to the CIST root is elected as the region root 

of the IST, which is also called master bridge. CIST root A is also the region root of region 1. As shown in Figure 

1-13, assume that Device B in region 2 has the smallest root path cost to Device A. Device B is elected as the 

region root of region 2. Device B may not be directly connected to Device A but may through other devices in 

region 1. Likewise, Device C is elected as the region root of region 3. 

Device A

Device B Device D

Device C

Instance 1 VLAN 1 Instance 1 VLAN 2

F0/2

F0/1 G0/1

G0/2

G0/1

G0/2

G0/2

G0/1

MSTP Region 1 MSTP Region 2

Instance 1 VLAN 1 Instance 1 VLAN 2

CST



Configuration Guide Configuring STP  

28 

The region root of region 2 is Device B. Suppose that three spanning trees are calculated for the three 

instances in region 2, and the roots of the three spanning trees are all Device B. On Device B, the port with the 

smallest root path cost to the CIST root is the master port. Therefore, compared with RSTP, MSTP adds two 

port roles: master port and region edge port. 

 Caution 

The CIST Regional Root field in MSTP packets indicates a region root rather than the CIST root. 

A region root (represented by CIST Regional Root) may not be the device with the smallest bridge ID in a 

region but is the device with the smallest root path cost from the region to the CIST root. 

To make the topology more stable, it is recommended that the "outlets" of different instance spanning trees in 

each region to the CIST root be configured on the same device of the region. As shown in Figure 1-14, the 

outlets of MSTI 1, MSTI 2, and MSTI 3 in region 2 to the CIST root are configured on Device B.  

 

Figure 1-13 CIST Composed of ISTs and the CST 

 

 

Figure 1-14 Three Spanning Trees Generated for the Three Instances in Region 2 
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Field Bytes Description 

Max Age 2 

Maximum timeout time of a BPDU, after which the link to the root switch is 

considered to be faulty. The value in the example is 0x1400 (low-order bytes on the 

left), indicating 20 seconds. 

Hello Time 2 
Hello interval for sending two adjacent BPDUs. The default value is 2s. The value 

in the example is 0x0200 (low-order bytes on the left), indicating 2 seconds. 

FWD Delay 2 

Forward Delay timer. The default value is 15s. This field controls the duration of 

listening and learning states. The value in the example is 0x0f00 (low-order bytes 

on the left), indicating 15 seconds. 

Ver 1 Length 1 Length of a Version1 BPDU. The value is fixed to 0x00. 

Ver 3 Length 2 Length of a Version3 BPDU. The value is 0x0040 in the example. 

MST CFG ID 51 

MST configuration identifier, that is, MST region label information, which contains 

four fields. Interconnected devices with the same four fields in MST CFG ID belong 

to the same region. 

 (1-byte) Configuration Identifier Format Selector: The value is fixed to 0x00. 

 (32-byte) Configuration Name: Region name. The default value is all 0's. 

 (2-byte) Revision Level: Revision number, which is a non-negative integer. The 
value is 0x0000. 

 (16-byte) Configuration Digest: MSTI-VLAN instance mapping table. The 
HMAC-MD5 algorithm is used to encrypt the mappings between instances and 
VLANs in a region into a 16-byte digest. 

CIST Internal 

RPC 
4 

CIST internal root path cost, which is the cumulative path cost from the local port to 

the master switch of the IST. The internal root path cost of a CIST is calculated 

based on the link bandwidth. The value is 0x00-00-00-00 in the example. 

CIST Bridge ID 8 

ID of the designated switch in the CIST. It consists of a 2-byte bridge priority and a 

6-byte bridge MAC address. In the example, the priority value is 0x8000, which 

indicates 32768, and the bridge MAC address is 00-d0-f8-22-35-4a. 

CIST R Hops 1 
Number of remaining hops of a BPDU in a CIST. The default value is 0x14, which 

indicates 20 hops. 

MSTI 

Configuration 

Messages  

(may be 

absent) 

16 

MSTI configuration message. The configuration message of each MSTI occupies 

16 bytes. If there are n MSTIs, they occupy n × 16 bytes. Fields in the configuration 

message of a single MSTI are described as follows: 

 (1-byte) MSTI Flags: MSTI flag. 

 (8-byte) MSTI Regional Root Identifier: MSTI region root ID. 

 (4-byte) MSTI Internal Root Path Cost: Cumulative path cost from the local port to 
the MSTI region root switch. The internal root path cost of an MSTI is calculated 
based on the link bandwidth. 

 (1-byte) MSTI Bridge Priority: Bridge priority of the device in the MSTI. 

 (1-byte) MSTI Port Priority: Port priority of the device in the MSTI. 

 (1-byte) MSTI Remaining Hops: Number of remaining hops of a BPDU in the MSTI. 
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Field Bytes Description 

802.1Q Tag 4 

Field added according to IEEE 802.1Q. Whether this field is encapsulated depends 

on the configuration of the interface and VLAN. For details, see Configuring VLAN. In 

the example, the complete value of this field is 0x81000002. 

This field includes the following information: 

 Type: 2-byte field. The value 0x8100 identifies an IEEE 802.1Q frame. In the 
example, the packet is encapsulated with an 802.1Q tag, so the corresponding 
field value is 0x8100. 

 PRI: 3-bit field, indicating the Layer 2 priority. The value range is from 0 to 7, 
corresponding to the CoS priority of QoS. A larger value indicates a higher priority. 
The value is 0 in the example. 

 CFI: 1-bit field used to distinguish Ethernet frames, FDDI frames, and token ring 
frames. 0 indicates an Ethernet frame. The value is 0 in the example. 

VID: 12-bit field. It indicates the ID of a VLAN to which packets belong. The value 

range is from 1 to 4094, and the value 0 and 4095 are reserved. The value is 2 in the 

example. 

Length 2 

The value is 0x0032, indicating that the packet length is 50 bytes (the LLC header 

occupies 8 bytes, the BPDU packet occupies 36 bytes, and the originating VLAN TLV 

occupies 6 bytes). 

 

The LLC header consists of 8 bytes, which is SNAP encapsulated and divided into 5 fields.Table 1-2 shows the 

field description. 

Table 1-2 Description of Fields in the LLC Header of an Ethernet Frame 

Field Bytes Description 

DSAP 1 Destination service access point. The value is 0xaa. 

SSAP 1 Source service access point. The value is 0xaa. 

Control 1 
This field stores various control information and identifies the type of an LLC frame. The 

value is 0x03. 

OUI 3 Organization unique identifier, which is 0x00000c. 

PID 1 Protocol ID. The value of this field in MVST packets is 0x010b. 

 

The bytes following the LLC header is a BPDU. The BPDU packet format and content of MVST is generally the 

same as that of STP, except that one more bit is added at the end.Table 1-3 shows the field description. 

Table 1-3 Format of an MVST Configuration BPDU 

Field Bytes Description 

PID 2 Protocol identifier. The value is 0x0000. 

PVID 1 Protocol version identifier. 0x00 indicates an STP packet. 
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Field Bytes Description 

BPDU 

Type 
1 BPDU packet type. 0x00 indicates a configuration BPDU of STP. 

Flags 1 

The value is 0x00 in the example. Configuration BPDUs of STP use only bit 7 and bit 0 

and other bits are not used. 

 Bit 7: Topology change acknowledgment (TCA). An upstream device sets bit 7 in a 
configuration BPDU to 1 and sends the BPDU to notify the downstream device of the 
topology change and requests the downstream device to stop sending the TCN 
BPDU. 

 Bit 0: Topology change (TC). The root bridge sets bit 0 in a configuration BPDU to 1 
and sends the BPDU to instruct the downstream device to directly delete MAC 
address entries of the bridges. 

Root ID 8 

Identifier of the root bridge recognized by the device. It consists of a 2-byte bridge priority 

and a 6-byte bridge MAC address. 

In the example, the priority value is 0x8000, which indicates 32768, and the bridge MAC 

address is 00-d0-f8-22-35-4a. 

RPC 4 
Root path cost, which is the cumulative cost from the port to the root bridge. The value is 

0x00-00-00-00 in the example. 

Bridge ID 8 

Bridge identifier of the device. It consists of a 2-byte bridge priority and a 6-byte bridge 

MAC address. 

In the example, the priority value is 0x8000, which indicates 32768, and the bridge MAC 

address is 00-d0-f8-22-35-4a. 

Port ID 2 

Identifier of the port that sends the BPDU. It consists of a 1-byte priority and 1-byte port 

ID. 

In the example, the priority value is 0x80, which indicates 128, and the port ID is 1c. 

Message 

Age 
2 

Age of the BPDU, which represents the time that the BPDU has been alive in the network. 

The value is 0x0000 in the example. 

Max Age 2 

Aging time of the BPDU. If a non-root bridge fails to receive a BPDU from the root bridge 

within the time of Max Age, the root bridge or the link to the root bridge is deemed as 

faulty. The value in the example is 0x1400 (low-order bytes on the left), indicating 20 

seconds. 

Hello 

Time 
2 

Interval for sending two adjacent BPDUs. The root bridge sends configuration BPDUs at 

an interval of Hello Timer. A non-root switch sends a configuration BPDU only after 

receiving the configuration BPDU from the upstream device. The value in the example is 

0x0200 (low-order bytes on the left), indicating 2 seconds. 

FWD 

Delay 
2 

Forwarding delay. This time parameter controls the duration of listening and learning 

states. 

The value in the example is 0x0f00 (low-order bytes on the left), indicating 15 seconds. 

Reserved 1 Reserved. The value is 0x00. 
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Figure 1-3 Traffic Balancing Using MVST 

 

 

1.1.7  Rapid-MVST 

1.  Overview 

Rapid-MVST is developed based on the IEEE 802.1w standard, and it is derived from and backward compatible 

with MVST. Rapid-MVST supports all functions of MVST and can prevent loops and provide link redundancy. 

Compared with MVST, Rapid-MVST takes less time to converge the network topology. If all network bridges in a 

LAN support Rapid-MVST and all the configurations are proper, it takes less than 1 second for Rapid-MVST to 

regenerate a topology tree in case of network topology changes. However, MVST requires about 50 seconds. 

2.  Rapid-MVST Protocol Packets 

Similar to RSTP, Rapid-MVST needs only one type of protocol packet: configuration BPDU. The packet format 

is the same as that of MVST configuration BPDU and is called Rapid-MVST BPDU in the following parts. Table 

1-6lists the differences between MVST configuration BPDU and Rapid-MVST configuration BPDU. 

Table 1-6 Differences Between MVST Configuration BPDU and Rapid-MVST Configuration BPDU 

Field MVST Configuration BPDU Rapid-MVST Configuration BPDU 

PVID 0x00 0x02 

BPDU Type 0x00 0x02 

Root Port

Designate Port

Alternate Port

VLAN 
1~50

Device A

Device B Device C

Gi0/1

Gi0/1

Gi0/2 Gi0/2

Gi0/2

Gi0/1
VLAN 

51~100

Device A

Device B Device C

Gi0/1

Gi0/1

Gi0/2 Gi0/2

Gi0/2

Gi0/1

































































Configuration Guide Configuring STP  

69 

spanning-tree vlan vlan-list 

STP is disabled in all VLANs by default. 

1.22   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Run the debug commands to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging switch 

immediately after use. 

 

Run the clear commands to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-12 Monitoring 

Command Purpose 

show spanning-tree [ forward-time | 

hello-time | max-age | max-hops | mst 

instance-id | pathcost method | tx-hold-count ] 

Displays the global spanning tree configuration. 

show spanning-tree counters Displays statistics on sent and received STP packets. 

show spanning-tree inconsistentports Displays ports blocked due to root guard or loop guard. 

show spanning-tree summary 
Displays the spanning tree topology and port forwarding 

status. 

show spanning-tree vlan { vlan-list | all } 
Displays the spanning tree configuration and status 

information of the specified VLANs. 

show spanning-tree [ mst instance-id ] 

interface interface-type interface-number 

[ bpdufilter | bpduguard | link-type | portfast ] 

Displays the spanning tree configuration and status 

information of an interface by interface type and number. 

show spanning-tree [ mst instance-id ] 

port-index 

Displays the spanning tree configuration and status 

information of an interface by interface number. 

show spanning-tree mst configuration Displays the MST region configuration. 

show spanning-tree mst instance-id 

topochange record 

Displays the topology change information of an interface 

in a specified instance. 

show l2protocol-tunnel stp Displays BPDU tunnel information. 
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DeviceA(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/2)# switchpor t trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/2)# spanning - tree mst 2 cost 1  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

Configure port GigabitEthernet 0/1 as a trunk port. In instance 2, set the path cost of the port to 4. 

DeviceA(config)#  interface gigabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport  

DeviceA(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/1)# s witchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/1)# spanning - tree mst 2 cost 4  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

Enable the STP function globally. 

DeviceA(config)# spanning - tree  

DeviceA(config)# end  

DeviceA# write  

(2)  Configure Device B. 

Create VLANs and configure instance mappings. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# vlan range 10,20,30,40  

DeviceB(config - vlan - range)# exit  

DeviceB(config)# spanning - tree mst configuration  

DeviceB(config - mst)# instance 1 vl an 10,30  

DeviceB(config - mst)# instance 2 vlan 20,40  

Set the bridge priority to 4094 for instance 2 and 8192 for instance 0 and instance 1. 

DeviceB(config - mst)# spanning - tree mst 0 priority 8192  

DeviceB(config)# spanning - tree mst configuration  

DeviceB(confi g- mst)# spanning - tree mst 1 priority 8192  

DeviceB(config)# spanning - tree mst configuration  

DeviceB(config - mst)# spanning - tree mst 2 priority 4096  

Configure port GigabitEthernet 0/2 as a trunk port. In instances 0 and 1, set the path cost of the port to 1. 

DeviceB(config)# interface gigabitethernet 0/2  

DeviceB(config - if - GigabitEthernet 0/2)# switchport  

DeviceB(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceB(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceB(config - if - Gigabit Ethernet 0/2)# switchport trunk allowed vlan all  

DeviceB(config - if - GigabitEthernet 0/2)# spanning - tree mst 0 cost 1  

DeviceB(config - if - GigabitEthernet 0/2)# spanning - tree mst 1 cost 1  

DeviceB(config - if - GigabitEthernet 0/2)# exit  

Configure port GigabitEthernet 0/1 as a trunk port. In instances 0 and 1, set the path cost of the port to 4. 

DeviceB(config)# interface gigabitethernet 0/1  



Configuration Guide Configuring STP  

74 

DeviceB(config - if - GigabitEthernet 0/1)# switchport  

DeviceB(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceB(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceB(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

DeviceB(config - if - GigabitEthernet 0/1)# spanning - tree mst 0 cost 4  

DeviceB(config - if - GigabitEthernet 0/1)# span ning - tree mst 1 cost 4  

DeviceB(config - if - GigabitEthernet 0/1)# exit  

Enable the STP function globally. 

DeviceB(config)# spanning - tree  

DeviceB(config)# end  

DeviceB# write  

(3)  Configure Device C. 

Create VLANs and configure instance mappings. 

DeviceC> enable  

Devic eC# configure terminal  

DeviceC(config)# vlan range 10,20,30,40  

DeviceC(config - vlan - range)# exit  

DeviceC(config)# spanning - tree mst configuration  

DeviceC(config - mst)# instance 1 vlan 10,30  

DeviceC(config - mst)# instance 2 vlan 20,40  

DeviceC(config - mst)# exit  

Configure uplink port GigabitEthernet 0/1 as a trunk port. In instances 0 and 1, set the path cost of the port 

to 1. In instance 2, set the path cost of the port to 4. Configure loop guard on the uplink port. 

DeviceC(config)# interface gigabitethernet 0/1  

DeviceC(config - if - GigabitEthernet 0/1)# switchport  

DeviceC(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceC(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceB(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

DeviceB(config - if - GigabitEthernet 0/1)# spanning - tree mst 0 cost 1  

DeviceC(config - if - GigabitEthernet 0/1)# spanning - tree mst 1 cost 1  

DeviceC(config - if - GigabitEthernet 0/1)# spanning - tree mst 2 cost 4  

DeviceC(config - if - GigabitEthernet 0/1)# spanning - tr ee guard loop  

DeviceC(config - if - GigabitEthernet 0/1)# exit  

Configure uplink port GigabitEthernet 0/2 as a trunk port. In instance 2, set the path cost of the port to 1. In 

instances 0 and 1, set the port path cost to 4. Configure loop guard on the uplink port. 

DeviceC(config)# interface gigabitethernet 0/2  

DeviceC(config - if - GigabitEthernet 0/2)# switchport  

DeviceC(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceC(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceC(config - if - Gi gabitEthernet 0/2)# switchport trunk allowed vlan all  

DeviceC(config - if - GigabitEthernet 0/2)# spanning - tree mst 0 cost 4  

DeviceC(config - if - GigabitEthernet 0/2)# spanning - tree mst 1 cost 4  

DeviceC(config - if - GigabitEthernet 0/2)# spanning - tree mst 2 cost 1  

DeviceC(config - if - GigabitEthernet 0/2)# spanning - tree guard loop  
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Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 200000     128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

 

MST 1 vlans map : 10, 30  

  Region Root Priority   4096  

             Address     0074.9cee.f49e  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     0074.9cee.f49e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 200000     128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

 

In instance 2, Device B (00d0.f8ee.8c1e) is the root bridge. Port GigabitEthernet 0/2 of Device A is the root 

port and the port path cost is 1. Port GigabitEthernet 0/1 of Device A is the designated port and the port 

path cost is 4. The two ports are in forwarding state. 

MST 2 vlans map : 20, 40  

  Region Root Priority   4096  

             Address     00d0.f8ee.8c1e  

             this bridge is region root  

 

  Bridge I D  Priority    8192  

             Address     0074.9cee.f49e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 4          128      False    P2p                              

Gi0/2            Root FWD 1          128      False    P2p       

(3)  Check the instance spanning tree topology and port forwarding status on Device B. 

In instances 0 and 1, Device A (0074.9cee.f49e) is the root bridge. Port GigabitEthernet 0/1 of Device B is 

the root port and the port path cost is 1. Port GigabitEthernet 0/2 of Device B is the designated port and the 

port path cost is 4. The two ports are in forwarding state. 

DeviceB# show spanning - tree summary  

Spanning tree enabled pro tocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

  Root ID    Priority    4096  

             Address     0074.9cee.f49e  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  
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PortAdminPortFast : Disabled  

PortOperPortFast : Dis abled  

PortAdminAutoEdge : Enabled  

PortOperAutoEdge : Disabled  

PortAdminLinkType : auto  

PortOperLinkType : point - to - point  

PortBPDUGuard : Disabled  

PortBPDUFilter : Disabled  

PortGuardmode  : Guard loop  

 

###### MST 0 vlans mapped :1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

PortState : forwarding  

PortPriority : 128  

PortDesignatedRoot : 4096.0074.9cee.f49e  

PortDesignatedCost : 0  

PortDesignatedBridge :4096.0074.9cee.f49e  

PortDesignatedPortPriority : 128  

PortDesignatedPort : 1  

PortForwardTransitions : 1  

PortAdminPathCost :  1 

PortOperPathCost : 1  

Inconsistent states : normal  

PortRole : rootPort  

 

###### MST 1 vlans mapped :10, 30  

PortState : forwarding  

PortPriority : 128  

PortDesignatedRoot : 4097.0074.9cee.f49e  

PortDesignatedCost : 0  

PortDesignatedBridge :4097.0074.9cee.f49e  

PortDesignatedPortPriority : 128  

PortDesignatedPort : 1  

PortForwardTransitions : 1  

PortAdminPathCost : 1  

PortOperPathCost : 1  

Inconsistent states : normal  

PortRole : rootPort  

 

###### MST 2 vlans mapped :20, 40  

PortState : discarding  

PortPriority : 128  

PortDesignatedRoot : 4098.00d0.f8ee.8c1e  

PortDesignatedCost : 0  

PortDesignatedBridge :8194.0074.9cee.f49e  

PortDesignatedPortPriority : 128  

PortDesignatedPort : 1  
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 spanning - tree guard loop  

spanning - tree mst 2 cost 4  

spanning - tree mst 1 cost 1  

spanning - tree mst 0 cost 1  

!  

interface GigabitEthernet 0/2  

 switchport  

switchport mode trunk  

switchport trunk native vlan 1  

switchport trunk allowed vlan only 1 - 4094  

 spanning - tree guard loop  

spanning - t ree mst 2 cost 1  

spanning - tree mst 1 cost 4  

spanning - tree mst 0 cost 4  

!  

interface GigabitEthernet 0/3  

switchport  

switchport mode access  

switchport access vlan 10  

 spanning - tree bpduguard enable  

 spanning - tree portfast  

 spanning - tree autoedge disabled  

!  

in terface GigabitEthernet 0/4  

switchport  

switchport mode access  

switchport access vlan 20  

 spanning - tree bpduguard enable  

 spanning - tree portfast  

 spanning - tree autoedge disabled  

!  

interface GigabitEthernet 0/5  

switchport  

switchport mode access  

switchport access vlan 30  

 spanning - tree bpduguard enable  

 spanning - tree portfast  

 spanning - tree autoedge disabled  

!  

interface GigabitEthernet 0/6  

switchport  

switchport mode access  

switchport access vlan 40  

 spanning - tree bpduguard enable  

 spanning - tree portfast  

 spanning - tree autoedge disabled  
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DeviceA(config)# spanning - tree mst 1 priority 4096  

DeviceA(config)# spanning - tree mst 2 priority 8192  

DeviceA(config)# spanning - tree  

Configure the MSTP function for core Device B. Create VLANs, and map instance 1 to VLAN 10 and VLAN 

30 and instance 2 to VLAN 20 and VLAN 40. Set the bridge priority to 8192 for instances 0 and 1 and 4096 

for instance 2 to make Device B become the root bridge of instance 2. Enable MSTP. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# vlan range 10,20,30,40  

DeviceB(config - vlan - range)# exit  

DeviceB(config)# spanning - tree mode mstp  

DeviceB(config)# spanning - tree mst  configuration  

DeviceB(config - mst)# instance 1 vlan 10,30  

DeviceB(config - mst)# instance 2 vlan 20,40  

DeviceB(config - mst)# exit  

DeviceB(config)# spanning - tree mst 0 priority 8192  

DeviceB(config)# spanning - tree mst 1 priority 8192  

DeviceB(config)# spanning - t ree mst 2 priority 4096  

DeviceB(config)# spanning - tree  

Configure the MSTP function for access Devices C and D. The bridge priority does not need to be 

configured on access devices. Configure ports that are directly connected to user terminals as edge ports 

and enable BPDU guard on the ports. The configurations on Device D are similar to those on Device C. 

The following uses Device C as an example. 

DeviceC> enable  

DeviceC# configure terminal  

DeviceC(config)# vlan range 10,20,30,40  

DeviceC(config - vlan - range) # exit  

DeviceC(config)# spanning - tree mode mstp  

DeviceC(config)# spanning - tree mst configuration  

DeviceC(config - mst)# instance 1 vlan 10,30  

DeviceC(config - mst)# instance 2 vlan 20,40  

DeviceC(config - mst)# exit  

DeviceC(config)# spanning - tree  

DeviceC(config)#  interface range gigabitethernet 0/3 - 6 

DeviceC(config - if - range)# spanning - tree portfast  

DeviceC(config - if - range)# spanning - tree bpduguard enable  

DeviceC(config - if - range)# exit  

(2)  Configure monitoring ports for the VRRP group. 

Configure port GigabitEthernet 0/5 of Device A as a Layer 3 interface and set the IP address to 

10.10.1.1/24. Then, this port serves as the monitoring port of VLAN 10 and VLAN 30. 

DeviceA(config)# interface gigabitethernet 0/5  

DeviceA(config - if - GigabitEthernet 0/5)# no switchport  

DeviceA (config - if - GigabitEthernet 0/5)# ip address 10.10.1.1 255.255.255.0  

DeviceA(config - if - GigabitEthernet 0/5)# exit  



Configuration Guide Configuring STP  

90 

Configure port GigabitEthernet 0/5 of Device B as a Layer 3 interface and set the IP address to 

10.10.2.1/24. Then, this port serves as the monitoring port of VLAN 20 and VLAN 40. 

DeviceB(config)# interface gigabitethernet 0/5  

DeviceB(config - if - GigabitEthernet 0/5)# no switchport  

DeviceB(config - if - GigabitEthernet 0/5)# ip address 10.10.2.1 255.255.255.0  

DeviceB(config - if - GigabitEthernet 0/5)# exit  

(3)  Configure VRRP for VLAN 10 and VLAN 30 on core devices. 

Configure the master device (Device A). Enter an SVI and configure an SVI address. Add the SVI to the 

VRRP group and configure a virtual gateway IP address for the VRRP group. Raise the VRRP priority to 

120, configure port GigabitEthernet 0/5 as a monitoring port, and set priority decrement to 30. 

DeviceA(config)# interface vlan 10  

DeviceA(config - if - VLAN 10)# ip address 192.168.10.3 255.255.255.0  

DeviceA(config - if - VLAN 10)# vrrp 10 ip 192.168.10.1  

DeviceA(config - if - VLAN 10)# vrrp 10 priority 120  

DeviceA(config - if - VLAN 10)# vrrp 10 track gigabitethernet 0/5 30  

DeviceA(config - if - VLAN 10)# exit  

DeviceA(config)# interface vlan 30  

DeviceA(config - if - VLAN 30)# ip address 192.168.30.3 255.255.255.0  

DeviceA(config - if - VLAN 30)# vrrp 30 ip 192.168.30.1  

DeviceA(config - if - VLAN 30)# vrrp 30 priority 120  

DeviceA(config - if - VLAN 30)# vrrp 30 track gigabitethernet 0/5 30  

DeviceA(config - if - VLAN 30)# exit  

Configure the backup device (Device B). Enter an SVI and configure an SVI address. Add the SVI to the 

VRRP group and configure a virtual gateway IP address for the VRRP group. On the backup device, use 

the default VRRP priority (100). No monitoring port needs to be configured. 

DeviceB(config)# interface vlan 10  

DeviceB(config - if - VLAN 10)# ip address 192.168.10.2 255.255.255.0  

DeviceB(config - if - VLAN 10)# vrrp 10 ip 192.168.10.1  

DeviceB(config - if - VLAN 10)# exit  

DeviceB(config)# interface vlan 30  

DeviceB(config - if - VLAN 30)# ip address 192.168.30.2 255.255.255.0  

Devi ceB(config - if - VLAN 30)# vrrp 30 ip 192.168.30.1  

DeviceB(config - if - VLAN 30)# exit  

(4)  Configure VRRP for VLAN 20 and VLAN 40 on core devices. 

Configure the master device (Device B). Enter an SVI and configure an SVI address. Add the SVI to the 

VRRP group and configure a virtual gateway IP address for the VRRP group. Raise the VRRP priority to 

120, configure port GigabitEthernet 0/5 as a monitoring port, and set priority decrement to 30. 

DeviceB(config)# interface vlan 20  

DeviceB(config - if - VLAN 20)# ip address 19 2.168.20.3 255.255.255.0  

DeviceB(config - if - VLAN 20)# vrrp 20 ip 192.168.20.1  

DeviceB(config - if - VLAN 20)# vrrp 20 priority 120  

DeviceB(config - if - VLAN 20)# vrrp 20 track gigabitethernet 0/5 30  

DeviceB(config - if - VLAN 20)# exit  

DeviceB(config)# interface vlan 40 
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DeviceC(config)# interface gigabitethernet 0/6  

DeviceC(config - if - GigabitEthernet 0/6)# switchport  

DeviceC(config - if - GigabitEthernet 0/3)# switchport mode access  

DeviceC(config - if - GigabitEthe rnet 0/6)# switchport access vlan 40  

DeviceC(config - if - GigabitEthernet 0/6)# end  

DeviceC# write  

Configure Device D. 

DeviceD(config)# interface gigabitethernet 0/3  

DeviceD(config - if - GigabitEthernet 0/3)# switchport  

DeviceC(config - if - GigabitEthernet 0/3)# switchport mode access  

DeviceD(config - if - GigabitEthernet 0/3)# switchport access vlan 10  

DeviceD(config - if - GigabitEthernet 0/3)# exit  

DeviceD(config)# interface gigabitethernet 0/4  

DeviceD(config - if - GigabitEthernet 0/4)# switchport  

DeviceC(config - if - GigabitEthernet 0/3)# switchport mode access  

DeviceD(config - if - GigabitEthernet 0/4)# switchport access vlan 20  

DeviceD(config - if - GigabitEthernet 0/4)# exit  

DeviceD(config)# interface gigabitethernet 0/5  

DeviceD(config - if - GigabitEthernet 0 /5)# switchport  

DeviceC(config - if - GigabitEthernet 0/3)# switchport mode access  

DeviceD(config - if - GigabitEthernet 0/5)# switchport access vlan 30  

DeviceD(config - if - GigabitEthernet 0/5)# exit  

DeviceD(config)# interface gigabitethernet 0/6  

DeviceD(config - if - GigabitEthernet 0/6)# switchport  

DeviceC(config - if - GigabitEthernet 0/3)# switchport mode access  

DeviceD(config - if - GigabitEthernet 0/6)# switchport access vlan 40  

DeviceD(config - if - GigabitEthernet 0/6)# end  

DeviceD# write  

5.  Verification 

Run the show spanning-tree summary command to display the spanning tree topology. 

View spanning tree topology on Device A. Device A (00d0.f822.3344) is the root. 

DeviceA# show spanning - tree summary  

Spanning tree enabled protocol mstp  

 

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 29, 31- 39, 41 - 4094  

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    4096  

             Address     00d0.f822.33 44 

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  
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Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      Fals e    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 1 vlans map : 10,30  

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     00d0.f822.3344  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

 

MST 2 vlans map : 20,40  

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     00d0.f822.3344  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  ------- -  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      False    P2p  

View spanning tree topology on Device B. Device A (00d0.f822.3344) is the root.  

DeviceB# show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

 

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is ro ot  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    8192  

             Address     001a.a917.78cc  
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             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio      OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000     128      F alse    P2p  

 

MST 1 vlans map : 10,30  

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     001a.a917.78cc  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Root FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 200000      128      False    P2p  

 

MST 2 vlans map : 20,40  

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     001a.a917.78cc  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Ag1              Desg FWD 19000      128      False    P2p  

Gi0/1            Desg FWD 200000     128      False    P2p  

Gi0/2            Desg FWD 20 0000     128      False    P2p  

View spanning tree topology on Device C and Device D. Device C is taken as an example. Device A 

(00d0.f822.3344) is the root. 

DeviceC# show spanning - tree summary  

 

Spanning tree enabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

  Root ID    Priority    4096  

             Address     00d0.f822.3344  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  
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  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Gi0/2            Altn BLK 200000     128       P2p   False           

Gi0/1            Root FWD 200000     128      P2p   False           

 

MST 1 vlans map : 10,30  

  Region Root Priority   4096  

             Address     00d0.f822.3344  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

           

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Gi0/2            Altn BLK 200000     128      P2p   False           

Gi0/1            Root FWD 200000     128      P2p   False           

 

MST 2 vlans map : 20,40  

  Region Root Priority   4096  

             Address     001a.a917.78cc  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     001a.a979.00ea  

 

Interface        Role Sts Cost       Prio     Type  OperEdge  

----------------  ----  ---  ----------  --------  -----  ---------------  

Gi0/2            Root FWD 200000     12 8      P2p   False           

Gi0/1            Altn BLK 200000     128      P2p   False  

Run the show vrrp brief command to check whether VRRP active/standy relationship is successfully 

established. VLAN 10 and VLAN 30 use Device A as the master device and Device B as the standby device. 

VLAN 20 and VLAN 40 use Device B as the master device and Device A as the standby device. 

DeviceA# show vrrp brief  

Interface  Grp  Pri  timer  Own  Pre  State   Master addr   Group addr  

VLAN 10    10   120  3      -     P    Master  192.168.10.3  192.168.10.1  

VLAN 20    20   100  3      -     P    Backup  192.168.20.2  192.168.20.1  

VLAN 30    30   120  3      -     P    Master  192.168.30.3  192.168.30.1  

VLAN 40    40   100  3      -     P    Backup  192.168.40.2  192.168.40.1  

Run the show vrrp brief command on Device B to check whether VRRP active/standy relationship is 

successfully established. 
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 instance 0 vlan 1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

 instance 1 vlan 10, 30  

 instance 2 vlan 20, 40  

!  

spanning - tree mst 0 priority 4096  

spanning - tree mst 1 priority 4096  

spanning - tree mst 2 priority 8192  

spanning - tree  

!  

sysmac 00d0.f822.3344  

!  

vlan range 1,10,20,30,40  

!  

interface GigabitEthernet 0/1  

 switchport  

switchport mode trunk  

switchport trunk native vlan 1  

switchport trunk allowed vlan only 1 - 4094  

!  

interface GigabitEthernet 0/2  

switchport  

switchport mode trunk  

switchport trunk native vlan 1  

switchport trunk allowed vlan only 1 - 4094  

!  

interface GigabitEthernet 0/3  

 port - group 1  

!  

interface GigabitEthernet 0/4  

 port - group 1  

!  

interface AggregatePort 1  

 switchport  

switchport mode trunk  

switch port trunk native vlan 1  

switchport trunk allowed vlan only 1 - 4094  

!  

interface gigabitethernet 0/5  

 no switchport  

 ip address 10.10.1.1 255.255.255.0  

!  

interface vlan 10  

 ip address 192.168.10.3 255.255.255.0  

 vrrp 10 ip 192.168.10.1  

 vrrp 10 priority 120  

 vrrp 10 track gigabitethernet 0/5 30  
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DeviceA(config - if - GigabitEthernet 0/2)# switchport mode access  

DeviceA(config - if - GigabitEthernet 0/2)# switchport access vlan 20  

DeviceA(config - if - GigabitEthernet 0/2)# spanning - tree compatible enable  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

(3)  Enable the STP function. 

DeviceA(config)# spanning - tree  

DeviceA(config)# end  

DeviceA# write  

5.  Verification 

(1)  If no spanning tree compatibility is configured for interfaces, check the spanning tree configuration as 

follows. 

Device A becomes the root of Device B because its bridge ID is smaller. Ports GigabitEthernet 0/1 and 

GigabitEthernet 0/2 of Device A are designated ports in their respective instances. 

DeviceA# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 4094  

  Root ID    Priority    32768  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hel lo Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.53ca  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

 

MST 1 vlans map : 10  

  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.53ca  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

 

MST 2 vlans map : 20  
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  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.53ca  

 

Interface        Role Sts Cost       Prio     OperEdg e Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000     128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p        

Check Device B. In the spanning tree of instance 1, port GigabitEthernet 0/1 belonging to VLAN 10 is the 

root port and port GigabitEthernet 0/2 belonging to VLAN 20 is the alternate port. Port GigabitEthernet 0/2 

rejects traffic of VLAN 10 to pass. Therefore, the alternate port cannot serve as an alternative to the root 

port. In the spanning tree of instance 2, port GigabitEthernet 0/2 belonging to VLAN 20 is the root port and 

port GigabitEthernet 0/1 belonging to VLAN 10 is the alternate port. Port GigabitEthernet 0/1 rejects traffic 

of VLAN 20 to pass. Therefore, the alternate port cannot serve as an alternative to the root port. 

DeviceB# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 4094  

  Root ID    Priority    32768  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.f49e  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p                              

Gi0/2            Altn BLK 20000      128      False    P2p                              

 

MST 1 vlans map : 10  

  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.f49e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False     P2p                              
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Gi0/2            Altn BLK 20000      128      False    P2p                              

 

MST 2 vlans map : 20  

  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region roo t  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.f49e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Altn BLK 20000      128      False    P2p                              

Gi0/2            Root FWD 20000      128      False    P2p             

(2)  After spanning tree compatibility is configured for interfaces, check the spanning tree topology on Device A. 

Device A becomes the root of Device B because its bridge ID is smaller. 

The spanning tree is not pruned in instance 0. Ports GigabitEthernet 0/1 and GigabitEthernet 0/2 are 

designated ports. 

DeviceA# show spanning - tree summary  

Spanning tree e nabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 4094  

  Root ID    Priority    32768  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.53ca  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

The spanning tree is pruned in instance 1. Only port GigabitEthernet 0/1 belonging to VLAN 10 is the 

designated port. 

MST 1 vlans map : 10  

  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.53ca  

 

Interface        Role Sts Cost       Prio     OperEdge Type  
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----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                              

The spanning tree is pruned in instance 2. Only port GigabitEthernet 0/2 belonging to VLAN 20 is the 

designated port. 

MST 2 vlans map : 20  

  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.53ca  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/2            Desg FWD 20000      128      False    P2p          

(3)  Check the spanning tree topology on Device B. Device A becomes the root of Device B because its bridge 

ID is smaller. 

The spanning tree is not pruned in instance 0. Port GigabitEthernet 0/1 is the root port and port 

GigabitEthernet 0/2 is the alternate port. 

DeviceB# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 4094  

  Root ID    Priority    32768  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.f49e  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p                              

Gi0/2            Altn BLK 20000      128      False    P2p                              

The spanning tree is pruned in instance 1. Only port GigabitEthernet 0/1 belonging to VLAN 10 is the root 

port and there is no alternate port. 

MST 1 vlans map : 10  

  Region Root Priority   32768  

             Address     0074.9cee.53ca  

             this bridge is region root  

 

  Bridge ID  Priority    32768  

             Address     0074.9cee.f49e  
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(3)  Configure the uplink ports of PE 1 and PE 2 as the uplink ports. The configurations on PE 1 are the same as 

those on PE 2. The following uses PE 1 as an example. 

PE1(config)# interface gigabitethernet 0/5  

PE1(config - if - GigabitEthernet 0/5)# switchport  

PE1(config - if - GigabitEthernet 0/5)# switchport mode uplink  

PE1(config - if - Giga bitEthernet 0/5)# switchport trunk native vlan 1  

PE1(config - if - GigabitEthernet 0/5)# switchport trunk allowed vlan all  

PE1(config - if - GigabitEthernet 0/5)# end  

PE1# write  

(4)  Configure STP on CE 1 and CE 2. 

Set the spanning tree mode to STP and bridge priority to 0, configure timer parameters, and enable STP on 

CE 1. 

CE1> enable  

CE1# configure terminal  

CE1(config)# spanning - tree mode stp  

CE1(config)# spanning - tree priority 0  

CE1(config)# spanning - tree hello - time 4  

CE1(config)# spanning - tree max - age 25  

CE1(config)# spanning - tree forward - time 18  

CE1(config)# spanning - tree  

Set the spanning tree mode to STP and enable STP on CE 2. 

CE2> enable  

CE2# configure terminal  

CE2(config)# spanning - tree mode stp  

CE2(config)# spanning - tree  

(5)  Configure the uplink and downlink ports of CE 1 and CE 2 as trunk ports. The configurations on CE 1 are the 

same as those on CE 2. The following uses CE 1 as an example. 

CE1(config)# interface range gigabitethernet 0/1 - 2 

CE1(config - if - range)# switchport  

CE1(config - if - range)# switc hport mode trunk  

CE1(config - if - range)# switchport trunk native vlan 1  

CE1(config - if - range)# switchport trunk allowed vlan all  

CE1(config - if - range)# end  

CE1# write  

5.  Verification 

(1)  Check Dot1q-tunnel port configurations on PE 1 and PE 2. The configurations on PE 1 are the same as 

those on PE 2. The following uses PE 1 as an example. 

PE1# show interfaces dot1q - tunnel  

========Interface Gi0/1========  

Native vlan: 10  

Allowed vlan list:1,10,  

Tagged vlan list:  



Configuration Guide Configuring STP  

111 

(2)  Verify that the STP tunnel function is enabled in both global configuration mode and interface configuration 

mode on PE 1 and PE 2. The configurations on PE 1 are the same as those on PE 2. The following uses PE 

1 as an example. 

PE1# show l2protocol - tunnel stp  

L2protocol - tunnel: Stp Enable  

L2protocol - tunnel desti nation mac address: 01d0.f800.0005  

GigabitEthernet 0/1 l2protocol - tunnel stp enable  

(3)  Check that PE 1 and PE 2 have independent spanning tree topologies. 

Check the spanning tree topology on PE 1. For instances 0 and 1, PE 1 is the root of PE 2 and port 

GigabitEthernet 0/5 is the designated port. For instance 2, PE 2 is the root of PE 1 and port GigabitEthernet 

0/5 is the root port. Port GigabitEthernet 0/1 that connects to CE 1 of the customer network is not included 

in the spanning tree topologies of PE 1 and PE 2. The spanning tree time parameters (Hello Time: 2 sec; 

Forward Delay: 15 sec; Max Age: 20 sec) of PE 1 use default values and are not affected by the 

configurations of CE 1. 

PE1# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

  Root ID    Priority    4096  

             Address     0074.9cee.f49e  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    4096  

             Address     0074.9cee.f49e  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/5            Desg FWD 20000      128      False    P2p                              

 

MST 1 vlans map : 10, 30  

  Region Root Priority   4096  

             Address     0074.9cee.f49e  

             this bridge is region root  

 

  Bridge ID  Priority    4096  

             Address     0074.9cee.f49e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/5            Desg FWD 20000      128      False    P2p                              

 

MST 2 vl ans map : 20, 40  

  Region Root Priority   4096  

             Address     00d0.f8ee.8c1e  
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             this bridge is region root  

 

  Bridge ID  Priority    8192  

             Address     0074.9cee.f49e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/5            Root FWD 20000          128      False    P2p                              

Check the spanning tree topology on PE 2. For instances 0 and 1, PE 1 is the root of PE 2 and port 

GigabitEthernet 0/5 is the root port. For instance 2, PE 2 is the root of PE 1 and port GigabitEthernet 0/5 is 

the designated port. Port GigabitEthernet 0/1 that connects to CE 2 of the customer network is not included 

in the spanning tree topologies of PE 1 and PE 2. The spanning tree time parameters (Hello Time: 2 sec; 

Forward Delay: 15 sec; Max Age: 20 sec) of PE 2 use default values and are not affected by the 

configurations of CE 1. 

PE2# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : 1 - 9, 11 - 19, 21 - 29, 31 - 39, 41 - 4094  

  Root ID    Priority    4096  

             Address     0074.9cee.f49e  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Pri ority    8192  

             Address     00d0.f8ee.8c1e  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/5            Root FWD 20000          128      False    P2p                              

 

MST 1 vlans map : 10, 30  

  Region Root Priority   4096  

             Address     0074.9cee.f49e  

             this bridge is region root  

 

  Bridge ID  Priority    8 192  

             Address     00d0.f8ee.8c1e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/5            Root FWD 20000          128      False    P2p                              

 

MST 2 vlans map : 20, 40  

  Region Root Priority   4096  

             Address     00d0.f8ee.8c1e  
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             this bridge is region root  

 

  Bridge ID  Priority    40 96 

             Address     00d0.f8ee.8c1e  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/5            Desg FWD 20000      128      False    P2p      

(4)  Check that CE 1 and CE 2 have independent spanning tree topologies. 

Check the spanning tree topology on CE 1. CE 1 is the root of CE 2 and port GigabitEthernet 0/1 of CE 1 is 

the designated port. The spanning tree time parameters (Hello Time: 4 sec; Forward Delay: 18 sec; Max 

Age: 25 sec) of CE 1 use configured values. 

CE1# show spanning - tree summary  

Spanning tree enabled protocol stp  

  Root ID    Priority    0  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    0  

             Address     0074.9cee.53ca  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p   

Check the spanning tree topology on CE 2. CE 1 is the root of CE 2 and port GigabitEthernet 0/1 of CE 2 is 

the root port. The spanning tree time parameters (Hello Time: 4 sec; Forward Delay: 18 sec; Max Age: 

25 sec) of CE 2 use configured values of the root CE 1. 

CE2# show spa nning - tree summary  

Spanning tree enabled protocol stp  

  Root ID    Priority    0  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   4 sec  Forward Delay 18 sec  Max Age 25 sec  

 

  Bridge ID  Priority    32768  

             Address     0074.9c11.c9e6  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p Bound(STP)       

Gi0/2            Desg FWD 20000      128      False    P2p   
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DeviceA(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/1)# switchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0/2)# switchport  

DeviceA(config - if - GigabitEthernet 0/2)#  switchport mode trunk  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk native vlan 1  

DeviceA(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan all  

DeviceA(config - if - GigabitEthernet 0/2)# spanning - tree mst 0 port - priority 16  

DeviceA(con fig - if - GigabitEthernet 0/2)# exit  

DeviceA(config)# spanning - tree  

(2)  On Device B, enable the STP function and configure the interconnected ports as trunk ports. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# spanning - tree  

DeviceB(config)# interfa ce gigabitethernet 0/1  

DeviceB(config - if - GigabitEthernet 0/1)# switchport  

DeviceB(config - if - GigabitEthernet 0/1)# switchport mode trunk  

DeviceB(config - if - GigabitEthernet 0/1)# switchport trunk native vlan 1  

DeviceB(config - if - GigabitEthernet 0/1)# switchpor t trunk allowed vlan all  

DeviceB(config - if - GigabitEthernet 0/1)# exit  

DeviceB(config)# interface gigabitethernet 0/2  

DeviceB(config - if - GigabitEthernet 0/2)# switchport  

DeviceB(config - if - GigabitEthernet 0/2)# switchport mode trunk  

DeviceB(config - if - GigabitE thernet 0/2)# switchport trunk native vlan 1  

DeviceB(config - if - GigabitEthernet 0/2)# switchport trunk allowed vlan all  

(3)  On Device C, configure BPDU transparent transmission and configure the interconnected ports as trunk 

ports. 

DeviceC> enable  

DeviceC# configure terminal  

DeviceC(config)# no spanning - tree  

DeviceC(config)# bridge - frame forwarding protocol bpdu  

DeviceC(config)# interface range gigabitethernet 0/1 - 4 

DeviceC(config - if - rang)# switchport  

DeviceC(config - if - rang)# switchport mode trunk  

DeviceC(co nfig - if - rang)# switchport trunk native vlan 1  

DeviceC(config - if - rang)# switchport trunk allowed vlan all  

5.  Verification 

(1)  When Device C is not connected, check the spanning tree topology. 

Check the spanning tree topology of Device A. Device A is the root. 

Devi ceA# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : ALL  
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  Root ID    Priority    0  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    0  

             Address     0074.9cee.53ca  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Desg FWD 20000      128      False    P2p                              

Gi0/2            Desg FWD 20000      16       False    P2p      

Check the spanning tree topology of Device B. Device A is the root of Device B. The port priority of Device 

A is changed. Therefore, port GigabitEthernet 0/2 of Device B becomes the root port and port 

GigabitEthernet 0/1 becomes an alternate port. 

DeviceB# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans m ap : ALL  

  Root ID    Priority    0  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    8192  

             Address     00d0.f8ee.8c1e  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Altn BLK 20000      128      False    P2p                              

Gi0/2            Root FWD 20000      128      False    P2p   

(2)  After Device C is connected to the topology, check the spanning tree topology. 

Check the spanning tree topology on Device A. The spanning tree topology of Device A keeps unchanged. 

DeviceA# show spanning - tree summary  

Spanning tree enabled protocol mstp  

MST 0 vlans map : ALL  

  Root ID    Priority    0  

             Address     0074.9cee.53ca  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    0  

             Address     0074.9cee.53ca  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  
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             System ID extension    1  

             Address     c470.abe1.8856  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    12288  

             System ID extension    1  

             Address     c470.abe1.8860  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P 2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

 

VLAN 2 :  

  Root ID    Priority    0  

             System ID extension    2  

             Address     c470.abe1.8856  

             this br idge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

           

  Bridge ID  Priority    12288  

             System ID extension    2  

             Address     c470.abe1.8860  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

           

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  

Gi0/1            Root FWD 20000      128      False    P2p                              

Gi0/2            Desg FWD 20000      128      False    P2p                              

           

VLAN 3 :   

  Root ID    Priority    0  

             System ID extensio n    3  

             Address     c470.abe1.8856  

             this bridge is root  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

  Bridge ID  Priority    12288  

             System ID extension    3  

             Address     c470.abe1.8 860  

             Hello Time   2 sec  Forward Delay 15 sec  Max Age 20 sec  

 

Interface        Role Sts Cost       Prio     OperEdge Type  

----------------  ----  ---  ----------  --------  --------  ----------------  
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(3)  Enter the control VLAN configuration mode. 

erps raps-vlan vlan-id 

(4)  Configure a timer. 

timer { holdoff-time interval1 | guard-time interval2 | wtr-time interval3 } 

1.11   Enabling ERPS Globally 

1.11.1  Overview 

After completing all configurations of the ERPS function, you need to enable ERPS globally on each node that 

an Ethernet ring passes through so that ERPS takes effect. 

1.11.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable the global ERPS function. 

erps enable 

The global ERPS function is disabled by default. 

1.12   Monitoring 

Run the show commands to check the running status of a configured function to verify the configuration effect. 

Table 1-2 Monitoring 

Command Purpose 

show erps [ global | raps_vlan vlan-id 

[ sub_ring ] ] 
Displays the ERPS configuration and state of a device. 

 

1.13   Configuration Examples 

1.13.1  Configuring Single-Ring Protection 

1.  Requirements 

As shown in Figure 1-5, there is only one ring in the network topology. All nodes are connected in a ring in the 

physical topology. ERPS blocks the RPL to prevent loops, and detects faults on each link between adjacent 

nodes. There is only one RPL owner node and only one RPL in an Ethernet ring. All nodes must belong to the 

same R-APS VLAN. All devices in the ring network must support ERPS. Each link between devices must be a 

direct link without any intermediate device. 
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Node1(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Enable the ERPS function for the Ethernet ring. 

Node1(config - erps 100)# state enable  

Node1(config - erps 100)# exit  

Enable the global ERPS function. 

Node1(config)# erps enable  

(2)  Configure node 4 that is a single-ring node and an RPL owner node. 

Configure the links of the member ports to work in trunk mode. 

Node4> enable  

Node4# configure terminal  

Node4(config)# interface range gigabitethernet 0/1 - 2 

Node4(config - if - rang)# switchport  

Node4(config - if - range)# switchport mode trunk  

Node4(config - if - range)# exit  

Create an Ethernet ring control VLAN, that is, R-APS VLAN 100. 

Node4(config)# erps raps - vlan 100  

Add the two interfaces GigabitEthernet 0/1 and 0/2 to the Ethernet ring. 

Node4(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Configure GigabitEthernet 0/2 (east) as the RPL port of R-APS VLAN 100. 

Node4(config - erps 100)# rpl - port east rpl - Owner 

Enable the ERPS function for the Ethernet ring. 

Node4(config - erps 100)# state enable  

Node4(config - erps 100)# exit  

Enable the global ERPS function. 

Node4(config)# erps enable  

5.  Verification 

(1)  Verify the configurations of non-RPL owner nodes: node 1, node 2, and node 3. These three nodes use the 

same configurations. The following uses node 1 as an example. 

Node1# show erps  

ERPS Information  

Global Status               : Enabled  

Link monitored by           : Not Oam  

-------------------------------------------  

R- APS VLAN                  : 100  

Ring Status                 : Enabled  

West Port                   : Gi0/1        (Forwarding)  

East Port                   : Gi0/2        (Forward ing)  

RPL Port                    : None  

Protected VLANs             : ALL  
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Enable the global ERPS function. 

Node1(config)# erps enable  

(2)  Configure the tangent node: node 3. 

Configure the links of Ethernet ring ports GigabitEthernet 0/1 and 0/2 of ERPS 1 to work in trunk mode. 

Create the Ethernet ring R-APS VLAN 100, add interfaces to the Ethernet ring, and enable the ERPS 

function for the Ethernet ring. 

Node3> enable  

Node3# configure terminal  

Node3(config)# interface range gigabitethernet 0/1 - 2 

Node3(config - if - range)# switchport  

Node3(config - if - range)# switchport mode trunk  

Node3(config - if - range)# exit  

Node3(config)# erps raps - vlan 100  

Node3(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node3(config - erps 100)# state enable  

Node3(config - erps 100)# ex it  

Configure the links of Ethernet ring ports GigabitEthernet 0/3 and GigabitEthernet 0/4 of ERPS 2 to work in 

trunk mode. Create the Ethernet ring R-APS VLAN 200, add interfaces to the Ethernet ring, and enable the 

ERPS function for the Ethernet ring. 

Node3(config)# interface range gigabitethernet 0/3 - 4 

Node3(config - if - range)# switchport  

Node3(config - if - range)# switchport mode trunk  

Node3(config - if - range)# exit  

Node3(config)# erps raps - vlan 200  

Node3(config - erps 200)# ring - port west gigabitethernet 0/3 ea st gigabitethernet 

0/4  

Node3(config - erps 200)# state enable  

Node3(config - erps 200)# exit  

Enable the global ERPS function. 

Node3(config)# erps enable  

(3)  Configure node 4 that is a single-ring node and an RPL owner node of ERPS 1. 

Configure the links of Ethernet ring ports GigabitEthernet 0/1 and 0/2 of ERPS 1 to work in trunk mode. 

Create Ethernet ring R-APS VLAN 100 and add interfaces to the Ethernet ring. Specify the RPL owner port 

and enable the ERPS function for the Ethernet ring. 

Node4> enable  

Node4# configure terminal  

Node4(config)# interface gigabitethernet 0/1  

Node4(config - if - GigabitEthernet 0/1)# switchport  

Node4(config - if - GigabitEthernet 0/1)# switchport mode trunk  

Node4(config - if - GigabitEthernet 0/1)# exit  

Node4(config)#  interface gigabitethernet 0/2  

Node4(config - if - GigabitEthernet 0/2)# switchport  
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Node4(config - if - GigabitEthernet 0/2)# switchport mode trunk  

Node4(config - if - GigabitEthernet 0/2)# exit  

Node4(config)# erps raps - vlan 100  

Node4(config - erps 100)# ring - port west  gigabitethernet 0/1 east gigabitethernet 

0/2  

Node4(config - erps 100)# rpl - port east rpl - owner  

Node4(config - erps 100)# state enable  

Node4(config - erps 100)# exit  

Enable the global ERPS function. 

Node4(config)# erps enable  

(4)  Configure the single-ring node (node 5) of ERPS 2. 

Configure the links of Ethernet ring ports GigabitEthernet 0/1 and GigabitEthernet 0/2 of ERPS 2 to work in 

trunk mode. Create Ethernet ring R-APS VLAN 200, add interfaces to the Ethernet ring, and enable the 

ERPS function for the Ethernet ring. 

Node5> enable  

Node5# configure terminal  

Node5(config)# interface gigabitethernet 0/1  

Node5(config - if - GigabitEthernet 0/1)# switchport  

Node5(config - if - GigabitEthernet 0/1)# switchport mode trunk  

Node5(config - if - GigabitEthernet 0/1)# exit  

Node5(config)# interface gigabitethernet 0/2  

Node5(config - if - GigabitEthernet 0/2)# switchport  

Node5(config - if - GigabitEthernet 0/2)# switchport mode trunk  

Node5(config - if - GigabitEthernet 0/2)# exit  

Node5(config)# erps raps - vlan 200  

Node5(config - erps 200)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node5(config - erps 200)# state enable  

Node5(config - erps 200)# exit  

Enable the global ERPS function. 

Node5(config)# erps enable  

(5)  Configure node 6 that is a single-ring node and an RPL owner node of ERPS 2. 

Configure the links of Ethernet ring ports GigabitEthernet 0/1 and GigabitEthernet 0/2 of ERPS 2 to work in 

trunk mode. Create Ethernet ring R-APS VLAN 200 and add interfaces to the Ethernet ring. Specify the 

RPL owner port and enable the ERPS function for the Ethernet ring. 

Node6> enable  

Node6# configure terminal  

Node6(config)# interface gigabitethernet 0/1  

Node6(config - if - GigabitEthernet 0/1)# switchport mode trunk  

Node6(config - if - GigabitEthernet 0/1)# exit  

Node6(config)# interface gigabitethernet  0/2  

Node6(config - if - GigabitEthernet 0/2)# switchport mode trunk  

Node6(config - if - GigabitEthernet 0/2)# exit  
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4.  Procedure 

(1)  Configure node 1. 

Configure the major ring ERPS 1 of the intersecting rings. Create a control VLAN (R-APS VLAN 100), add 

interfaces to the Ethernet ring, configure the east port as the RPL owner port, associate the major ring 

R-APS VLAN 100 with subrings R-APS VLANs 200, 300, and 400, and enable the ERPS function. 

Node1> enable  

Node1# configure terminal  

Node1(config)# interface rang gigabitethernet 0/1 - 2 

Node1(config - if - range)# switchport  

Node1(config - if - range)# switchport mode trunk  

Node1(config - if - range)# exit  

Node1(config)# erps raps - vlan 100  

Node1(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node1(config - erps 100)# rpl - port east rpl - owner  

Node1(config - erps 100)# associate sub - ring raps - vlan 200,300, 400  

Node1(config - erps 100)# state enable  

Node1(config - erps 100)# exit  

Configure the subring ERPS 4 of the intersecting rings. Create a control VLAN (R-APS VLAN400), add 

interfaces to the Ethernet ring, and enable the ERPS function. 

Node1(config)# interface  rang gigabitethernet 0/5  

Node1(config - if - range)# switchport  

Node1(config - if - range)# switchport mode trunk  

Node1(config - if - range)# exit  

Node1(config)# erps raps - vlan 400  

Node1(config - erps 400)# ring - port west gigabitethernet 0/5 east virtual - channel  

Node1(config - erps 400)# state enable  

Node1(config - erps 400)# exit  

Enable the global ERPS function. 

Node1(config)# erps enable  

(2)  Configure node 2. 

Configure R-APS VLAN 100, add interfaces to the Ethernet ring, associate the major ring R-APS VLAN 100 

with subrings R-APS VLANs 200, 300, and 400, and enable the ERPS function. 

Node2> enable  

Node2# configure terminal  

Node2(config)# interface rang gigabitethernet 0/1 - 2 

Node2(config - if - range)# switchport  

Node2(config - if - range)# switchport mode trunk  

Node2(config - if - range)# exit  

Node2(config)# erps raps - vlan 100  

Node2(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node2(config - erps 100)# associate sub - ring raps - vlan 200,300,400  
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Node2(config - erps 100)# state enable  

Node2(c onfig - erps 100)# exit  

Enable the global ERPS function. 

Node2(config)# erps enable  

(3)  Configure node 3. 

Configure the link mode for Ethernet ring ports, configure the major ring R-APS VLAN 100, add interfaces 

to the Ethernet ring, associate the major ring R-APS VLAN 100 with subrings R-APS VLANs 200, 300, and 

400, and enable the ERPS function. 

Node3> enable  

Node3# configure terminal  

Node3(config)# interface range gigabitethernet 0/1 - 2 

Node3(config - if - range)# switchport  

Node3(config - if - range)# switchport mode trunk  

Node3(config - if - range)# exit  

Node3(config)# erps raps - vlan 100  

Node3(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node3(config - erps 100)# associate sub - ring raps - vla n 200,300,400  

Node3(config - erps 100)# state enable  

Node3(config - erps 100)# exit  

Configure the link mode for ports in ERPS 2, configure an R-APS VLAN for ERPS 2, add interfaces to the 

subring, and enable the ERPS function. 

Node3(config)# interface gigabitet hernet 0/3  

Node3(config - if - GigabitEthernet 0/3)# switchport  

Node3(config - if - GigabitEthernet 0/3)# switchport mode trunk  

Node3(config - if - GigabitEthernet 0/3)# exit  

Node3(config)# erps raps - vlan 200  

Node3(config - erps 200)# ring - port west virtual - channel east gigabitethernet 0/3  

Node3(config - erps 200)# state enable  

Node3(config - erps 200)# exit  

Configure the link mode for ports in ERPS 3, configure an R-APS VLAN for ERPS 3, add interfaces to the 

subring, and enable the ERPS function. 

Node3(config)# interfac e gigabitethernet 0/4  

Node3(config - if - GigabitEthernet 0/4)# switchport  

Node3(config - if - GigabitEthernet 0/4)# switchport mode trunk  

Node3(config - if - GigabitEthernet 0/4)# exit  

Node3(config)# erps raps - vlan 300  

Node3(config - erps 300)# ring - port west virtual - channel east gigabitethernet 0/4  

Node3(config - erps 300)# state enable  

Node3(config - erps 300)# exit  

Enable the global ERPS function. 

Node3(config)# erps enable  

(4)  Configure node 4. 
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Configure the link mode for ports in the major ring, configure R-APS VLAN 100, add interfaces to the 

Ethernet ring, associate the major ring R-APS VLAN 100 with subrings R-APS VLANs 200, 300, and 400, 

and enable the ERPS function. 

Node4> enable  

Node4# conf igure terminal  

Node4(config)# interface range gigabitethernet 0/1 - 2 

Node4(config - if - range)# switchport  

Node4(config - if - range)# switchport mode trunk  

Node4(config - if - range)# exit  

Node4(config)# erps raps - vlan 100  

Node4(config - erps 100)# ring - port west gig abitethernet 0/1 east gigabitethernet 

0/2  

Node4(config - erps 100)# associate sub - ring raps - vlan 200,300,400  

Node4(config - erps 100)# state enable  

Node4(config - erps 100)# exit  

Configure the link mode for ports in subring ERPS 2, configure an R-APS VLAN for subring ERPS 2, add 

interfaces to the subring, and enable the ERPS function. 

Node4(config)# interface gigabitethernet 0/3  

Node4(config - if - GigabitEthernet 0/3)# switchport  

Node4(config - if - GigabitEthernet 0/3)# switchport mode trunk  

Node4(config - if - GigabitEthernet 0/3)# exit  

Node4(config)# erps raps - vlan 200  

Node4(config - erps 200)# ring - port west virtual - channel east gigabitethernet 0/3  

Node4(config - erps 200)# state enable  

Node4(config - erps 200)# exit  

Configure the link mode for ports in subring ERPS 3, configure an R-APS VLAN for subring ERPS 3, add 

interfaces to the subring, and enable the ERPS function. 

Node4(config)# interface gigabitethernet 0/4  

Node4(config - if - GigabitEthern et 0/4)# switchport  

Node4(config - if - GigabitEthernet 0/4)# switchport mode trunk  

Node4(config - if - GigabitEthernet 0/4)# exit  

Node4(config)# erps raps - vlan 300  

Node4(config - erps 300)# ring - port west virtual - channel east gigabitethernet 0/4  

Node4(config - erps 300)# state enable  

Node4(config - erps 300)# exit  

Configure the link mode for ports in subring ERPS 4, configure an R-APS VLAN for subring ERPS 4, add 

interfaces to the subring, and enable the ERPS function. 

Node4(config)# interface gigabitethernet 0/5  

Node4(config - if - GigabitEthernet 0/5)# switchport  

Node4(config - if - GigabitEthernet 0/5)# switchport mode trunk  

Node4(config - if - GigabitEthernet 0/5)# exit  

Node4(config)# erps raps - vlan 400  

Node4(config - erps 400)# ring - port west virtual - channel east gigabitet hernet 0/5  

Node4(config - erps 400)# state enable  
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Node4(config - erps 400)# exit  

Enable the global ERPS function. 

Node4(config)# erps enable  

(5)  Configure node 5. 

Configure the link mode for Ethernet ring ports, configure an R-APS VLAN, add interfaces to the ring, 

configure GigabitEthernet 0/1 as the RPL port, and enable the ERPS function. 

Node5> enable  

Node5# configure terminal  

Node5(config)# interface range gigabitethernet 0/1 - 2 

Node5(config - if - range)# switchport  

Node5(config - if - range)# switchport mode trunk  

Node5(config - if - range)# exit  

Node5(config)# erps raps - vlan 200  

Node5(config - erps 200)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node5(config - erps 200)# rpl - port west rpl - owner  

Node5(config - erps 200)# state enable  

Node5(config - erps 200)# exit  

Enable the global ERPS function. 

Node5(config)# erps enable  

(6)  Configure node 6. 

Configure the link mode for Ethernet ring ports, configure an R-APS VLAN, add interfaces to the ring, 

configure GigabitEthernet 0/1 as the RPL port, and enable the ERPS function. 

Node6> enable  

Node6# configure terminal  

Node6(config)# interface range gigabitethernet 0/1 - 2 

Node6(config - if - range)# switchport  

Node6(config - if - range)# switchport mode trunk  

Node6(config - if - range)# exit  

Node6(config)# erps raps - vlan 300  

Node6(config - erps 300)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node6(config - erps 300)# rpl - port west rpl - owner  

Node6(config - erps 300)# state enable  

Node6(config - erps 300)# exit  

Enable the global ERPS function. 

Node6(config)# erps enable  

(7)  Configure node 7. 

Configure the link mode for Ethernet ring ports, configure an R-APS VLAN, add interfaces to the ring, 

configure GigabitEthernet 0/1 as the RPL port, and enable the ERPS function. 

Node7> enable  

Node7# configure terminal  
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Node7(config)# interface range gigabitethernet 0/1 - 2 

Node7(config - if - range)# switchport  

Node7(config - if - range)# switchport mode trunk  

Node7(config - if - range)# exit  

Node7(config)# erps r aps - vlan 400  

Node7(config - erps 400)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node7(config - erps 400)# rpl - port west rpl - owner  

Node7(config - erps 400)# state enable  

Node7(config - erps 400)# exit  

Enable the global ERPS function. 

Node7(config )# erps enable  

5.  Verification 

Run the show erps command on each node to verify the configuration. The following uses node 3 as an 

example. 

Node3# show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by         : Not Oam  

--------------------------------------------  

R- APS VLAN              : 200  

Ring Status             : Enabled  

West Port               : Virtual Channel  

East Port               : Gi 0/3 (Forwarding)  

RPL Port                : None  

Protected VLANs         : AL L 

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minutes  

Current Ring State    : Idle  

Associate R - APS VLAN         :  

--------------------------------------- -----  

R- APS VLAN              : 300  

Ring Status             : Enabled  

West Port               : Virtual Channel  

East Port               : Gi 0/4 (Forwarding)  

RPL Port                : None  

Protected VLANs         : ALL  

RPL Owner               : Disabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                : 2 minutes  

Current Ring State    : Idle  
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Node2# configure terminal  

Node2(config)# spanning - tree mst configuration  

Node2(config - mst)# instance 1 vlan 1 - 2000  

Node2(config - mst)# instance 2 vlan 2001 - 4094  

Node2(config - mst)# exit  

Configure node 3. 

Node3> enable  

Node3# configure terminal  

Node3(config)# spanning - tree mst configuration  

Node3(config - mst)# instance 1 vlan 1 - 2000  

Node3(config - mst)# instance 2 vlan 2001 - 4094  

Node3(config - mst)# exit  

Configure node 4. 

Node4> enable  

Node4# configure termi nal  

Node4(config)# spanning - tree mst configuration  

Node4(config - mst)# instance 1 vlan 1 - 2000  

Node4(config - mst)# instance 2 vlan 2001 - 4094  

Node4(config - mst)# exit  

(2)  Configure a single-ring node, namely, node 1. 

Configure the links of the Ethernet ring ports (GigabitEthernet 0/1 and GigabitEthernet 0/2) to work in trunk 

mode. 

Node1(config)# interface range gigabitethernet 0/1 - 2 

Node1(config - if - rang)# switchport  

Node1(config - if - rang)# switchport mode trunk  

Node1(config - if - rang)# exit  

Configure VLANs in instance 1 protected by ERPS 1. 

Node1(config)# erps raps - vlan 100  

Node1(config - erps 100)# protected - instance 1  

Node1(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node1(config - erps 100)# rpl - port west rpl - owner  

Node1(config - erps 100)# state enable  

Node1(config - erps 100)# exit  

Configure VLANs in instance 2 protected by ERPS 2. 

Node1(config)# erps raps - vlan 200  

Node1(config - erps 200)# protected - instance 2  

Node1(config - erps 200)# ring - port west gigabitethernet 0/1 east gigabitet hernet 

0/2  

Node1(config - erps 200)# state enable  

Node1(config - erps 200)# exit  

Enable the global ERPS function. 

Node1(config)# erps enable  
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(3)  Configure a single-ring node, namely, node 2. The configuration commands are the same as those on node 

1, except that no RPL needs to be configured. 

Configure the links of the Ethernet ring ports (GigabitEthernet 0/1 and GigabitEthernet 0/2) to work in trunk 

mode. 

Node2(config)# interface range gigabitethernet 0/1 - 2 

Node2(config - if - rang)# switchport  

Node2(config - if - rang)#  switchport mode trunk  

Node2(config - if - rang)# exit  

Configure VLANs in instance 1 protected by ERPS 1, add the ports to the ring, specify the RPL owner port, 

and enable the ERPS function. 

Node2(config)# erps raps - vlan 100  

Node2(config - erps 100)# protected - i nstance 1  

Node2(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node2(config - erps 100)# state enable  

Node2(config - erps 100)# exit  

Configure VLANs in instance 2 protected by ERPS 2, add the ports to the Ethernet ring, and enable the 

ERPS function. 

Node2(config)# erps raps - vlan 200  

Node2(config - erps 200)# protected - instance 2  

Node2(config - erps 200)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node2(config - erps 200)# state enable  

Node2(config - erps 200)# exit  

Enable the global ERPS function. 

Node2(config)# erps enable  

(4)  Configure a single-ring node, namely, node 3. The commands are the same as those on node 1, except that 

the RPL owner port is configured on ERPS 2. 

Configure the links of the Ethernet ring ports (GigabitEthernet 0/1 and GigabitEthernet 0/2) to work in trunk 

mode. 

Node3(config)# interface range gigabitethernet 0/1 - 2 

Node3(config - if - rang)# switchport  

Node3(config - if - rang)# switchport mode trunk  

Node3(config - if - rang)# exit  

Configure VLANs in instance 1 protected by ERPS 1, add the ports to the ring, specify the RPL owner port, 

and enable the ERPS function. 

Node3(config)# erps raps - vlan 100  

Node3(config - erps 100)# protected - instance 1  

Node3(config - erps 100)# ring - port west gigabitethernet 0/1 east gig abitethernet 

0/2  

Node3(config - erps 100)# state enable  

Node3(config - erps 100)# exit  
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Configure VLANs in instance 2 protected by ERPS 2, add the ports to the Ethernet ring, and enable the 

ERPS function. 

Node3(config)# erps raps - vlan 200  

Node3(config - erps 200) # protected - instance 2  

Node3(config - erps 200)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node3(config - erps 200)# rpl - port east rpl - owner  

Node3(config - erps 200)# state enable  

Node3(config - erps 200)# exit  

Enable the global ERPS function. 

Node3(config)# erps enable  

(5)  Configure a single-ring node, namely, node 4. The configuration is the same as that on node 2. 

Configure the links of the Ethernet ring ports (GigabitEthernet 0/1 and GigabitEthernet 0/2) to work in trunk 

mode. 

Node4(config)# int erface range gigabitethernet 0/1 - 2 

Node4(config - if - rang)# switchport  

Node4(config - if - rang)# switchport mode trunk  

Node4(config - if - rang)# exit  

Configure VLANs in instance 1 protected by ERPS 1, add the ports to the ring, specify the RPL owner port, 

and enable the ERPS function. 

Node4(config)# erps raps - vlan 100  

Node4(config - erps 100)# protected - instance 1  

Node4(config - erps 100)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node4(config - erps 100)# state enable  

Node4(config - erps 100)# exit  

Configure VLANs in instance 2 protected by ERPS 2, add the ports to the Ethernet ring, and enable the 

ERPS function. 

Node4(config)# erps raps - vlan 200  

Node4(config - erps 200)# protected - instance 2  

Node4(config - erps 200)# ring - port west gigabitethernet 0/1 east gigabitethernet 

0/2  

Node4(config - erps 200)# state enable  

Node4(config - erps 200)# exit  

Enable the global ERPS function. 

Node4(config)# erps enable  

5.  Verification 

Run the show erps command on each node to verify the configuration. The following uses the 

configuration on node 1 as an example. 

Node1# show erps  

ERPS Information  

Global Status         : Enabled  
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Node1(config - erps 100)# state enable  

Node1(config - erps 100)# exit  

Enable the port that is previously disabled. 

Node1(config)# interface gigabitethernet 0/1  

Node1(config - if - GigabitEthernet 0/1)# no shutdown  

(2)  Configure node 4, enter the ERPS configuration mode, and modify timers. 

Node4> enable  

Node4# configure terminal  

Node4(config)# erps raps - vlan 100  

Node4(config - erps 100)# timer wtr - time 1  

5.  Verification 

Wait for 1 minute. After the ERPS ring is restored to the idle state, run the show erps command on node 1 

to verify the configuration. 

Node1# show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by         : Not Oam  

--------------------------------------------  

R- APS VLAN              : 100  

Ring Status             : Enabled  

West Port               : Gi 0/1 (Forwardin)  

East Port               : Gi 0/3 (Forwardin)  

RPL Port                : None  

Protected VLANs        : ALL 

RPL Owner               : Enabled  

Holdoff Time           : 0 milliseconds  

Guard Time              : 500 milliseconds  

WTR Time                     : 2 minutes  

Current Ring State    : Idle  

Associate R - APS VLAN         :  

Wait for 1 minute. After the ERPS ring is restored to the idle state, run the show erps command on node 4 

to verify the configuration. 

Node4# show erps  

ERPS Information  

Global Status         : Enabled  

Link monitored by         : Not Oam  

--------------------------------------------  

R- APS VLAN              : 100  

Ring Status             : Enabled  

West Port               : Gi 0/1 (Forwardin)  

East Port               : Gi 0/2 (Blocking)  

RPL Port                : East Port  

Protected VLANs        : ALL  
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1 Configuring LLDP 

1.1   Introduction 

1.1.1  Overview 

The Link Layer Discovery Protocol (LLDP) is a L2 discovery protocol defined in the IEEE 802.1AB standard. It is 

used to discover a topology and identify topological changes. LLDP encapsulates local information of a device 

into LLDP data units (LLDPDUs) in the type length value (TLV) format and then sends the LLDPDUs to 

neighbors. It also stores LLDPDUs from neighbors in the management information base (MIB) to be accessed 

by the network management system (NMS). 

With LLDP, the NMS can learn about topology connections, for example, interfaces of a device connected to 

other devices, as well as the rates and duplex modes of interfaces at both ends of a link. Administrators can 

quickly locate and eliminate a fault based on the information. An LLDP-compliant device is capable of 

discovering neighbors when its peer is either an LLDP-compliant device or a device supporting the Link Layer 

Discovery Protocol-Media Endpoint Discovery (LLDP-MED). 

1.1.2  LLDP Packet 

An LLDP-compliant device advertises to neighbors its own information by sending LLDP packets, and obtains 

the information of neighbors by receiving LLDP packets. LLDP packets can be encapsulated in two formats: 

Ethernet II and SNAP (Sub Network Access Protocols). Figure 1-1shows the format of an LLDP packet 

encapsulated in Ethernet frame format. 

Figure 1-1  LLDP Packet Encapsulated in Ethernet Frame Format 

 

Table 1-1 describes the related fields of an LLDP packet encapsulated in Ethernet II format. 

Table 1-1 Description of Fields in an LLDP Packet Encapsulated in Ethernet II Format 

Field Byte Description 

DMAC 6 Destination Address, which is a fixed multicast address 0180.c200.000e. 

SMAC 6 Source Address, which is the MAC address of the device's interface. 
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Field Byte Description 

Type 2 Ethernet type, which is 0x88CC. 

LLDPDU 400-1500 LLDP data unit. 

CRC 4 Frame check sequence. 

 

Table 1-2 describes the related fields of an LLDP packet encapsulated in SNAP format. 

Table 1-2 Description of Fields in an LLDP Packet Encapsulated in SNAP Format 

Field Byte Description 

DMAC 6 Destination Address, which is a fixed multicast address 0180.c200.000e. 

SMAC 6 Source Address, which is the MAC address of the device's interface. 

DSAP 1 Destination Service Access Point. The value is 0xaa. 

SSAP 1 Source Service Access Point. The value is 0xaa. 

Control 1 
Control information, for storing various control information and identify the type 

of frame. The value is 0x03. 

OUI 3 
Organizationally Unique Identifier, for distinguishing between basic 

management TLVs and TLVs defined by different organizations. 

Type 2 Ethernet type, which is 0x88CC. 

LLDPDU 38-1492 LLDP data unit. 

CRC 4 Frame check sequence. 

 

1.1.3  LLDPDU 

The data unit in the LLDP packet is called LLDPDU (short for Link Layer Discovery Protocol Data Unit). 

According to the LLDP, each LLDPDU can contain 28 TLVs, starting from the Mandatory TLV - Chassis ID TLV, 

Port ID TLV and Time To Live TLV, Optional TLV in the middle, and LLDPDU TLV at the end. Figure 1-2shows 

the format of LLDPDU, where M represents the mandatory TLV. 

Figure 1-2 Format of LLDPDU 
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Table 1-7 Monitoring 

Command Purpose 

clear lldp statistics [ interface interface-type 

interface-number ] 
Clears LLDP statistics. 

clear lldp table [ interface interface-type 

interface-number ] 
Clears LLDP neighbor information. 

show lldp local-information [ global | interface 

interface-type interface-number ] 

Displays LLDP information on the local device, which 

will be organized as TLVs and sent to neighbors. 

show lldp location { civic-location | 

elin-location } { identifier id | interface 

interface-type interface-number | static } 

Displays the LLDP civic address or emergency contact 

number of the local device. 

show lldp neighbors [ interface interface-type 

interface-number ] [ detail | enhance ] 
Displays the LLDP information of a neighbor. 

show lldp network-policy { profile [ profile-num ] | 

interface interface-type interface-number } 

Displays the LLDP network policy configuration of the 

local device. 

show lldp statistics [ global | interface 

interface-type interface-number ] 
Displays LLDP statistics. 

show lldp status [ interface interface-type 

interface-number ] 
Displays the LLDP status information. 

show lldp tlv-config [interface interface-type 

interface-number ] 

Displays the configuration of TLVs to be advertised by 

an interface. 

debug lldp error Debugs LLDP error processing. 

debug lldp event Debugs LLDP event processing. 

debug lldp ha Debugs LLDP hot backup processing. 

debug lldp packet Debugs the LLDP packet receiving. 

debug lldp stm Debugs the LLDP state machine. 

 

1.22   Configuration Examples 

1.22.1  Checking the Neighbors Connected to the Device by Using the LLDP Function 

1.  Requirements 

As shown inFigure 1-4, GigabitEthernet 0/1 of Device A is connected to the neighbor IP phone (MED device), 

and GigabitEthernet 0/2 is connected to the neighbor Device B. One NMS is connected to GigabitEthernet 0/3 

of Device A. Check neighbor information on Device A by using the LLDP function. 
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  System capabilities enabled       : Bridge, Router  

 

  Management address subtype        : ipv4  

  Management address                : 172.26.147.182  

  Interface numbering subtype       : ifIndex  

  Interface number                  : 8193  

  Object identifier                 :  

 

  Management address subtype        : ipv6  

  Management address                : 1010::1  

  Interface numbering subtype       : ifIndex  

  Interface number                  : 4197  

  Object identifie r                 :  

 

  Port ID type                      : Interface name  

  Port ID                           : Gi0/1  

  Port description                  :  

 

  802.1 organizationally information  

  Port VLAN ID                      : 101  

  Port and protocol VLAN ID(PPVID)  : 0  

      PPVID Supported               : NO  

      PPVID Enabled                 : NO  

  VLAN name of VLAN 101             : VLAN0101  

  Protocol Identity                 :  

 

  802.3 organizationally information  

  Auto - negotiation supported        : YES  

  Auto - negotiation enabled          : YES  

  PMD auto - negotiation advertised   :  

  Operational MAU type              : Speed(1000)/Duplex(Full)  

  PoE support                       : NO  

  Link aggregation supported        : Y ES 

  Link aggregation enabled          : NO  

  Aggregation port ID               : 0  

  Maximum frame Size                : 1500  

1.22.2  Configuring the LLDP Error Detection Function 

1.  Requirements 

As shown inFigure 1-5, Device A and Device B are connected through Gigabit Ethernet (GE) interfaces. When 

an administrator configures the VLAN, port rate, duplex mode, aggregate interface, and port MTU, an error will 

be prompted if the configurations do not match those on the connected neighbor. 
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As illustrated in Figure 1-3, host A has learned the IP address of host C. For example, when host A sends 

an IP packet to host C, the address resolution process is as follows: 

a    Host A looks up in its ARP table and does not find the mapping between IP and MAC addresses of port 

GigabitEthernet 0/1 on the default gateway router A that is reachable to host C. Host A then sends an 

ARP broadcast request to request the MAC address of port GigabitEthernet 0/1 of router A. 

f  After receiving the ARP request, switch A broadcasts the packet on the local network segment. 

g  After receiving the ARP request, router A adds the MAC address of host A into its ARP table, and sends 

an ARP reply to host A. Since the destination IP address of the ARP request is not the IP address of 

host B, host B directly discards the ARP request after receiving it. 

h  Switch A forwards the ARP reply to the destination host A after receiving it. 

i  After receiving the ARP reply, host A adds the MAC address of port GigabitEthernet 0/1 of router A into 

its ARP table and sends the IP packet to router A. 

j  Router A looks up in the routing table and sends the IP packet from port GigabitEthernet 0/1 to port 

GigabitEthernet 0/2. 

k  Router A looks up in its ARP table and finds that there is no MAC address of host C. Router A then 

sends an ARP broadcast request to request the MAC address of host C. 

l  After switch B receives the ARP request, switch B broadcasts the packet on the local network segment. 

m  After host C receives the ARP request, host C adds the MAC address of port GigabitEthernet 0/2 of 

router A into its ARP table, and sends an ARP reply to router A. Since the destination IP address of the 

ARP request is not the IP address of host D, host D directly discards the ARP request after receiving it. 

n  Switch B forwards the ARP reply to the destination router A after receiving it. 

o  After router A receives the ARP reply, router A adds the MAC address of host C into its ARP table and 

sends the IP packet to host C. 

3.  Trusted ARP 

When a user goes online on a GPRS support node (GSN) client, the authentication server obtains the user's 

real the mapping between IP and MAC addresses through the access device, and adds trusted ARP entries on 

the user's gateway device. This process is transparent to network administrators and does not require their 

extra work. 

Trusted ARP entries have characteristics of both static and dynamic ARP entries, with a priority higher than that 

of dynamic ARP entries and lower than that of static ARP entries. Trusted ARP entries have an aging 

mechanism similar to that of dynamic ARP entries. When an ARP entry ages, the device actively sends an ARP 

request to detect whether the peer host exists. If the host sends a reply, the device regards the host active and 

updates the aging time of the ARP entry. Otherwise, the device deletes the ARP entry. Trusted ARP entries 

have characteristics of static ARP entries. The device cannot dynamically update information about the MAC 

addresses and interfaces in the trusted ARP entries by learning ARP messages. 

Since trusted ARP entries come from authentic sources and will not be updated, they can efficiently prevent 

ARP spoofing targeting the gateway. 

4.  Gratuitous ARP 

A gratuitous ARP message is a special ARP message. In a gratuitous ARP message, both the source and the 

destination IP addresses carried are the IP address of the local device. 
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2.  Restrictions and Guidelines 

The default statistics collection interval is 5 seconds. If there are many interfaces and the rate is not as 

expected, appropriately adjust the statistics collection interval. The minimum statistics collection interval can be 

set to 1 second. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable ARP packet rate statistics collection. 

arp rate-statistic enable 

The ARP packet rate statistics collection is disabled by default. 

(4)  (Optional) Configure the interval for ARP packet rate statistics collection. 

arp rate-statistic compute interval interval 

The default interval for collecting ARP packet rate statistics is 5 seconds. 

1.5.7  Configuring the ARP Alarm Rate Limit 

1.  Overview 

You can configure the ARP alarm rate limit to adjust the printing rate of ARP syslog alarms. 

2.  Restrictions and Guidelines 

The actual ARP alarm rate may be lower than the configured rate, depending on system performance. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the ARP alarm rate limit. 

arp warning-limit interval interval times time 

The default ARP alarm rate limit interval is 50 seconds and the default upper limit of alarms allowed within 

this interval is 10. 

1.6   Enabling Trusted ARP 

1.6.1  Overview 

Since trusted ARP entries come from authentic sources and will not be updated, they can efficiently prevent 

ARP spoofing targeting the gateway. 
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1.6.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable trusted ARP. 

service trustedarp 

Trusted ARP is disabled by default. 

(4)  (Optional) Enable VLAN translation when a trusted ARP entry is added. 

arp trusted user-vlan vlan-id translated-vlan vlan-id 

The VLAN translation is disabled when a trusted ARP entry is added by default. 

Configure this command only when the VLAN delivered by the server differs from the valid VLAN in the 

trusted ARP entry. 

(5)  (Optional) Enable trusted ARP aging. 

arp trusted aging 

Trusted ARP entries are not aged by default. 

After you configure this command, trusted ARP entries begin to age, and the aging time is the same as that 

of dynamic ARP entries. You can run the arp timeout command in interface configuration mode to set the 

aging time. 

(6)  (Optional) Adjust the capacity of trusted ARP entries. 

arp trusted number 

The maximum number of trusted ARP entries is half of the capacity of the ARP table by default. 

Trusted ARP entries and other entries share the memory. If trusted ARP entries occupy much space, 

dynamic ARP entries may not have sufficient space. Set the capacity based on the actual requirement. Do 

not set it to an excessively large value. 

1.7   Enabling Gratuitous ARP 

1.7.1  Overview 

Gratuitous ARP packets are special ARP messages. In a gratuitous ARP message, the source and destination 

IP addresses are the IP address of the local device. This function enables an interface to periodically send 

gratuitous ARP packets. 

1.7.2  Restrictions and Guidelines 

Generally, you need to enable this function on an interface that serves as the gateway of downlink devices so 

that the MAC address of the gateway of the downlink devices are updated periodically to prevent others from 

faking the gateway. 

1.7.3  Procedure 

(1)  Enter the privileged EXEC mode. 
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request of the destination ARP address if it does not have an ARP entry corresponding to the destination IP 

address. 

After the host existence judgment prior to proxy ARP service is disabled, if the proxy conditions are met, the 

master ARP device directly acts as a proxy upon receiving an ARP request, without judging whether the ARP 

entry corresponding to the destination IP address has been resolved. 

1.15.2  Restrictions and Guidelines 

The arp proxy-resolved command is enabled on devices by default. That is, the master VRRP device 

responds to an ARP request as a proxy only after the destination IP address has been resolved. 

1.15.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the master VRRP device to forcibly respond to ARP requests as a proxy. 

no arp proxy-resolved 

By default, the master VRRP device judges the existence of the ARP entry corresponding to a destination 

IP address before the device responds to an ARP request as a proxy ARP. 

1.16   Configuring ARP Entry Update During Active/Standby Switchover  

1.16.1  Overview 

This function can be enabled to quickly update ARP entries of a downlink device after VSU active/standby 

switchover, especially when the downlink device is similar to a server with dual network interface cards. When 

the slave device becomes the master, it will actively send ARP requests to SVIs (that are not in a super VLAN) 

of up to 1000 downlink terminals. After the terminals reply to these ARP requests, the device can update the 

ARP and MAC tables. 

1.16.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable the function of actively sending ARP requests to SVIs of downlink terminals during active/standby 

switchover. 

arp switch-over resolve 

ARP requests are not actively sent to downlink terminals during VSU active/standby switchover by default. 

This command is supported only when the device is in VSU mode. 
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1.20.2  Procedure 

 Enter the privileged EXEC mode. 

enable 

 Enter the global configuration mode. 

configure terminal 

 Enter the SVI configuration mode. 

interface vlan interface-number 

 Enable fast ARP entry deletion when a Layer 2 interface is Down. 

arp l2port-down fast-delete 

ARP entries are not deleted immediately when a Layer 2 interface is Down by default. 

1.21   Monitoring 

Run the show command to check the configuration. 

Run the debug command to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Run the clear command to clear information. 

 Caution 

Inappropriate use of the clear command may lose vital information and thus interrupt services. 

 

Table 1-1 Monitoring 

Command Purpose 

show arp trusted [ ipv4-address [ mask ] ] Displays trusted ARP entries. 

clear arp-cache [ vrf vrf-name ] trusted 

[ ipv4-address [ mask ] ] 
Clears trusted ARP entries. 

clear arp-cache [ [ vrf vrf-name ] 

[ ipv4-address [ mask ] | vxlan ] | interface 

interface-type interface-number ] 

Clears dynamic ARP entries. 

clear arp-cache packet statistics 

[ interface-type interface-number ] 
Clears ARP packet statistics. 



Configuration Guide Configuring ARP 

26 

show arp [ interface-type interface-number | 

trusted [ ipv4-address [ mask ] ] | [ vrf 

vrf-name ] [ ipv4-address [ mask ] | 

mac-address | complete | incomplete | 

static ] ] 

Displays the ARP table. 

show arp detail [ interface-type 

interface-number | [ trusted [ ipv4-address 

[ mask ] ] ] | [ vrf vrf-name ] [ ipv4-address 

[ mask ] | mac-address | complete | 

incomplete | static ] | subvlan { min-max 

min-value max-value | subvlan-number } ] 

Displays the detailed ARP table. 

show ip arp [ vrf vrf-name ] Displays the ARP table. 

show arp [ detail ] trusted [ ipv4-address 

[ mask ] ] 
Displays the trusted ARP table. 

show arp counter Displays the count of ARP entries. 

show arp timeout  Displays the aging time of dynamic ARP entries. 

show arp packet statistics [ interface-type 

interface-number ] 
Displays ARP packet statistics. 

show arp rate-statistic [ interface 

interface-type interface-number ] 
Displays ARP packet rate statistics. 

show arp flapping record [ ipv4-address ] Displays ARP flapping records. 

show arp anti-attack statistics Displays the statistics on illegal ARP packets. 

debug arp Displays the statistics on ARP packets sent and received. 

debug arp event Displays the creation and deletion status of ARP entries. 

 

1.22   Configuration Examples 

1.22.1  Configuring Proxy ARP 

1.  Requirements 

As shown in Figure 1-4, the IP addresses of host A and host B are on the same network segment, but are 

isolated in two LANs by routers. Neither of the two hosts is configured with a default gateway, and the two 

routers are connected over a serial link. Enable proxy ARP on the routers to achieve direct communication 

between hosts in different LANs. 
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1.8.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Disable the IP fragment reassembly function. 

ip reassemble disable 

The IP fragment reassembly function is enabled by default. 

1.9   Setting the IP TTL Value 

1.9.1  Overview 

When an IP packet is transmitted from the source address to the destination address through routers, a TTL 

value is set at the source end and decreases by 1 every time that the IP packet passes through a router. When 

the TTL value drops to zero, the router discards the packet. TTL prevents infinite transmission of useless 

packets and waste of bandwidth. 

1.9.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Set the IP TTL. 

ip ttl 

The default TTL value of unicast packets sent by the device is 64. 

1.10   Configuring the IP Source Route Option 

1.10.1  Overview 

The IP source route option is used to test the throughput of a specific network and help the packet bypass a 

failed network. 

1.10.2  Restrictions and Guidelines 

Enabling the IP source route option may cause network attacks such as source address spoofing and IP 

spoofing. 

1.10.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 
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configure terminal 

(3)  Enable the IP source route option. 

ip source-route 

The IP source route option is enabled by default. 

1.11   Monitoring 

This section describes the show commands used for checking the running status of a configured function to 

verify the configuration effect. 

Table 1-3 Monitoring 

Command Purpose 

show ip interface [ interface-type interface-number | brief ] Displays the IP address of an interface. 

show ip packet statistics [ interface-type interface-number 

| total ] 
Displays IP packet statistics. 

show ip packet queue 
Displays the statistics on sent and received IP 

packets in the protocol stack. 

show ip raw-socket [ protocol-number ] Displays all IPv4 raw sockets. 

show ip sockets Displays all IPv4 sockets. 

show ip udp [ local-port port-number | peer-port 

port-number ] 
Displays all IPv4 UDP sockets. 

show ip udp statistics Displays the statistics on all IPv4 UDP sockets. 

 

1.12   Configuration Examples 

1.12.1  Configuring IPv4 Addresses for Network Communication 

1.  Requirements 

As shown in Figure 1-5, device A is connected to a LAN (belonging to VLAN 1), which involves two network 

segments: 172.16.1.0/24 and 172.16.2.0/24. Computers on the two network segments are required to access 

the Internet through device A and hosts on the two network segments can also communicate with each other. 
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!!!!!  

Success rate is 100 percen t (5/5), round - trip min/avg/max = 1/1/1 ms.  

Run the ping command on device A to check the connectivity with the hosts in the 172.16.2.0/24 network 

segment. 

DeviceA# ping 172.16.2.2  

Sending 5, 100 - byte ICMP Echoes to 172.16.2.2, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 38/45/55 ms.  

Run the ping command to check the connectivity between the hosts in the 172.16.1.0/24 network segment and 

the hosts in the 172.16.2.0/24 network segments. 

6.  Configuration Files 

Device A 

hostname DeviceA  

!  

interface vlan 1  

 ip address 172.16.1.1 255.255.255.0  

 ip address  172.16.2.1 255.255.255.0 secondary  

!  
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4.  Compulsory NAK Reply 

In wireless applications, DHCP clients usually move from one network to another. When receiving a REQUEST 

packet from a client for lease renewal, a DHCP server replies with a NAK packet for the client if the server finds 

that the network segment of the client is changed or the lease expires. Such practice avoids the DHCP client 

from repeatedly sending REQUEST packets and avoids the DHCP client from obtaining an IP address only 

after the REQUEST packet times out. 

However, the DHCP server can send NAK packets only to its managed DHCP clients because it has lease 

records of its managed clients only. When a DHCP client moves from another network to the local network, if 

the DHCP server cannot find the corresponding lease record locally, the DHCP server does not reply with a 

NAK packet. In this case, the DHCP client needs to send REQUEST packets repeatedly. The client can obtain 

an IP address again only when the request times out. The time for obtaining an IP address is lengthened. This 

case also occurs when a client requires lease renewal but the DHCP server loses the lease record of the client 

due to a restart. In this case, you can configure compulsory NAK reply for the DHCP server if no lease record is 

found, so as to ensure that the client can obtain an IP address quickly. 

1.2.5  DHCP Relay Agent 

1.  Principles 

A DHCP relay agent helps to implement dynamic IP address assignment across network segments. The DHCP 

relay agent transparently forwards DHCP packets in unicast mode between a DHCP server and DHCP clients 

that reside on diverse network segments. It serves as a repeater. The Client-Relay-Server mode achieves 

dynamic management of IP addresses across multiple network segments with only one DHCP server. 

Figure 1-5 Working Process 

 

 

 After a DHCP relay agent receives a DHCP DISCOVER or DHCP REQUEST packet broadcast by a DHCP 

client, the DHCP relay agent adds its own IP address to the giaddr field of the packet and forwards the 

packet to a specified DHCP server in unicast mode. 

(2)  Based on the giaddr field, the DHCP server assigns an IP address and other configurations to the client, so 

that the DHCP relay agent forwards the configurations to the client, ensuring dynamic client configuration. 

DHCP Client DHCP Relay

DISCOVER (broadcast)

OFFER (broadcast/unicast)

REQUEST (broadcast)

ACK (broadcast/unicast)

DHCP Server

DISCOVER (unicast)

OFFER (unicast)

REQUEST (unicast)

ACK (unicast)
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2.  Typical Applications 

Figure 1-6 DHCP Relay Application Scenario 

 

 

VLAN 10 and VLAN 20 are on the network segments 10.0.0.1/16 and 20.0.0.1/16, respectively. A DHCP server 

with the IP address 30.0.0.2 is in network segment 30.0.0.1/16. To achieve dynamic management of IP 

addresses in VLAN 10 and VLAN 20 by the DHCP server, you only need to enable the DHCP relay function on 

a gateway and configure the IP address 30.0.0.2 for the DHCP server. 

3.  Option 82 

As defined in RFC 3046, a DHCP relay agent can add the DHCP relay agent information option to indicate a 

DHCP client's network information, so that a DHCP server can assign IP addresses of various privileges based 

on more accurate information. The option is called Option 82. 

Based on the physical port that receives DHCP request packets and the MAC address of the device, the DHCP 

relay agent constructs Option 82. Option 82 can contain a maximum of 255 sub-options. If Option 82 is defined, 

it should contain at least one sub-option. Currently, the device supports sub-option 1 (Circuit ID) and 

sub-option 2 (Remote ID). Figure 1-7 and Figure 1-8 show the formats of the two sub-options. 

Figure 1-7 Option 82 Circuit ID 

 

 

DHCP Server
30.0.0.2

DHCP Relay
30.0.0.1/16

VLAN 10
10.0.0.0/16

VLAN 20
20.0.0.0/16

DHCP Client

Sub-option type
Length

1 Byte 1 Byte 2 Bytes 1 Byte

1 4 VLAN ID Slot

1 Byte

Port
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Figure 1-8 Option 82 Remote ID 

 

 

4.  Custom Option 82 

Option 82 can be customized. A DHCP relay agent can form an Option 82 based on the physical port that 

receives DHCP request packets and the MAC address and the name of the device. Figure 1-9 and Figure 1-10 

show the formats of the sub-options. 

Figure 1-9 Custom Option 82 Circuit ID 

 

 

Figure 1-10 Custom Option 82 Remote ID 

 

 

5.  Option Dot1x 

Option Dot1x should be used in combination with 802.1X authentication and SAM authentication and 

accounting management system. 

A DHCP relay agent constructs the Circuit ID sub-option based on the IP privilege delivered during 802.1X 

authentication and the VLAN ID of a DHCP client. Figure 1-11 shows the option format. 

Figure 1-11 Option Dot1x Circuit ID Sub-option 

 

 

1.2.6  DHCP Associated with VRRP Monitoring 

In a Virtual Router Redundancy Protocol (VRRP) scenario, DHCP provides a command to monitor the VRRP 

status of the current interface. For interfaces configured with a VRRP address and VRRP monitoring, a DHCP 

Sub-option type
Length

1 Byte 1 Byte 6 Bytes

2 6 Device MAC Address

Sub-option type

Length Device Name

1 Byte 1 Byte <=64 Bytes

01 Slot

1 Byte

Port

1 Byte

Sub-option type

Length Port Name

1 Byte 1 Byte <=64 Bytes

01 MAC Address

6 Bytes

Ifxtype

1 Byte

VLAN ID

2 Bytes

Sub-option type
Length

Privilege VLAN ID

1 Byte 1 Byte 2 Bytes 2 Bytes

1 4
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1.3.5  Configuring Dynamic Assignment of IP Addresses and Network Parameters 

1.  Overview 

Configure address pool attributes, such as the address lease time, DNS address, and custom options. A DHCP 

server can use options to send the information to clients, so as to ensure dynamic network parameter 

assignment. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Create an address pool and enter the DHCP address pool configuration mode. 

ip dhcp pool dhcp-pool 

(4)  Configure the primary network segment for dynamic assignment in a DHCP address pool. 

network network-number mask [ low-ipv4-address high-ipv4-address ] 

No primary network segment for dynamic assignment in a DHCP address pool is configured by default. 

(5)  (Optional) Configure the default gateway for a client. 

default-router ipv4-address&<1-8> 

No default gateway is configured for a DHCP client by default. 

The gateway address that a DHCP server specifies for a DHCP client must be in the same network 

segment as the address assigned to the client. 

(6)  (Optional) Configure the domain name for a client. 

domain-name domain-name 

No domain name is configured for a DHCP client by default. 

After a DHCP client obtains a specified domain name, it can directly use its host name to access a host 

whose name contains the same domain name. 

(7)  (Optional) Configure the DNS server to be assigned to a DHCP client. 

dns-server ipv4-address&<1-8> 

No DNS server is configured for a DHCP client by default. 

When multiple DNS servers are defined, the first defined DNS server has the highest priority. A DHCP 

client selects the next DNS server only when it fails to communicate with the first defined DNS server. 

(8)  (Optional) Configure the NetBIOS WINS server for a DHCP client. 

netbios-name-server { ipv4-address&<1-8> } 

No NetBIOS WINS server is configured for a DHCP client by default. 

When multiple NetBIOS WINS servers are defined, the first defined NetBIOS WINS server has the highest 

priority. A DHCP client selects the next NetBIOS WINS server only when it fails to communicate with the 

first defined NetBIOS WINS server. 

(9)  (Optional) Configure the type of a NetBIOS node to be assigned to a DHCP client. 





Configuration Guide  Configuring DHCP 

15 

4.  Forcibly Disabling Gateway Assignment 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Create an address pool and enter the DHCP address pool configuration mode. 

ip dhcp pool dhcp-pool 

(4)  Forcibly disable gateway assignment. 

force-no-router 

A DHCP server assigns a gateway to a DHCP client by default. 

5.  Enabling or Disabling an Address Pool 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Create an address pool and enter the DHCP address pool configuration mode. 

ip dhcp pool dhcp-pool 

(4)  Enable or disable the address pool. 

pool-status { disable | enable } 

A created address pool is enabled by default. 

6.  Configuring an Alarm Threshold for an Address Pool 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Create an address pool and enter the DHCP address pool configuration mode. 

ip dhcp pool dhcp-pool 

(4)  Configure an alarm threshold for the address pool. 

lease-threshold threshold-percentage 

The default alarm threshold is 90% for the address pool. 

1.3.7  Providing the Boot Image File Name 

1.  Overview 

Some DHCP clients need to download the operating system or configuration file in the boot process. A DHCP 

server must provide the required image file name during boot for a DHCP client to download the file from the 

corresponding server. 
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2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the DHCP address pool configuration mode. 

ip dhcp pool dhcp-pool 

(4)  Configure the list of boot servers that a DHCP client needs to access during boot. 

next-server { ipv4-address&<1-8> } 

No list of boot servers that a DHCP client needs to access during boot is configured by default. 

When multiple boot servers are defined, the first defined boot server has the highest priority. A DHCP client 

selects the next boot server only when it fails to communicate with the first defined boot server. 

(5)  (Optional) Configure the boot file name for a DHCP client. 

bootfile file-name 

No boot file name is configured for a DHCP client by default. 

1.3.8  Assigning IP Addresses Based on Class Rules 

1.  Overview 

In DHCP relay scenarios, addresses in a DHCP address pool can be assigned based on Option 82. When 

clients apply for IP addresses through different access points (APs), Option 82 carried in packets of the clients 

may be different. After class rules are configured on a DHCP server, the DHCP server can assign IP addresses 

in different network segments to clients based on Option 82 carried in the packets of the clients. 

During address assignment, a DHCP server first determines an available address pool based on the network 

segment of a client. Then, it determines the class of the client based on Option 82, and assigns an IP address 

from the network segment corresponding to the class. When a request packet matches multiple classes in the 

address pool, the DHCP server assigns an IP address from the network segments corresponding to the classes 

based on the class configuration sequence. If the number of assigned IP addresses of a class reaches the limit, 

the DHCP server assigns an IP address based on the next matching class. 

2.  Restrictions and Guidelines 

A DHCP address pool can be associated with multiple classes. 

Each class corresponds to one network segment. Network segments are assigned in ascending order, and the 

network segments of multiple classes can overlap. If a class is associated with an address pool but no network 

segment is configured for the class, the default network segment of the class is the same as the network 

segment of the address pool. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 
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configure terminal 

(3)  Create a class rule and enter the class configuration mode. 

ip dhcp class class-name 

No class rule is configured by default. 

(4)  (Optional) Configure identification information for a class. 

remark class-remark 

No identification information is configured for a class by default. 

(5)  Enter the Option 82 information configuration mode. 

relay agent information 

(6)  Configure an Option 82 information matching rule for a class. 

relay-information hex hex-string  

No Option 82 matching rule is configured by default. 

(7)  Return to the global configuration mode. 

exit 

(8)  Enter the DHCP address pool configuration mode. 

ip dhcp pool dhcp-pool 

(9)  Associate an address pool with a class. 

class class-name 

No class is associated with a DHCP address pool by default. 

(10)  (Optional) Configure the IP address range corresponding to a class rule. 

address range low-ipv4-address high-ipv4-address 

The IP address range corresponding to a class rule is the network segment of the associated address pool 

by default. 

(11)  Return to the global configuration mode. 

exit 

(12)  Enable address assignment based on class rules. 

ip dhcp use class 

Address assignment based on class rules is not configured by default. 

1.3.9  Assigning IP Addresses Based on AM Rules 

1.  Overview 

Address management (AM) rules can be used to efficiently assign IP addresses to DHCP clients in different 

scenarios. In super VLAN scenarios, the AM rules can be used to plan the IP range for DHCP clients from 

different VLANs or ports. After an AM rule is configured, all DHCP clients from the specified VLANs ports and 

VNIs can obtain IP addresses. If a DHCP client is from a VLAN, port, or VNI that is not specified, there are two 

cases: If a default AM rule is configured, the client obtains an IP address from the default IP address range; if 

no default AM rule is configured, the client cannot obtain an IP address. 
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(2)  Enter the global configuration mode. 

configure terminal 

(3)  Refresh trusted ARP entries. 

ip dhcp refresh arp 

1.3.11  Configuring Rogue DHCP Server Detection 

1.  Overview 

If a DHCP server is deployed illegally, when clients request IP addresses from this server, clients are assigned 

with wrong addresses. This server is a rogue server. Ruijie devices with DHCP enabled provide a command to 

enable rogue server detection. After rogue server detection is enabled, DHCP packets are checked for Option 

54 (Server Identifier). If Option 54 is carried and its value is different from the actual DHCP server identifier, 

the IP address of the rogue server and the port receiving the packets are recorded. Rogue server detection is 

only a post-event detection function for security and cannot prevent an illegal DHCP server from assigning IP 

addresses to clients. 

After rogue server detection is configured, rogue servers in a network are recorded into logs. 

2.  Procedure 

 Enter the privileged EXEC mode. 

enable 

 Enter the global configuration mode. 

configure terminal 

 Configure rogue server detection. 

ip dhcp server detect 

Rogue server detection is disabled by default. 

1.3.12  Configuring IP Address Exclusion 

1.  Overview 

An excluded address is an IP address or address segment excluded from the address pool of a DHCP server, 

so that the DHCP server does not assign this IP address or address segment to a client. Excluding IP 

addresses can improve the address assignment efficiency. 

2.  Configuring Excluded IP Addresses 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure excluded IP addresses. 

ip dhcp excluded-address low-ipv4-address [ high-ipv4-address ] 

By default, a DHCP server assigns all addresses from an IP address pool to DHCP clients. 
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(3)  Configure the ARP entry check. 

ip dhcp arp-probe 

The ARP entry check is disabled by default. 

1.3.14  Configuring Compulsory NAK Reply 

1.  Overview 

When a DHCP client moves from another network to the local network, the DHCP server does not reply with a 

NAK packet because it cannot find the corresponding lease record locally. In this case, the DHCP client needs 

to send REQUEST packets repeatedly. The client can obtain an IP address again only when the request times 

out, and the time for obtaining an IP address is lengthened. This case also occurs when a client requires lease 

renewal but the DHCP server loses the lease record of the client due to a restart. In this case, you can 

configure compulsory NAK reply for the DHCP server if no lease record is found, so as to ensure that the client 

can obtain an IP address quickly. 

2.  Restrictions and Guidelines 

When compulsory NAK reply is enabled, enable only one DHCP server in a broadcast domain. Configuring 

compulsory NAK reply may cause exceptions to other servers. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure compulsory NAK reply for a DHCP server. 

ip dhcp force-send-nak 

Compulsory NAK reply is enabled by default. 

1.3.15  Configuring Preferential Assignment of External DNS Server Addresses 

1.  Overview 

When a device works in the Point-to-Point Protocol over Ethernet (PPPoE) or DHCP client mode, it can obtain 

DNS server addresses automatically from an external DHCP server. Configure the DNS server addresses on 

the DHCP server of the local device, so that users do not need to perform DNS configuration. When a device 

serves as a DHCP server, it preferentially assigns clients with a DNS server address obtained from an external 

DHCP server. 

2.  Procedure 

 Enter the privileged EXEC mode. 

enable 

 Enter the global configuration mode. 

configure terminal 

 Configure preferential assignment of external DNS server addresses to clients when the device works in 

the DHCP client or PPPoE mode. 
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The Remote ID sub-option in DHCP Option 82 is not set to a user-defined hexadecimal or ASCII string by 

default. 

(13)  (Optional) Set the Remote ID sub-option in DHCP Option 82 to a user-defined interface name for the 

interface. 

ip dhcp relay information remote-id string portname 

The Remote ID sub-option in DHCP Option 82 is not set to a user-defined interface name by default. 

1.4.5  Configuring Server-ID Check 

1.  Overview 

In a DHCP relay application environment, multiple DHCP servers are configured in each network to provide 

server backup, thereby helping ensure uninterrupted network operation. When a DHCP client has selected a 

DHCP server to send a DHCP REQUEST packet, a Server-ID option is carried in the packet. To reduce server 

load in specific environments, enable the Server-ID check function on the DHCP relay agent, so as to send the 

DHCP REQUEST packet only to the DHCP server specified in this option. 

In this case, the DHCP relay agent sends DHCP request packets only to the specified server. If this function is 

not configured, the DHCP relay agent sends DHCP request packets to all configured DHCP servers. 

2.  Restrictions and Guidelines 

3.  Configure basic DHCP Relay functions. Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable a DHCP relay agent to check Server-ID. 

ip dhcp relay check server-id 

By default, a DHCP relay agent forwards a DHCP Request message to all DHCP servers. 

1.4.6  Enabling DHCP Relay Suppression 

1.  Overview 

After you enable DHCP relay suppression on an interface, DHCP request packets received over the interface 

are filtered out, but the other DHCP requests are forwarded. 

2.  Restrictions and Guidelines 

Configure basic DHCP Relay functions. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the interface configuration mode. 
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 Caution 

The output of debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Run the clear command to clear information. 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-1 Monitoring 

Command Purpose 

clear ip dhcp binding { ipv4-address | * } Clears DHCP address binding records. 

clear ip dhcp conflict { ipv4-address | * } Clears DHCP address conflict records. 

clear ip dhcp history { mac-address | * } Clears DHCP historical lease records. 

clear ip dhcp server detect { ipv4-address | * } Clears rogue DHCP server detection records. 

clear ip dhcp server rate Clears DHCP server performance statistics. 

clear ip dhcp server statistics Clears DHCP server statistics. 

clear ip dhcp relay statistics Clears DHCP relay statistics. 

show dhcpserver exclude Displays the excluded address range of a DHCP server. 

show dhcpserver manual-bind Displays statically bound IP addresses of a DHCP server. 

show dhcpserver pool 
Displays configurations of the specified IP address pool on 

a DHCP server. 

show dhcpserver support Displays functions supported by a DHCP server. 

show ip dhcp binding Displays DHCP address bindings. 

show ip dhcp conflict Displays address conflict records of a DHCP server. 

show ip dhcp database Displays the running status of the database backup 

function of a DHCP server. 

show ip dhcp dns dynamic Displays DNS server addresses obtained from an external 

DHCP server when the device works in the PPPoE or 

DHCP client mode. 

show ip dhcp history Displays DHCP historical lease records. 

show ip dhcp identifier Displays the address pool ID and address usage of a 

DHCP server. 
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DeviceA(config - if - GigabitEthernet 0/2)# ip address 192.1.1.129 255.255.255.128  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

Enable the DHCP Server service. 

DeviceA(config)# service dhcp  

Configure network parameters of pool 1. 

DeviceA(config)# ip dhcp pool pool1  

DeviceA(dhcp - config)# network 192.1.1.0 255.255.255.128  

DeviceA(dhcp - config)# default - ro uter 192.1.1.1  

DeviceA(dhcp - config)# dns - server 192.1.1.130  

DeviceA(dhcp - config)# domain - name test.com  

DeviceA(dhcp - config)# lease 5  

DeviceA(dhcp - config)# exit  

Configure network parameters of pool 2. 

DeviceA(config)# ip dhcp pool pool2  

DeviceA(dhcp - config)# network 192.1.1.128 255.255.255.128  

DeviceA(dhcp - config)# default - router 192.1.1.129  

DeviceA(dhcp - config)# dns - server 192.1.1.130  

DeviceA(dhcp - config)# domain - name test.com  

DeviceA(dhcp - config)# lease 3  

(2)  Configure the DNS server: 

Set the DNS server IP address to 192.1.1.130/25. (Omitted) 

(3)  Configure the host: 

Enable DHCP on Host A, Host B, and Host C to obtain IP addresses. (Omitted) 

5.  Verification 

Check that Host A and Host B have obtained addresses in network segment 192.1.1.0/25. 

Check that Host C has obtained an address in network segment 192.1.1.128/25. 

Run the show ip dhcp pool command on Device A to display address pool configurations and usage. 

DeviceA(config)# show ip dhcp pool  

Pool  name    Dynamic total  Dynamic distributed  Dyna mic remained  Static - bind total   

Static - bind distributed      Static - bind remained  Disable/conflict  Percentage  

------------   -------------   -------------------   ----------------   

-----------------    

-----------------------       --------------------   --- -------------   ----------  

pool1          125            2                    123               0                   

0                             0                    0                 0.98400  

pool2          125            1                    124               0                   

0                             0                    0                 0.80000  

6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  
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DeviceA# configure terminal  

DeviceA(config)# interface gigabitethernet 0/1  

DeviceA(config - if - GigabitEthernet 0/1)# no switchport  

DeviceA(config - if - GigabitEthernet 0/1)# ip address 192.1.1.1 255.255.255.0  

DeviceA(config - if - GigabitEthernet 0/1)# exit  

DeviceA(config)# interface gigabitethernet 0/2  

DeviceA(config - if - GigabitEthernet 0 / 2)# no switchport  

DeviceA(config - if - GigabitEthernet 0/2)# ip address 172.2.2.2 255.255.255.0  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

Enable the DHCP relay function. 

DeviceA(config)# service dhcp  

Add the DHCP server address. 

DeviceA(config)# ip helper - address 172.2.2.1  

Enable Option 82. 

DeviceA(config)# ip dhcp relay information option82  

(2)  Configure Device B: 

Configure the IP address of the interface. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# interface gigabitethernet 0/1  

Device B(confi g- if - GigabitEthernet 0/1)# no switchport  

DeviceB(config - if - GigabitEthernet 0/1)# ip address 172.2.2.1 255.255.255.0  

DeviceB(config - if - GigabitEthernet 0/1)# exit  

Configure a static route to network segment 192.1.1.0/24. 

DeviceB(config)# ip route 192.1.1.0 255.255.255.0 gigabitethernet 0/1  172.2.2.2  

Enable the DHCP Server function. 

DeviceB(config)# service dhcp  

Configure a class rule. 

DeviceB(config)# ip dhcp class myclass  

DeviceB(config - dhcp - class)# relay agent information  

DeviceB(config - dhcp - class - relayinfo)# relay - information hex 060223*  

Create an address pool and configure related network parameters. 

DeviceB(config)# ip dhcp pool pool1  

DeviceB(dhcp - config)# network 192.1.1.0 255.255.255.0  

DeviceB(dhcp - config)# default - rou ter 192.1.1.1  

DeviceB(dhcp - config)# dns - server 192.1.1.2  

Configure the network segment for assigning an IP address when a class is matched. 

DeviceB(dhcp - config)# class myclass  

DeviceB(config - dhcp - pool - class)# address range 192.1.1.200 192.1.1.254  

DeviceB(c onfig - dhcp - pool - class)# exit  

(3)  Enable DHCP on the host to obtain an IP address. (Omitted) 
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1 Configuring DHCP Client 

1.1   Introduction 

1.1.1  Overview 

Dynamic Host Configuration Protocol (DHCP) is a local area network (LAN) protocol based on the User 

Datagram Protocol (UDP) for dynamically assigning reusable network resources over port 68, for example, IP 

addresses.  

The DHCP works in client/server mode. A DHCP client sends a request message to a DHCP server to obtain an 

IP address and other configurations. When a DHCP client and a DHCP server are not in the same subnet, they 

need a DHCP relay agent to forward DHCP request and reply messages. 

1.1.2  Principles 

1.  DHCP client 

A DHCP client enables a device to automatically obtain an IP address and other configurations from a DHCP 

server. 

For details about interaction between the DHCP client and server, see Configuring DHCP. 

2.  Lease renewal 

Generally, a dynamic IP address assigned from a DHCP server to a DHCP client has a lease period (one day by 

default). After the lease period expires, the DHCP server will reclaim this IP address. If the DHCP client wants to 

continue to use this IP address, it automatically sends a DHCP REQUEST packet to the DHCP server at half of 

the lease period to renew the lease. If this IP address is valid, the DHCP server returns a DHCP ACK packet to 

inform the DHCP client that it has obtained a new IP address lease. 

If the lease renewal operation performed at half of the lease period fails (for example, the DHCP server does not 

make a response), the DHCP client broadcasts another DHCP REQUEST packet at 7/8 of the lease period to 

renew the lease. The DHCP server renews the lease in the same way. 

3.  Network reconnection 

When a DHCP client reconnects to the network after it goes offline, it does not need to send a DHCP 

DISCOVER packet but only broadcasts a DHCP REQUEST packet that carries the previously assigned IP 

address. 

After receiving the DHCP REQUEST packet, the DHCP server returns a DHCP ACK packet to inform the DHCP 

client that it can continue to use the original IP address if this IP address is not assigned. If the original IP 

address has been assigned to another client, the DHCP server returns a DHCP NAK packet. Upon receiving the 

DHCP NAK packet, the DHCP client needs to re-send a DHCP DISCOVER packet to apply for a new IP 

address. 

4.  Lease release 

When a DHCP client no longer needs to use the assigned IP address, it can send a DHCP RELEASE packet to 

inform the DHCP server, for the DHCP server to release the DHCP lease and reclaim the IP address. The 
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 no switchport  

 ip address 20.1.1.2 255.255.255.0  

!  

 interface gigabitethernet 0/2  

 no switchp ort  

 ip address 20.1.2.2 255.255.255.0  

!  

 ip dhcp pool User  

 network 20.1.1.0 255.255.255.0  

 dns - server 20.1.2.1  

!  
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1.6   Enabling Source MAC Address Verification 

1.6.1  Overview 

After source MAC address verification is enabled, the MAC addresses in link layer headers and the CLIENT 

MAC fields in DHCP request packets from untrusted ports are checked for consistence. If the verification fails, 

packets are discarded. 

1.6.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable source MAC address verification. 

ip dhcp snooping verify mac-address 

Source MAC address verification is disabled by default. 

1.7   Writing Dynamic User Information in the DHCP Snooping Binding 

Database to the Flash Memory in Real Time 

1.7.1  Overview 

You can write dynamic user information in the DHCP snooping binding database to the flash memory in real 

time. 

1.7.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Write dynamic user information in the DHCP snooping binding database to a flash memory in real time. 

ip dhcp snooping database write-to-flash 

1.8   Writing Dynamic User Information in the DHCP Snooping Binding 

Database to a Flash Memory at a Scheduled Time 

1.8.1  Overview 

You can write dynamic user information in the DHCP snooping binding database to the flash memory at a 

scheduled time. 

1.8.2  Procedure 

(1)  Enter the privileged EXEC mode. 
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enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Write dynamic user information in the DHCP snooping binding database to a flash memory at a scheduled 

time. 

ip dhcp snooping database write-delay time 

The function of writing all dynamic user information in the DHCP snooping binding database to a flash 

memory at a scheduled time is not configured by default. 

1.9   Enabling DHCP Snooping to Support BOOTP Binding 

1.9.1  Overview 

By default, the DHCP snooping feature only forwards BOOTP packets. After this feature is enabled, the DHCP 

snooping feature snoops BOOTP packets. After a BOOTP client successfully applies for an IP address, the 

DHCP snooping feature adds the BOOTP client to the static binding database. 

1.9.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable DHCP snooping to support Bootstrap Protocol (BOOTP) binding. 

ip dhcp snooping bootp-bind 

DHCP snooping does not support BOOTP binding by default. 

1.10   Enabling DHCP Snooping to Support Relay Request Packet 

Processing 

1.10.1  Overview 

You can enable DHCP snooping to support relay request packet processing. 

1.10.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable DHCP snooping to support relay request packet processing. 

ip dhcp snooping check-giaddr 

DHCP snooping does not support relay request packet processing by default. 
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After this function is enabled, services (IP Source Guard and Dot1x authentication) using DHCP snooping 

binding entries generated based on relay requests cannot be deployed. Otherwise, users fail to access the 

Internet. 

After this function is enabled, the ip dhcp snooping verify mac-address command cannot be configured. 

Otherwise, DHCP request packets of the relay are discarded, and users fail to obtain addresses. 

1.11   Enabling DHCP Snooping to Support Binding Entry Migration 

1.11.1  Overview 

You can enable DHCP snooping to support binding entry migration. 

1.11.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable DHCP snooping to support binding entry migration. 

ip dhcp snooping station-move permit 

DHCP snooping does not support binding entry migration by default. 

1.12   Enabling DHCP Snooping to Fast Age Client Migration Entries 

1.12.1  Overview 

You can enable DHCP snooping to fast age client migration entries. 

1.12.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable DHCP snooping to fast age client migration entries. 

ip dhcp snooping station-move aging 

Fast aging of client migration entries is enabled for DHCP snooping by default. 

1.13   Enabling the Loose Forward Function for DHCP Snooping 

1.13.1  Overview 

After this function is enabled, when the DHCP snooping binding table is full, new users' DHCP packets can still 

be forwarded to obtain address information, but DHCP snooping will not add binding entries for those users. 
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1 Configuring DNS 

1.1   Overview 

Domain Name System (DNS) is important and commonly used in a Transmission Control Protocol/Internet 

Protocol (TCP/IP) network environment. The main function of DNS is to convert a domain name that is easy to 

remember into an IP address that is hard to remember. The process of obtaining an IP address mapped to a 

domain name or host name is called domain name resolution or host name resolution. 

A domain name can be resolved firstly through static domain name resolution. If this fails, dynamic domain 

name resolution can be used instead. You can put the commonly used domain names into the static domain 

name resolution table, which improves the efficiency of domain name resolution. 

Both the TCP and User Datagram Protocol (UDP) port IDs of DNS are 53, and generally a UDP port is used. 

1.2   Principles 

1.2.1  Static Domain Name Resolution 

Static domain name resolution means that a user presets the mappings between domain names and IP 

addresses on a device. When you perform domain name operations by using application programs (such as 

ping and telnet), the system can find the required IP address with no need to connect to the DNS server on the 

network. 

When the application programs access a small number of relatively fixed hosts, the domain name-IP mappings 

can be configured in advance in the form of static domain name entries. Then, no search request needs to be 

sent to the DNS server, improving the resolution efficiency. 

1.2.2  Dynamic Domain Name Resolution 

1.  System Structure 

Dynamic domain name resolution means that when a user performs domain name operations by using some 

application programs, the DNS resolver of the system queries an external DNS server for the IP addresses 

mapped to the domain names. 

Figure 1-1 Structure of Dynamic Domain Name Resolution 
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1.4   Configuring Static Domain Name Resolution 

1.4.1  Overview 

Static domain name resolution allows a user to preset the mappings between domain names and IP addresses 

on a device. The system can find the IP address mapped to a domain name from the device without obtaining 

the required IP address from a DNS server on the network. 

1.4.2  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the IP address mapped to a domain name. 

(IPv4 network) 

ip host [ vrf vrf-name ] host-name [ telnet-port ] ipv4-address 

Static mapping between domain names and IPv4 addresses is not configured by default. 

(IPv6 network) 

ipv6 host [ vrf vrf-name ] host-name [ telnet-port ] ipv6-address 

Static mapping between domain names and IPv6 addresses is not configured by default. 

1.5   Configuring Dynamic Domain Name Resolution 

1.5.1  Overview 

Dynamic domain name resolution allows the system DNS resolver to query an external DNS server for the IP 

addresses mapped to domain names when a user performs domain name operations through applications.  

If a source interface is specified in the command, when an IPv4 DNS query packet is sent, the primary IPv4 

address of the source interface is used as the source address of the DNS query packet. When an IPv6 DNS 

query packet is sent, the first effective IPv6 address of the source interface is used as the source address of the 

DNS query packet. 

1.5.2  Restrictions and Guidelines 

If no address is configured for a source interface, a DNS query packet fails to be sent. If an IPv4 source 

address is specified in the command, when an IPv4 DNS query packet is sent, the configured IPv4 address 

serves as the source address of the IPv4 DNS query packet, and an IPv6 DNS query packet will fail to be sent. 

If an IPv6 source address is specified in the command, when an IPv6 DNS query packet is sent, the configured 

IPv6 address serves as the source address of the IPv6 DNS query packet, and an IPv4 DNS query packet will 

fail to be sent. 

 Caution 

An effective IPv6 address is a unicast address, but it cannot be a local link address or a loopback address. 

 





 

5 

1.6.3  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enable the DNS proxy function. 

ip dns proxy enable 

DNS proxy is disabled by default. 

(4)  (Optional) Configure the IP address mapped to a domain name. 

(IPv4 network) 

ip dns proxy host host-name ipv4-address 

No static mapping between a domain name and an IPv4 address is configured for the DNS proxy by 

default. 

(IPv6 network) 

ip dns proxy host host-name ipv6-address 

No static mapping between a domain name and an IPv6 address is configured for the DNS proxy by default. 

(5)  Configure a DNS server. 

(IPv4 network) 

ip dns proxy nameserver ipv4-address 

No IPv4 address is configured for a DNS server by default. 

Each time this command is run, the device will add one DNS server. The system supports up to six servers. 

When a domain name cannot be obtained from the first server, the device tries to send a DNS request to 

subsequent servers until it receives a correct reply. 

(IPv6 network) 

ip dns proxy nameserver ipv6-address 

No IPv6 address is configured for a DNS server by default. 

Each time this command is run, the device will add one DNS server. The system supports up to six servers. 

When a domain name cannot be obtained from the first server, the device tries to send a DNS request to 

subsequent servers until it receives a correct reply. 

(6)  (Optional) Enable the function of caching dynamic entries on the DNS proxy. 

ip dns proxy cache 

The function of caching dynamic entries is enabled on the DNS proxy by default. 

(7)  (Optional) Configure the time to live (TTL) of a reply packet. 

ip dns proxy ttl ttl 

The default TTL of the reply packet in response to a static entry is 3,600 seconds. 

(8)  (Optional) Configure the range of a source port used for query in upper-level DNS servers. 

ip dns proxy port-range port-min port-max 
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The default source port range is from 55,000 to 58,000. 

If the port range is too narrow, the concurrent processing performance of the device is affected. If the port 

range is too wide, excessive flow table entry resources will be occupied and the egress device needs to 

adjust the flow table restriction synchronously. 

1.7   Monitoring 

Run the show command to check the running status of a configured function to verify the configuration effect. 

Run the debug command to output debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Run the clear command to clear information. 

 Caution 

Running the clear command may lose vital information and thus interrupt services. 

 

Table 1-1 DNS Monitoring 

Command Purpose 

clear host [ host-name | * ] Clears the dynamic domain name cache table. 

show hosts [ host-name ] Displays DNS parameters. 

debug ip dns Debugs the DNS function. 

clear dns proxy host [ host-name ] | * ] Clears the dynamic domain name cache table on the DNS proxy. 

show dns proxy hosts Displays DNS parameters on the DNS proxy. 

show dns proxy statistics Display packet statistics on the DNS proxy. 

debug dns-proxy Debugs the DNS proxy. 

 

1.8   Configuration Examples 

1.8.1  Configuring Static Domain Name Resolution 

1.  Requirements 

As shown in Figure 1-2, device A needs to access the server through the domain name www.test.com. In this 

case, static domain name resolution can be used to implement the access to the server whose IP address is 

192.168.10.2 through the domain name "www.test.com". 
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2.  Topology 

Figure 1-2 Topology of Static Domain Name Resolution 

 

 

3.  Notes 

Manually create the mapping between www.test.com and IP address 192.168.10.2 in the static resolution table of 

device A. 

4.  Procedure 

(1)  Configure device A. 

Configure an IP address for the Layer 3 Ethernet interface GigabitEthernet 0/1. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# interface gigabitethernet 0/1  

Device A(config - GigabitEth ernet 0/1)#  no switchport  

DeviceA(config - GigabitEthernet 0/1)# ip address 192.168.10.1 24  

DeviceA(config)# exit  

Configure the mapping between www.test.com and IP address 192.168.10.2. 

DeviceA(config)# ip host www.test.com 192.168.10.2  

(2)  Configure the server. 

Set the IP address of the server to 192.168.10.2. 

5.  Verification 

Run the show hosts command to check whether the static domain name entry is configured. 

DeviceA# show hosts  

Name servers are:  

 

Host                    type    Address          TTL(sec)        

www.test.com           static   192.168.10. 2        ---              

Run the ping www.test.com command on device A. The IP address mapped to www.test.com is resolved as 

192.168.10.2. 

DeviceA# ping www.test.com  

 

Translating "www.test.com"...[OK]  

Sending 5, 1 00- byte ICMP Echoes to 192.168.10.2, timeout is 2 seconds:  

  < press Ctrl+C to break >  

!!!!!  

Success rate is 100 percent (5/5), round - trip min/avg/max = 1/1/1 ms.  

Device A Server

G0/1
192.168.10.1/24

www.test.com
192.168.10.2/24
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6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  

 interface gigabitethernet  0/1  

 no switchport  

 ip address 192.168.10.1 24  

!  

 ip host www.test.com 192.168.10.2  

!  

1.8.2  Configuring Dynamic Domain Name Resolution 

1.  Requirements 

As shown in Figure 1-3, device A is a DNS client, which can resolve domain names through the DNS server on 

the network. 

2.  Topology 

Figure 1-3 Topology of Dynamic Domain Name Resolution 

 

 

3.  Notes 

On device A, set the IP address of a DNS server to 192.168.10.2. 

4.  Procedure 

(1)  Configure device A. 

Configure an IP address for port GigabitEthernet 0/1. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# interface gigabitEthernet 0/1  

Device A(config - GigabitEthernet 0/1)#  no switchport  

DeviceA(config - GigabitEthernet 0/1)# ip address 192.168.10.1 24  

DeviceA(config)# exit  

Configure the IP address of the DNS server. 

DeviceA(config)# ip name - server 192.168.10.2  

DeviceA(config)# exit  

(2)  Configure the DNS server. 

The way to configure a DNS server varies with the operating system. For details, see the configuration 

instructions from system vendors. 

Device A DNS Server

G0/1
192.168.10.1/24

192.168.10.2/24
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5.  Verification 

Run the show hosts command to display the configured DNS server. 

DeviceA(config)# show hosts  

Name servers are:  

192.168.10.2 static  

 

Host                          type          Address           TTL(sec)     

www.dnstest .com             dynamic      192.168.10.2      126  

6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  

 interface gigabitEthernet 0/1  

 no switchport  

 ip a ddress 192.168.10.1 24  

!  

 ip name - server 192.168.10.2  

!  

1.8.3  Configuring DNS Proxy 

1.  Requirements 

As shown in Figure 1-4, a DNS server is deployed on the network to provide the domain name service for 

external devices. test.com is deployed on the network to provide services for external devices over test.com. 

There are several hosts A-Z in the local area network (LAN). If the IP address of the DNS server is specified on 

each host, the network administrator needs to change the configuration of all the hosts one by one when the IP 

address of the DNS server changes. The workload is very heavy. Device A in the LAN needs to be configured 

as a DNS proxy, the IP address of the DNS server specified on the DNS proxy is the real address of the DNS 

server. In this way, when the IP address of the DNS server changes, only the configuration on the DNS proxy 

needs to be changed, which can greatly reduce the workload. 
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Name servers are:  

192.168.31.206  

 

static host     max: 1024  

static host   count: 1  

cache domain    max: 5120  

cache domain  count: 0  

Host                         type            TTL(sec)        Address                       

host.com                     static          ---              192.168.31.206               

6.  Configuration Files 

Device A configuration file 

hos tname DeviceA  

!  

interface gigabitethernet 0/1  

 no switchport  

ip address 192.168.1.27 24  

!  

ip dns proxy enable  

ip dns proxy host test.com 10.1.1.2  

ip dns proxy nameserver 192.168.31.206  

!
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Figure 1-10 IPv6 Routing Header 

Next header Expansion header length Route type Remaining segment count

Data specific to various route type

 

 

The Segments Left field is used to indicate the number of intermediate nodes specified in the routing header 

that a packet passes through from the current node to the final destination address. 

Currently, two routing types are defined: 0 and 2. The Type 2 routing header is used for mobile communication. 

Type 0 routing header is similar to the loose source routing option of IPv4. The format of the Type 0 routing 

header is as follows: 

Figure 1-11 Type 0 Routing Header 

Next header
Expansion 

header length
Route type = 0

Remaining 
segment count

Reserved

Address 1

Address N

 

 

The example describes the application of the Type 0 routing header. 

Figure 1-12 Applications of the Type 0 Routing Header 
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Host A sends host B a packet, which specifies the intermediate nodes router B and router C. The following table 

lists the changes of fields related to the IPv6 header and routing header during the forwarding process. 

Table 1-2 Changes of Fields 

Transmission 
Node Fields in the IPv6 Header Fields Related to the Type 0 Routing 

Header 

Host A 

Source address = 1000::2 

Destination address = 1001::1 (address 

of router 2) 

Segments Left = 2 

Address 1 = 1002::1 (address of router 3) 

Address 2 = 1003::2 (address of host 2) 

Router A No change 

Router B 

Source address = 1000::2 

Destination address = 1002::1 (address 

of router 3) 

Segments Left = 1 

Address 1 = 1001::1 (address of router 2) 

Address 2 = 1003::2 (address of host 2) 

Router C 

Source address = 1000::2 

Destination address = 1003::2 (address 

of host 2) 

Segments Left = 0 

Address 1 = 1001::1 (address of router 2) 

Address 1 = 1002::2 (address of router 3) 

Host B No change 

 

The forwarding process is described as follows: 

 Host A sends a packet in which the destination address is router B's address 1001::1, the Type 0 routing 

header is filled with router C's address 1002::1 and host B's address 1003::2, and the value of the 

Segments Left field is 2. 

(2)  Router A forwards the packet to router B. 

(3)  Router B interchanges the destination address in the IPv6 header with address 1 in the routing header. That 

is, the destination address becomes router C's address 1002::1, address 1 in the routing header becomes 

router B's address 1001::1, and the value of the Segments Left field becomes 1. After modification, router B 

forwards the packet to router C. 

(4)  Router C interchanges the destination address in the IPv6 header with address 2 in the routing header. That 

is, the destination address becomes host B's address 1003::2, address 2 in the routing header becomes 

router C's address 1002::1, and the value of the Segments Left field becomes 0. After modification, router C 

forwards the packet to host B. 

The Type 0 routing header may be used to initiate denial of service (DoS) attacks. As shown in the following 

figure, host 1 sends a packet to host 2 at a rate of 1 Mbps and forges a routing header with the Segments Left 

field of 100 to cause multiple round-trips of the packet between router 2 and router 3 (50 times from router 2 to 

router 3 and 49 times from router 3 to router 2). At the time, the routing header generates the traffic amplification 

effect: 50 Mbps from router 2 to router 3 and 49 Mbps from router 3 to router 2. Due to this security problem, 

RFC 5095 abolished the Type 0 routing header. 
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Figure 1-15 IPv6 PMTUD 

 

 

As shown in the preceding figure, if the length of a packet to be sent by a host is greater than the PMTU, the 

router discards this packet and sends an ICMPv6 Packet Too Big message containing its PMTU to the host. The 

host fragments the packet based on the new PMTU. In this manner, the router does not need to perform 

fragmentation, saving router resources and improving the IPv6 network efficiency. 

1.3.4  IPv6 Neighbor Discovery Protocol 

Neighbor Discovery Protocol (NDP) is a basic part of IPv6. Its main functions include router discovery, prefix 

discovery, parameter discovery, address auto-configuration, address resolution (like ARP), next-hop 

determination, neighbor unreachability detection (NUD), duplicate address detection (DAD), and redirection. 

NDP defines five types of ICMP packets: RS, RA, NS, NA, and Redirect. 

All the above ICMP packets carry one or more options. These options are optional in some cases but are 

significant in other cases. NDP mainly defines five options: Source Link-Layer Address option, Type = 1; 

Target Link-Layer Address option, Type = 2; Prefix Information option, Type = 3; Redirect Header option, 

Type = 4; MTU option, Type = 5. 

Different NDP mechanisms use different ICMPv6 messages. 

1.  Address Resolution 

When a node attempts to communicate with another, the node has to obtain the link-layer address of the peer 

by sending an NS packet to the peer. In this packet, the destination address is the solicited-node multicast 

address corresponding to the IPv6 address of the destination node. This packet also contains the link-layer 

address of the source node. After receiving this NS packet, the destination node replies with an NA packet, in 

which the destination address is the source address of the NS packet and the content is the link-layer address 

of the solicited node. After receiving this NA packet, the source node can communicate with the destination 

node. 

MTU1500 MTU1480 MTU1400

1500 Bytes Packet

ICMPv6 Packet Too Big, PMTU=1480

1480 Bytes Packet

ICMPv6 Packet Too Big, PMTU=1400

1400 Bytes Packet



 

15 

Figure 1-16 Address Resolution 

 

 

The process of address resolution is as follows: 

 Device A sends an NS packet in multicast mode. The source address of the NS packet is the IPv6 address 

of the interface of device A, and the destination address is the solicited-node multicast address of device B. 

The packet contains the link layer address of device A, and solicits the link layer address of device B. 

(2)  After receiving the NS packet, device B judges whether the destination address of the packet is its own IPv6 

address. If yes, device B can learn the link layer address of device A and returns an NA packet containing its 

link layer address in unicast mode. 

(3)  Device A can get the link layer address of device B from the received NA packet. The two devices can then 

begin to communicate with each other. 

2.  NUD 

If the amount of time that a neighbor is considered reachable has elapsed but an IPv6 unicast packet needs to 

be sent to the neighbor, the device performs NUD. The NS and NA packets can be used to detect whether the 

neighbor node is reachable. 

(1)  The node sends an NS packet, in which the destination address is the IPv6 address of the neighbor node. 

(2)  If the acknowledgment packet is received from the neighbor node, the neighbor is considered reachable. 

Otherwise, the neighbor is considered unreachable. 

While NUD is underway, the device can continue to forward IPv6 packets to the neighbor. 

3.  DAD 

When obtaining an IPv6 address, a node needs to perform DAD to determine whether the IPv6 address is 

unique on the link. This feature is similar to the gratuitous ARP in IPv4. 

The process of DAD is as follows: 

(1)  A node sends an NS packet. The source IPv6 address of the NS packet is the unspecified address, and the 

destination address is the solicited-node multicast address corresponding to the IPv6 address to be 

detected. The packet content is the IPv6 address to be detected. 

(2)  After receiving the NS packet, other neighbor nodes check whether the IPv6 address exists in their local 

IPv6 address collections. If yes, the neighbor node that has the IPv6 address responds with an NA packet 

that carries the IPv6 address to the source node. 

ICMPv6 type=135
Source=A
Destination=solicited-node multicast address of B
Data=MAC address of A & query MAC address of B

Device A Device B

ICMPv6 type=136
Source=B

Destination=A
Data=MAC address of B

Data Communication
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enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enables the device to forward IPv6 packets carrying the routing header. 

ipv6 source-route 

The device does not forward IPv6 packets carrying the routing header by default. 

1.4.9  Configuring the IPv6 Hop Limit 

1.  Overview 

This section describes how to configure the hop limit for unicast packets to prevent infinite transmission of the 

packets on the network. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the hop limit for unicast packets. 

ipv6 hop-limit hop 

The default hop limit for unicast packets is 64. 

1.4.10  Configuring the Specified Source Address for Sending ICMPv6 Packets 

1.  Overview 

In a network with a large number of IPv6 addresses configured, it is complex for receivers to recognize the 

device, from which an ICMPv6 packet is sent. To simplify the judgment, you can configure a specified source 

address for ICMPv6 packets. 

2.  Restrictions and Guidelines 

You can configure a specified address, like the address of the loopback interface, as the source address of 

ICMPv6 packets to simplify judgment. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure a specified source address for sending ICMPv6 packets. 

ipv6 icmp source [ vrf vrf-name ] ipv6-address 

No address is configured as the specified source address for sending ICMPv6 packets by default. 
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1.4.11  Configuring the Transmission Rate of ICMPv6 Error Messages 

1.  Overview 

When receiving an invalid IPv6 packet, a device will discard the packet and send an ICMPv6 error message to 

the source IPv6 address. When attacked by a large number of invalid IPv6 packets, the device continuously 

replies with ICMPv6 error messages till resources are exhausted and thereby fail to properly provide services. 

This is called DoS attacks. To prevent DoS attacks, you can restrict the transmission rate of ICMPv6 error 

messages. 

If the length of an IPv6 packet to be forwarded exceeds the IPv6 MTU of the outbound interface, the router 

discards this IPv6 packet and sends an ICMPv6 Packet Too Big message to the source IPv6 address. This error 

message is mainly used for IPv6 PMTUD. When there are too many ICMPv6 error messages, the ICMPv6 

Packet Too Big message may be filtered out, causing the failure of the IPv6 PMTUD function. To avoid this 

problem, you are advised to restrict the transmission rates of the ICMPv6 Packet Too Big message and other 

ICMPv6 error messages separately. 

 Note 

Although ICMPv6 Redirect packets are not a type of ICMPv6 error messages, the device restricts their rates 

together with other ICMPv6 error messages except Packet Too Big messages. 

 

2.  Restrictions and Guidelines 

Since the precision of the timer is 10 milliseconds, you are advised to set the refresh cycle of a token bucket to 

an integer multiple of 10 milliseconds. If the refresh cycle is set to a value greater than 0 and smaller than 10 

milliseconds, the refresh cycle that actually takes effect is 10 milliseconds. For example, if the refresh rate is set 

to send one packet within the refresh cycle of 5 milliseconds, the refresh rate that actually takes effect is that 

two packets are sent within the refresh cycle of 10 milliseconds. If the refresh cycle is not an integral multiple of 

10 milliseconds, the refresh cycle that actually takes effect is automatically converted into an integral multiple of 

10 milliseconds. For example, if the refresh rate is set to send three packets within the refresh cycle of 15 

milliseconds, the refresh rate that actually takes effect is that two packets are sent within the refresh cycle of 10 

milliseconds. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the transmission rate of the ICMPv6 error message. 

ipv6 icmp error-interval [ too-big ] interval [ bucket-size ] 

Ten messages are transmitted within 100 ms by default. 
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1.5.11  Configuring the Interval for ND Packet Rate Statistics Collection 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the interval for ND packet rate statistics collection. 

ipv6 nd packet rate-statistics interval interval 

The ND packet rate statistics collection is disabled by default. 

1.5.12  Configuring Local ND Proxy 

1.  Overview 

After local ND proxy is enabled on an interface, when receiving NS messages that request addresses of other 

hosts, the device replies with NA messages containing its MAC address. 

If L2 access isolation or inter-subnet isolation (such as sub VLANs) is configured, after local ND proxy is 

enabled on the gateway, the gateway serves as a proxy to process NS packets from the downlink users and 

replies with NA packets containing the gateway's MAC address. Thus, the traffic of communication among 

these users is forwarded by the gateway at L3. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the SVI interface configuration mode. 

interface vlan vlan-id  

(4)  Enable local ND proxy. 

local-proxy-nd enable [ force ] 

Local ND proxy is disabled on an interface by default. 

1.5.13  Configuring the ND Protocol to Allocate Different Prefixes to Different Users 

1.  Overview 

A specific prefix pool can be configured on an interface so that the device assigns different IPv6 prefixes to 

different users served by the interface. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 
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probed. When the number of IPv6 ND entries of any single MAC address reaches the configured threshold, the 

reachability of IPv6 ND entries in the STALE state of that MAC address is probed. 

2.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure the ND entry threshold for enabling the anti-DoS attack function. 

ipv6 nd threshold percent-value 

The ND entry threshold for enabling the anti-DoS attack function is 70 by default. 

(4)  Configure the ND entry threshold of a single MAC address for enabling the anti-DoS attack function. 

ipv6 nd threshold per-mac value 

The ND entry threshold of a single MAC address for enabling the anti-DoS attack function is 16 by default. 

1.5.16  Restraining an Interface from Sending NS Packets to Authenticated VLANs 

1.  Overview 

In gateway authentication mode, all sub VLANs in a super VLAN are authenticated VLANs by default. Users in 

an authenticated VLAN have to pass authentication to access the network. After authentication, a static ND 

entry is generated on the device. Therefore, when accessing an authenticated user, the device does not need to 

send NS packets to the authenticated VLAN. If the device attempts to access users in an authentication-exempt 

VLAN, it only needs to send ARP requests to the authentication-exempt VLAN. 

In gateway authentication mode, the function of restraining from sending NS packets to authenticated VLANs is 

enabled on the device by default. If the device needs to access non-authenticated users in an authenticated 

VLAN, disable this function. 

2.  Restrictions and Guidelines 

The configuration is supported only on SVIs and takes effect only in gateway authentication mode. 

3.  Procedure 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Enter the SVI interface configuration mode. 

interface vlan interface-number 

(4)  Restrain the interface from sending NS packets to authentication-exempt VLANs. 

ipv6 nd suppress-auth-vlan-ns 

NS packets are not sent to authenticated VLANs by default. 
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1.6   Monitoring 

Run the show command to check the running status of a configured function to verify the configuration effect. 

Run the clear command to clear information. 

 Caution 

Running the clear command may lose vital information and thus interrupt services. 

Table 1-3 IPv6 Monitoring 

Command Purpose 

clear ipv6 neighbors [ vrf vrf-name ] [ interface-type 

interface-number ] 
Clears the dynamically learned neighbor entries. 

clear ipv6 path-mtu [ vrf vrf-name ] [ ipv6-address ] 

Clears the dynamic path MTU information of the 

public network instance or a specified VRF 

instance. 

clear ipv6 path-mtu all Clears all dynamic path MTUs. 

show ipv6 address [ interface-type interface-number ] Displays IPv6 addresses. 

show ipv6 general-prefix Displays the prefix information in a general prefix. 

show ipv6 nd-packet [ interface interface-type 

interface-number ] statistics 
Displays the statistics on IPv6 ND packets. 

show ipv6 nd ra dns search-list 

Displays the DNSSL option in RA packets and the 

suppression status and interface for configuring 

the DNSSL option. 

show ipv6 nd ra dns server 

Displays the recursive DNS server address 

provided by the RDNSS option in RA packets and 

the suppression status and interface for 

configuring the RDNSS option. 

show ipv6 neighbors [ vrf vrf-name ] statistics [ all ] Displays the statistics on IPv6 neighbor tables. 

show ipv6 packet statistics [ interface-type 

interface-number | total ] 
Displays the statistics on IPv6 packets. 

show ipv6 neighbors [ [ vrf vrf-name ] [ interface-type 

interface-number ] [ ipv6-address ] | [ verbose ] 

[ ipv6-address ] | static ] 

Displays neighbor information. 

show ipv6 neighbor statistics per-mac 

[ interface-type interface-number ] [mac-address] 

Displays the number of ND entries corresponding 

to each MAC address. 

show ipv6 path-mtu [ vrf vrf-name ] [ ipv6-address | 

dynamic | static ] 
Displays the path MTU information. 

show ipv6 path-mtu statistics Displays the path MTU statistics. 
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Command Purpose 

show ipv6 raw-socket [ protocol ] Displays all IPv6 raw sockets 

show ipv6 routers [ interface-type interface-number ] 
Displays the neighbor router information and RA 

packets. 

show ipv6 sockets Displays all IPv6 sockets. 

show ipv6 udp [ local-port port-number ] [ peer-port 

port-number ] 
Displays all IPv6 UDP sockets. 

show ipv6 udp statistics Displays the statistics on IPv6 UDP sockets. 

1.7   Configuration Examples 

1.7.1  Manually Configuring IPv6 Addresses 

1.  Requirements 

Host A and host B communicate with each other through IPv6 addresses. 

2.  Topology 

Figure 1-18 Topology of IPv6 Addresses 

 

 

3.  Notes 

Enable IPv6 on an interface and configure an IPv6 address. 

4.  Procedure 

(1)  Configure device A. 

Configure an IPv6 address for port GigabitEthernet 0/1 and enable the sending of RA packets on this 

interface. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# interface gigabitethernet 0/1  

DeviceA (config - if - GigabitEthernet 0/ 1)#  no switchport  

DeviceA(config - if - GigabitEthernet 0/1)# ipv6 enable  

DeviceA(config - if - GigabitEthernet 0/1)# ipv6 address 1000::1/64  

DeviceA(config - if - GigabitEthernet 0/1)# no ipv6 nd suppress - ra  

DeviceA(config - if - GigabitEther net 0/1)# exit  

Configure an IPv6 address for port GigabitEthernet 0/2 and enable the sending of RA packets on this 

interface. 

Host A Device A Host B

1000::2/64

G0/1
1000::1/64

G0/2
2000::1/64

2000::2/64
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DeviceA(config)# interface gigabitethernet 0/2  

DeviceA (config - if - GigabitEthernet 0/ 2)#  no switchport  

DeviceA(config - if - GigabitEthernet 0/2)# ipv6 enable  

DeviceA(config - if - GigabitEthernet 0/2)# ipv6 address 2000::1/64  

DeviceA(config - if - GigabitEthernet 0/1)# no ipv6 nd suppress - ra  

DeviceA(config - if - GigabitEthernet 0/2)# exit  

(2)  Configure hosts. 

Set the IPv6 address of host A to 1000::2/64. 

Set the IPv6 address of host B to 2000::2/64. 

5.  Verification 

Run the show ipv6 interface command to check that IPv6 addresses are successfully added to the interfaces. 

DeviceA# show ipv6 interface  

 

interface GigabitEthernet 0/1  is Up, ifindex: 2, vrf_id 0  

  address(es):  

    Mac Address: 00:50:56:b0:05:99  

    INET6: FE80::250:56FF:FEB0:599 , subnet is FE80::/64  

    INET6: 1000::1 , subnet is 1000::/64  

  Joined group address(es):  

    FF01::1  

    FF02::1  

    FF02::2  

    FF02::1:FF0 0:0  

    FF02::1:FF00:1  

    FF02::1:FFB0:599  

  MTU is 1500 bytes  

  ICMP error messages limited to one every 100 milliseconds  

  ICMP redirects are enabled  

  ND DAD is enabled, number of DAD attempts: 1  

  ND reachable time is 30000 milliseconds  

  ND stale tim e is 3600 seconds  

  ND advertised reachable time is 0 milliseconds  

  ND retransmit interval is 1000 milliseconds  

  ND advertised retransmit interval is 0 milliseconds  

  ND router advertisements are sent every 600 seconds<480 -- 720>  

  ND router advertisement s live for 1800 seconds  

 

interface GigabitEthernet 0/2 is Down, ifindex: 3, vrf_id 0  

  address(es):  

    Mac Address: 00:50:56:b0:05:9a  

    INET6: FE80::250:56FF:FEB0:59A [ TENTATIVE ], subnet is FE80::/64  

    INET6: 2000::1 [ TENTATIVE ], subnet is 2000::/ 64 

  Joined group address(es):  

  MTU is 1500 bytes  
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  ICMP error messages limited to one every 100 milliseconds  

  ICMP redirects are enabled  

  ND DAD is enabled, number of DAD attempts: 1  

  ND reachable time is 30000 milliseconds  

  ND stale time is 3600 seconds  

  ND advertised reachable time is 0 milliseconds  

  ND retransmit interval is 1000 milliseconds  

  ND advertised retransmit interval is 0 milliseconds  

  ND router advertisements are sent every 600 seconds<480 -- 720>  

  ND router  advertisements live for 1800 seconds  

On host A, run the ping command to test the interconnectivity with host B. 

On host B, run the ping command to test the interconnectivity with host A 

6.  Configuration Files 

Device A configuration file 

hostname DeviceA  

!  

interface gigabitethernet 0/1  

no switchport  

ipv6 enable  

ipv6 address 1000::1/64  

no ipv6 nd suppress - ra  

!  

interface gigabitethernet 0/2  

no switchport  

ipv6 enable  

ipv6 address 2000::1/64  

no ipv6 nd suppress - ra  

!  

1.7.2  Enabling Stateless IPv6 Address Auto-configuration 

1.  Requirements 

Device A is connected to device B through the GigabitEthernet 0/1 interface which is configured with an IPv6 

address. Stateless address auto-configuration needs to be configured on device B to obtain an IPv6 address so 

that the two devices can communicate with each other through the IPv6 addresses. 

2.  Topology 

Figure 1-19 Topology of Stateless IPv6 Address Auto-configuration 

 

 

Device A Device B

G0/1
2000::1/64

G0/1







 

i 

Contents 

1 Configuring DHCPv6 .......................................................................................................................... 1 

1.1 Introduction ................................................................................................................................ 1 

1.2 Principles.................................................................................................................................... 1 

1.2.1 Basic Concepts .............................................................................................................. 1 

1.2.2 Packet Format ................................................................................................................ 4 

1.2.3 Requesting/Allocating Addresses .................................................................................. 4 

1.2.4 Requesting/Allocating Prefixes ...................................................................................... 8 

1.2.5 Stateless Service ........................................................................................................... 9 

1.2.6 DHCPv6 Relay Agent..................................................................................................... 9 

1.2.7 Address Advertisement ................................................................................................ 11 

1.2.8 Protocols and Standards ............................................................................................. 12 

1.3 Restrictions and Guidelines ..................................................................................................... 12 

1.4 Configuration Task Summary .................................................................................................. 12 

1.5 Configuring the DHCPv6 Server to Assign Addresses ........................................................... 12 

1.5.1 Overview ...................................................................................................................... 12 

1.5.2 Configuration Tasks ..................................................................................................... 12 

1.5.3 Configuring the IA_NA Address Prefix to Be Assigned from a DHCPv6 Server to a 

DHCPv6 Client ................................................................................................................ 13 

1.5.4 Configuring the Prefix of a Statically Bound Address to Be Assigned from a DHCPv6 

Server to a DHCPv6 Client ............................................................................................. 13 

1.5.5 Configuring a DCHPv6 Server to Assign Prefixes from a Local Prefix Pool ............... 13 

1.5.6 Configuring Excluded Addresses on a DHCPv6 Server .............................................. 14 

1.5.7 Enabling the DHCPv6 Server Service ......................................................................... 14 



 

ii 

1.6 Configuring the DHCPv6 Server to Assign Other Network Parameters ................................. 14 

1.6.1 Overview ...................................................................................................................... 14 

1.6.2 Configuration Tasks ..................................................................................................... 15 

1.6.3 Configuring the DNS Address to Be Assigned from a DHCPv6 Server to a DHCPv6 

Client ............................................................................................................................... 15 

1.6.4 Configuring the Domain Name to Be Assigned from a DHCPv6 Server to a DHCPv6 

Client ............................................................................................................................... 15 

1.6.5 Configuring the Boot File URL to Be Assigned from a DHCPv6 Server to a DHCPv6 

Client ............................................................................................................................... 15 

1.6.6 Configuring Option 52 on a DHCPv6 Server ............................................................... 16 

1.7 Configuring the DHCPv6 Relay ............................................................................................... 16 

1.7.1 Overview ...................................................................................................................... 16 

1.7.2 Restrictions and Guidelines ......................................................................................... 16 

1.7.3 Procedure ..................................................................................................................... 16 

1.8 Configuring Source Interface Designation Function on a DHCPv6 Relay Agent ................... 17 

1.8.1 Overview ...................................................................................................................... 17 

1.8.2 Restrictions and Guidelines ......................................................................................... 18 

1.8.3 Procedure (Global Configuration Mode) ...................................................................... 18 

1.8.4 Procedure (Interface Configuration Mode) .................................................................. 18 

1.9 Monitoring ................................................................................................................................ 18 

1.10 Configuration Examples ......................................................................................................... 20 

1.10.1 Dynamically Assigning IPv6 Addresses ..................................................................... 20 

1.10.2 Dynamically Assigning IPv6 Address Prefixes .......................................................... 22 

1.10.3 Configuring DHCP Relay ........................................................................................... 24 

 











Configuration Guide  Configuring DHCPv6 

5 

After being configured with available addresses, a DHCPv6 server can assign IPv6 addresses to hosts in the 

network and record the assigned addresses to improve the network manageability. 

1.  Principles 

Network hosts serve as DHCPv6 clients and DHCPv6 servers to implement address assignment, update, 

confirmation, and release through message exchanges. 

2.  Four-Way Message Exchange 

Generally, a DHCPv6 client and a DHCPv6 server implement address, prefix, and parameter configuration 

through a four-way message exchange. 

Figure 1-4 Process of Four-Way Message Exchange 

 

 

 A DHCPv6 client sends a SOLICIT message with the destination address FF02::1:2 and destination port 547 

on the local link in multicast mode to request an address, a prefix, and configuration parameters. All 

DHCPv6 servers or DHCPv6 relay agents on the link receive this SOLICIT message. 

(2)  After receiving the SOLICIT message, the DHCPv6 server sends an ADVERTISE message in unicast mode 

if it can provide the information requested in the SOLICIT message. The ADVERTISE message includes the 

requested address, prefix, and configuration parameters. 

(3)  The DHCPv6 client may receive the ADVERTISE messages from multiple DHCPv6 servers. Generally, the 

DHCPv6 client selects the server from which it first receives the ADVERTISE message as the DHCPv6 

server. Then, the DHCPv6 client sends a REQUEST message with the destination address FF02::1:2 and 

destination port 547 to request an address, a prefix, and configuration parameters. 

(4)  After receiving the REQUEST message, the DHCPv6 server creates a binding locally and sends a REPLY 

message in unicast mode. The REPLY message includes the address, prefix and configuration parameters 

that the DHCPv6 server assigns to the DHCPv6 client. The DHCPv6 client completes address, prefix, or 

parameter configuration based on the information in the REPLY message. 

3.  Two-Way Message Exchange 

The two-message exchange can be used to complete address, prefix, and parameter configuration for DHCPv6 

clients more quickly. 

DHCPv6 Client DHCPv6 Server

SOLICIT (multicast)

ADVERTISE (unicast)

REQUEST (multicast)

REPLY (unicast)
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Figure 1-5 Two-Way Message Exchange 

 

 

 A DHCPv6 client sends a SOLICIT message with the destination address FF02::1:2 and destination port 547 

on the local link to request an address, a prefix, and configuration parameters. The SOLICIT message 

contains the Rapid Commit option. 

(2)  If a DHCPv6 server supports the Rapid Commit option, the DHCPv6 server creates a binding locally and 

sends a REPLY message in unicast mode. The REPLY message includes the address, prefix, and 

configuration parameters to be assigned to the DHCPv6 client. The DHCPv6 client completes configuration 

based on the information in the REPLY message. If the DHCPv6 server does not support the Rapid Commit 

option, that is, it does not support rapid assignment, the process of four-way message exchange is used to 

assign an IPv6 address/a prefix and other network configuration parameters to the client. 

4.  Update and Rebinding 

The DHCPv6 server provides the control address and the updated T1 and T2 in the IA of the REPLY message 

sent to the DHCPv6 client. 

Figure 1-6 Update 

 

 

 The DHCPv6 client sends a RENEW multicast message to the DHCPv6 server for updating the address and 

prefix after T1 seconds. The RENEW message contains the DUID of the DHCPv6 server and the IA 

information to be updated. 

(2)  After receiving the RENEW message, the DHCPv6 server checks whether the DUID value in the RENEW 

message is the same as its DUID. If yes, the DHCPv6 server updates the local binding and sends a REPLY 

message in unicast mode. The REPLY message contains the new T1 and other parameters. 

DHCPv6 Client DHCPv6 Server

SOLICIT (multicast)

REPLY (unicast)

DHCPv6 Client DHCPv6 Server

REQUEST (multicast)

REPLAY (unicast)

RENEW (multicast)

REPLY (unicast)

T1
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Figure 1-7 Rebinding 

 

 

 If no response is received within T2 after the DHCPv6 client sends a RENEW message to the DHCPv6 

server, the DHCPv6 client sends a REBIND multicast message to the DHCPv6 server for rebinding the 

address and prefix. 

(3)  After receiving the REBIND message, the DHCPv6 server (perhaps a new DHCPv6 server) sends a REPLY 

message based on the content of the REBIND message. 

5.  Release 

If a DHCPv6 client needs to release an address or a prefix, the DHCPv6 client needs to notify the DHCPv6 

server of the to-be-released address or prefix. In this way, the DHCPv6 server can assign the address or prefix 

to other DHCPv6 clients. 

Figure 1-8 Release 

 

 

 A DHCPv6 client sends a RELEASE message to a DHCPv6 server to notify the DHCPv6 server that it no 

longer needs to use an address or prefix, that is, to release the address or prefix. 

(2)  After receiving RELEASE message, the DHCPv6 server removes the corresponding binding based on the 

address or prefix in the RELEASE message and sends a REPLY message carrying the state option to the 

DHCPv6 client. 

DHCPv6 Client DHCPv6 Server

REQUEST (multicast)

REPLAY (unicast)

RENEW (multicast)

T1

REBIND (multicast)

T2

REPLAY (unicast)

DHCPv6 Client DHCPv6 Server

RELEASE (unicast)

REPLY (unicast)
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6.  Confirmation 

After moving to a new link or encountering a restart, a DHCPv6 client needs to confirm whether the original 

address is still available. 

Figure 1-9 Confirmation 

 

 

 The DHCPv6 client sends a CONFIRM message to the DHCPv6 server on the new link to check whether the 

original address is still available. 

(2)  After receiving the CONFIRM message, the DHCPv6 server performs confirmation based on the address 

information contained in the CONFIRM message and sends a REPLY message carrying the state option to 

the DHCPv6 client. If the confirmation indicates unavailability, the DHCPv6 client may initiate a new address 

assignment request. 

7.  Address conflict 

If a DHCPv6 client finds that the assigned address has been occupied on the link, the DHCPv6 client sends a 

DECLINE message to notify the DHCPv6 server of the address conflict. 

Figure 1-10 Address conflict 

 

 

 The DHCPv6 client sends a DECLINE message to the DHCPv6 server. The DECLINE message includes 

the IA information of the conflicted address. 

(2)  After receiving the DECLINE message, the DHCPv6 server marks the address in the DECLINE message as 

Declined and does not assign the address to other clients. Then, the DHCPv6 server sends a REPLY 

message carrying the state option to the DHCPv6 client. You can manually clear addresses marked as 

Declined to facilitate re-assignment. 

1.2.4  Requesting/Allocating Prefixes 

After available prefixes are configured on a DHCPv6 server, uplink network devices can assign the address 

prefixes to downlink network devices by serving as the PD of the DHCPv6 server. This ensures flexible 

station-level automatic address configuration and flexible control of station address space. 

DHCPv6 Client DHCPv6 Server

CONFIRM

REPLY

DHCPv6 Client DHCPv6 Server

DECLINE

REPLY
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enabling a DHCPv6 client to send packets to a DHCPv6 server on a different link. A DHCP relay agent is often 

deployed on the link where a DHCPv6 client resides. It is used to forward interaction packets between the 

DHCPv6 client and a DHCPv6 server. The DHCP relay agent is transparent to the DHCPv6 client. 

Figure 1-12 DHCPv6 Relay Agent 

 

 

2.  Principles 

Figure 1-13 Packet Exchange Among a DHCPv6 Client, DHCPv6 Relay Agent, and DHCPv6 Server 

 

 

 When receiving a SOLICIT or REQUEST message from the DHCPv6 client, a DHCPv6 relay agent creates 

a RELAY-FORWARD message. This message contains the original message from the DHCPv6 client and 

multiple options added by the relay agent. Then, the DHCP relay agent sends the RELAY-FORWARD 

message to a specified DHCPv6 server or a specific multicast address FF05::1:3. 

(2)  After receiving the RELAY-FORWARD message, the DHCPv6 server extracts the original message for 

processing. Then, the DHCPv6 server constructs a response to the original message, encapsulates the 

response in a RELAY-REPLY message, and sends the RELAY-REPLY message to the DHCPv6 relay agent. 

(3)  After receiving the RELAY-REPLY message, the DHCPv6 relay agent extracts the original message from the 

DHCPv6 server and forwards it to the DHCPv6 client. 

DHCPv6 ServerDHCPv6 Relay

PC1

PC2

DHCPv6 Client DHCPv6 Relay

SOLICIT (FF02::1:2)

ADVERTISE

REQUEST (FF02::1:2)

REPLY

DHCPv6 Server

RELAY-FORWARD 
(FF05::1:3 or unicast)

RELAY-REPLY (unicast)

RELAY-FORWARD 
(FF05::1:3 or unicast)

RELAY-REPLY (unicast)
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1.5.3  Configuring the IA_NA Address Prefix to Be Assigned from a DHCPv6 Server to a 

DHCPv6 Client 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Create a DHCPv6 address pool and enter the DHCPv6 address pool configuration mode. 

ipv6 dhcp pool pool-name 

No DHCPv6 address pool is configured by default. 

(4)  Configure the IA_NA address prefix to be assigned from a DHCPv6 server to a DHCPv6 client. 

iana-address prefix ipv6-address/prefix-length [ lifetime { valid-lifetime | infinite } { preferred-lifetime | 

infinite } } ] 

No IA_NA address prefix is configured by default. 

1.5.4  Configuring the Prefix of a Statically Bound Address to Be Assigned from a 

DHCPv6 Server to a DHCPv6 Client 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Create a DHCPv6 address pool and enter the DHCPv6 address pool configuration mode. 

ipv6 dhcp pool pool-name 

No DHCPv6 address pool is configured by default. 

(4)  Configure the prefix of a statically bound address to be assigned from a DHCPv6 server to a DHCPv6 client. 

prefix-delegation ipv6-address/prefix-length client-DUID [ lifetime { valid-lifetime | infinite } 

{ preferred-lifetime | infinite } ] 

No static address prefix is configured by default. 

1.5.5  Configuring a DCHPv6 Server to Assign Prefixes from a Local Prefix Pool 

(1)  Enter the privileged EXEC mode. 

enable 

(2)  Enter the global configuration mode. 

configure terminal 

(3)  Configure a local prefix pool for the PD service of a DHCPv6 server. 

ipv6 local pool pool-name ipv6-prefix/prefix-length assigned-length 

No local prefix pool is configured for the PD service of a DHCPv6 server by default. 

(4)  Create a DHCPv6 address pool and enter the DHCPv6 address pool configuration mode. 

ipv6 dhcp pool pool-name 
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Run the debug command to outputting debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Run the clear command to clear information 

 Caution 

Running the clear commands may lose vital information and thus interrupt services. 

 

Table 1-1 Monitoring 

Command Purpose 

clear ipv6 dhcp binding [ ipv6-address ] Clears bindings on a DHCPv6 server. 

clear ipv6 dhcp server statistics Clears statistics of different types of packets on a 

DHCPv6 server. 

clear ipv6 dhcp conflict { ipv6-address | * } Clears conflicted addresses on a DHCPv6 server. 

clear ipv6 dhcp relay statistics Clears statistics of different types of packets on a 

DHCPv6 relay agent. 

show ipv6 dhcp Displays the DUID of a DHCPv6 device. 

show ipv6 dhcp binding [ ipv6-address ] Displays address bindings on a DHCPv6 server. 

show ipv6 dhcp interface [ interface-type 

interface-number ] 
Displays interfaces on a DHCPv6 server. 

show ipv6 dhcp pool [ pool-name ] Displays address pools on a DHCPv6 server. 

show ipv6 dhcp conflict Displays conflicted addresses on a DHCPv6 server. 

show ipv6 dhcp server statistics Displays DHCPv6 server statistics. 

show ipv6 dhcp relay agent { ipv6-address | * } Displays source interfaces on a DHCPv6 relay agent. 

show ipv6 dhcp relay destination { all | 

interface-type interface-number } 

Displays destination addresses on a DHCPv6 relay 

agent. 

show ipv6 dhcp relay source Displays the source interface designation configuration 

on a DHCPv6 relay agent. 

show ipv6 dhcp relay statistics Displays statistics of different types of packets on a 

DHCPv6 relay agent. 

show ipv6 dhcp server status Displays status of a DHCPv6 server. 
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Command Purpose 

show ipv6 local pool [ pool-name ] Displays local prefix pool configurations and usage on a 

device. 

debug ipv6 dhcp [ detail ] Debugs DHCPv6. 

debug ipv6 dhcp relay Debugs a DHCPv6 relay agent. 

debug ipv6 dhcp server Debugs a DHCPv6 server. 

 

1.10   Configuration Examples 

1.10.1  Dynamically Assigning IPv6 Addresses 

1.  Requirements 

As shown in Figure 1-15, a DHCPv6 client in network segment 1001::1:0/64 requests address information from 

a DHCPv6 server (Device A) in the same subnet. Assignable IPv6 addresses, DNS address, domain name, and 

other configuration parameters are configured on the DHCPv6 server. 

2.  Topology 

Figure 1-15 Dynamically Assigning IPv6 Addresses 

 

 

3.  Notes 

Run the DHCPv6 server on Device A and configure addresses and other parameters for automatic address and 

parameter assignment. 

4.  Procedure 

(1)  Configure Device A: 

Configure DHCPv6 address pool parameters. 

DeviceA> enable  

DeviceA# configure terminal  

DeviceA(config)# ipv6 dhcp pool v6  

DeviceA(dhcp - config)# iana - address prefix 1001::1:0/64  

DeviceA(dhcp - config)# excluded - address 1001::1:1 1001::1:2  

DeviceA(dhcp - config)# dns - server 1001::1:2  

DeviceA(dhcp - config)# domain - name example.com  

Device AHost A

...

VLAN 2
1001::1:1/64

1001::1:0/64

DHCPv6 Server
Host Z

DHCPv6 Client
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Set the configuration flags of other information to 1, that is, enable hosts to obtain other information except 

IPv6 addresses from the DHCPv6 server. 

DeviceA(config - if - VLAN 2)# ipv6 nd other - config - flag  

(2)  Configure Device B: 

Configure an interface address. 

DeviceB> enable  

DeviceB# configure terminal  

DeviceB(config)# interface vlan 2  

DeviceB(config - if - VLAN 2)# ipv6 ena ble  

DeviceB(config - if - VLAN 2)# ipv6 address 1001::1:2/64  

Enable the DHCPv6 Client service and request address/prefix information from the DHCPv6 server. 

DeviceB(config - if - VLAN 2)# ipv6 dhcp client pd mypd  

5.  Verification 

Check whether the DHCPv6 Server function is enabled on VLAN 2 of Device A. 

DeviceA# show ipv6 dhcp interface  

VLAN 2 is in server mode  

  Server pool: v6_pd  

  Rapid - Commit: disable  

Check whether the DHCPv6 Client function is enabled on VLAN 2 of Device B. 

DeviceB# show ipv6 dhcp interface   

VLAN 2 is in client mode  

  State is IDLE  

  next packet will be send in : 43049 seconds  

  List of known servers:  

    DUID: 00:03:00:01:00:50:56:b0:05:98  

    Reachable via address: ::  

    Preference: 0  

    Configuration parameters:  

      IA PD: IA ID 0x2, T1 43200, T2 69120  

        Prefix: 2001::/64  

          preferred lifetime 86400, valid lifetime 86400  

          expires at Jan 15 2020 16:0 (86249 seconds)  

  Prefix name: mypd  

  DNS server: 1001::1:2  

  Domain name: example.com  

  Rapid - Commit: disable  

Check the common prefix of Device B. 

DeviceB# show ipv6 general - prefix  

There is 1 general prefix.  

IPv6 general prefix mypd, acquired via DHCP Prefix Discovery  

 2001::/64 valid lifetime 86368, preferred lifetime 86368  
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DeviceB #configure terminal  

DeviceB(config)# interface vlan 2  

DeviceB(config - if - VLAN 2)# ipv6 enable  

DeviceB(config - if - VLAN 2)# ipv6 address 2001::2/64  

DeviceB(config - if - VLAN 2)# exit  

Configure a downlink interface address and enable the DHCPv6 Relay function. 

DeviceB(config)#interface vlan 1  

DeviceB(config - if - VLAN 1)# ipv6 enable  

DeviceB(config - if - VLAN 1)# ipv6 address 1001::1/64  

DeviceB(config - if - VLAN 1)# ipv6 dhcp relay destination 2001::2  

(3)  Configure Device C: 

Enable the DHCPv6 Client function to apply for an IP address. 

DeviceC> enable  

DeviceC# configure terminal  

DeviceC(config)#interface vlan 1  

DeviceC(config - if - VLAN 1)#ipv6 dhcp client ia  

5.  Verification 

Check whether Device C has applied for an IPv6 address in network segment 1001::/64. 

DeviceC# show ipv6 inte rface  

 

interface VLAN 1 is Up, ifindex: 2, vrf_id 0  

  address(es):  

    Mac Address: 00:50:56:b0:2f:50  

    INET6: 1001::3 [ TENTATIVE ], subnet is 1001::/64  

      valid lifetime 86400 sec, preferred lifetime 86400 sec  

  Joined group address(es):  

    FF01::1  

    FF02::1  

    FF02::2  

    FF02::1:FF00:0  

    FF02::1:FF00:3  

    FF02::1:FFB0:2F50  

  MTU is 1500 bytes  

  ICMP error messages limited to one every 100 milliseconds  

  ICMP redirects are enabled  

  ND DAD is enabled, number of DAD attempts: 1  

  ND reachable time is 30000 milliseconds  

  ND stale time is 3600 seconds  

  ND advertised reachable time is 0 milliseconds  

  ND retransmit interval is 1000 milliseconds  

  ND advertised retransmit interval is 0 milliseconds  

  ND router advertisements are se nt every 600 seconds<480 -- 720>  

  ND router advertisements live for 1800 seconds  

  Hosts use stateless autoconfig for addresses.  
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1 Configuring DHCPv6 Client  

1.1   Introduction  

1.1.1  Overview  

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) is used to assign IPv6 addresses, IPv6 prefixes, 

and other network configuration parameters to client hosts. 

When a device serves as a DHCPv6 client, the device can: 

�z Obtain an IPv6 address and network configuration parameters by using DHCPv6. The IPv6 address is used 

as the address of an interface on which the DHCPv6 Client function is enabled. 

�z Obtain an IPv6 prefix and network configuration parameters by using DHCPv6. The IPv6 prefix is used by 

the device to generate an IPv6 address. 

�z Obtain an IPv6 address, IPv6 prefix, and network configuration parameters by using DHCPv6. The IPv6 

address is used as the address of an interface on which the DHCPv6 Client function is enabled, and the 

IPv6 prefix is used by the device to generate an IPv6 address. 

�z Obtain network configuration parameters except the IPv6 address and prefix through DHCPv6 stateless 

configuration. 

1.1.2  Principles  

DHCPv6 is a protocol based on the client/server model. For details about interaction between a DHCPv6 client 

and a DHCPv6 server, see Configuring DHCPv6. 

1.1.3  Protocols and Standards  

�z RFC 3315: Dynamic Host Configuration Protocol for IPv6 

�z RFC 3633: IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) Version 6 

�z RFC 3646: DNS Configuration Options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 

�z RFC 3736: Stateless DHCP Service for IPv6 

�z RFC 5417: Control And Provisioning of Wireless Access Points (CAPWAP) Access Controller DHCP Option 

1.2   Restrictions and Guidelines  

�z You are advised not to enable both the DHCPv6 Client and DHCPv6 Server functions or both the DHCPv6 

Client and DHCPv6 Relay functions on the same interface. Otherwise, the functions may be abnormal. 

�z Configuring a DHCPv6 client to request an IPv6 address and configuring a DHCPv6 client to request an 

IPv6 prefix are mutually exclusive. 

1.3   Configuration Task Summary  

DHCPv6 client configuration includes the following tasks: 

�z Configuring DHCPv6 Client to Request an IPv6 Address 
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�z Configuring DHCPv6 Client to Request an IPv6 Prefix 

1.4   Configuring DHCPv6 Client to Request an IPv6 Address  

1.4.1  Overvi ew 

Configure a device as a DHCPv6 client to automatically request an IPv6 address or related parameters from a 

DHCPv6 server. 

1.4.2  Restrictions and Guidelines  

The DHCPv6 Client function can be configured only on L3 interfaces. 

1.4.3  Procedure  

(1)  Enter the privileged EXEC mode. 

enable  

(2)  Enter the global configuration mode. 

configure terminal  

(3)  Enter the interface configuration mode. 

�Ñ Enter the Layer 3 Ethernet interface configuration mode. 

interface  ethernet-type interface-number 

�Ñ Enter the Layer 3 link aggregation configuration mode. 

interface  aggregateport  interface-number 

�Ñ Enter the switch virtual interface (SVI) configuration mode. 

interface  vlan  interface-number 

(4)  Enable the DHCPv6 Client function and request an identity association non-temporary address (IA_NA) 

address. 

ipv 6 dhcp  client  ia [ rapid -commit  ] 

Both the DHCPv6 Client function and IA_NA address requesting are disabled by default. 

(5)  (Optional) Configure the stateless service. 

ipv 6 nd other -config -flag  

The stateless service is not configured by default. 

1.5   Configuring DHCPv6 Client to Request an IPv6 Prefix  

1.5.1  Overview  

Configure a device as a DHCPv6 client to automatically request an IPv6 prefix or related parameters from a 

DHCPv6 server. 

1.5.2  Restrictions and Guidelines  

The DHCPv6 Client function can be configured only on L3 interfaces. 
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1.5.3  Procedure  

(1)  Enter the privileged EXEC mode. 

enable  

(2)  Enter the global configuration mode. 

configure terminal  

(3)  Enter the interface configuration mode. 

�Ñ Enter the Layer 3 Ethernet interface configuration mode. 

interface  ethernet-type interface-number 

�Ñ Enter the Layer 3 link aggregation configuration mode. 

interface  aggregateport  interface-number 

�Ñ Enter the SVI configuration mode. 

interface  vlan  interface-number 

(4)  Enable the DHCPv6 Client function to request an IPv6 address prefix. 

ipv 6 dhcp  client  pd prefix-name [ rapid -commit  ] 

IPv6 address prefix requesting is not configured on a DHCPv6 client by default. 

1.6   Monitoring  

Run the show  command to check the running status of a configured function to verify the configuration effect. 

Run the debug  command to outputting debugging information. 

 Caution 

The output debugging information occupies system resources. Therefore, disable the debugging function 

immediately after use. 

 

Run the clear  command to clear information. 

 Caution 

Running the clear  commands may lose vital information and thus interrupt services. 

 

Table 1-1 Monitoring  

Command  Purpose  

clear  ipv 6 dhcp  client  interface-type 

interface-number 
Restarts the DHCPv6 Client function. 

show  ipv 6 dhcp  Displays the DHCP Unique Identifier (DUID) of a device. 

show  ipv 6 dhcp  interface  [ interface-type 

interface-number ] 
Displays DHCPv6 interfaces. 
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debug  ipv 6 dhcp  client  Debugs a DHCPv6 client. 

 

 



 

i 

Contents  

1 Configuring DHCPv6 Snooping ......................................................................................................... 1 

1.1 Introduction ................................................................................................................................ 1 

1.1.1 Overview ........................................................................................................................ 1 

1.1.2 Principles ........................................................................................................................ 1 

1.1.3 Applications .................................................................................................................... 5 

1.1.4 Protocols and Standards ............................................................................................... 8 

1.2 Restrictions and Guidelines ....................................................................................................... 8 

1.3 Configuration Task Summary .................................................................................................... 8 

1.4 Configuring Basic DHCPv6 Snooping Functions ...................................................................... 8 

1.4.1 Overview ........................................................................................................................ 8 

1.4.2 Procedure ....................................................................................................................... 8 

1.5 Configuring Optional DHCPv6 Snooping Functions .................................................................. 9 

1.5.1 Overview ........................................................................................................................ 9 

1.5.2 Procedure ....................................................................................................................... 9 

1.6 Configuring Option 18 or 37....................................................................................................... 9 

1.6.1 Overview ........................................................................................................................ 9 

1.6.2 Procedure ....................................................................................................................... 9 

1.7 Monitoring ................................................................................................................................ 10 

1.8 Configuration Examples ........................................................................................................... 11 

1.8.1 Configuring Basic DHCPv6 Snooping Functions ........................................................ 11 

1.9 Common Misconfigurations ..................................................................................................... 13 

 



Configuration Guide Configuring DHCPv6 Snooping  

1 

1 Configuring DHCPv6 Snooping  

1.1   Introduction  

1.1.1  Overview  

Dynamic Host Configuration Protocol for IPv6 (DHCPv6) snooping snoops DHCPv6 packets are exchanged 

between clients and servers, including request packets from the clients and response packets from the servers. 

These packets are used to record and monitor usage of IPv6 addresses and filter out invalid DHCPv6 packets. 

User data entries generated from DHCPv6 snooping records may serve security applications such as IPv6 

Source Guard. 

1.1.2  Principles  

1.  Basic Concepts  

�z DHCPv6 request packets 

Request packets are sent from a DHCPv6 client to a DHCPv6 server, including DHCPv6 SOLICIT, 

DHCPv6 REQUEST, DHCPv6 CONFIRM, DHCPv6 REBIND, DHCPv6 RELEASE, DHCPv6 DECLINE, 

DHCPv6 RENEW, DHCPv6 INFORM_REQ, and DHCPv6 LEASEQUERY packets. 

�z DHCPv6 response packets 

Response packets are sent from a DHCPv6 server to a DHCPv6 client, including DHCPv6 ADVERTISE, 

DHCPv6 REPLY, DHCPv6 RECONFIGURE, DHCPv6 RELAY_REPLY, DHCPv6 LEASEQUERY_REPLY, 

DHCPv6 LEASEQUERY_DONE, and DHCPv6 LEASEQUERY_DATA packets. 

�z VLAN-based DHCPv6 Snooping 

DHCPv6 Snooping is enabled on a per-VLAN basis. When DHCPv6 Snooping is enabled, it is effective to 

all virtual local area networks (VLANs) on the current device by default. You can flexibly specify the VLANs 

to which DHCPv6 Snooping takes effect. 

�z DHCPv6 Snooping trusted ports 

Packets for obtaining IPv6 addresses or prefixes through DHCPv6 are exchanged via multicast. Rogue 

DHCPv6 services may affect normal acquisition of IPv6 addresses and lead to spoofing and stealing of 

user information. To prevent rogue DHCPv6 services, DHCPv6 Snooping ports are classified into two types: 

trusted and untrusted. 

A device with DHCPv6 Snooping enabled only transmits DHCPv6 response packets received on trusted 

ports and discards those from untrusted ones. In this way, the ports connected to legitimate DHCP servers 

are configured as trusted ports and the other ports are configured as untrusted ports to shield rough 

DHCPv6 servers. 

On devices, all switching ports or L2 aggregation ports (APs) are defaulted as untrusted, and trusted ports 

can be specified. 

�z DHCPv6 Snooping binding database 

In a DHCPv6 network, clients may set static IPv6 addresses randomly. This increases not only the difficulty 

of network maintenance but also the possibility that authorized clients with IPv6 addresses assigned by a 
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DHCPv6 server may fail to use the network due to address conflicts. By snooping packets between the 

clients and servers, DHCPv6 Snooping summarizes user entries, including IPv6 addresses, Media Access 

Control (MAC) addresses, VLAN IDs (VIDs), ports, and lease time to build the DHCPv6 Snooping binding 

database, ensuring proper use of IPv6 addresses. 

�z DHCPv6 Snooping packet suppression 

To shield all the DHCPv6 packets on a specific client, enable DHCPv6 Snooping packet suppression on 

untrusted ports. 

�z Invalid DHCPv6 packets 

The device with DHCPv6 Snooping enabled check validity of received DHCPv6 packets, discards invalid 

DHCPv6 packets, and records information about legitimate users to form the DHCPv6 Snooping binding 

database for query by other applications. The following types of packets are considered as invalid DHCPv6 

packets: 

�Ñ DHCPv6 response packets received on untrusted ports. For details, see description about DHCPv6 

�U�H�V�S�R�Q�V�H���S�D�F�N�H�W�V���L�Q���³Basic Concepts�´�� 

�Ñ Relayed DHCPv6 packets received on untrusted ports, that is, the DHCPv6 RELAY_FORW and 

DHCPv6 RELAY_REPLY packets 

�Ñ DHCPv6 RELAY_REPLY packets received on trusted ports with untrusted outbound ports 

�Ñ DHCPv6_RELEASE packets with no entries in the DHCPv6 Snooping binding database found based on 

the source MAC addresses and VIDs in the packets 

�Ñ DHCPv6_RELEASE packets that carry IPv6 addresses or prefixes that are not existed in the DHCPv6 

Snooping binding database 

�Ñ DHCPv6_RELEASE packets that carry IPv6 addresses or prefixes existing in the DHCPv6 Snooping 

binding database but having untrusted ports unmatched with those saved in the DHCPv6 Snooping 

binding database 

�Ñ DHCPv6 packets in invalid formats or incomplete DHCPv6 packets 

2.  Building a DHCPv6 Snooping Binding Database  

The device with DHCPv6 Snooping enabled detects packets exchanged between DHCPv6 clients and DHCPv6 

servers and generates entries in the DHCPv6 Snooping binding database and prefix database based on 

information of valid DHCPv6 packets. All these entries are used as the information table of legitimate users, and 

provided to other security modules of the device as the basis for filtering network packets. 

The binding database and prefix database are updated during snooping based on the types of DHCPv6 

packets. 

�z Generating binding or prefix entries 

When a DHCPv6 REPLY packet is snooped on a trusted port, the device with DHCPv6 Snooping enabled 

extracts the client's IPv6 address or prefix, MAC address, and lease time from the packet and generates a 

binding or prefix entry based on the client's port ID (interface index) and VLAN ID that are recorded on the 

device. 

�z Deleting binding or prefix entries 

A binding or prefix entry is deleted in the following scenarios: 

�Ñ The recorded lease time expires. 
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�Ñ A valid DHCPv6 RELEASE or DHCPv6 DECLINE packet from a client is snooped. 

�Ñ A client user runs the clear  command to delete a binding or prefix entry. 

3.  DHCPv6 Option 18 or 37  

Some network administrators want to assign and manage IP addresses based on information about the network 

devices connected user clients (that is, client locations). To meet this requirement, a device with DHCPv6 

Snooping enabled adds related network device information to DHCPv6 request packets by using a DHCPv6 

option, which is Option 18 in RFC 3315 and Option 37 in RFC 4649. After Option 18 or 37 parsing is configured 

on a DHCPv6 server, the DHCPv6 server can obtain more user information based on the content of Option 18 

or 37 and assign IP addresses to users more accurately. 

�z Option 18: Interface ID 

The default padding content of Interface ID  is the ID of the VLAN to which the port receiving DHCPv6 

request packets from clients resides or the index of the port. The port index value is the corresponding slot 

ID and port number. The extended padding content is a user-defined string. Extended padding is valid only 

to wired ports by default. Wired ports include switching ports and L2 APs. For wireless ports, the extended 

padding content is 0. 

Interface ID  supports two padding formats: standard padding and extended padding. In a network, only 

one padding format can be used. In standard padding format, only the default padding content of is padded, 

as shown in the following figure. 

Figure 1 -1 Standard Padding Format of Interface ID  

 

 

If user-defined padding content is required, use the extended padding format. In extended padding format, 

the padding content can be the default padding content or extended padding content. To distinguish 

between different padding content, a 1-byte content type field and a 1-byte content length field are added 

after the sub-option length field. For default padding content, the content type is set to 0. For extended 

padding content, the content type is set to 1. 

The following figure shows the default padding content in extended padding format. 

00 04 0065 01 02

Sub Type Slot Port

Sub Length VLAN ID
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Figure 1 -2 Default Padding Content of Interface ID in Extended Padding Format  

 

 

The following figure shows the extended padding content in extended padding format. 

Figure 1 -3 Extended Padding Content of Interface ID in Extended Padding Form at 

 

 

�z Option 37: Remote ID 

The default padding content of Remote ID  is the MAC address of the DHCPv6 relay that receives request 

packets from DHCPv6 clients, and the extended padding content is a user-defined string. 

Remote ID  supports two padding formats: standard padding and extended padding. In a network, only one 

padding format can be used. In standard padding format, only the default padding content is padded, as 

shown in the following figure. 

Figure 1 -4 Standard Padding Format of Re mote ID  

 

 

If user-defined padding content is required, use the extended padding format. In extended padding format, 

the padding content can be the default padding content or extended padding content. To distinguish 

between different padding content, a 1-byte content type field and a 1-byte content length field are added 

01 06 0065 01 02

Sub Type Slot Port

Sub Length VLAN ID

00 04

Interface ID Type

Interface ID Length

01 N+2 ASCII Interface ID String

Sub Type N bytes(N=3-63)

Sub Length

01 N

Interface ID Type

Interface ID Length

00 00d0f8123456

Device MAC Address

06

Sub LengthSub Type
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after the sub-option length field. For default padding content, the content type is set to 0. For extended 

padding content, the content type is set to 1. 

The following figure shows the default padding content in extended padding format. 

Figure 1 -5 Default Padding Content of Remote ID in Extended Padding Format  

 

 

The following figure shows the extended padding content in extended padding format. 

Figure 1 -6 Extended Padding Content of Remote ID in Extended Padding  Format  

 

 

In Interface ID  of Option 18, the port index value is the slot ID and port number. The port can be a 

switching port or L2 AP. The port number indicates the serial number (SN) of a port in a slot. The port 

number of an L2 AP is the AP number. For example, if the switching port name is Gi0/10, the port number is 

10. If the AP name is AP 11, the port number is 11.The slot ID is the SN of a slot on a device (stacked 

devices are regarded as one). The slot ID of an AP is placed at the end. Slot IDs are numbered starting 

from 0. 

1.1.3  Applications  

1.  Guarding Against DHCPv6 Spoofing  

Multiple DHCPv6 servers may exist in a network. It is essential to ensure that user PCs obtain network 

configurations only from the DHCP servers within a controlled area. 

As shown in the following figure, the DHCPv6 client can communicate only with trusted DHCPv6 servers. 

�z Request packets from the DHCPv6 client are transmitted only to trusted DHCPv6 servers. 

�z Only response packets from trusted DHCPv6 servers can be transmitted to the DHCPv6 client. 

00 08 00d0f8123456

Remote ID Type Device MAC Address

00 06

Remote ID Length

 

Sub LengthSub Type

01 N+2 ASCII Remote ID string or hostname

Remote ID Type N bytes(N=1-63)

01 N

Remote ID Length

 

Sub LengthSub Type
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