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Preface

Intended Audience
This document is intended for:

® Network engineers
® Technical support and servicing engineers
® Network administrators

Technical Support
® Ruijie Networks Website:_https://www.ruijienetworks.com/

® Technical Support Website:_https://ruijienetworks.com/support

® Case Portal: https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

® Skype: service_rj@ruijienetworks.com

Conventions
1. Conversions

Convention Description
Bold font Commands, command options, and keywords are in bold font.
Italic font Arguments for which you supply values are in italic font.
[] Elements in square brackets are optional.
{xlylz} Alternative keywords are grouped in braces and separated by

vertical bars.

[x]y]|z] Optional alternative keywords are grouped in brackets and

separated by vertical bars.

The argument before the sign (&) can be input for consecutive 1- n

&<1-n> .
times.
p Double slashes at the beginning of a line of code indicate a
comment line.
2. Signs

The signs used in this document are described as follows:

© warning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.
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A\ Caution

An alert that calls attention to essential information that if not understood or followed can result in function
failure or performance degradation.

) Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to
serious consequences.

W Specification

An alert that contains a description of product or version support.

Note
The manual offers configuration information (including model, port type and command line interface) for

indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version,
the actual version prevails.
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1 RG-INC-EMB User Guide

1.1 Overview

This document describes how to use the eWeb management system. You can use the eWeb management
system to configure common settings for switches.

You can access the eWeb management system through a browser (such as Google Chrome) to manage
switches.

& Note

This document only applies to the eWeb management system of the CS86 series, and is compatible with the
RG-INC-EMB_1.22 version.

1.2 Typical Applications

Typical Application Description

Managing Switches Through After switches are properly configured, you can access the eWeb
the eWeb Management management system through a browser to manage these switches.
System

1.2.1 Managing Switches Through the eWeb Management System

Configuration Environment Requirements
Client requirements:

1. Client: Aclient refers to a PC or a mobile terminal such as a laptop. A network administrator can log in to the
eWeb graphical user interface (GUI) of a switch from the client’'s browser to manage switches.

2. Browser: Google Chrome is recommended. Exceptions such as garbled characters or formatting errors may
occur if an unsupported browser is used. If an exception occurs due to the use of an old version of Google
Chrome, you are advised to upgrade it to the latest version.

3. Resolution: You are advised to set the resolution to 1600 x 900 or 1920 x 1080. If other resolutions are used,

font and formatting issues may occur.

1.3 eWeb Management System

1.3.1 Logging In

Enter the switch IP address in your browser’s address bar. Make sure that the IP address is reachable. The login

page is displayed.
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Ruijie INC

Log In

1. Enter the username and password and click Log In. The main interface of the eWeb management system is
displayed.

2. If you cannot remember your username or password, click Forgot Password?

3. If you need customer service assistance, contact local technical support.

4. To prevent login through brute-force cracking, your account will be locked for 10 minutes after 5 failed

attempts. You cannot log in during the locking period.

Ruijie INC

Log In

2 aomin

O nNote

To use the eWeb management system, ensure that the rg-web component has been installed on the switch
and the web service has been enabled (if the web service is not enabled, run the enable service web-server
command in config mode to enable it). Otherwise, the login page is not displayed. In most situations, the rg-
web component is integrated in the rgos.bin system by default. However, if it is not installed, you can install it

by installing the upgrade file mentioned in this release note of the eWeb management system.
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1.3.2 Main Interface

The main interface of the eWeb management system is displayed.

’uy'elNC Home Configuration ~ &M~ System v Quick Setup  English v ‘,E—Jadmm'

Ruijie
Model-CS

Select Device: e

IManagement IP
I 13.3% %
MAC Address

Software Version

WEB Version RG-INC-EMB_1.22_Build20230329 % %
100 100
Hardware 1.00
Version 80 80
60 60
S/N G1QL50A000778
40 — 40
System Time  2023-04-10 14:41:32 20 /___/— —\ - zaj|
start Time 2023-03-31 22:28:09 143:4U 36 14:40:51 14:41:06  14:41:21 134‘@ 36 1440:51 14:47:06 14:41:21
Up Since 9d16h13min17s
D Select Panel m Aggregate Port G up G shutdown G VSL Port E Copper Port I:l Optical Port
1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 4 43 45 47 49 51
ODoO0OO000 000000 OodddEs 000000 OO
CACACICAC AT CACAICACICILY CACACACACAm CACAICACACAIL! OIL!
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 332 34 3 38 40 42 44 46 48 50 52

Port Role: 7' TRUNK = Layer 3 Interface

1. Header

This area displays the links to common functions, including Quick Setup, Change Password, and Exit. You can

click these links to switch to specific configuration pages.

’u,]'e”vc Home Configuration O&M ~ System ~ English v ‘,;‘admmv

Ruijie ) () admin Change Password
! Select Device: ~ O
Model
Management IP
{@} 13.2+ a7V
MAC Address

Software Version

® Change Password: After you click Change Password, the Change Password page is displayed. You can

enter the old password and the new password to reset the password.

® Exit: When device management is complete, you can click Exit to exit the main interface and return to the

login page.
2. Navigation Menu

This area displays main tabs of the eWeb management system.



Web-based Configuration Guide

1.3.3

RUU 1e INC | Horme Configuration 08M ~ System ~ Quick Setup  English  ~ (%) admin~

Network Admin

|
Interfaced - Switches - Routers Log docking network management

DHCP - IP Address Assignment

Security and Stabili
Management IP i v

Loop Guard

MAC Address
Software Version
WEB Version 100
Hardware Version  1.00 80

50 5
SN GIRW21P000028

© 4
System Time 2021-11-1524.47.07 2 204

04 - 0
Start Time 2021-11-1203.40 34 004610 0046:20 004630 00:46:40 004650 00:47:00 00:46:10 00:46:20 004530 00:46:40 004650  00:47:00
Up Since 2d21n6min33s

[ select Panel [7 ] Agaregate Port [E up (] shutdown [+] SVL Interface [ copper Port (] Optical Interface

1 13 15 17 19 21 23 39 41 43 45 47 49 51 53 55

25 3 33 35 37
O OOoOOoO0O0 OooooOo ooOooOono oo™
O OOooooo I;ﬁl\:ll:l\:ll:ll:l I o o o |

10 12 14 16 18 20 22 24 28 30 32 34 3 38 40 42 44 46 48 50 52 54 56

Port Role: 7' TRUNK = Layer 3 Interface

3. Main Operation Area

In this area, you can perform configurations on the eWeb management system. When you click the shortcut
menu at the top of the page, the detailed configuration page is displayed.

Quick Setup

The switch is not configured when you log in to the eWeb management system for the first time. To simplify the
configuration, you can use the Quick Setup wizard to configure common settings for the switch.

W Note

You can click Quick Setup in the upper-right corner of the main interface of the eWeb management system to
open the Quick Setup wizard.

1. Quick Setup
Layer 2 Mode

There are four steps in this mode.

(1) Device Management
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Quick Setup

] (2] (5]

Device Management Client Interface Switch Interface

Mode Matching © Layer2 Mode Layer 3 Mode

Managementinterface @) MGMTport as management interface VLANport as management interface

* Managemen! Interface

*IP Address. 10.110.60.158

* Subnet Mask 255255.255.0

* Gateway 17229.17.1

* DNS Server MAAMA LAY

Reset Time Q PCTime Custom

Time Zone: UTE+8 (Beijing Time, Chin

‘System Character Set

(2) Client Interface

Quick Setup

o 2] e o

Device Management Client Interface Switch Interface Security

i Note: Terminals are PCs, printers, monitors, APs, etc.

Client Interface

Interface Number Interface Status Port Description Action

B Enzble Range: [1-4094]

(3) Switch Interface
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Quick Setup

o © o o

Device Management Client Interface Switch Interface Security
| Note: The interface to the downlink access switch.
Switch Interface -
dd
Interface Number  Interface Status Allowed VLAN Native VLAN Port Description Action

TFOM v B Enable Format of VLAN Range: 3, 5-7 Range: [1-4094] [ Delete

B ext

(4) Security

Quick Setup

Device Management Client Interface Switch Interface Security

‘ Note: Enable the default route function, which will automatically generate the default route pointing to the routing port, and if there are multiple routing ports, the priority will be
| automatically configured according to the entry serial number.

Default Route: B Enable
SPT Loop Guard Mechanism: B Enable
Optimized Configuration of Edge B Enable
Port

Enable RLDP Loop Guard for [ Enable

Client Interface

Layer 3 Mode
There are six steps in this mode.

The first four steps are the same as those in Layer 2 mode, so only the last two steps are described here.

(1) Router Interface (Layer 3 Mode)
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Quick Setup

© © © © o (6]

Device Management Client Interface Switch Interface Security Router Interface Downlink Port Cenfiguration

. Note:The routing port is used when the switch is Layer 3 and needs to interconnect with the uplink device (router or other Layer 3 device) for Layer 3, and the interface must be
i a Layer 3 interface at this time.

Router Interface | + Add I

Interface Numb
er

Interface Status IPv4 Address Port Description Action

B Enable IP Address Format: 192.168.1.1 255.255.255.0 [ Delete

(2) Downlink Port Configuration (Layer 3 Mode)

Quick Setup

x
Device Management Client Interface Switch Interface Security Router Interface Downlink Port
Configuration
. Note:Gateways are used for Layer 3 inter-access between different VLANs, and it is recommended that each terminal VLAN be configured with a gateway. (Note: VLAN |
| terminals without configured gateways will not be available for Layer 3 access) !
Downlink Port Configuration Gateway + Add

Allowed VLAN Gateway Status IPv4 Address Mask Port Description Action

Range: [1-4094] Enable IP Address Format: 192.168.1.1 255.255.255.0
o [ Delete

1.3.4 Home Page

After you log in to the eWeb management system, you will be automatically redirected to the home page. Or,
you can click Home in the navigation menu to switch to the home page.

On this page, you can view the CPU, memory usage, system version, current system time, and other information
of the switch. By analyzing the trend of Top 5 interface traffic, you can identify common network problems on
this page and quickly resolve these problems.
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1. Switch Overview

At the top of the home page, you can view the switch name, model, management IP address, MAC address,

software version, hardware version, serial number, system time, startup time, and uptime. You can reset the

system time on the System Time page by choosing O&M > Basic Configuration > System Time.

Ruijie

Model:
Management IP 10.110.57.210
MAC Address  0074.9ced.3221

Software Version

WEB Version RG-INC-EMB_1.22_Build20230329
Hardware 1.00

Version

SIN G1QL50A000778

System Time 2023-04-10 14:49:43

Start Time 2023-03-31 22:28:09

Up Since 9d16h21min23s

2. Interfaces

In the upper part of the home page is the interface panel where interface information is displayed. The panel

shows the basic interface configurations, such as interface type, state, aggregated interface, and virtual

switching link (SVL) interface.

G Select Panel m Aggregate Port E up G shutdown G VSL Port

E Copper Port I:l Optical Port

3 5

1 £
LG

49 51
(I
ot
50 52

Port Role: T TRUNK ‘= Layer 3 Interface

3. CPU/Memory Usage

The CPU and memory usage of the switch is displayed at the top of the home page.
CPU: indicates the CPU usage of the switch service module.

Memory: indicates the memory usage of the switch service module.
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Select Device:| 1/0 ~

A

110
32.0% 52.1%

%
100 100
80 80
60 60
40 40 T T S S T B TS|
20 20

0 0+ T T T
14:50:11 14:50:26 14:50:41 14:50:56 14:50:11 14:50:26 14:50:41 14:50:56

4. Temperature/Power Module/Fan

The middle part of the home page displays the temperature, power module status, fan status of the switch at
different positions.

Temperature @ MNomal @ Abnormal Power Module @ Nomal @ Abnormal Fan @ Nomal @ Abnomal
Card Slol
Current  Alarm Shutdown Power Hardware Power Hardware
Card Slot Name Model X SIN Statt Fan Model X SIN Status.
Temp Temp Temp Module Version w) Version
Air Intake Ve Pwr-1 NiA NiA NiA NA ® M1IEFAN Il- 100000000
0 28 55 65 Fan-1 1.00
ntfair_inlet) F 0014
RG-PAS5 R350A2X
Pwr2 1 550 ®
Air Exhaust V olIF 131324 MAEFAN Il 100000000
Fan-2 1.00
0 eni(air_outle 32 68 8 F 0014
0
o MIEFAN Il- - 100000000

In the Temperature panel, you can view the temperature of a card slot by selecting a card clot from the Card
Slot drop-down list box.

5. Bandwidth

TOP 5 Interface Bandwidth Utilization Select Inferfs

Kbps TOPSExport Bandwidth Usage More>>
W Output Input Outbound Rat  Port bandwidt
Port Inbound Rate
e h

4.

° No Data

4
s

05

0
16:28:17 16:28:18 16:28:19 16:28:20 16:28:21

16:28:22 16:28:23

You can click More in the Top 5 Interface Bandwidth Utilization panel to query more details about interface
bandwidth utilization.
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[B2c] [E Reres] [< Giow] 8 Cioor 1]

Inbound Bandwidth Usage

Name 5
C 0.01
G323 001
G324 0.0:

Back: returns to the home page.

Outbound Bandwidth Usage

Port bandwidth

1000M

1000M

1000M

Refresh: re-queries the interface bandwidth utilization.

Packet not complete/too large

CRCIFCS error packets

Number of Conflicts

Clear: deletes statistics about a selected interface, such as the number of error packets and conflicting count.

Clear All: deletes statistics about all interfaces, such as the number of error packets and conflicting count.

1.3.5 Configuration

1. Port Management

Port Configuration

O8M

Port Mgt Network

Port |

VLAN Management

Interfaced - Switches - Routers

Pc DHCP - IP Address Assignment

Static Route

+
| Layer 3 Interface

Port
VLAN1

ofal 1

| Layer 2 Interface

Port Port State
TFO/ Enable
TFO2 Enable
TFOA Enable
TFOM4 Enable
TFO/5 Enable
TFOI6 Enable

® Configuring multiple ports

Port State

Enable

System

Admin

Log docking network management

Security and Stability

Loop Guard

IP Address Subnet Mask

Port Type Access VLAN
TRUNK

ACCESS 1
ACCESS 1
ACCESS 1
ACCESS 1

ACCESS 1

10

Native VLAN

Quick Setup

IPv6 Address Port Description

10/page ¢

Permit VLAN Port Description

3

English & admin =
Action
& Edit @ Delete
> o 1
Action
Edit & Details
Edit B Details
Edit B Details
Edl B Details
¢ Edit B Details
Edit B Details
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Configure Multiple Ports
Port State:

Port Description:

Select Port

Please Enter

Access Port

Please Enter

» Advanced Settings

@ Set configuration parameters in the
Configure Multiple Ports window.

Range: 1-4,094

Q Select Panel E’ Aggregate Fon@ SVL Interface

E] Copper Port[__] Optical Interface

13 15 17 19 21 23

OOoOoOood
OoOoOooOood

14 16 18 20 22 24

25 27 29 31 33 35

OOoOooOoad
I O O

26 28 30 32 34 36

37 39 41 43 45
I Y
OooOooOood

38 40 42 44 46

Port Role: © TRUNK
Select All Invert Clear

® Adding an SVI

® Editing a Layer 3 interface

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

Cancel

Add SVI Interface

@ Click <OK>. The result will be displayed in
the Layer 2 interface list.

@ Set configuration parameters in the Add SVI Interface window.

Port State:

Enable

Port Description:

* VLAN ID:

* IPv4 Address:

* Subnet Mask:

IPv6 Address/Mask:

@ Click <OK>. The result will be displayed
in the Layer 2 interface list.

11

Please Enter

Please Enter

Please Enter

Please Enter

Please Enter

Range: 1-4,094
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$O:TFO/3

@ Set configuration parameters in the displayed window.

Port State:

Port Description

Port Mode:

Port Attribute

* IPv4 Address

* Subnet Mask:

IPv6 Address/Mask:

- Advanced Settings

® Deleting a Layer 3 interface

Enable

Layer 3 Interface ~

-

Access Port
Trunk Port

Layer 3 Interface

2552552550

Please Enter

@ Click <OK>!Tfitis a Layer
result in the Layer 3 interface
port, you can view the result

Cancel

eror @ Click <OK>. The interface will be x

deleted from the Layer 3 interface list.
Avre you sure you want to delete?

Cancel

® Editing a Layer 2 interface

Edit Layer 2 Interface
@ Set configuration parameters in the Edit Layer 2 Interface window.

Port State: Enable e

Please Enter

Trunk Port ~

-

Port Description

Port Mode:

Port Attribute: Access Port
Trunk Port
* Native VLAN Layer 3 Interface

* Allowed VLAN VLAN D is 1 - 4,094

- Advanced Settings

@ Click <OK>. If it is a trunk
the result in the Layer 2 inte
interface, you can view the rg

Cancel

® A Layer 2 interface details

12
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iR TFO/2

Port State:Enable
Set Rate:Auto-Negotiation

Actual Rate:Unknown

Set Operating Mode:Auto-
Negotiation

Actual Operating
Mode:Unknown

Port Attribute:Optical
Interface

Click Details. You can view detailed information about a selected port.

Port Aggregation

O nNote

To increase bandwidth or provide redundancy, multiple physical ports (member ports) can be combined into a

single logical port (aggregated port). Each aggregated port can have up to 8 member ports. These member
ports transmit network traffic based on traffic distribution rules.

® Saving configurations

Ruijie INC Home  Configuration ~  O&M ~  System - QuickSelup  Englsh (&) admin~

Port Mgt

Port Mgt

'VLAN Management
Port Settings Aggregate Port Port Mirroring Rate Limit
Static Route -
| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm.

Load Balancing Algorithm: | Enhanced Balancing ~

-

Restore D Dest IP Address

@ Click <Save>

DsstMACAddes (4 Select an option from the Load Balancing

| Aggregate Port Se Algorithm drop-down list box.

Src & Dest IP Address

Note: To expand portbai  Src & Dest IP Address and Sre & Dest L4 Prt  up, multiple physical ports (member ports) can be combined into a single logical port (agaregate port). Each aggregate port can have up
to 8 member ports. Thes traffic distribution rule.

e Sic&DestMAC Address
Add Bulk Delote R
Sic MAG Address
Name Aggregate Port Number  Enable LACP Port Type IP Address Subnet Mask Action

No Data

Total 0 10page v < 1 >  Goto 1

® Restoring default settings

13
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Home Configuration O&M ~ System

Port Mgt
M Port Mgt
VLAN Management
Port Settings Aggregate Port Port Mirroring Rate Limit
Static Route
| Global Config

QuickSetup  English  ~ (@) admin~

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm: |  Enhanced Balancing

@ Click <Restore Defaults> to restore the load
balancing algorithm to Enhanced Balancing.

| Aggregate Port Settings

to 8 member ports. These member ports transmit network traffic through the traffic distribution rule.

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up

Add Bulk Delete

Name Aggregate Port Number  Enable LACP Port Type IP Address
No Data

Total 0

® Querying the aggregated port list

Ruwe INC Home: Gonfiguration ~ oaM System

Port Mgt

Port Mgt

VLAN Management
Port Settings Aggregate Port Part Mirrering Rate Limit
Static Route -
| Global Config

‘Subnet Mask Action

10/page < 1 > Goto

1

Quick Setup  English  ~  (2) admin~

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm:  Enhanced Balancing v

Bl oo

| Aggregate Port Settings

member ports ransmit network traffic through the traffic distribution rule.

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up lo 8 member ports. These

Aggregated port list

Name Aggregate Port Number  Enable LACP Port Type IP Address.

No Data

Total 0

Subnet Mask Action

10/page <« 1 > cow

1

Rulie Networks Co., L1d. © 2022 | 8IS 5TR/S) Copyright @2021, Technical Support phone number: 4008111000

® Adding an aggregated port

14
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@ Set configuration parameters in the displayed window.

* Aggregate Port Number Please Enter Range: 1-128
Interface Type: @) Layer 3 Interface (Switching) Layer 3 Interface (Routing)
Enable LACP: Yes QO No

Add Port to the Aggregation Port

D Select Panel m Aggregate Port m SVL Interface - up D shutdown m Current Port State G Copper Port |:| Optical Interface

5 7 9 1 1 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45

OO0000O00 OOOO0O0O0 OOOO0O0O0O0 OOoOodOil
OOOOO0O0 OOoOoOoOodOo OOoOoOodOo oOoOoOoOdl
2 4 6

8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46

Port Role: 7' TRUNK
Select All Invert Clear Tlp:Yuu can select mulllple ports Uy n(lmll'lg down the left mouse button and ﬂfﬁgglﬂg the mouse.
@ Click <Add>. The result can be viewed

Cancel . .
fad anee in the Aggregate Port list.

® Deleting multiple aggregated ports

Error

@) Are you sure you want to delete?

Cancel

® Editing an aggregated port

15
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* Aggregate Port Number Range: 1- 128

Interface Type: @ Layer 3 Interface (Switching) Layer 3 Interface (Routing)

EnsbleLACP: () Yes @ No @ Set configuration parameters in the displayed window.

Add Port to the Aggregation Port

[] setect panei [1] Agaregate Port [£] sV intertace [E] up [_] shutdown [*] current Port State [ copper Port [] opica intertace
13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45

OOOOOoOo ooooOoOo ooo4adl
OOOO0O0OO0 OoOoooOod OoOooOoddld

14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46

Port Role: 7 TRUNK
Tip:You can select multiple ports by hoiding down the left mouse button and dragging the mouse:

@ Click <Save>. The result can be can
be viewed in the aggregated port list.

Select All Invert Clear

Cancel

® Deleting an aggregated port

Error
@ Ave you sure you want to delete?

Cancel

Port Mirroring

Port Mgt Port Mgt

WVLAN Management
Port Sefiings Aggregate Port Port Mirroring Rate Limit

Static Route

Port Mirroring

If Part Mirroring feature is enabled. al packes on the source porl wil be copied and transmitled 1o the destination port. A swilched port analyzer (SPA) is usually connecled o the destination por to analyze packets on the source porl

Multiple source ports can be mimored to one destination port

Session ID 3 Sre. Port Dest. Port Monitored Packets Action

1 TFOIS TFOT both & Edit Delete

Rulle Networks Co., Lid. © 2022 | BUBRMEAERIEAS Copyright @2021, Technical support phone pumber: 4008111000

16
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® Creating port mirroring

Create

@ Enter the configuration parameters in the displayed window.

* Session 1D Plesss Enter Range: 1-4

* Sic. Port D Select Panel Gj Aggregate Pm@ SVL Interface ﬂ Copper Port [] Optical Interface

13 5 7 9 1 37 3

OnOOO00 OOoOobDOO0 OoOooboOo Od
O0OO0O0O0 OOoOooOoO0 OooOodooO Ood

2 4 6 8 W0 12 MO8 18 20 2 A % 2 30 32 34 36 38 40

Mirroring >

Select All Invent  Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

© Multiple source ports can be mirrored to one destination port. Performance may be affected ifthere are loo many source ports.

* Bost Pont [T select Panei [ 1] Aggregate Port [ ] SVL Interfacs 7] copper Port [] Optical nterface

2% 27 29 3 33 3%

o
o

% 2 30 32 34 3% 38 40

* Monitored Fackets  Please Enter

@ Click <OK>. The result will
be displayed in the list. - Cancel

® Deleting multiple mirrored ports

Error

0 Are you sure you want to delete these mirror ports?

Cancel

® Editing a mirrored port

17
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@ Set configuration parameters in the displayed window.

Session ID Range' 14

[ copper Port [ Optical interface

*Ste Port ["] setect Panei['T] Agaregate Port [%] SV intertace

13 5 7 9 1

OnoOoOOO0 OOOOOO0 OOOOoOOd OO
OO0OO0OO0O00 OoOoOoOoOoOo OoOoOoOooOd OO

2 4 6 8 10 1

SelectAll Invert Clear Tip:You can select multiple ports by hoiding down the left mouse button and dragging the mouse:

© Muttiple source ports can be mirrored to one destination port. Performance may be affected if there are 1oo many source ports.

*Dus P ] P L ropel S L] S e 7 ipper 56 [T e e

13 5 7 9 n 13015 17 19 21 2B 25 27 29 31 33 35

OnOO0O00 OO0O0OO0O00 OoOoOoOodd
OOOO0O0OO0 OOoOoOoOoOo OoOoOoOodd

2 4 26 28 30 32 34 3

* Monitored Packets All Packets
@ Click <OK>. The result will be
displayed in the list.

® Deleting a mirrored port

Error

0 Are you sure you want to delete this mirror port?

Cancel

18
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Rate Limiting
Port Mgt Port Mgt
VLAN Management
Port Settings Aggregate Port Port Mirroring Rate Limit
Static Route
Rate Limit
Inbound Rate Outbound Rate Action
No Data
10/page < 1 > Gl 1

Total 0

Ruijie Networks Co., Ltd © 2022 | $iEsFéshi&R4:E) Copynght @2021, Technical support phone number: 4008111000

® Configuring port rate limiting

Configure Port Rate Limit
(@ Set configuration parameters in the Configure Port Rate Limit window.
[ Copper Port [] Optical Interface

* Select Port ﬂ Select Panel E‘_'l Aggregate Port - up D shutdown m SVL Interface

25 27 29 31 33 35

o o
I

34 3%

13 15 17 19 21 23

i
OOoOoOodod

% 18 20 2 24

1 3 5 7T 9 n

[
OOoOoO0Oc

8 10 12

26 28 30 32

2 4 6 1

Select All Invet  Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

speed limit values: 64-100000KBps (The rate limit valus varies with port types)

Inbound Rate Limit
speed limit values: 64-100000KBps (The rate limit valus varies with port types)

Outbound Rate Limit
(3 Click <OK>. The result will be
displayed in the list. Foned

® Deleting multiple rate limiting entries
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Emor

@ 4re you sure you want to delete these port rate imis?

Cancel

® Editing a port rate limiting entry

Edit Port Rate Limit
@ Set configuration parameters in the Edit Port Rate Limit window.

Inbound Rate Limit 2500000 speed limit values: 64-25000000KBps (The rate limit value varies with port types)

Outbound Rate Limit 2500000 speed limit values: 64-25000000KBps (The rate limit value varies with port types)

@ Click <OK>. The result will be displayed in the list. Sakiv

® Deleting a port rate limiting entry

Error

@ e yousure you want to delete this port rate imit?

Cancel
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2. VLAN Management

VLAN Management

Port Mgt

VLAN Management VLAN Management Trunk Management

san [ oo soeces

@ Click <Bulk Add> 3 Click <Add>

Static Route | e nos

@ Click <Delete Selected VLAN >

VLANID VLAN Name VLAN Status Port Action
TFOR2,TFO/4,TF0%6-12,TFO14- . .
1 VLANODO1 STATIC 4 Eat
48, HUNGredGIn/49-56.Ag1 EE @ Click <Edit>
2 222 STATIC TFO/5,TFO/43, HunredGioiss & Ean
3 333 STATIC TFO/1, TF0/13,TF0/43, HundredGi0/55 4 Edit T Delete

® Click <Delete> to delete a single VLAN.

Total 3 | 10/page < 1 >  Gow 1 I

® Jump to a certain page

Ruifie Networks Co., Ltd. © 2022 | B8RS AR/E Copyright @2021, Technical support phone number: 4008111000

® Adding multiple VLANs

To add multiple VLANS, click e and the Bulk Add window is displayed. Enter the VLAN ID and
click m
Bulk Add X
* VLAN ID: Range: 1-4094; Format: (3-5.200)

® Adding a single VLAN

Add
To add a single VLAN, click and the Add window is displayed. Set configuration parameters and click
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Add X
“ VLAN ID Range: 1-4094
“ VLAN Name
Select Port
G Select Panel Aggregate Port G up ﬂ shutdown ﬂ Current Port State SVL Interface B Copper Port I:l Optical Interface
1 3 ] 7 9 " 13 18 17 19 21 23 25 27 29 31 33 3% 37 39 41 43 45
(A I N I N I I N I Ny N N A A N O
N I N I N I Ny I N N A A N O
2 4 6 8 10 12 14 16 18 20 22 24 26 28 320 332 34 36 38 40 42 44 46
Port Role: 7' TRUNK = Layer 3 Interface
Select All Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.
m Cancel

® Deleting multiple VLANs

To delete the selected VLANS, click before each VLAN to select multiple VLANSs, then click

Delete Selected VLAN

. The error message is displayed. Click n

Error x

Are you sure you want to delete these VLANS?

Cance' n

® Editing a VLAN

To edit a VLAN, click “ Ed1 and the Edit window is displayed. Set configuration parameters and click
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Edit
VLAN ID Range: 1-4094

" VLAN Name: 222

Select Port:

r':l Select Panel rzl Aggregate Port - up r:l shutdown ri‘-l Current Port State |E| SVL Interface

r:l Copper Port [__| Optical Interface

1 3 7 9 11 13 15 17 19 21 23 25 27T 29 M 3 3 37 29
(S I I O
N I O

2 4 6 8

10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40

O O0O0O0O00O00O OO0 Oaodod
O OO0O0O00O00O OOoOoOoO00O OO

1 43 45
0l
gy

42 44 46

Port Role: 7' TRUNK = Layer 3 Interface
Select Al Invert Clear

m C ancel

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

® Deleting a VLAN

To delete a VLAN, click [ DEI€®  The Error dialog box is displayed. Click n .

Error X

Are you sure you want to delete the selected VLAN?

|
Trunk Management

Port Mgt

VLAN Manage... VLAN Management Trunk Management

Stalie Route Set Trunk Port
Port Native VLAN Allowed VLANs Action
RO/ 1 3 1 Delote
TFO/43 1 ALL & Edit
HundredGi0/55 1 ALL £ Edit T Delste

Total 3 10/page - ¢ 1 >

Goto 1 |

Ruijie Networks Co., Lid. © 2022 | SRR TR2=] Copyright @2021, Technical support phone number: 4008111000

® Setting a Trunk port
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To set a trunk port, click . The Configure Trunk Port window is displayed. Set configuration

. OK
parameters and click -

Configure Trunk Port

E Copper Por‘tD Optical Interface

Select Port G Select Panel |j:| Aggregate Port G up E shutdown E SVL Interface

17 19 21 23 25 27 29 3 33 35 37 39

1 3 5 7 9 1" 13 15

OMOoOO0O0 OO OoOoOoOoOod Ood
OOOO0O0O OO OoOoOoOoOod Ood

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40

Select All Invert  Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

* Native VLAN Time (s) (1-4094)

* Allowed VLANs VLAN ID is 1 - 4,094.

Cancel

® Deleting multiple trunk ports

To delete multiple trunk ports, click next to each trunk port to select multiple trunk ports, and then click

Bulk Delete
-. The Error dialog box is displayed. Click .

Error

Are you sure you want to delete these trunk ports?

® Editing a trunk port

To edit a Trunk port, click ¢ Edit . The Edit Trunk Port window is displayed. Set configuration parameters and

click .

Edit Trunk Port

Port  TFO/

* Native VLAN 1 Time (s) (1-4094)

* Allowed VLANs 3 VLAN IDis 1-4,094.
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® Deleting atrunk port

(0]¢
To delete a selected trunk port, click © D¢ The Error dialog box is displayed. Click -

Error X

Are you sure you want fo delete these trunk ports?

3. Static Route

Packets destined for a specified destination network are routed along a pre-determined path when a static route
is configured. The routing priority is source in source out > forward DNS proxy > policy-based routing > user-
defined routing and app-based routing > static route > auto routing > multi-link load balancing and default route.

O Note

The system supports up to 32 equal-cost routes to the same destination subnet. If over 32 equal-cost routes
are configured, only the 32 equal-cost routes that are configured first will take effect.

Port Mgt

Static Route: By adding a static route, packets destined for a specified destination network are routed along a predetermined path,

© 'Routing Preference: ', Source In Source Out > Forward DNS Proxy > Policy Routing > User Routing and Application Routing > Static Routing > Address Base Auto Routing > Multi-
VLAN Manage Link Load Balancing and Default Routing

Add Default Route Delete Selected Route

Note: The system supports configuring 32 equal-cost routes to the same destination network segment. If the number of equal-cost routes is greater than 32, only the first 32 equal-cost
routes take effect

Static Route

Router Outbound In  Administrative Dista ‘
Dest. Segment:  Dest. Mask Next Hop IP Type Action
terface nce

0.0.0.0 0.0.0.0 10.110.60.1 1 Default Route

Total 1 10/page < \ > Go to 1 |

Ruijie Networks Co., Ltd. © 2022 | $iiliii4&a2¢758R205] Copyright @2021, Technical support phone number: 4008111000

® Adding a static route

To add a static route, click Add Static Route. The Add Static Route window is displayed. Set configuration

parameters and click m .
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Add Static Route

IP Type:

* Dest. Segment:

O P4 IPv6

Example: 172.29.1.0

* Dest. Segment Mask:

Example: 255.255.255.0

* Administrative Distance:

* Next Hop IP:

Qutbound Interface:

Time (s) (1-255)

Example: 172.29.13.1

Please Select

Here, an IPv4 address is
configured.

® Adding a default route

To add a default route, click . The Add Default Route window is displayed. Set configuration

parameters and click m .

Add Default Route X

IP Type: @ IPv4 IPv6

* Administrative Distance: Time (s) (1-255)

* Next Hop IP:

Example: 172.29.13.1

Outbound Interface: Please Select e

® Deleting the selected routes

To delete the selected routes, click next to each route to select multiple routes, and then click

. A dialog box is displayed. Click .
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Are you sure you want to delete?

® Editing a static route

To edit a route, click ¢ Edit

click m

Edit Static Route X

. The Edit Static Route window is displayed. Set configuration parameters and

IP Type: © IPv4 IPv6

* Administrative Distance: 1
* Next Hop IP: 10.110.60.1

Outbound Interface: Please Select ~

® Deleting a static route

Delet
To delete a static route, click i Delete . A dialog box is displayed. Click .

Are you sure you want to delete?

4. DHCP Server
DHCP Address Pool Management

® Enabling the DHCP server
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DHCP Server
DHCP Snooping Address Pool Management Assign Static IP Address Assigned Addresses
Add DHCP Delete Selected DHCP Reserved IP Range [SDLIECEEIEE @)
Name of Address Address Default R
Address Range Lease Time (min) DNS
Pool Type Gateway
No Data
Total 0 10/page < 1 > Goto

Ruijie Networks Co., Ltd. © 2022 | $iilfiéEae ¢8R4 5] Copyright @2021, Technical support phone number: 4008111000

® Disabling the DHCP server

DHCP Server

DHCP Snooping Address Pool Management Assign Static IP Address Assigned Addresses

As DHCP server: ()

Ruijie Networks Co., Ltd. © 2022 | $:i5R¢ER{473IR4:F] Copyright @2021, Technical support phone number: 4008111000

® Adding a DHCP address pool
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Add DHCP X
(@ Set configuration parameters in the displayed windo
* Name of Address Pool:

Address Type: @ v4

Address Range Setting: | Based on SegmentSubnet Mask

*Segment  Example: 192.168.1.0

Example: 255.255.255.0
* Defauk Gateway:  Example 192 168.1.1
“LeaseTime:  Please Enter
Primary DNS Server:  Example: 114,114,114,114
Secondary DNS Server:  Example: 114,114,114,114

1P Address for CWMP
Service:

@ Click <Done>. The result will
be displayed in the list.

® Deleting the selected DHCP address pool

Error

0 Are you sure you want to delete these address pools?

@ Click <OK>. The selected DHCP

address pool is deleted. ganet

® Configuring the reserved IP range
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Reserved IP Range
@ Set configuration parameters in the displayed window.

\ Reserved|P Thease |P addresses will not be assigned to clients. Format: 1.1.1.1-1.1.1.20 Fonly 1.1.1.
entered by you, then itis an single [P

Reserved IP RangsZ:

Reservad IP Rangs2:

... @ Click <Done>. The r
in the Reserved IP Rand

® Editing a DHCP address pool

Edit DHCP x

@ Set configuration parameters in the displayed windd
“ Name of Address Pool
Address Type: @ vé
Address Range Seting:  Based on SegmentSubnet Mask
* Sagmant 17228170
255.256.255.0
* Default Gateway: 17229173
LeaseTime:  Pleasa Enter permar @
Primary ONS Server. | 114114114114 ]

Secondary DNS Sarver  Example: 114.114.114.114 (2]

1P Address for CWMP.
Senvice:

@3 Click <Done>. The result will be
displayed in the list.

® Deleting a DHCP address pool

Error

0 Are you sure you want to delete this address pool?

Cancel
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Assigning Static IP Addresses

Home Configuration 0&M System Quick Setup  En v @admmv

DHCP Server
DHCP Snooping Address Pool Management Assigned Addresses
Add Enter client name, IP address or MAC a Q  Clear
Client Name IP Address Mask Gateway Client MAC DNS Server Action
No Data
Total 0 10/page < 1 > Goto 1

® Choose DHCP Server > Assign Static IP Address > Add to access the Add static IP address page and
add a static IP address.

* Client Name:
*IPAddress: | Example: 192.168.1.0
* SubnetMask: | Example: 255.255.255.0
= MAC Address:  Example: 0002.0002.0002
* Gateway: | Example: 192.168.1.1

Example: 114,114,144,144

The Assigned IP Addresses Page

R’_ﬂﬁé ’Nc Home Configuration O&M v SOE ~ System Quick Setup  English
DHCP Server
DHCP Snooping Address Pool Management Assign Static IP Address Assigned Addresses
Bind MAC a :sses to dynamically acquired IP addresses Query by IP address Search

Assigned IP Addresses MAC Address Lease Time (min) Internet Type Action

No Data

Total 0 10/page ~ < 1 > Goto 1
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5. Configuring DHCP Snooping

’uy,e INC Home Configuration 08M System QuickSetup  Englsh  ~ (3 admin~

DHGP Server

DHGP Snooping

6. Logs

DHCP Snooping

DHCP listening function can listen to DHCP messages In the network, the correct client IP, MAC, Vian, interface and ofher information recorded to the legitimate: client library (software table). In conjunction with IP Source Guard , ARP Inspection and
ather features, ARP spoofing and IF source address spoofing can be prevenied in dynamic I address environments
In addition, by dividing interfaces into trusted interfaces and unirusied interfaces. only trusted DHCP servers are allowed, and ilegal DHCP servers are blocked (o prevent DHCP server spoofing,

You are advised to enable INis funclion on access switches.

@ Note: If this feature is enabled, WES MAB authentication. oblaining MAC addresses through commercial marketing authentication, and oblaining MAC addresses through local server authentication will fail
oHep snocping QD) @ Enable or disable DHCP snooping.

Gonfigure Trusted Interface

Please select the Interface (usually an uplink interface) that connects to a valid DHCP server as a trusted interface. Any unselected interface is an untrusted interface.
@ The system will only forward DHCP reply messages from trusted interfaces. Requests from DHCP elient will be forwarded only to trusted interfaces
If the DHCP service is enabled on the local device, you do not need to configure the trust interface.
It the DHCP service is not enabled on the local device, you must correctly configure the trust interface. Otherwise, the ciient will not be able to get the MAC address.
@ Configure the interface connected to the DHCP server
[ setect panel [1] Aggregate port (0] up [ shutdown "] curentrot sizte 35 a trusted interface. ™7 copper Port [] Optical Intesface
1 3 5 7 9 " 13 15 17 19 21 23 25 27 29 3 33 35 37 39 | 41 43 45 a7 49 5 53 55
I OO0 oOoOod
s o OOO0O0 OO
2 4 s

8 10 12 4 16 18 220 22 24 26 2 3 32 34 3% 38 40 J4a2 41 s 48 50 52 54 56

Current Trusted interface: &
Tip:You can select multiple ports by holding down the left mouse button and dragging ihe mouse.

Select Al Invert Clear

(3 Save the configuration.

Configuring the Log Server

Log Server

SNMP/Trap

Teinet/SSH

Home Configuration 0&M System Quick Setup  English @ admin~

Log Server

Syslog Upload
@) Svys/oq Upload Enabled

* IP of Upload Dest Server

Pot 0

© The port number is 514 by default. Please use a port with a port number be Make sure that the port is not used by other UDP packets

Logging Leve!

at

rror, 1 indicates an error that needs to be corrected immediate!
n that needs attention, 6 indicates the general information, and

2 indicates a crifical error, 3 indicates an err
indicales the debugging information The

critical
that may exist, 5 indicates the informati

not critical, 4 indicat
@ urgent and important th

t needs attention
« the number, the n

awaming
0g Is

Logging through management

ntetace

Configuring SNMP or the Trap Function

The Simple Network Management Protocol (SNMP) enables a network administrator to easily monitor and

manage nodes on a network.

® SNMP Version: indicates the SNMP version supported by the switch, which can be SNMPv2 or SNMPv3.

® Location: indicates the location the switch.

® SNMP Community String: is used by the management host to connect to a switch.

® Trap Community String: is used to connect to the management host. When an alarm is generated on a
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switch, the switch can send the alarm to the management host.

® Trap receiver: refers to the management host that receives alarms from a switch. A maximum of 10 trap

receivers can be configured.

SNMPv3 is more secure than SNMPv2. The encryption password and authentication password of SNMP users
need to be configured.

@ Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3.

SNMP Version: @ V2 v3
Location: Please Enter
* SNMP Gommunity String: | Please Enter

Trap Community String: Please Enter Trap Community String must be the same as SNMP Community String.

* Trap receiver: Please Enter

Save Clear

A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated by comma () or CRLF ().

@ Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3,

SNMP Version V2 Qo v
Location: Please Enter
* SNMP Community String Please Enter
Trap Community String Please Enter Trap Community String must be the same as SNMP Communily String.
Encryption Key Please Enter
Authentication Key Please Enter

*Trap receiver | Please Enter

Save Clear

A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated by comma (,) or CRLF (|).
4

Save

SNMP V2: Select O V2 . Set configuration parameters and click - to submit the configuration.
Save

SNMP V3: Select o V3 . Set configuration parameters and click - to submit the configuration.

Cl
Clear: Click " to clear the SNMPV2 or SNMPV3 configuration.
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Configuring Telnet or SSH

© You can remotely connect, manage and configure this device through Telnet or SSH.

Telnet Service ()

SSH Service C’

Username: admin
* New Password: Please Enter 2]

* Confirm Password: Please Enter

Save

. Telnet Servi . .  SSH Seni
Telnet/SSH: Click " » to enable or disable the Telnet service, and click evice. (D)

to enable or disable the SSH service. The default user name is admin. Set configuration parameters and click

Save
- to submit Telnet or SSH configurations. When both the Telnet service and SSH service are disabled,

you do not need to set a password.

@ You can remotely connect, manage and configure this device through Telnet or SSH.

Telnet Service C’

ssH service ( JJP

When configuring a switch through Telnet, you must log in with this password.

ﬂ Note

Remember the new password for login next time.
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7. STP Loop Guard
Global Settings

The purpose of SPT Loop Guard feature is to discover and start an optimal tree topology of LAN to ensure stability of the network.
SPT protocol: a protocol used to avoid broadcast storms caused by link loops and to provide redundant backup of links.

‘:) Enable STP Loop Guard

Priority: 8 Range: 0- Handshake Time: 2 Time (s): 1-
15. Default: 8 10. Default: 2
Aging Time: 20 Time (s): 6-40. Forward Delay: 15 Time (s): 4-
Default: 20 30. Default: 15
SPT Mode: ~ MSTP v
MST Name: No more than MST Version: 0 Range: 0-
32 characters. 65535. Default: 0

Enable or disable STP Loop Guard: Click () Enable STP Loop Guard

guard.

to enable or disable STP loop

Global Settings: Enable STP Loop Guard and set configuration parameters. There are three STP modes,

which are STP, RSTP, and MSTP. Click to submit the global settings.

Port Settings

O nNote

You are advised to enable Port Fast on the port directly connected to a PC.

1. Setting the STP loop guard function for multiple ports

Click . The Bulk Set window is displayed. Set configuration parameters. Add or delete the port priority
o f Add || . . . ) .
by clicking or — Delete . Select multiple ports, and click m to submit the configuration. Then

the result will be displayed in the list.
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Bulk Set
Protection Mode:
PotFast  Close
BPDU Guard:  Enable

Connection Type:

Port Priorty

Instance:  Please select *Priority: | Pleascenlerthep | Range: 0-240, a mutple of 16

T Delete

Instance:  Please select . Please enterthe p | Range: 0-240, & meitiple of 16

T Delete

Select Port:

[ select Panel['] Agaregate Port [+ ] SVL Interface [ copper Port[] Optical Interface

7 9 o5 7 19 N 2 % 27 2 3 B 3% ¥ v o4 o8 5w
OOOoOoObdOoo oo Oooddo
A A s s |

14 16 18 20 22 24 2% 28 30 32 M B 38 4 42 44 46 48

Port Role: © TRUNK

SelectAll Invert Clear Tip:You can select muttiple ports by holding down the left mouse button and dragging the mouse.

Save Cancel

2. Editing the STP loop guard function for a single port

&

Edit
Click in the Action column. A window is displayed. Set configuration parameters. Add or delete the

port priority by clicking F Al or i Delete . Click m to submit the configuration. Then the result will
be displayed in the list.

Port:TF2/7/20 *
Protection Mode: None ~
Port Fast: Close ~
BPDU Guard: Close hd
Connection Type: Auto hd
Port Priority:
+ Add
Instance:| 0 v * Priority 128 Range: 0-240, a mulfiple of 16
1 Delete

Save Cancel
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STP State

STP Loop Guard

Global Settings Port Settings SPT State

SPT State: @ Enable @ Configuring Spanning Tree
SPT Mode: MSTP
Root Bridge Status: Root Bridge
Instance: Please Select ~
Select Panel Port
G Select Panel m Aggregate Ponﬂ upﬂ shutdown G Current Port State G Copper Porll:l Optical Interface
1 3 5 7 9 1" 13 15 17 19 21 23 25 27 29 31 33 3 37 39 41 43 45 47 49 51 53 55
A I I ) N N I N O I
N N ) N Iy N I N O O I I
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 48 48 50 52 54 56

Port Role: 7 TRUNK = Layer 3 Interface ® Root Port @ Designated Port @ Alt Port M Master Port STP Port State: & STP Enabled and Forwarding ® STP Enabled and Blocking © STP Enabled C

Edge Port Enabled

Edge Port Enabled

23
Disable Edge Port: Select the Up port and click . The icon of Port 23 is changed to
23

o

23
Enable Edge Port: Select the Up port Q and click . The icon of Port 23 is changed to

23

52

8. RLDP Link Detection

The Rapid Link Detection Protocol (RLDP) is independently developed by Ruijie Networks for rapid detection of
Ethernet link failures. It is used for loop detection on access switches in a specific situation where a loop occurs
on the downstream hub of the access switch (BPDU guard cannot prevent this type of loops). You are advised
to enable RLDP on all ports of the access switch connecting to clients, in order to prevent all types of loops on

these ports.

RLDP can also be enabled for distribution switches, but the loop guard performance is coarse-grained.
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Global Settings

STP Loop Guard

RLDP Link Detection

RLDP Link Detection

RLDP is used for loop detection on a especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for

all ports of the access swilch conr vent all types of loop on the po

RLDIP can also be enabled for distribs h but the grain of loop control and prevention

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Netwarks for rapid detection of Ethernet link failures
@) RLDP Link Detection

Global Settings Port Settings RLDP State

* Detection Interval 3

* Number of Delections

Ruijie Networks Co., Lid. © 2022 | SiFEis &M, E Copyright @2021, Technical support phone number: 4008111000

1. Save: After you have entered the detection interval, number of detections, and restoration cycle (optional),

Save
click - to save the global settings.

K @ RLDP Link Detection

2. RLDP Link Detection: Clic to enable or disable RLDP.

Port Configuration

O Note

(1) Enabling loop detection on a port can prevent broadcast storm caused by loops. You are advised to
enable loop detection on ports of the access switch connecting to a client.

2) RLDP must be enabled on both ports for unidirectional and bidirectional link detection. You are advised
to enable RLDP on the link between switches.

3) Only port violation or alarm detection types can be configured for aggregated ports. Loop detection on

a member port of the aggregated port will be synchronized to other member ports of the aggregated port.

STP Loop Guard RLDP Link Detection

RLDP Link Detection
| witch may form loops (BPDU Guard cannot prevent this type of loops) You are advisad to enable RLDP feature for

control and prevention is coarse

RLDP: Rapid Link Det is a protocol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.

@) RLDP Link Detection

Global Settings Port Settings RLDP State

Add RLDP Detection Port Delate RLDP Detaction Port

Port Detection Type: Troubleshooting Action

TFO/ Loop Detection * Alarm & Edit 1 Delete

Total 1 10/page < 1 > Goto 1

Ruijie Networks Co, Lid. © 2022 | SHEHSEEHTIRLE) Copynght @2021, Techmical support phone number. 4008111000

1. Adding an RLDP-enabled port
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Click . The Add RLDP Detection Port window is displayed.

Add RLDP Detection Port X
Detection Type

Unidirectional ~

Bidirectional ~

Loop Detection ~
E Select Panel m Aggregate Pomﬂ up G shutdown E SVL Interface E Copper Por‘t|:| Optical Interface
1 3 5 T 9 " 13 15 17 19 21 23 25 21 29 31 33 35 37 39 41 43 45 47 4
o0 OO0 D00 oo ¢
N I I N N N I A N T A N I R
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 1
Select All Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

Add Cancel

RLDP involves unidirectional link detection, bidirectional link detection, and loop detection. Options in the drop-
down list boxes corresponding to these three types include Alarm, Disable port learning and forwarding, Port

violation, and Disable SVI. You can select multiple ports one by one, or using the Select Al Invert - Clear

Add
button. Click - to submit the configuration. The result will be displayed in the list.
RLDP State

Global Settings Port Settings RLDP State

Local MAC Address: 0022.0513.1014

Select Panel Port:

G Select Panel m Aggregate Ponﬂ upﬂ shutdown m Current Port State G Copper P0n|:| Optical Interface
1 3 5 7 9 N1 13 15 17 19 21 23 25 271 29 31 33 35 37 39 41 43 45 47
CEOOOOO OOO0O0OO0O0 OO0 OoOoOoOocod |
N I N I N I ey I N N Iy O N N
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

RLDP State: @ RLDP Monitoring @ Violated Port

Recover All

RLDP State: You can select RLDP Monitoring or Violated Port.

. .
Restore All: You can click to recover all violated ports.
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1.3.6 O&M

1. Ping or Tracert

Performing a Ping Test

Home Configuration O&M System Quick Setup  English (@ admin~

Ping Test

Traceroute Test

Dest. IP Address or Domain Name: 92 168.1

Number of Retries
Packet Sze
ragmentation. @ Yes No

byte ICUP Echoss to 192.168.1.1, timecut iz 2 ssconds:
resk

Sending 5, 100

Ruijie Networks Co., Ltd. © 2022 | $iH:%M4:5 Copynght @2021, Technical support phone number: 4008111000

1. Start: Select Non-Management Interface from the Ping Mode drop-down list box to select the ping mode.
You can select Non-Management Interface and Management Interface, and there may be multiple
management interfaces. Enter the destination IP address or domain name, timeout period, number of attempts,
and packet size. The Allow Fragmentation item is displayed only when Ping Mode is set to Non-Management

Start
Interface. After setting configuration parameters, click to run the ping test. After the ping test is

complete, the test results will be displayed.

S
2. Stop: Click to stop the current ping test.
Performing a Tracert Test

Juy]e INC Home Configuration O&M System Quick Setup  English @) admin =

Ping Test
| Traceroute Test

Dest. IP Address or Domain Name: 5216811

Timeout Period

1. Start: Select Non-Management Interface from the Tracert Mode drop-down list box to select the tracert
mode. You can select Non-Management Interface and Management Interface, and there may be multiple
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Start
management interfaces. Enter the destination IP address or domain name and timeout period. Click - to

run the tracert test. After the tracert test is complete, the test results will be displayed.

St
2. Stop: Click to stop the current tracert test.
2. Performing One-Click Collection

You can use the One-Click Collect function to collect switch fault information for troubleshooting.

'ulj'e ’NC Home Configuration Q&M System Quick Setup  English ™ @) admin -

One-Click Collect

Note: This One-Click Collect button collects fault information for device troubleshooting.

One-Click Collect

Collecting fault information may take about 10 minutes. After the collection is complete, you can download the
collected fault information to a file named tech_ vsd0_ 20210716142650.tar.gz.

One-Click Collect: Click . The Error dialog box is displayed.

®

It may take more than 10 minutes to collect information. Do

you want to continue?

C

Collecting...

Click “ The collecting process starts, and is displayed. After the collection process is

complete, the Error dialog box is displayed.

0 Collect succeeded.

Download
Click to download the collected information in a tar.gz compressed file.

3. Restarting the Switch

Click Restart Now to restart a switch. The restart process takes about 1 minute. Do not perform any operation

during this period. After the switch is successfully restarted, the current page will be refreshed automatically.

U'J'e 1/i'[t  Home Configuration O&M System Quick Setup  English  ~ (@) admin~

Restart

You can click "Restart Now" button below to restart the router.

Note: The restart process takes about one minute. After restart, the system
automatically jumps to the login page for you to log in again.
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4. Upgrading the Switch

O Note

You can download the required software version file from Ruijie Networks's official website to the local PC and

upgrade the switch using the downloaded file.

A\ Caution
1. When upgrading the main program or the web package, ensure that the version and model are the same

as those of the current switch.

2. During upgrading, there may be no response temporarily due to flash loading. In this case, do not power

off or restart the switch until the upgrade is successful.

{ Home Configuration O&M ~ System Quick Setup  English v~ (&) admin~

Upgrade

Note: You can download the corresponding software version from the official website to the local PC and upgrade the device in the following ways.
Important: 1. When upgrading the main program or Web package, please make sure that the software version and model are the same as those of
the device to be upgraded. 2. During upgrading, the page may not respond temporarily due to flash sorting. In this case, do not power off or restart
the device until the upgrade is successful. !

selete file

Select

Upgrade Now

5. Basic Configurations

Default DNS Server

Ul}.’e INETSS Configuration 0&M ~ System ~ Quick Setup  English  ~ () admin~

| Default DNS...
@ Enter the DNS address provided by your operator. If you don't know the DNS address, you can directly enter 114.114.114.114. If you want to
System Cha... configure the IPv6 DNS server, you are advised to enter 240c::6666.

System Time DNS Server 1:  114.114.114.114 |

Save

Save
1. You can click T to add a DNS server, click X to delete a DNS server, or click - to submit the

configuration.
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System Character Set

u.l]'e INEES Configuration v 0&M - System Quick Setup  English  ~ (2 admin~

Default DNS...

| @ The default system character set is GBK Please set the same system character set for terminal emulators such as SecureCRT.
System Cha...

System Character Set GBK ~
System Time v J S

-~

UTF-8

GBK
System character set: There are two options in the System Character Set drop-down list box, which are UTF-

S
8 and GBK. The default value is UTF-8. After a character set is selected, click to save the configuration.

System Time

Ullle 1/i'[t  Home Configuration O&M System v Quick Setup  English (@) admin~

Default DNS...

System Cha... Current Time:  2022-09-30-11:17:18

| System Time

Reset Time: (O]
Time Zone: UTC+8 R
Time Zone Synchronization Automatically synchronized with Internet time server

Automatically synchronize time with the Internet time server through the management interface

You can manually select the system time or select Time Zone Synchronization to automatically synchronize

the switch system time with the Internet time server.
6. Configuration Management
Performing Configuration Backup

The configuration backup function enables you to import or view the running configuration of the switch.

Uy’e [t Home Configuration 0&M - System v Quick Setup  English  ~ (&) admin~

Config Backup

Export running configurations of this device.

Config Import
Export Running Config View Running_Configuration

1. Export running configuration: You can click to generate the config.text text file.

2. View running configuration: You can click /ewRunning Conflouralion 1 switch to the Current Config page.
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& back

Current Config

Building configuration... D

Current configuration: 4677 bytes

version
|

errdisable recovery interval 300
|

route-map test permit 10
|

route-map tett permit 10
|

route-map t permit 10
|

route-map ROUTEMAPIN permit 10
|

ip vrf test
|

Importing Configurations

’ulj'e ’NC Home Configuration Q&M ~ System Quick Setup  English Lf,l admin~-

Config Backup

I Config Import Do not close or refresh this page during importing. Otherwise, the import will fail.
After the configuration is imported, the device will restart.

File Name: ~ Select No file is selected

View Running Configuration

Select
1. Import configurations: You can click to select the configuration file to be imported, and then click
m to import the configuration file.

2. View running configuration: You can click /ew-Running Configuralion ¢4 switch to the Current Config page.

7. Restoring Factory Settings

You can click Restore Factory Settings to delete all the configurations of the switch, and restore the switch to
factory settings. To save the current configuration, you are advised to export the current configuration by clicking
Export Setup.

Ul}'e’ Home Configuration 0&M System v Quick Setup  English ~ (&) admin~

Restore ...

Note: Restoring factory settings will delete all running configurations. If there
are useful configurations in the current system, you can first [Export
Running Configurations] before restoring factory settings. 'Export Setup’,
Please restore the factory settings.

Restore Factory Settings
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8. Web Console

The web console simulates the connection of a client connection tool such as xshell, rt, mobaxterm to the
controller of the switch.

U,llle INGEESS Configuration 0&M v System v Quick Setup  English (&) admin~

| Web Console
Console Output

Ruijie#t

Command Input Please enter the command Clear Screen

. Command Input: Please enter the command. .
1. Enter a command in and click . The command

execution result will be displayed in the console.

Clear Screen
2. Click to clear the output result.

1.3.7 SOE (paid service)

SOE is a paid service and is available only when an RG-INC-EMB-SW-AMAINT license is imported.

Ruyle INC Home Configuration 0&M System QuickSeup  Engiish  ~ (2 admin~

[ Select Device:  1/0
Management IP 154
MAC Address

Software Version

WEB Version

100 100
Hardware Version  1.00 80 L
60 60
SIN G1RW21P000028
40 40
System Time 2021-11-15 24:45:50 20 20
04— — . 0. ; ; ; TS
Stert Tme 0211112034033 00:4455 004505 004515 00:4525 00:4535 00:45:45 00:44:55 004505 004515 004525 004535 00:45:45
Up Since 2021hSmin16s
[ select Panel [ ] Aggregate Port [l up[_] shutdown [©] SVL Interface [ Copper Port [] Opiical Interface
13 5 7 9 1 1315 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 53 55
OO0O0O000 oOooOooOo ooOoood O O O
[y | OoOOoOOoono OoOodoOoOoo oobodoOoo oodd
2 4 6 8 10 12 MO16 18 20 2 24 2 28 30 IR M 36 38 40 42 44 46 48 50 52 54 56

Port Role: 7 TRUNK = Layer 3 Interface

Page layout before an RG-INC-EMB-SW-AMAINT license is imported
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Ruyle INC Home Configuration ~ O&M ~ SOE ~ System ~

Deployment Wizard

| Deployment Wizard

(1) Assign Management Segment

Required for first-time configuration

@a’ﬁ

-

(2) Create Configuration Template

Quick Setup  English  ~ () admin~

EEEN

(3) Bind Configuration Template

Ruijie Networks Co., Ltd. © 2022 | $iERsEHEIRE) Copyright @2021, Technical support phone number: 4008111000

Page layout after an RG-INC-EMB-SW-AMAINT license is imported

1. Deployment Wizard

Step 1: Assign a management subnet.
Step 2: Create a configuration template.

Step 3: Bind a configuration template.

Ruyle INC Home Configuration ~ Q&M ~

| Deployment Wizard Deployment Wizard

(1) Assign Management Segment

Required for first-time configuration

SOE ~ System ~

@a’ﬁ

-

(2) Create Configuration Template

Quick Setup  English  ~ () admin~

EEEN

(3) Bind Configuration Template

Ruijie Networks Co., Ltd. © 2022 | $iERsERHEIRLE) Copyright @2021, Technical support phone number: 4008111000
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Assigning a Management Subnet

Assigning a management subnet refers to configuring the default management VLAN and management subnet,
and user-defined management VLAN and management subnet. When a management subnet is assigned for
the first time, the user-defined management VLAN and management subnet are optional. The user-defined
management VLAN and management subnet cannot be removed when being assigned.

A switch going online through the zero-touch provisioning (ZTP) process will be assigned with an IP address
based on the default management VLAN and management subnet. If a user-defined management VLAN is
configured, the switch will be assigned with an IP address based on the user-defined management VLAN and
management subnet.

Assign Managemen Create Configurati

Bind Configuration Template
t Segment on Template

Default Management VLAN and Segment

* Management VLAN

* Management Gateway 10.110.60.1

* Management Segment/Subnet Mask 10.110.60.0/24
* IP of SOE Components 10.110.60.158 7]
Excluded Addresses 10.110.60.1-10.110.60.200

Custom Management VLAN and Segment @

* Management VLAN 30
* Management Gateway 10.110.70.1
* Management Segment/Subnet Mask 10.110.70.0/24
Excluded Addresses 10.110.70.1-10.110.70.200

Configure User-Defined Management VLAN and Management Subnet.

Save and Next
The default management VLAN and management subnet must not be on the same subnet. Click -
to save the configuration and switch to Create Configuration Template.

47



Web-based Configuration Guide

Creating a Configuration Template

o Assign Manageme  ---------ss-sssesesees ) Create Configuratio

Bind Configuration Template
nt Segment n Template

@ Create a template

(@ Search a configuration template by entering

the template name here and pressing Enter. Q Search template

Template Name Number of Applicable Ports Number of Associated Devices  Action
@ View the devices associated
first 4g with the template. 4 Edit| @ Edit a template

@ Delete a template. The

second 18 0  template associated with ¢ Edit | [il Delete

devices cannot be deleted.
third 4 0 @ Edit [ Delete

& Return to the [Assign Management
Subnet] page.

(® Switch to the [Bind Configuration
Template] page.

You will be redirected to the same Configuration Template page when you click <Create Template> and <Edit>.
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~
Configuration Template Creste using CLI command
* Template Name Placss Enter. [ ]
* Murnber af 1B ~ | Wiew device model'number of ports
Aaplicatike (Copper)
Parts
* Telnet Credential defunitstrong password) v
* SHMP Gredential defualtjsrong prssaord) v @
* Local Web detaudt v @
Credengal
Port Global
1 3 g 7 g 1 12 15 17
2 2 i) 8 10 12 14 16 18
0 Pz select the port. Malliple ports can be selected SskatAll  Clear
| Port Config
) Please select the port to be 522 on the device panal first
| Part List
Port Name Fort Type VLAN MAC Advertisement
G Aocess 1 Enabiz
Gioz Apcese 1 Enablz
Gz Access 1 Enable
Gilvg Access 1 Enable
Gilis Aroess i Enabls
Givg Access 1 Enable
GioT Apcese 1 Enable

-

Configuring a template: Set configuration parameters in the displayed window. In the Port Config panel, select

S
a ports, set configuration parameters in the displayed window and click OK. Click . The results can be
viewed in the Port List panel. The port configuration or preview is displayed.
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Port Global

. Access Port '0 Trunk Port

9 1 13
B B &
oW
10 12 14

1[3]fs]7
& & & &
L L L N
2 ([ 4] 6| 8

© Please select the port. Multiple ports can be selected

15 17
]

PNw
16 18

L You can select one or more ports.

You can click <Select All> or <Clear> to quickly
select or delete one or more ports.

IPortConfigseeced ) P BN D B D DD OO ADOHDED

* Port Type Access

*VLANID 1

~  Advanced Settings

- © Confirm your operation

Select All Clear

IPotConfig sekecec S P D D DD D RO O OO EADGADG D

* Port Type Access

* VLAN ID 1

(D Expand Advanced Settings.

MAC Advertisement Enable
Loop Guard

| Storm Control
Port Isolation Enable @
PoE Enable
PoE Priority Low

@ Select one or more ports, set configuration parameters.

Confirm your operation

@ Click <OK> to save the configuration.
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| Port List

Port Name Port Type VLAN MAC Advertisement

GioA Access 1 Enable I

Gior2 Access 1 Enable

Gi0rs Access 1 Enable

Gio/4 Access 1 Enable

Gio/s Access 1 Enable

Giose Access 1 Enable

Gior7 Access 1 Enable

Giors Access 1 Enable

. . Create using CLI command . . . )

Preview: You can click to switch to the Configuration Template (Using CLI

Command) page. On the Custom CLI Commands pane, enter the customized CLI command and click

to save it. You can view the parameters of the current configuration template in the Preview

Cancel Configuration Template (Using CLI Command)

pane on the right. You can click or to switch to the

Configuration Template page.
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< Configuration Template (Using CLI Command)

1. Do not use custom CLI commands for features that are supported by the visual interfacs.

2 Please make sure that each custom command is correct Please make sure that all custom commands are correct The deviceDo not use custom CLI commands for
features that are supported by the visual interface

3.2820USeries will ignore this configuration(including SF2820U, MF2920U, IF2820U, PF2920U series)

Preview Custom CLI Commands

T i sl e R Please enter CLI commands hers. Vou are advissd to use a text editor to
line vty 0 35

: . t and then paste the content here.
s =Pl ccal

privilege level 15

interface GigabitEthernst 0/1
no ip dhep snooping trust
switchport mode access
switchport access vwlan 1
no switchport protected

ion added

tion removed

samp trap mecnotifi

snmp trap mac-notif:

pos enable

poe priori
suto-power—down ensble

control broadcast

control milticast

no
no
no
no stor B

rldp port losp-detect shutdssm-pors

hern=t 0/2

Pt T
no ip dhep snooping trust
s ol oo
switchport mccess wlan 1

no switchport protactad

snmp
pos enable

e e
no suto—power—down ensble
control broadeast
control mlticast

control unicas

rldp port loop-detect shutdown—port

intorfonn £ aohisRihomnat 02

Cancel mm and Preview
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Configuring the Associated Device

Associated Device X
Template name-first @ Search box SN | Please | Location
Status Device IP Device SN Model Name Area Name Location Action
Not Managed MACC942570009 1 defaultAre... T Delete

(@ Edit an associated device

Total 1 10/page  ~ < 1 > Goto 1 @ Jump to a certain page

¢ Edit

On the Associated Device page, click . The Bind a single device page is displayed. After setting

configuration parameters, click ﬁ to bind one switch.

Bind a single device X

* Device 3N

* Bound
‘Configuration
Template

first v

Area Name defaultArea
Location Please enter. Example: Room 3001. [ 7]

Name 1 (7]

Binding a Configuration Template

Binding One or More Switches
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egment mplate

Binding Mode @
@

Assign Management S ---------mmommmmememneees Create Configuration Te --------=-==-===-=-----=

© Bind Configuration Template

()

Bind multiple devices / Bind a single device | Bind multiple devices I
Can SKip tis Siep and bind e

Bind based on Multiplexer

Default Template for the Whole Network

Bind a single device @(vo] Search template

Number of Associated Access Devic

Template Name Action
es
first 2 @
second 0 View Edit
third 0 View Edit
& Jump to a certain page | Total 3 10/page < 1 > Goto 1

® Return to the previous step

(1) Binding multiple switches

On the Bind multiple devices or Bind a single device page, click . The Excel Binding

page is displayed.

Excel Binding X
| & Upload Excel I + Download Excel © Up to 500 data items at a time
(D Upload an Excel file (2 Download an Excel file
| Binding Result
Device SN Bind Configuration Template Area Name Location Name
No Data
Bind multiple switches
Total 0 10/page - <« 1 4 Goto 1 |3 Jump to a certain page © F

On the Excel Binding page, you can perform the following operations:
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(1) Upload an Excel file: You can click to upload the switches to be bound. The binding results
will be displayed in the Binding Result pane.

+ Download Excel
to download an Excel binding template.

(2) Click
(3) Click “ . A dialog box is displayed.
Bind? >

Binding or changing the template will cause the device to
restart. Therefore, perform this operation during idle hours

The configuration status of managed devices can be

Click m The bound devices will be displayed in the refreshed window.

Binding Based on the Aggregation Layer

viewed in the Aurora - Device list

Create Configuration Te
mplate

Assign Management S
9 9 o Bind Configuration Template

o egment

Binding Mode @
@ Add a distribution layer-based binding policy

@New access devices connected to the aggregation switch will be automatically matched to a template

Bind multiple devices / Bind a single device
Policy Name
Bind based on Multiplexer

@ Search a binding policy

Default Template for the Whole Network
Policy Name Multiplexer Template name Action
@ Edit a binding policy
first 17229174 first
@ Delete a binding policy
ITolaI 1 10/page  ~ < 1 > Goto 1 I

® Jump to a certain page

e J

(1) Adding or editing a binding policy based on the aggregation layer

You can click @ to switch to the Add page. On the Add page that is displayed, set configuration parameters

Save
and click - to save the configured policy.
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l - ___________________________________________________________________________|
Add X

@ One multiplexer can be bound to multiple templates. An access device from the distribution layer can be
automatically matched to a template based on the number of ports.
* Policy Name | Please Enter L7

* Multiplexer Device IP Please Enter 17

* Bound Configuration Template
Please Select ~

Cancel Save

O nNote

Device IP: Run the sh lldp local-information command on the aggregation switch to check the switch’s IP

address.

Bound Configuration Template: The number of ports in the configuration template must be different so that

the switch can be automatically matched to a template based on the number of ports in the configuration

template.

(2) Deleting a binding policy

Click [ Delete A dialog box is displayed.

Are you sure you want to delete this template?

Click “ . The selected policy is deleted.

2. Deployment Log

The Deployment Result page shows the switch deployment results. You can filter and view the deployment

results on this page. This page also contains the Device List link.

Deployment Result @ aferthe deployment finishes, you can modify the configuration of a single davice in the Device List. Device List Modify the configuration of a single davice

2 Refresh

Device IP

66.1.12

Total 1

Last 7 days ~ Only show failures Device SN | Device IP Q
Device SN Name Area Location Management Status ~ Description Model Template Name  Template Source  Updated at
Success. SF2910-4GT2XS-
G1QH1G7000288 66112 defaultArea Managed Custom Template Custom Template 2022-10-09 17:11:56

(Replace) P

Wpage ~ < 1 >

3. Device List

Adding or Editing a Switch
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Search Area Name

~ Global | Advanced filter +
defaultArea -

Import Device Location

Bulk Actions v

Enter device IP, name or SN Q  Clear

Fuzhou

Total 1

® Querying a switch

Confil
Status Management IP Name Type Model Area Location SIN 9 Action
Status
° 66.1.12 66112 SWITCH SF2910. defaultA G1QH1GT000288 Action
a
View Details

Edit Connection Template
Modify

Modify Configuration Template|
Delete Device

Update

Ping

Restart

10/page < 1 > Goto 1

You can query a switch by area or device type, or entering the switch's management IP address, name or SN in

the search box.

Global ~ o

-

Global defaultArea

® Adding an area

To add an area, click

in the Area pane.

Add De Advanced filter « Enter device IP, name

-
e
Device Type All e
Name

The Add window is displayed.

Add

Area Name

This field is required.

higher-level area containing all

Global

Please select a higher-level area. (Areas are organized hierarchically, with a

lower-level areas.)

o

Add Cancel

. . . Add
On the Add window, enter the area name, select a higher-level area, and click - .

® Adding asingle switch
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To add a single switch, click . The Add Device window is displayed.

Add Device *

* Management IP

Telnet Credential Select ~

Area Name Please Select

(i ] During the process of adding devices, the system will try to connect to
the devices through existing SNMP, Telnet templates  Please make sure
you have added the corresponding template

Manage Connection Templates

Add Cancel

. . Add .
Enter the switch’'s management IP address, select the area name, and click - If the switch’s IP
address already exists or the switch is not reachable, the switch cannot be added.

® Importing the switch location

Import Device Location

To import the location of a switch, you can click . The Import Device Location window is
displayed.
Import Device Location X

@l

| Pre-import information

Device SN Area Name Location Name

No Data

Total0 | 10page v~ < 1 > Goto 1

ceneel

4 Download
Click to download the template (an Excel file). Set configuration parameters in the template.

Click to import the completed Excel file, and click to import the switch location data.

® Editing multiple areas
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O
Click next to Device List, select Bulk Edit from the Bulk Actions drop-down list box. The Bulk Edit

window is displayed.

Bulk Edit X

* Area Please Select

Cancel Save

Save
Select an area in the window, and click -

® Querying switch details

View Details to switch to

To query switch details, click the Action column of the Device List, and then click
the Details page. On the Device Info page, you can view basic information about a switch, and synchronize the
switch by clicking Sync. On the Alarm page, you can query and set alarm details. On the Interface page, you

can query the switch’s interface data.

Details
Name 66.1.1.2
Management P 66.1.1.2

Device Type SWITCH

Model

Connectivity ~ Unreachable ( & Ping # Telnet &2 SNMP)

Alarm Interface
Sync Time 2022-10-09 17:11:56

SIN G1QH1G7000288 Vendor ruijie Hardware Version 1.00
MAC  00:d0:18:22:33:16 Madel Description  sysOID Software Version
Area defaultArea
< Details
Name 66112

Management IP 66.1.1.2

[« |}
[ee | Device Type SWITCH
ars
Model
Connectivity ~ Unreachable ( &2 Ping & Telnet 3 SNMP)
Device Info Alarm Interface
Select Alarm Major Moderate Status Alarm Search
Date Level Minor Al v Event
B 2022-10-02 - 2022-10-09 Al Enter alarm event to searct
Last Alarm Time Alarm Level Number of Retries. Alarm Event Description Status Action
No Data
Total 0 10/page v < 1> Goto 1
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Connectivity ~ Unreachable ( &2 Ping &2 Telnet 32 SNMP)

& Details
Name 66.1.1.2
Management IP 66.1.1.2
e ]
oo Device Type SWITCH
oo
Model
Device Info Alarm Interface
Port Type Interface Name Type
Copper Port (PoE) Gio/ ethernetCsmacd
Copper Port (PoE) Gio/2 ethernetCsmacd
Copper Port (PoE) Gio/3 ethernetCsmacd
Copper Port (PoE) Gi0/4 ethernetCsmacd
Fiber Port Te0/5 ethernetCsmacd

® Editing a connection template

To edit a connection template,

Edit Connection Template

.
Telnet template, and click .

Description

GigabitEthernet 0/1

GigabitEthernet 0/2

GigabitEthernet 0/3

GigabitEthernet 0/4

TenGigabitEthernet
0/5

click the Action

Status

upP

up

up

upP

upP

Link Status
DOWN
DOWN
DOWN

DOWN

DOWN

column

of

Edit Connection Template

SNMP Template defualt(weak password)

Telnet Template defualt(weak password)

s

~

O T1oadd template, please use  Manage Connection Templates

Save Cancel

Rate

1000M

1000M

1000M

1000M

10000M

mMTU

1500

1500

1500

1500

1500

Device List,

and

® Editing the configuration (for switches that go online through the ZTP process only)

To edit the configuration of a switch, click the Action column of Device List, and then click

MAC
00:d0:18:22:33:f6
00:d0:18:22:33:16
00:d0:f8:22:33:f6

00:d0:f8:22:33:16

00:d0:18:22:33:16

then click

. The Edit Connection Template window is displayed. Select the SNMP and/or

Modify The

Modify window is displayed. Set configuration parameters. If you change the value of Telnet Credential of the

switch, the system displays the message “After this configuration is saved, the configuration will be delivered to

this switch. This operation may force a switch restart. Please perform this operation at service idle time.” If you
do not change it, the Telnet configuration will be delivered to the switch.

60



Web-based Configuration Guide

Modify

Hame

Madel

Area Name

Location

* Telnel Credential

* SHNMP Credenlia

Port Glokal
[
1 3
L I
2 4
o -
1 Port Config
1 Port List
Port Mame
Gilv1
Gil\2
GilV3
Gilv4

Here you can madify the configuration template associated to the device. I the associsted template is 3 public template, 3 personalized template will be generated after x

modification, which will not interfers with the configuration of other devices associated to this template.

68.1.12

defaultArea

defualbiwenk passward)

defunlifwenk passward)

default

Custom CLI Commands

Port Type
Arooass
Aooass
Trunk

Truni

i Uplink Fert [ Copper Fort

Select A Clear

@) Please select the port to be s=¢ on the deviee paned first

NatweWlan: 1 Allowed Van: 1-100

MNatweWian: 1 Allowed Vian: 1-100

MAC Advertiserment
Enable
Enable
Enatle

Enable

:arCEI E

® Modifying a configuration template (for switches that go online through the ZTP process only)

Click the Action column of Device List, and then click

Modify Configuration Template

. The Modify

Change
Configuration Template window is displayed. After selecting a template, click - The switch will

start the login process again.

61



Web-based Configuration Guide

Modify Configuration Template X

@ Binding or changing template may force a device restart. Please perform this
operation at service idle time.

Current Custom Template
Template
Select Template Select e

® Deleting a switch

Delete Device '

To delete a switch, you can click the Action column of Device List, and then click The

Confirm on Delete dialog box is displayed. Click .

Confirm on Delete X

o Are you sure to delete SF2910-4GT2XS-P (66.1.1.2 ) Device?

@ fthese devices are reachable, the system will add these devices again the
next time it performs automatic device discovery or topology discovery.

Cance‘

® Updating switch details

To update basic information about and interfaces of a switch, you can click the Action column of Device List,

and then click Update .

® Ping aswitch

To ping a switch, click the Action column of Device List, and then click Ping . After the ping test is successfully
executed, the system displays the message "[XXX. XXX. XXX. XXX] is reachable" or "[XXX. XXX. XXX] is not

reachable."

® Restarting a switch

To restart a switch, you can click the Action column of Device List, and then click Restart  a dialog box is

displayed.

Make sure to reboot the 66.1.1.2 device
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oK

Click - The switch will restart successfully after 2 to 3 minutes.
Managing Connection Templates of a Switch

(1) Telnet Templates

® Querying a Telnet template

Manage Templates

You can query a Telnet template by entering the
Telnet Template SNMP Template Local Web Template template name in the search box.

Add Telnet Template Please enter the template name Q

defualt(weak password) defualt(strong password)
0 device use this template. 0 device use this template
No zero-configuration template uses this No zero-configuration template uses this
template. template.
Edit Delete Edit Delete

® Adding a Telnet template (similar to editing a Tenlet template)

Add Telnet Template

(@ Set configuration parameters.

* Template Name Please Enter.

* Username
plate>

* Password

@ Super user password is used fo enter the privileged mode (ordinary mode authority is very small

usually need to enter)

* Superuser Password

@3 Click <Save> ve

® Deleting a Telnet template

A referenced Telnet template cannot be deleted. You can only delete a Telnet template after you have

successfully disassociated switches from the Telnet template.
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Manage Templates

Telnet Template SNMP Template Local Web Template

Add Telnet Template Please enter the template name Q

defualt(weak password) defualt(strong password)

0 device use this template 0 device use this template

No zero-configuration template uses this No zero-configuration template uses this
template. template.

Edit - Edit Delete

(2) SNMP Templates

® Querying an SNMP template

Manage Templates
You can query an SNMP template by entering

Telnet Template SNMP Template Local Web Template the template name in the search box.

Add SNMP Template Please enter the template name Q

defualt{weak password) defualt{strong password)
SNMP v2 SNMP v2
0 device use this template 0 device use this template
No zero-configuration template uses this No zero-configuration template uses this
template template.
Edit 1 Delete Edit [ Delete

® Adding an SNMP template (similar to editing an SNMP template)

Add SNMP Template

* Template Name | @ Enter the template name.

* SNMP Version

plate>

|® Enter the read and write co
strings.

* Read Community String

* Write Community String

@ Click <Save>

® Configuring a Trap Server Address in the SNMP Template
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Add SNMP Template

* Template Name

* SNMP Version

* Read Community String

* Write Community String

Trap server address

Cancel

® Deleting an SNMP Template

The SNMP template that is associated with a switch or is a default template cannot be deleted.

Manage Templates

Telnet Template SNMP Template Local Web Template

Add Telnet Template Please enter the template name. Q

defualt(weak password) defualt(strong password)

0 device use this template. 0 device use this template.

No zero-configuration template uses this No zero-configuration template uses this
template. template.

Edit Edit Delete

Click <Delete> to delete an SNMP template.

Managing the Switch Model Library
(1) Managing Switch Vendors

On the Vendor Management page, you can view vendors and their abbreviations supported in the model library
supported by the system.
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Vendor Management Model Management Series Management Type Management
Please enter the vendor name
Vendor Name Abbrev.
RUNIE RUIJIE
UNKNOWN UNKNOWN
H3C H3C
Microsoft Microsoft
Cisco Cisco
3Com 3Com
Huawei Huawei

(2) Managing Switch Models

On the Model Management page, you can view the model library supported by the system. You can also add,

delete, and edit switch models.

® Querying a switch model

Vendor Management Model Management Series Management Type Management

(D Enter the search criteria.

Vendor All v Model Please enter a keyword to search System OID I
Type Search template ~
@ Click <Query>. The query results will be displayed.
Type Name Vendor Type System OID Action
View £ Edit
S9620 RUUIE SWITCH(Support Zero-Co 1.3.6.1.4.1.4881.1.1.10.1.46
I Delete
View & Edit
$8606 RUWIE SWITCH(Support Zero-Co...  1.3.6.1.4.1.4881.1.1.10.1.43
[ Delete
View & Edit
S8610 RUWIE SWITCH(Support Zero-Co... 1.3.6.1.4.1.4881.1.1.10.1.44
Tl Delete
View & Edit
S7604 RUMIE SWITCH(Support Zero-Co 1.3.6.1.4.1.4881.1.1.10.1.57 o

® Adding a switch model
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* Type Name

* System OID

* Series

Support Zero-
Configuration

Online

Number of Copper

Ports

Number of
Management

Interfaces

Number of Fiber

Ports

® Deleting a switch model

Vendor Management

Please enter the type name Enter the model.

Please enter the System OID Enter the OID.

Select the series. If the target serie

Please select the series \ X
add the series on the Series Manag

Model Management

Set other configuration parameters as required.

No

@ Click <Save>

Cancel

Series Management Type Management

Vendor Al v Model Al System OID
a Type Name Vendor Type System OID
@ Select the model to be deleted.
(=] 89620 RULIE SWITCH(Support Zero-Co...  1.3.6.1.4.1.4881.1.1.10.1.46
S8606 RULIE SWITCH(Support Zero-Co...  1.3.6.1.4.1.4881.1.1.10.1.43
$8610 RULIE SWITCH(Support Zero-Co...  1.3.6.1.4.1.4881.1.1.10.1.44
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Managing Switch Series

On the Series Management page, you can manage switch series, including querying, deleting, or adding a

switch series.

® Querying a switch series

Vendor Management Model Management Series Management Type Management

Series Name Please enter the series nam Vendor All ™

Series Name Vendor Type Predefined Action
UNKNOWN UNKNOWN UNKNOWN Yes g Edit
DES-7200 RUMIE SWITCH Yes & Edit
DGS-3610 RUUIE SWITCH Yes ¢ Edit
0OSM8500 RULIE SWITCH Yes & Edit

RSR20 RUIIE ROUTER Yes g Edit
RSR10 RUMIE ROUTER Yes & Edit

® Adding a switch series

* Series Name | Please enter the series name. Enter the series name.

*Vendor = Please selectthe vendor.  ~  Select the vendor.

Please select the device tyr > Select the switch type.

@3 Click Save. -

® Deleting a switch series

A referenced series cannot be deleted.
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Vendor Management Model Management Series Management Type Management

ease enter the series nan Vendor All v .
@ Click Delete.

Series Name P

-] Series Name Vendor Type Predefined Action
(D Select the series to be deleted.
UNKNOWN UNKNOWN UNKNOWN Yes £ Edi
DES-7200 RUWIE SWITCH Yes & Edit
DGS-3610 RUWIE SWITCH Yes £ Edit
0OSM8500 RUWIE SWITCH Yes £ Edit

Managing Switch Types

On the Type Management page, you can query switch types supported by the system.

Vendor Management Model Management Series Management Type Management
Type Code Please enter the type code.

Type Code Type Name
ROUTER ROUTER
SWITCH SWITCH

UNKNOWN UNKNOWN

LINECARD LINECARD
MODULE MODULE

HOST HOST
SECURITY SECURITY

4. Upgrading a Switch
Upgrading the Switch Software

You can upgrade the bin file of the managed switches by clicking Bulk Update.

® Query the switch to be upgraded by entering the search criteria, and select the switch (only switches of the
same model can be upgraded in a batch).
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Filter Model Please enter a keyword to search Hardware Version Al ~ Software Version All v Clear

You can query a switch by entering the search criteria.
More v

You can also query a switch by entering the switch's management IP address or name.

| Please enter the device management IP or name. Ol

@ Click <Bulk Update>

Hardware Versi  Software Versi

D Management IP Name Vendor Model Area Action
on on

(D Select the switches to be upgraded.
No Data

Total 0 10/page ~ < 1 > Goto 1

® Upload the bin file and start upgrade. This operation has potential risks. Proceed with caution.

Device List:

Management IP Name Model Area Hardware Version Software Version Connectivity

66.1.1.2 66.1.1.2 S$F2910-4GT2XS-P defaultArea 1.00 SF29 RGOS 11.4(1)B...

@ The upgrade can succeed only when
Choose an upgrade package: e
porace packad the Telnet connectivity is normal.

SECEVER e Il (1) Select the bin file.
@ Click <Delivered to 1devices> |[MENEEGEENES Cancal

® Wait for the upgrade process to finish. If you exit the page and open the upgrade page again, you can still

view the upgrade progress.
5. Performing Backup
Performing Backup and Recovery

With configuration backup and recovery, you can manage the configurations of the managed switches.

Due to the limited storage space of the switch, the system allows a maximum of five records for a single switch.

Management IP:66.1.1.2 Manufacturer:ruijie SR DEEUEIED Restore This Backup
Q | Area
. @ You can select .
Global v . ) , No Backup@) Click <Restore
MG Manually Back Up and view configuration @ .
This Backup> to

I h itch Reading cor.flgurat;un"'l’leftse wait. backup ina given h
@ Select the switch you want @ Click <Manually Back Up>  period of time. restore the
to back up or view. if you want to back up the configuration.
Total 1 < 1 configuration.

The actual configuration of the selected
switch is displayed here in real time.
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6. Replacing a Switch

Choose SOE > Replacement. The Replacement page is displayed.

Home Configuration 0&M SOE System Quick Setup ~ English & admin~
Fspny Replace an Access Device ©©  Deployment osm
Deployment Wizard Alarms
B Completed N ) @ Settings
Deployment Log

Device Management
Device List
Upgrade

Backup

|
is detected.

Total 0 10/page < 1 > Gow 1

Ruijie Networks Co., Ltd. © 2022 | 8l SM/AE) Copynight @2021, Technical support phone number: 4008111000

If a switch fails, an O&M engineer can replace the faulty switch with a new one by installing the optical fiber or

network cable connected to the faulty switch into the new switch.

Choose SOE > Deployment Log. The Deployment Log page is displayed.

luyle INC B Configuration O&M SOE| ~ System - Quick Setup  English  ~ (&) admin~

I Deployment Log Deployment O&Mm

Deployment Result @ Afterthe depioy ) vice List. Device List Modify the configuration of a single device
Deployment Wizard Alarms

& Refresh Last 7 days v Device SN | Device IP Q Export

Device Management

N . . lescripti Template  Template
Device IP Device SN Device List Model Updatec
n Name Source
Upgrade
SF2910-
Backup iuccess. Custom Custom
66.1.1.2 G1QH1G7000288 4GT2XS- 2022-10
Replace) Template  Templale
Replacement P
Total 1 10/page < 1 > Goto 1

Ruijie Networks Co., Ltd. © 2022 | $RiBRIERGHR% =] Copyright @2021, Technical support phone number: 4008111000

You can view the replacement results on the Deployment Log page.
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Deployment Resu |t @ After the deployment finishes, you can modify the configuration of a single device in the Device List. Device List Modify the configuration of a single device

& Refresh Last 7 days v Only show failures Device SN | Device IP Q v
. . . Descripti Template  Template
Device IP Device SN Name Area Location Management Status Model Updatec
on Name Source
SF2910-
defaultAre Success. Custom Custom
66.1.1.2 G1QH1G7000288 66.1.1.2 Managed AGT2XS- 2022-10
a (Replace) ® Template Template
Total 1 10/page - < 1 > Goto 1

7. Configuring the Alarm Module

You can view, export, and handle alarms of the switches managed by the system in Alarm Module, and set the

alarm storage time and expiration time.

1. Viewing alarms

Alarm Query alarms by the switch’ s IP address. R 9

|A\arm Level All Major Moderate Minor Please enter the management IP or name. Q Advanced filter ~

Select one or more items
from the <Advanced filter

Filter alarms by the alarm severity.

Last Alarm Time % A:I'm revel Number of Re: Name Device IP Device ID Alarm Event  Description d r% a-tgs?wn g liiﬁ(aﬁx'

2022-08-29 08:54:36 @ Major 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... The oplica...  Expired View Details
2022-08-29 08:49:36 @ Moderate 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... $%00 [Te0...  Expired View Details
2022-08-28 23:27:53 @ Major 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M.... The optica...  Expired View Details
2022-08-28 23:22:45 @ Moderate 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... #0 [Te0...  Expired View Details
2022-08-27 23:37:.07 @ Major 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... The oplica...  Expired View Details
2022-08-27 23:31.07 @ Moderate 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... $%00 [Te0...  Expired View Details

2. Exporting alarms

Alarm Alarm Settings

Alarm Level All Major Moderate Minor Please enter the management IP or name. Q Advanced filter v -

Download alarms into an Excel file.

Alarm Level
Last Alarm Time $ s Number of Re' Name Device IP Device ID Alarm Event  Description  Status Action
2022-08-29 08:54:36 @ Major 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... The optica...  Expired View Details
2022-08-29 08:49:36 @ Moderate 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... ##0 [TeO... Expired View Details
2022-08-28 23:27:53 @ Major 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... The optica...  Expired View Details
2022-08-28 23:22:45 @ Moderate 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... ##0 [Te0...  Expired View Details
2022-08-27 23:37:07 @ Major 0 66.1.1.2 66.1.1.2 G1QH1G... Optical M... The optica...  Expired View Details
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3. Viewing and handling alarms

Alarm Details

Basic Info

Alarm Level: Device SN: Device IP: 66.1.1.2
Area: Location:
Event: Optical Module Error Rec... Description: The optical module on the in
terface [Te0/6] recovers fro

m the error of [High Rx Pow
er Warning].

Alarm History

Last Alarm Time: 2022-08-29 08:54:36 First Alarm Time: 2022-08-29 01:42:14 Number of Retries: 0

Suggestions
Reason: The optical module on the interface [Te0/6] recovers from the error.
Impact: The optical module returns to normal.

How to Fix:

Handling
Status:

Comment:

4. Setting the alarm retention period

To save the switch's storage space, set a proper alarm retention period.

Set Alarm Retention Days

Set Alarm Retention Days

Alarm Retention Days 90 ¥ @ Change the alarm retention period.

Cancel Click <Confirm> to save the change.

5. Setting the alarm expiration time

Set Alarm Expiration Time

Set Alarm Expiration Time

* Pending alarms will be marked as “expired” after 7

1.3.8 System

1. License

® Sample License
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Home  Configuration osM System

License
Import License

© Toapply a license for this device, you will need the license serial number of the device: Chassis1: G1RW21P000028 Copy
Procedure Step 1 Collect license information’ (1) License code; (2) Device SN
Step 2 Visit https //pa.ruijie.com cr/main_wireless jsf, enter the license code and device S/N to generate a license file and download the file

Step 3 Import the downloaded license file and complete the licensing process

License Type Permanent License Licensed Product RG-48VS-LIC License Term Indefinite Duration

License Code RG-48VS-LIC00000003173978 License SIN G1RW21P000028 Chassis 1

® Importing a license
Procedure:

Step 1: Collect the license information, including the license code and license SN.

Quick Setup ~ English (@ admin~

Step 2: Visit https://pa.ruijie.com.cn/main_wireless.jsf. Enter the license code and license SN to generate a

license file, and download the license file.

Step 3: Import the downloaded license file.

Import License

Only ke file can be uploaded

There s no file currently

® Removing a license

Error X

0 Removing this license may result in system failure. Are you

sure you want to continue?

Hoj ey e Tetac

2. Admin Account

In addition to the admin account that comes with the eWeb management system, you can also create and

maintain other accounts (only the network administrator has this privilege).

1. Adding an account
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@ Enter the username.

* Account

@ Change the password.

* New Password: IR52gtrm

@ Click <Confirm>

2. Changing the password

Edit

Edit admin

* Old Password (2 Enter the old password.

* New Password: @ Enter a new password.

@ Click <Confirm> Cancel

3. Deleting an account (the admin account cannot be deleted)

Confirm on Delete

Are you sure you want to delete the account ?

@ Click <OK> Cancel
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3. Certificates and Registration

Upload Certificate

Certificate file: (.crt format file) Upload
Certificate private key: ( key format file) Upload

Issued by: OU=localhostC=CN

Expiry Time:  2018-02-01~2028-01-30

ICP License Management

ICP License Number: SEBMEEASERZAE] Copyright @2021

Save

4. Operation Log

The operation log records users' key operations. You can query the operation log based on the search criteria.

Operation Log

Time [E StartDate to End Date Username Please enter the usemame Login IP Please enter the |IP address. Type Please enter the operation ty
Log Details Please Enter
Time Username Login IP Module Type Log Details

2022-09-30 10:39:07 172.26.1.107 Login Operation succeeded

2022-09-30 08:50:45 172.26.1.107 Login Operation succeeded

2022-09-30 08:50-22 172.26.1.107 Login The username or password is incorrect.

2022-09-30 08:50:11 172.26.1.107 Login The username or password is incorrect.

2022-09-30 08:49:44 17226 1107 Login The username or password is incorrect.

2022-09-29 18:30:30 172.26.1.107 Login Operation succeeded

2022-09-29 16:33:13 172.26.1.107 Login Operation succeeded

2022-09-22 09:30:48 10.104.23 41 Login Operation succeeded

2022-09-06 19:34:25 10.104.23 41 Login Operation succeeded
Total 9 10/page - < 1 > Goto 1

5. Performing Data Backup and Import

® Performing data backup

You can click Export to download the database file with the suffix .db.

Home Configuration &M System Quick Setup  English (& admin~

Data Backup and Im

DataBackup  Dala Import

Export this Service's Current Data
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1.4

® |mporting data
The suffix of the imported database file must be .db, and the imported file version be the same as or earlier than

the current database version.

Ruijie INC Home  Configuration 0&M System Quick Setup  English 5) admin~

Data Backup and Im.
Data Backup Data Import

Do not close of rafresh this page during importing. Otherwise, the import will fail

File Name=  Select Nofile is selected

Appendixes

1. About the INC-EMB License

Difference Between the INC-EMB License and the INC-STD License
The INC-EMB license runs on the switch and is a device license, while the INC-STD license is an application

software license.

Information on the License

® Device SN

® Licensecode

Licensing Procedure

® You will be given a license code after purchasing a license.

® You must obtain the device SN on the switch by choosing System > License.

Ruijie INC Home  Confguration o8m soe Quick Sop Engieh

- A =3
License Code Licanse SN My Chassis 2

® Visit https://pa.ruijie.com.cn/main_wireless.jsf (Ruijie Networks's PA system), and enter the license code

and switch SN on the PA system to generate a license file.
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® Enter the license SN and license code, and click Finish to download the license file.

® Choose System > License, click Select to select the downloaded license file with the suffix *.lic from your
local PC, and click Import.

Ony lic e can be uploaded

There & no fle currenty

® You can view or remove the imported license on the License page in the eWeb management system. You
can view or remove other licenses in addition to the INC-EMB licenses on the License page.

Home  Configuration M SOE System Quick Setup  English & admin=
License "

@ To apply a licasa for this davi
Procedure Step 1 Collect i

the devics: Chassis1{Currant Chassis) G IPWBAS00003B | Chassis2: MACCS67890325 Copy

Step 2 Visit hitps fipa e cotle and sevice SIN 1o generate a cense Be and download the fle.

Step 3Imgant p process.

License Type  Permanent License Licensed Product  RG-ANC-EMB-SW-AMAINT License Term  Indefialte Duration

License Code  RG-INC-ENB-SW-AMAINTO0D00DS 7339064 License SN GIPWB49000038 Chassis 1

License Type  Permanerd License Licensed Product  RG-NC-EMB-SW-AMAINT License Term  Indefinite Duration m
License Code  RG-INC-EMB-SW-AMAINTODDODDS7275217 Liconse SN MACCS57890325 Chassis 2
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