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II 

 Warning 

An alert that calls attention to important rules and information that if not understood or followed can result in 

data loss or equipment damage. 

 

 Caution 

An alert that calls attention to essential information that if not understood or followed can result in function 

failure or performance degradation. 

 

 Note 

An alert that contains additional or supplementary information that if not understood or followed will not lead to 

serious consequences. 

 

 Specification 

An alert that contains a description of product or version support. 

 

3. Note 

The manual offers configuration information (including model, port type and command line interface) for 

indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version, 

the actual version prevails.  
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1 Configuring CLI 

1.1 Overview 

The command line interface (CLI) is a window used for text command interaction between users and 

network devices. You can enter commands in the CLI window to configure and manage network devices.  

1.2 Applications 

Application Description 

Configuring and Managing 

Network Devices Through CLI 

You can enter commands in the CLI window to configure and manage 

network devices 

1.2.1 Configuring and Managing Network Devices Through CLI 

Scenario 

As shown in Figure 1-1, a user accesses network device A using a PC, and enter commands in the CLI 

window to configure and manage the network device. 

Figure 1-1 

 

Remar

ks 

A is the network device to be managed.  

PC is a terminal.  

Deploymen

t 

As shown in Figure 1-2, the user uses the Secure CRT installed on a PC to set up a connection with 

network device A, and opens the CLI window to enter configuration commands. 
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Figure 1-2 

  

1.3 Features 

Overview 

Feature Description 

Accessing CLI You can log in to a network device for configuration and management.  

Command Modes The CLI provides several command modes. Commands that can be used 

vary according to command modes. 

System Help You can obtain the help information of the system during CLI configuration. 

Abbreviated Commands If the entered string is sufficient to identify a unique command, you do not 

need to enter the full string of the command. 

No and Default Options 

of Commands 

You can use the no option of a command to disable a function or perform 

the operation opposite to the command, or use the default option of the 

command to restore default settings.  

Prompts Indicating 

Incorrect Commands 

An error prompt will be displayed if an incorrect command is entered. 

History Commands You can use short-cut keys to display or call history commands.  

Featured Editing The system provides short-cut keys for editing commands. 

Searching and Filtering 

of the Show Command 

Output 

You can run the show command to search or filter specified commands.  

Command Alias You can configure alias of a command to replace the command. 

1.3.1 Accessing CLI 

Before using the CLI, you need to connect a terminal or PC to a network device. You can use the CLI 

after starting the network device and finishing hardware and software initialization. When used for the first 

time, the network device can be connected only through the console port, which is called out band 

management. After performing relevant configuration, you can connect and manage the network device 

through Telnet. 





Configuration Guide  Configuring CLI 

4 

Command 

Mode 

Access 

Method 
Prompt 

Exit or Entering 

Another Mode 
About 

Global 

configuration 

(Global 

configuration 

mode) 

In Privileged 

EXEC mode, 

run the 

configure 

command to 

enter global 

configuration 

mode. 

Hostname(config)# 

Run the exit or end 

command, or press 

Ctrl+C to return to 

Privileged EXEC 

mode.  

Run the interface 

command to enter 

interface 

configuration mode. 

When using the 

interface 

command,  you 

must specify the 

interface.  

Run the vlan vlan_id 

command to enter 

VLAN configuration 

mode. 

Using commands 

in this mode will 

affect the global 

parameters of the 

network device. 

Interface 

configuration 

(Interface 

configuration 

mode) 

In global 

configuration 

mode, run the 

interface 

command to 

enter interface 

configuration 

mode. 

Hostname(config-

if-GigabitEthernet 

0/1)# 

Run the end 

command, or press 

Ctrl+C to return to 

Privileged EXEC 

mode.  Run the exit 

command to return 

to global 

configuration mode. 

When using the 

interface 

command,  you 

must specify the 

interface.  

Use this 

configuration 

mode to 

configure various 

interfaces of the 

network device.  

Config-vlan 

(VLAN 

configuration 

mode) 

In global 

configuration 

mode, run the 

vlan vlan_id 

command to 

enter VLAN 

configuration 

mode. 

Hostname(config-

vlan)# 

Run the end 

command, or press 

Ctrl+C to return to 

the Privileged EXEC 

mode.  

Run the exit 

command to return 

to global 

configuration mode. 

Use this 

configuration 

mode to 

configure VLAN 

parameters.  
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1.3.3 System Help 

When entering commands in the CLI window, you can obtain the help information using the following 

methods: 

1. At the command prompt in any mode, enter a question mark (?) to list the commands supported by 

the current command mode and related command description.  

For example 

Hostname>? 

Exec commands:  

  <1- 99>      Session number to resume  

  disable     Turn off p rivileged commands 

  disconnect  Disconnect an existing network connection  

  enable      Turn on privileged commands  

  exit        Exit from the EXEC  

  help        Description of the interactive help system  

  lock        Lock the terminal  

  ping        Sen d echo messages 

  show        Show running system information  

  telnet      Open a telnet connection  

  traceroute  Trace route to destination  

2. Enter a space and a question mark (?) after a keyword of a command to list the next keyword or 

variable associated with the keyword.  

For example  

Hostname(config)#interface ?  

  Aggregateport     Aggregate port interface  

  Dialer            Dialer interface  

  GigabitEthernet   Gigabit Ethernet interface  

  Loopback          Loopback interface  

  Multilink         Multil ink - group  interface  

  Null              Null interface  

  Tunnel            Tunnel interface  

  Virtual - ppp       Virtual PPP interface  

  Virtual - template  Virtual Template interface  

  Vlan              Vlan interface  

  range             Interface range command  
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 If the keyword is followed by a parameter value, the value range and description of this parameter 

are displayed as follows:  

Hostname(config)#interface vlan ?  

  <1- 4094>  Vlan port number  

3. Enter a question mark (?) after an incomplete string of a command keyword to list all command 

keywords starting with the string.  

For example 

Hostname#d? 

debug  delete  diagnostic  dir  disable  disconnect  

4. After an incomplete command keyword is entered, if the suffix of this keyword is unique, press the 

Tab key to display the complete keyword. 

For example 

Hostname# show conf<Tab> 

Hostname# show configuration  

5. In any command mode, run the help command to obtain brief description about the help system. 

For example  

Hostname(config)#help  

Help may be requested at any point in a command by entering  

a question mark '?'.  If nothing matches, the help list will  

be empty and you must backup until entering a '?' shows t he 

available options.  

Two styles of help are provided:  

1. Full help is available when you are ready to enter a  

   command argument (e.g. 'show ?') and describes each possible  

   argument. 

2. Partial help is provided when an abbreviated argument is entered  

   and you want to know what arguments match the input  

   (e.g. 'show pr?'.)  

1.3.4 Abbreviated Commands 

If a command is long, you can enter a part of the command that is sufficient to identify the command 

keyword.  

For example, to run the interface gigabitEthernet 0/1 command in GigabitEthernet 0/1 interface 

configuration mode, enter the abbreviated command as follows: 

Hostname(config)#int g0/1  

Hostname(config - if - GigabitEthernet 0/1)#  
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 The standard terminals, such as the VT100 series, support the direction keys. 

1.3.8 Featured Editing 

When editing the command line, you can use the keys or short-cut keys listed in the following table: 

Function 
Key or Short-Cut 

Key 
Description 

Move the cursor on the 

editing line. 

Left key or Ctrl+B Move the cursor to the previous character. 

Right key or Ctrl+B Move the cursor to the next character. 

Ctrl+A Move the cursor to the head of the command line. 

Ctrl+E Move the cursor to the end of the command line. 

Delete an entered 

character. 

Backspace key Delete one character to the left of the cursor.  

Delete key Delete one character to the right of the cursor.  

Move the output by one 

line or one page.  

Return key 

When displaying contents, press the Return key to 

move the output one line upward and display the next 

line. This operation is performed when the output 

does not end yet. 

Space key 

When displaying contents, press the Space key to 

page down and display the next page. This operation 

is performed when the output does not end yet. 

When the editing cursor is close to the right boundary, the entire command line will move to the left by 20 

characters, and the hidden front part is replaced by the dollar ($) signs. You can use the related keys or 

short-cut keys to move the cursor to the characters in the front or return to the head of the command line.  

For example, the whole access-list may exceed the screen width. When the cursor is close to the end of 

the command line for the first time, the entire command line moves to the left by 20 characters, and the 

hidden front part is replaced by the dollar signs ($). Each time the cursor is close to the right boundary, 

the entire command line moves to the left by 20 characters.  

access- list 199 permit ip host 192.168.180.220 host   

$ost 192.168.180.220 host 202.101.99.12  

$0.220 host 202.101.99.12 time - range tr  

Press Ctrl+A to return to the head of the command line. At this time, the hidden tail part of the command 

line is replaced by the dollar signs ($).  

access- list 199 permit ip host 192.168.180.220 host 202.101.99.$  

 The default screen width is 80 characters.  

1.3.9 Searching and Filtering of the Show Command Output 

To search specified contents from the output of the show command, run the following command: 

Command Description 
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show any-command | begin regular-expression 

Searches specified contents from the output of the 

show command. The first line containing the 

contents and all information that follows this line 

will be output. 

 The show command can be executed in any mode. 

 Searched contents are case sensitive. 

To filter specified contents from the output of the show command, run the following commands: 

Command Description 

show any-command | exclude regular-

expression 

Filters the output of the show command.  Except 

those containing the specified contents, all lines 

will be output. 

show any-command | include regular-

expression 

Filters the output of the show command.  Only the 

lines containing the specified contents will be 

output. 

To search or filter the output of the show command, you must enter a vertical line (|). A maximum of 32 

regular expressions can be configured to filter the command output. After the vertical line, select the 

searching or filtering rules and contents (character or string). Searched and filtered contents are case 

sensitive.  

Hostname#show running- config | include interface  

interface Gi gabitEthernet 0/0  

interface GigabitEthernet 0/1  

interface GigabitEthernet 0/2  

interface GigabitEthernet 0/3  

interface GigabitEthernet 0/4  

interface GigabitEthernet 0/5  

interface GigabitEthernet 0/6  

interface GigabitEthernet 0/7  

interface Mgmt 0  

1.3.10 Command Alias 

You can configure any word as the alias of a command to simply the command input.  

Configurati
on Effect 

1. Replace a command with a word. 

For example, configure "mygateway" as the alias of the ip route 0.0.0.0 0.0.0.0192.1.1.1 command. To 

run this command, you only need to enter "mygateway". 

2. Replace the front part of a command with a word, and enter the later part.  



























1.3 Configuration 

Configuration Description and command 

Configuring Passwords and 

Privileges 

 (Optional) It is used to configure passwords and command privilege levels. 

enable password Configures a simple encrypted password. 

enable secret Configures a secure encrypted password. 

enable command-cache Enables the command cache. 

enable Raises a user privilege level. 

login privilege log 
Outputs the logs after the user privilege level 

is raised. 

disable Lowers a user privilege level. 

privilege Configures command privilege levels. 

password Specifies a line password. 

login Enables line password protection. 

Configuring Login and 

Authentication 

 (Optional) It is used to configure different login modes and authentication methods. 

username 
Configures local user account information 

and optional authorization information. 

login local 
Configures local authentication for line-

based login. 

login access non-aaa 
Configures non-AAA authentication for line-

based login after AAA is enabled. 

login authentication 
Configures AAA authentication for line-

based login. 

telnet Enables the Telnet Client service. 

do telnet Enables the Do Telnet Client service 

enable service telnet-server Enables the Telnet Server service. 

exec-timeout Configures the connection timeout time. 

session-timeout Configures the session timeout time. 

lockable Enables line-based terminal lock. 

lock 
Locks a terminal connected to the current 

line. 

ip telnet source-interface interface-name 
Specifies the IP address of the interface as 

the source IP address of the Telnet session. 

Configuring Basic System 

Parameters 

 (Optional) It is used to configure basic system parameters. 

clock set Configures the system date and clock. 

clock update-calendar Updates the hardware clock. 

hostname Configures a system name. 

prompt Configures a command prompt. 

banner exec c message c 

Customizes a welcome prompt indicating 

that a user has entered the user EXEC mode 

of a line. 













































1.4 Monitoring 

Displaying 

Description Command 

Displays the current system time. show clock 

Displays line configurations. show line { console line-num | vty line-num | line-num } 

Displays the current running configurations of the 

device or the configurations on an interface. 
show running-config [ interface interface ] 

Displays the system information. show version [ devices | module | slots ] 

Displays the information about the established Telnet 

client instances. 

show sessions 

Displays the information of the supported diagnostic 

commands and the device. 

execute diagnose-cmd { help | shell-command } 

Displays system restart settings. show reload 

Displays the device configurations stored in the 

NVRAM. 
show startup-config 

Displays the host name of the device. show hostname 

Displays the line configurations. show language character-set 

Displays the information of each established Telnet 

client instance. 

show sessions 



1 Configuring Line 

1.1 Overview 

There are various types of terminal lines on network devices. You can manage terminal lines in groups based on their 

types. Configurations on these terminal lines are called line configurations. On network devices, terminal lines are classified 

into multiple types such as CTY, TTY, AUX, and VTY. 

1.2 Applications 

Application Description 

Accessing a Device Through 

Console 

Enter the command-line interface (CLI) of a network device through the Console.  

Accessing a Device Through VTY Enter the CLI of a network device through Telnet or SSH. 

1.2.1 Accessing a Device Through Console 

Scenario 

Figure 1-1 

 

Remarks AP1 is a network device to be managed. 

PC is a network management station. 

Deployment 

The network management station connects to the Console port of a network device through a serial cable. Using the 

Console software (Hyper Terminal or other terminal simulation software) on the network management station, you can 

access the Console of the network device and enter the CLI to configure and manage the network device. 

1.2.2 Accessing a Device Through VTY 

Scenario 

Figure 1-2 





Run the line vty command to enter the VTY line configuration mode and specify the number of VTY terminals. 

By default, there are 5 VTY terminals, numbered from 0 to 4. You can increase the number of VTY terminals to 36, with 

new ones numbered from 5 to 35. Only new terminals can be removed. 

1.4 Configuration 

Configuration Description and Command 

Entering Line Configuration 

Mode 

 (Mandatory) It is used to enter the line configuration mode. 

line [console | tty | vty] first-line [last-line] 
Enters the specified line configuration 

mode. 

line vty line-number 
Increases or reduces the number of 

available VTY lines. 

Configuring Line Attributes 

access-class { access-list-number | access-

list-name } { in | out } 

Configures login to the terminal through 

IPv4 ACL 

accounting commands level { default | list-

name } 
Enables command accounting for a line. 

accounting exec { default | list-name } Enables user access accounting for a 

line. 

authorization commands level { default | 

list-name } 

Enables command authorization for a 

line. 

accounting exec { default | list-name } Enables EXEC authorization for a line. 

disconnect-character ascii-value Configures the hot key for terminal 

service disconnection. 

escape-character escape-value Configures the character for exiting a 

line. 

exec Configures the access to the CLI 

through a line. 

history [ size size ] Enables command history for the line or 

configures the number of commands in 

the command history. 

ipv6 access-class access-list-name { in | 

out } 

Configures login to the terminal through 

IPv6 ACL 

length screen-length Configures the maximum number of 

lines that are displayed on a single 

screen for a specific line terminal. 

location location Configures the location description for a 

specified line. 

monitor Enables logging on terminals. 

privilege level Configures a privilege level for line-

based login. 

refuse-message [ c message c ] Configures the prompt for refusing line-

based login. 









 

Building configuration...  

Current configurati on : 761 bytes  

 

version 11.0(1C2B1)(10/16/13 04:23:54 CST - ngcf78)  

ip tcp not - send- rst  

vlan 1  

!  

interface GigabitEthernet 0/0  

!  

interface GigabitEthernet 0/1  

 ip address 192.168.23.164 255.255.255.0  

!  

interface GigabitEthernet 0/2  

!  

interface GigabitEthernet 0/3  

!  

interface GigabitEthernet 0/4  

!  

interface GigabitEthernet 0/5  

!  

interface GigabitEthernet 0/6  

!  

interface GigabitEthernet 0/7  

!          

interface Mgmt 0  

!  

line con 0  

line vty 0 35  

 login  

!  

end 















Current configuration : 761 bytes  

 

version 11.0(1C2B1)(10/16/13 04:23:54 CST - ngcf78)  

ip tcp not - send- rst  

vlan 1  

!  

interface GigabitEthernet 0/0  

!  

interface GigabitEthernet 0/1  

 ip address 192.168.23.164 255.255.255.0  

!  

interface GigabitEthernet 0/2  

!  

interface GigabitEthernet 0/3  

!  

interface GigabitEthernet 0/4  

!  

interface GigabitEthernet 0/5  

!  

interface GigabitEthernet 0/6  

!  

interface GigabitEthernet 0/7  

!          

interface Mgmt 0  

!  

end 

1.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears the line connection status. clear line { console line-num | vty line-num | line-num } 

Displaying 

Description Command 

Displays the line configuration. show line { console line-num | vty line-num | line-num } 

Displays historical records of a line. show history 

Displays the privilege level of a line. show privilege 

Displays users on a line. show users [ all ] 























































1.4 Configuration 

Configuration Description and Command 

Configuring Syslog Format 

 (Optional) It is used to configure the syslog format.  

service timestamps [ message-type 

[ uptime| datetime [ msec ] [ year ] ] ] 

Configures the timestamp format of 

syslogs.  

service sysname Adds the sysname to the syslog.  

service sequence-numbers Adds the sequence number to the syslog.  

service standard-syslog Enables the standard syslog format.  

service private-syslog Enables the private syslog format.  

service log-format rfc5424 Enables the RFC5424 syslog format.  

Sending Syslogs to the 

Console 

 (Optional) It is used to configure parameters for sending syslogs to the Console.  

logging on Enables logging. 

logging count Enables log statistics.  

logging console [ level ] 
Configures the level of logs displayed on 

the Console.  

logging rate-limit { number | all number | 

console {number | all number } } [ except 

[ severity ] ] 

Configures the log rate limit.  

Sending Syslogs to the 

Monitor Terminal 

 (Optional) It is used to configure parameters for sending syslogs to the monitor 

terminal.  

terminal monitor 
Enables the monitor terminal to display 

logs.  

logging monitor [ level ] 
Configures the level of logs displayed on 

the monitor terminal. 

Writing Syslogs into the 

Memory Buffer 

 (Optional) It is used to configure parameters for writing syslogs into the memory 

buffer. 

logging buffered [ buffer-size ] [ level ] 

Configures parameters for writing syslogs 

into the memory buffer, including the 

buffer size and log level.  

Sending Syslogs to the Log 

Server 

 (Optional) It is used to configure parameters for sending syslogs to the log server.  

logging server { ip-address | IPv6 IPv6-

address }  [ udp-port port ]  
Sends logs to a specified log server.  

logging trap [ level ] 
Configures the level of logs sent to the log 

server. 

logging facility facility-type 
Configures the facility value of logs sent to 

the log server. 

logging source [ interface ] interface-type 

interface-number 

Configures the source interface of logs 

sent to the log server. 



Configuration Description and Command 

logging source { ip ip-address | IPv6 

IPv6-address } 

Configures the source address of logs sent 

to the log server. 

logging trap [ level ] 
Configures the level of logs sent to the log 

server. 

logging facility facility-type 
Configures the facility value of logs sent to 

the log server. 

Writing Syslogs into Log 

Files 

 (Optional) It is used to configure parameters for writing syslogs into a file. 

logging file { sata0:filename | 

flash:filename | usb0:filename | 

usb1:filename | sd0:filename } [ max-file-

size ] [ level ] 

Configures parameters for writing syslogs 

into a file, including the file storage type, file 

name, file size, and log level. 

logging flash interval seconds 

Configures the interval at which logs are 

written into log files. The default value is 

3600. 

logging life-time level level days Configures the storage time of log files. 

Configuring Syslog Filtering 

 (Optional) It is used to enable the syslog filtering function.  

logging filter direction { all | buffer | file | 

server | terminal } 
Configures the log filtering direction. 

logging filter type { contains-only | filter-

only } 
Configures the log filtering mode. 

logging filter rule exact-match module 

module-name mnemonic mnemonic-

name level level 

Configures the exact-match filtering rule. 

logging filter rule single-match { level 

level | mnemonic mnemonic-name | 

module module-name } 

Configures the single-match filtering rule. 

Configuring Level-based 

Logging 

 (Optional) It is used to configure logging policies to send the syslogs based on 

module and severity level . 

logging policy module module-name 

[ not-lesser-than ] level direction { all | 

server | file | console | monitor | buffer } 

Sends logs to different destinations by 

module and severity level 

Configuring Delayed 

Logging 

 (Optional) It is used to enable the delayed logging function. 

logging delay-send terminal 
Enables delayed display of  logs on the 

Console and remote terminal. 

logging delay-send file flash:filename 
Configures the name of the file on the local 

device where logs are buffered. 

logging delay-send interval seconds 
Configures the interval at which logs are 

sent to the log server.  

































































Description Command 

Displays log statistics and logs in the memory buffer based 

on the timestamp from oldest to latest. 
show logging 

Displays log statistics and logs in the memory buffer based 

on the timestamp from latest to oldest. 
show logging reverse 

Displays syslog configurations and statistics. show logging config 

Displays log statistics of each module in the system.  show logging count 



1 Configuring Software Upgrade 

1.1 Overview 

Package management (pkg_mgmt) is a package management and upgrade module. This module is responsible for 

installing, upgrading/degrading, querying and maintaining various components of the device, among which upgrade is the 

main function. Through upgrade, users can install new version of software that is more stable or powerful. Adopting a 

modular structure, the RGOS system not only supports overall upgrade and subsystem upgrade but also supports separate 

upgrade of a feature package.  

 Component upgrade described in this document applies to both the box-type device and rack-type device. In addition, 

this document is for only version 11.0 and later, excluding those upgraded from earlier versions.  

Protocols and Standards 

N/A 

1.2 Applications 

Application Scenario 

Upgrading/Degrading Subsystem Upgrade subsystem firmware like boot, kernel, and rootfs on the device.  

Upgrading/Degrading a Single 

Feature Package 

Upgrade a single feature package on the device.  

1.2.1 Upgrading/Degrading Subsystem 

Scenario 

After the upgrade of a subsystem firmware is complete, all system software on the device is updated, and the overall 

software is enhanced. Generally, the subsystem firmware is called main package.  

The main features of this upgrade mode are as follows: All software on the device is updated after the upgrade is completed; 

all known software bugs are fixed. It takes a long time to finish upgrade. 

Deployment 

You can store the main package in the root directory of the TFTP server, download the package to the device, and then 

run an upgrade command to upgrade the package locally. You can also store the main package in a USB flash drive or 

SD card, connect the USB flash drive SD card to the device, and then run an upgrade command to upgrade the package.  

1.2.2 Upgrading/Degrading a Single Feature Package 

Scenario 

Device software consists of several components, and each component is an independent feature module. After an 

independent feature package is upgraded, only the feature bug corresponding to this package is fixed. Besides, this feature 

is enhanced with the other features unchanged.  



















1.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Removes an installation package on the local 

device. 
clear storage [ url ] 

Displaying 

Description Command 

Displays all components already installed on the 

current device and their information.  

show component [ component _name ] 



1 Configuring Time Range 

1.1 Overview 

Time Range is a time-based control service that provides some applications with time control. For example, you can 

configure a time range and associate it with an access control list (ACL) so that the ACL takes effect within certain time 

periods of a week. 

1.2 Typical Application 

Typical Application Scenario 

Applying Time Range to an ACL Apply a time range to an ACL module so that the time-based ACL takes effect 

1.2.1 Applying Time Range to an ACL 

Application Scenario 

An organization allows users to access the Telnet service on a remote Unix host during working hours only, as shown in 

Figure 1-1. 

Figure 1-1 

 

 

Note Configure an ACL on device B to implement the following security function: 

Hosts in network segment 192.168.12.0/24 can access the Telnet service on a remote Unix host during 

normal working hours only. 

Functional Deployment 









 

 

 

 

 

 

 

 

Interface Configuration 
 

Ethernet Interface Configuration 









A tunnel interface implements the tunnel function by using transmission protocols (such as IP) to transmit packets under 

any protocol. Same as other logical interfaces, a tunnel interface is also a virtual system interface. Instead of particularly 

specifying any transmission protocol or load protocol, a tunnel interface provides a standard point-to-point transmission 

mode. Since that, a tunnel interface must be set for each individual link. 

Overview 

Feature Description 

Configuring Interfaces You can configure interface attributes in interface configuration mode. If the interface 

to be configured is a logical interface which does not exist, create the interface after 

the interface configuration mode is entered. 

Configuring the Interface 

Description and Status 

You can name an interface for identification of the interface features.  

You can set the status of an interface. 

Configuring the MTU You can set the Maximum Transmission Unit (MTU) for an interface to control the 

maximum size of the frames received or sent on this interface. 

Configuring the Bandwidth You can configure the interface bandwidth in interface configuration mode. 

Configuring the Load 

Calculation Interval 

You can specify the time interval of calculating the loads of packet input/output. 

Configuring the Carrier Delay You can modify the acceptable carrier delay of an interface within which the link status 

switching from Down to Up or from Up to Down. 

Link Trap Policy The device can decide whether to send link trap information of the interface based on 

interface configuration. 

Interface Index Persistence Enable the interface index persistence function. That is, the interface index remains 

unchanged after the device is restarted. 

Interface Rate and Duplex Configure the rate and duplex mode of an interface. 

Port Flapping Protection Configure the port flapping protection function. The system can automatically shut 

down the port when flapping occurs on the port. 

Interface Syslog Enable the Syslog function on an interface. The system will display prompts if an 

exception occurs on the interface. 

Configuring VLAN Tag 

Encapsulation on Interfaces 

You can configure 802.1Q encapsulation on an interface. When sending a packet, the 

interface adds a VLAN ID to the packet header. When receiving a packet, the interface 

removes the VLAN ID from the packet header.  

1.3.1 Configuring Interfaces 

Run the interface command in global configuration mode to enter the interface configuration mode. In interface 

configuration mode, you can configure interface attributes. 

Working Principle 

Run the interface command in global configuration mode to enter the interface configuration mode. If the interface to be 

configured is a logical interface which does not exist, the interface will be created after the interface configuration mode is 

enabled. You can also run the interface range or interface range macro command in global configuration mode to 

configure interfaces (interface IDs) within a specific range. The interfaces within one range must be of the same type and 

have the same features. 







The bandwidth command is used forrouting protocols (for example, OSPF) to calculate the route metrics and for 

Resource Reservation Protocol (RSVP) to calculate the retained bandwidth. Modifying the interface bandwidth will not 

affect the data transmission rate of a physical interface. 

 Running this command does not affect the fixed bandwidth of an interface at the physical layer, which functions as a 

routing factor. 

1.3.5 Configuring the Load Calculation Interval 

Working Principle 

The load-interval command can be used to set the interval of calculating packet input/output. Usually the interval is set to 

10 seconds. 

1.3.6 Configuring the Carrier Delay 

Working Principle 

The carrier delay refers to the acceptable time delay in status change of the Data Carrier Detect (DCD) signal from Down 

to Up or from Up to Down. If the DCD status changes within the delay, the system will ignore this change and the upper 

data link layer does not need to renegotiate. If the carrier delay is set to a large value, nearly every transient DCD change 

will be ignored. On the contrary, if the parameter is set to 0, every DCD signal change however minor will be detected by 

the system, resulting in higher instability. 

 If the DCD carrier interrupts for a long time, set the parameter to a smaller value to accelerate topology convergence 

and route summarization. On the contrary, if the period of DCD carrier interruption is smaller than the time of 

topology convergence or route summarization, set the parameter to a larger value to avoid topology or route flapping. 

 

1.3.7 Link Trap Policy 

You can enable or disable the link trap function on an interface based on the interface configuration. 

Principles 

When the link trap function on an interface is enabled, the device enabled with Simple Network Management Protocol 

(SNMP) sends link trap messages when the link status changes on the interface. 

1.3.8 Interface Index Persistence 

Like an interface name, an interface index also identifies an interface. When an interface is created, the system automatically 

assigns a unique index to the interface. The index of an interface may change after the device is restarted. Enable the 

interface index persistence function. The interface index remains unchanged after the device is restarted. 

Principles 

After the interface index persistence is enabled, the interface index remains unchanged after the device is restarted. 





















    flow control admin status is OFF, flow control oper status is Unknown  

    admin negotiation mode is OFF, oper negotiation s tate is ON  

    Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF  

  Port - type: access  

    Vlan id: 1  

   10 seconds input rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 0 bits/sec, 0 packets/sec  

    4 packets input, 408 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    4 packets output, 408 bytes, 0 underruns , 0 dropped  

0 output errors, 0 collisions, 0 interface r esets 

A# show interfaces vlan 1  

Index(dec):4097 (hex):1001  

VLAN 1 is UP  , line protocol is DOWN     

Hardware is  VLAN, address is 00d0.f822.33af (bia 00d0.f822.33af)  

Interface address is: 192.168.1.1/24  

ARP type: ARPA, ARP Timeout: 3600 seconds 

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsulation protocol is Ethernet - II, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Rxload is 0/255, Txload is 0/255  

B B# show interfaces gigabitEthernet 0/1  

Index(dec):1 (hex):1  

GigabitEthernet 0/1 is administratively down  , line protocol is DOWN     

Hardware is GigabitEthernet  

Interface address is: no ip address, address is 00d0.f865.de9b (bia 00d0.f865.de9b)  

  MTU 1500 bytes, BW 1000000 Kbit 

  Encapsulation protocol is Bridge, loopback not set  

  Keepalive interval is 10 sec , set  

  Carrier delay is 2 sec  

  Rxload is 1/255, Txload is 1/255  

  Queue    Transmitted packets     Transmitted bytes       Dropped packets         Dropped 

bytes 

      0                     0                     0                     0                     

0 

      1                     0                     0                     0                     

0 

      2                     0                     0                     0                     

0 

      3                     0                     0                     0                     

0 

















Usage Guide Run this command to display brief information about all physical and aggregate interfaces, including the link 

status, VLANs, auto-negotiation mode, duplex mode, interface rates and bandwidth usage, and description 

(alias).  
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1. Display brief information about GigabitEthernet 0/1. 

Hostname#show interfaces GigabitEthernet 0/1 brief  

down: link down  

*down: administratively down  

disabled: err - disabled(Please reference to command [show interface status err - disabled] for 

detail.)  

Interface  Li nk Stat  Vlan  Auto - Neg  Duplex   Speed    Input Usage  Output Usage   Description  

---------   ---------   ----   --------   -------   -------   -----------   -------------   -----------  

Gi0/1       down       1     OFF       Unknown  Unknown  0.00%        0.00%          10G port  

Link Stat Link status 

Vlan VLAN  

Auto-Neg Auto-negotiation mode 

Duplex Duplex mode 

Speed Interface rate 

InputUsage Input bandwidth usage 

OutputUsage Output bandwidth usage 

Description Description (alias) 

2. Display brief information about all connected interfaces. 

Hostname#show interfaces ethernet brief up  

down: link down  

*down: administratively down  

disabled: err - disabled(Please reference to command [show interface status err - disabled] for 

detail.)  

Interface  Link Stat  V lan  Auto - Neg  Duplex   Speed    Input Usage  Output Usage   Description  

---------   ---------   ----   --------   -------   -------   -----------   -------------   -----------  

Gi0/1         UP       1     OFF       Full    1000M     79.77%      79.77%          10 G port  

3. Display brief information about all interfaces. 

Hostname#show interfaces ethernet brief  

down: link down  

*down: administratively down  

disabled: err - disabled(Please reference to command [show interface status err - disabled] for 

detail.)  

Interface  Link Stat  Vlan  Auto - Neg  Duplex   Speed    Input Usage  Output Usage   Description  

---------   ---------   ----   --------   -------   -------   -----------   -------------   -----------  





Description Command 

Displays the Tx/Rx rate of an 

interface. 

show interfaces [ interface-type interface-number ] counters rate [ up | down ] 

Displays the counter summary of 

an interface. 

show interfaces [ interface-type interface-number ] counters summary [ up | 

down ] 

Displays statistics on discarded 

packets on an interface. Displays 

the bandwidth usage of an 

interface. 

show interfaces [ interface-type interface-number ] counters drops [ up | 

down ]usage 

Displays the bandwidth usage of 

an interface. 

show interfaces [ interface-type interface-number ] usage [ up | down ] 

Displays brief information about all 

physical and aggregate interfaces, 

including link status, VLANs, auto-

negotiation mode, duplex mode, 

interface rates and bandwidth 

usage, and description (alias).  

show ip interface [interface-typeinterface-number | brief] 

Displays VLAN sub-interface 

information. 

show vlans 

 



 

 

 

 

 

 

 

 

Ethernet Switching Configuration 
 

MAC Address Configuration 

VLAN Configuration 

LLDP Configuration 





Limiting on Dynamic MAC 

Addresses Learned in a VLAN 

Limits the number of dynamic MAC addresses in a VLAN. 

Limiting on Dynamic MAC 

Addresses Learned on an Interface 

Limits the number of dynamic MAC addresses learned on an interface. 

1.2.1 Limiting on Dynamic MAC Addresses Learned in a VLAN 

Working Principle 

The MAC address table with a limited capacity is shared by all VLANs on the device. If a large amount of MAC addresses 

in the MAC address table are learned in a VLAN, MAC addresses in other VLANs cannot be learned. As a result, packets 

in other VLANs are broadcast. To address this issue, the device provides limiting on dynamic MAC addresses learned in 

a VLAN. That is, you can configure the maximum number of dynamic MAC addresses learned in a VLAN. 

With this function configured, the device can only learn a limited number of dynamic MAC addresses in a VLAN. The device 

does not learn MAC addresses of packets exceeding the limit. Instead, the device directly forwards such packets. 

You can configure the device to drop packets exceeding the limit. When the maximum number of MAC addresses learned 

exceeds the limit, the device stops learning MAC address and discards the packets. 

 If the number of learned MAC addresses is larger than the limit, the device stops learning MAC addresses in a VLAN. 

The device learns MAC addresses again only when the number of MAC addresses minus the number of aged MAC 

addresses in the VLAN falls below the limit. 

 The MAC addresses copied to a specific VLAN are not subject to the limit. 

1.2.2 Limiting on Dynamic MAC Addresses Learned on an Interface 

Working Principle 

An interface can only learn a limited number of dynamic MAC addresses after the limit is configured. The interface does 

not learn MAC addresses of packets exceeding the limit. Instead, the device interface directly forwards such packets. 

You can configure the device to drop packets exceeding the limit. When the maximum number of MAC addresses learned 

exceeds the limit, the device stops learning MAC address and discards the packets. 

 If the number of learned MAC addresses on an interface is larger than the limit, the device stops learning MAC 

addresses on the interface. The device learns MAC addresses again only when the number of MAC addresses minus 

the number of aged MAC addresses on the interface falls below the limit. 

1.3 Configuration 

Configuration  Description and Command  

Configuring Dynamic MAC 

Address 

 (Optional) It is used to configure the aging time of MAC addresses. 

mac-address-table aging-time seconds 
Configures an aging time for a dynamic 

MAC address. 

 (Optional) It is used to bind the MAC address of a device with a port of a switch. 















Clears dynamic MAC addresses. clear mac-address-table dynamic [ address mac-address ] [ interface 

interface-type interface-number ] [ vlan vlan-id ] 

Displaying 

Description Command 

Displays the MAC address table.  show mac-address-table { dynamic | static | filter } [ address mac-address ] 

[ interface interface-type interface-number ] [ vlan vlan-id ] 

Displays the aging time for 

dynamic MAC addresses. 

show mac-address-table aging-time 

Displays the number of address 

entries in the address table. 

show mac-address-table count [ interface interface-type interface-number | 

vlan vlan-id ] 

Displays all the MAC addresses on 

the specified interface including 

static and dynamic MAC 

addresses. 

show mac-address-table interface [ interface-type interface-number ] [ vlan 

vlan-id ] 

Displays the MAC address 

learning. 

show mac-address-learning 

Displays all addresses of the 

specified VLAN. 

show mac-address-table vlan [ vlan-id ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

Description Command 

Debugs MAC address operation. debug bridge mac 

 













    Priority is 0  

    Medium- type is Copper  

    Admin duplex mode is AUTO, oper duplex is Unknown  

    Admin speed is AUTO, oper speed is Unknown 

  Bridge attributes:  

    Port - type: hybrid  

    Tagged vlan id: none  

    Untagged vlan id: 1  

  Rxload is 1/255, Txload is 1/255  

   10 seconds input rate 0 bits/sec, 0 packets/sec  

   10 seconds output rate 0 bits/sec, 0 packets/sec  

    0 packets input, 0 bytes, 0 no buffer, 0 dropped  

    Received 0 broadcasts, 0 runts, 0 giants  

    0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort  

    0 packets output, 0 bytes, 0 underruns, 0 no buffer, 0 dropped  

0 output errors, 0 collisions, 0 interface resets  

Run the show interface command to check the VLAN ID to be encapsulated into packets on 

GigabitEthernet 0/1.1. 

 

ifindex(dec):8 (hex):8  

GigabitEthernet 0/2.1 is DOWN  , line protocol is DOWN   

  Hardware is BCM47622 GigabitEthernet, address is 00d0.f019.911b (bia 00d0.f019.911b)  

  Interface address is: no ip address  

  Interface IPv6 address is:  

    No IPv6 address 

  MTU 1500 bytes, BW 1000000 Kbit  

  Encapsulation protocol is 802.1Q Virtual LAN,Vlan ID 2  

Run the show vlan command to check the interfaces added to VLANs. 

Hostname#show vlan 

VLAN       Name                             Status    Ports  

----------  --------------------------------  - --------  -----------------------------------  

         1 VLAN0001                         STATIC    Gi0/1                                

         2 VLAN0002                         STATIC    Gi0/1.1      

1.4 Monitoring 

Displaying 

Description Command 

Displays VLAN configuration. show vlan [ id vlan-id ] 

Displays configurations of switch ports. show interface [ interface-type interface-number ] switchport 



Debugging 

 System resources are occupied when debugging information is output. Disable the debugging switch immediately 

after use. 

Description Command 

Debugs VLANs. debug bridge vlan 



















Configuration Description and Command 

Configures the 

Management Address to 

Be Advertised 

lldp management-address-tlv ip-address 
Configures the management address to 

be advertised in LLDPDUs.  

no lldp management-address-tlv [ ip-

address ] 

Restores the default management 

address to be advertised in LLDPDUs. 

Configuring the LLDP Fast 

Transmission Count 

 (Optional) It is used to configure the number of LLDPDUs that are fast transmitted. 

lldp fast-count fast-count-value 
Configures the LLDP fast transmission 

count. 

 
Restores the default LLDP fast 

transmission count. 

Configuring the TTL 

Multiplier and Transmission 

Interval 

 (Optional) It is used to configure the TTL multiplier and transmission interval. 

lldp hold-multiplier ttl-value Configures the TTL multiplier. 

no lldp hold-multiplier Restores the default TTL multiplier. 

lldp timer tx-interval tx-interval Configures the transmission interval. 

no lldp timer tx-interval 
Restores the default LLDPDU 

transmission interval. 

Configuring the 

Transmission Delay 

 (Optional) It is used to configure the delay for LLDPDU transmission. 

lldp timer tx-delay tx-delay Configures the transmission delay. 

no lldp timer tx-delay 
Restores the default LLDPDU 

transmission delay. 

Configuring the 

Initialization Delay 

 (Optional) It is used to configure the delay time for LLDP to initialize on any 

interface. 

lldp timer reinit-delay reinit-delay Configures the initialization delay. 

no lldp timer reinit-delay Restores the default initialization delay. 

Configuring the LLDP Trap 

Function 

 (Optional) It is used to configure the LLDP trap function. 

lldp notification remote-change enable Enables the LLDP trap function. 

no lldp notification remote-change 

enable 
Disables the LLDP trap function. 

lldp timer notification-interval trap 
Configures the LLDP trap transmission 

interval. 

no lldp timer notification-interval 
Restores the default LLDP trap 

transmission interval. 

Configuring the LLDP Error 

Detection Function 

 (Optional) It is used to configure the LLDP error detection function. 

lldp error-detect 
Enables the LLDP error detection 

function. 

no lldp error-detect 
Disables the LLDP error detection 

function. 

 (Optional) It is used to configure the LLDP encapsulation format.  



Configuration Description and Command 

Configuring the LLDP 

Encapsulation Format 

lldp encapsulation snap 
Sets the LLDP encapsulation format to 

SNAP. 

no lldp encapsulation snap 
Sets the LLDP encapsulation format to 

Ethernet II. 

Configuring the LLDP 

Network Policy 

 (Optional) It is used to configure the LLDP network policy. 

lldp network-policy profile profile-num Configures an LLDP network policy. 

no lldp network-policy profile profile-num Deletes an LLDP network policy. 

 (Optional) It is used to configure a voice VLAN policy. 

{ voice | voice-signaling } vlan Configures a voice VLAN policy. 

no { voice | voice-signaling } vlan Deletes a voice VLAN policy. 

 (Optional) It is used to configure an interface to advertise an LLDP network policy. 

lldp tlv-enable med-tlv network-policy 

profile [ profile-number ] 

Configures an interface to advertise a 

network policy TLV. 

no lldp tlv-enable med-tlv network-policy 

profile [ profile-number ] 

Configures an interface not to advertise 

a network policy TLV. 

Configuring the Civic 

Address 

 (Optional) It is used to configure the LLDP civic address. 

lldp location civic-location identifier id Creates a civic address of a device. 

no lldp location civic-location identifier 

id 
Deletes a civic address of a device. 

 (Optional) It is used to configure the civic address of a device. 

{ country | state | county | city | division | 

neighborhood | street-group | leading-

street-dir | trailing-street-suffix | street-

suffix | number | street-number-suffix | 

landmark | additional-location-

information | name | postal-code | 

building | unit | floor | room | type-of-

place | postal-community-name | post-

office-box | additional-code } ca-word 

Configures the civic address of a device. 

no { country | state | county | city | 

division | neighborhood | street-group | 

leading-street-dir | trailing-street-suffix | 

street-suffix | number | street-number-

suffix | landmark | additional-location-

information | name | postal-code | 

building | unit | floor | room | type-of-

place | postal-community-name | post-

office-box | additional-code } ca-word 

Deletes the civic address of a device. 



































































Hold multiplier                        : 4  

Reinit delay                           : 2s  

Transmit delay                         : 2s  

Notification interval                  : 5s  

Fast start counts                      : 5  

Igore PVID error detect                : YES  

1.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services.  

Description Command 

Clears LLDP statistics. clear lldp statistics [ interface interface-type interface-

number ] 

Clears LLDP neighbor information. clear lldp table [ interface interface-type interface-number ] 

Displaying 

Description Command 

Displays LLDP information on the local device, which 

will be organized as TLVs and sent to neighbors. 

show lldp local-information [ global | interface interface-

type interface-number ] 

Displays the LLDP civic address or emergency 

telephone number of a local device. 

show lldp location { civic-location | elin-location } 

{ identifier id | interface interface-type interface-number | 

static } 

Displays LLDP information on a neighbor. show lldp neighbors [ interface interface-type interface-

number ] [ detail ] 

Displays the LLDP network policy configuration of the 

local device. 

show lldp network-policy { profile [ profile-num ] | 

interface interface-type interface-number } 

Displays LLDP statistics. show lldp statistics [ global | interface interface-type 

interface-number ] 

Displays LLDP status information. show lldp status [ interface interface-type interface-

number ] 

Displays the configuration of TLVs to be advertised by 

a port. 

show lldp tlv-config [ interface interface-type interface-

number ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use.  

Description Command 

Debugs LLDP error processing. debug lldp error 

Debugs LLDP event processing. debug lldp event 



Debugs LLDP hot backup processing. debug lldp ha 

Debugs the LLDP packet reception. debug lldp packet 

Debugs the LLDP state machine. debug lldp stm 



 

 

 

 

 

 

 

 

IP Service Configuration 
 

ARP Configuration 

ARP Proxy Configuration 

IPv4 Basics Configuration 

NAT Configuration 

DHCP Configuration 

DHCP Snooping Configuration 

DNS Configuration 

DNS Snooping Configuration 

IPv6 Basics Configuration 

ND Proxy Configuration 

TCP Configuration 

IP REF Configuration 

FPM Configuration 





























Configuration 

Steps 

Enable Proxy ARP on port GigabitEthernet 0/1 . 

 Hostname(config- if - GigabitEthernet 0/1)#ip proxy - arp 

Verification Run the show ip interface command to check whether the configuration takes effect. 

 Hostname#show ip interface gigabitethernet 0/1  

GigabitEthernet 0/1  

  IP interface state  is: DOWN 

  IP interface type is: BROADCAST  

  IP interface MTU is: 1500  

  IP address is:  

    No address configured  

  IP address negotiate is: OFF  

  Forward direct - broadcast is: OFF  

  ICMP mask reply is: ON  

  Send ICMP redirect is: ON  

  Send ICMP unreachable is: ON  

  DHCP relay is: OFF  

  Fast switch is: ON  

  Help address is: 0.0.0.0  

  Proxy ARP is: ON 

ARP packet input number: 0  

  Request packet     : 0  

  Reply packet       : 0  

  Unknown packet     : 0  

TTL invalid packet number: 0  

ICMP packet input number: 0  

 Echo request       : 0  

 Echo reply         : 0  

 Unreachable        : 0  

 Source quench      : 0  

 Routing redirect   : 0  

1.4.5 Enabling ARP Trustworthiness Detection 

Configuration Effect 





Scenario 

 

 Note: A is the router. 

B is the gateway of the network segment where terminals reside. 

C, D, and E are terminals. 
 

Configuration 

Steps 

Enable ARP trustworthiness detection on port GigabitEthernet 0/1. 

 Hostname(config- if - GigabitEthernet 0/1)#arp trust - monitor enable  

Verification Run the show running-config interface command to check whether the configuration takes effect. 

 Hostname#show running- config interface gigabitethernet 0/1  

 

Building configuration...  

Current co nfiguration : 184 bytes  

!  

interface GigabitEthernet 0/1  

 duplex auto  

 speed auto 

 ip address 30.1.1.1 255.255.255.0  

 arp trust - monitor enable  

1.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and thus interrupt services. 

Description Command 

Clears dynamic ARP entries. In gateway authentication mode, 

dynamic ARP entries in authentication VLANs are not cleared. 

clear arp-cache 

Displaying 

Description Command 



Displays the ARP table. 
show arp [ interface-type interface-number [ ip [ mask ] | 

mac-address | static | complete | incomplete ] 

Displays the ARP table. show ip arp 

Displays the ARP entry counter. show arp counter 

Displays the timeout of dynamic ARP entries. show arp timeout 

Displays ARP packet statistics. show arp packet statistics [ interface ] 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs ARP packet sending and receiving. debug arp 

Debugs the creation and deletion of ARP entries. debug arp event 

 

 













Clears the specified ARP Proxy 

entry. 

clear proxy-arp [ ip-address vlan-id ] 

Clears all ARP Proxy entries. clear proxy-arp 

Displaying 

Description Command 

Displays all ARP Proxy entries. show proxy-arp [ ip-address ] 

Displays dynamic ARP Proxy 

entries. 
show proxy-arp dynamic 

Displays the ARP Proxy statistics. show proxy-arp statistics 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs the receipt/sending status of 

ARP packets. 

debug proxy-arp 









































































 Optional configuration. It is used to configure static NAT. 

ip nat inside source static 

local-ip global-ip [ permit-inside ] [ netmask 

mask | match interface ] 

Defines the static inside source address 

translation relationship. 

 Optional configuration. It is used to configure dynamic NAT. 

ip nat pool pool-name [ start-ip end-ip ] 

{ netmask mask | prefix-length 

prefix-length } [ type rotary ] 

or 

ip nat pool pool-name { netmask netmask | 

prefix-length prefix-length } [ type rotary ]  

 

address start-ip end-ip [ match interface 

interface ]  

Defines a global IP address pool. For NAT, 

generally multiple IP addresses are 

defined. The number of address pools to 

be defined shall depend on the number of 

intranet users. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, so that only the addresses 

matching this ACL are translated. 

ip nat inside source list access-list-number 

{ interface interface-type interface-number | 

pool poo-namel } [ overload ] 

Defines the dynamic source address 

translation relationship. The overload 

parameter may be omitted. It is used only 

to keep compatibility with mainstream 

vendors' configuration . 

Configuring NAPT 

 Mandatory configuration. It is used to configure NAPT. 

ip nat inside 
Marks the interface as connected to the 

inside. 

ip nat outside 
Marks the interface as connected to the 

outside. 

 Optional configuration. It is used to configure static NAPT. 

ip nat inside source static { UDP local-ip 

port | TCP local-ip port } global-ip port 

[ permit-inside ]  

Defines the static inside source address 

translation relationship. 

 Optional configuration. It is used to configure dynamic NAPT. 

ip nat pool pool-name [ start-ip end-ip ] 

{ netmask mask | prefix-length 

prefix-length } [ type rotary ]  

Defines a global IP address pool. For 

NAPT, generally only one IP address is 

defined. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, so that only the addresses 

matching this ACL are translated. 



ip nat inside source list access-list-number 

{ interface interface-type interface-number | 

pool pool-name } [ overload ] 

Defines the dynamic source address 

translation relationship. The overload 

parameter may be omitted. It is used only 

to keep compatibility with mainstream 

vendors' configuration. 

Configuring Overlapping 

NAT 

 Mandatory configuration.  It is used to enable overlapping networks to communicate 

using NAT. 

ip nat inside 
Marks the interface as connected to the 

inside. 

ip nat outside 
Marks the interface as connected to the 

outside. 

ip nat inside source static 

local-ip global-ip 

Configures inside source address 

translation. 

 Optional configuration. It is used to configure static NAT. 

ip nat outside source static global-ip 

local-ip  
Configures static NAT. 

 Optional configuration. It is used to configure dynamic NAT. 

ip nat pool pool-name [ start-ip end-ip ] 

{ netmask mask | prefix-length 

prefix-length } [ type rotary ] 

Defines a global IP address pool. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, so that only the addresses 

matching this ACL are translated. 

ip nat outside source list 

access-list-number  pool pool-name  

Defines the dynamic source address 

translation relationship. The overload 

parameter may be omitted. It is used only 

to keep compatibility with mainstream 

vendors' configuration. 

Configuring TCP Load 

Balancing 

 Mandatory configuration. It is used to configure destination address polling and 

translation. 

ip nat inside Marks the interface as connected to inside. 

ip nat outside 
Marks the interface as connected to 

outside. 

ip nat pool pool-name [ start-ip end-ip ] 

{ netmask mask | prefix-length 

prefix-length } [ type rotary ] 

Defines an IP address pool, which includes 

all physical host addresses. 

access-list access-list-number permit 

ip-address wildcard 

Defines an ACL, which matches the virtual 

host address only. 

 Ensure that the ACL is an extended 

ACL based on destination IP address 

matching. 

























































































































ip d hcp pool test - pool  

 class test - class  

  address range 1.1.1.10 1.1.1.20  

1.5 Monitoring 

Clearing 

 Running the clear commands may lose vital information and interrupt services. 

Description Command 

Clears DHCP address binding. clear ip dhcp binding { address | *} 

Clears DHCP address conflict. clear ip dhcp conflict { address | *} 

Clears the address assigned by the DHCP server. clear ip dhcp history { * | mac-address } 

Clears statistics of a DHCP server. clear ip dhcp server statistics 

Clears statistics of a DHCP relay. clear ip dhcp relay statistics 

Clears statistics of DHCP server performance. clear ip dhcp server rate 

Clears information of a DHCP pseudo server. clear ip dhcp server detect 

Displaying  

Description Command 

Displays DHCP lease. show dhcp lease 

Displays DHCP sockets. show ip dhcp socket 

Displays assigned IP addresses. show ip dhcp binding 

Displays created address pools. show ip dhcp pool 

Displays statistics of DHCP Server. show ip dhcp server statistics 

Displays statistics of DHCP Relay. show ip dhcp relay-statistics 

Displays conflicted addresses. show ip dhcp conflict 

Displays DHCP lease history. show ip dhcp history 

Displays the address pool ID and address utilization of a 

DHCP server. 

show ip dhcp identifier 

Displays the DHCP pseudo server. show ip dhcp server detect 
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 Hostname# show hosts  

Name servers are:  

192.168.10.1 static  

2001::1 static  

 

Host         type    Address                                  TTL(sec)        

1.5 Monitoring 

Clearing 

 Running the clear command during device operation may cause data loss or even interrupt services. 

Description Command 

Clears the dynamic host name 

cache table.  

clear host [ host-name ] 

Displaying 

Description Command 

Displays DNS parameters. show hosts [ host-name ] 

 









*.weixin.qq.com         weixin   all                                      all        all  

weixin.qq.com           weixin   all                                      all        all  

*.b aidu.com             url      all                                      all        1  

============================================================================ 

 

========================== free- url ip table =============================== 

Host                    type    Address                            TTL(sec)    

*.weixin.qq.com         weixin  61.151.224.41                      2118  

                                140.207.135.125                    2118  

                                140.207.54.47                      2118 

*.qpic.cn               weixin  140.206.160.234                    2118        

                                183.61.49.180                      151         

                                101.226.129.204                    554         

                                14.17.52.136                       16          

weixin.qq.com           weixin  14.17.42.45                        800         

*.baidu.com             url     115.239.210.246                    19   

                                115.239.211.235                    2286  

                                115.239.210.14                     284  

============================================================================ 

1.5 Monitoring 

Clearing 

Displaying 

Description Command 

Displays authentication-free URLs. show free-url 

Clears authentication-free URLs. clear free-url 

Displays the statistics on DNS 

packets.  

show dns snooping statistics 

 

































 

The following example describes the application of the Type 0 routing header, as shown in Figure 1-15. 

Figure 1-15 

  

Host 1 sends Host 2 a packet specifying the intermediate nodes Router 2 and Router 3. The following table lists the 

changes of fields related to the IPv6 header and routing header during the forwarding process. 

Transmission 

Node 

Fields in the IPv6 Header Fields Related to the Type 0 Routing Header 

Host 1 Source address=1000::2 

Destination address=1001::1 (Address of Router 

2) 

Segments Left=2 

Address 1=1002::1 (Address of Router 3) 

Address 2=1003::2 (Address of Host 2) 

Router 1 No change 

Router 2 Source address=1000::2 

Destination address=1002::1 (Address of Router 

3) 

Segments Left=1 

Address 1=1001::1 (Address of Router 2) 

Address 2=1003::2 (Address of Host 2) 

Router 3 Source address=1000::2 

Destination address=1003::2 (Address of Host 2) 

Segments Left=0 

Address 1=1001::1 (Address of Router 2) 

Address 1=1002::2 (Address of Router 3) 















































Clears the dynamically learned 

neighbors. 

clear ipv6 neighbors [ interface-id ] 

Displaying 

Description Command 

Displays the IPv6 addresses. show ipv6 address [ interface-name ] 

Displays the information of the 

general prefix. 
show ipv6 general-prefix 

Displays IPv6 information of an 

interface. 
show ipv6 interface [ [ interface-id ] [ ra-info ] ] [ brief [ interface-id ] ] 

Displays neighbor information. show ipv6 neighbors [ verbose ] [ interface-id ] [ ipv6-address ] [ static ]  

Displays statistics on IPv6 neighbor 

tables. 
show ipv6 neighbors statistics [ all ] 

Displays the number of ND entries 

corresponding to each MAC 

address 

show ipv6 neighbor statistics per-mac [ interface-name ] [mac-address ] 

Displays the statistics of IPv6 

packets. 
show ipv6 packet statistics [ total | interface-name ] 

Displays all IPv6 raw sockets. show ipv6 raw-socket [ num ] 

Displays the neighbor routers and 

the advertisement. 
show ipv6 routers [ interface-type interface-number ] 

Displays all IPv6 sockets. show ipv6 sockets 

Displays all IPv6 UDP sockets. show ipv6 udp [ local-port num ] [ peer-port num ] 

Displays statistics on IPv6 UDP 

sockets. 

show ipv6 udp statistics 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Description Command 

Debugs ND entry learning. debug ipv6 nd 

 



 







Static ND Binding Static ND binding entries are manually configured by administrator. The device will 

not update the entries and the entries will exist permanently.  

1.3.1 Layer 2 Wireless ND Proxy 

Working 

Principle 

In typical wireless networking, a wireless STA usually accesses the Internet through an AP and AC. The 

typical scenario is that, multiple wireless STAs are associated with one AP while multiple APs are 

associated with one AC. When wireless STAs under one AP connect to those under another AP, or 

wireless STAs connect to wired STAs, or wired STAs connect to wireless STAs, NS packets must be 

transmitted through AC, facilitating the implementation of AC's ND proxy function. 

The working process of ND proxy is as follows:  

1. AC learns the source IP address and source MAC address from the transmitted NS packet to form 

an ND entry. 

2. The AC works as a proxy in the network to respond to NS requests of other users. 

3. If the AC does not have the MAC address of the destination host, it multicasts the 802.1Q-compliant 

NS request. 

4. ND replies are forwarded like 802.1Q-compliant Ethernet frames. 

As shown in Figure 4-1, PC3 and PC1 obtain the MAC address of the gateway respectively. Assume that 

this WLAN has one AC, two APs (AP1 and AP2), and four STAs (PC1, PC2, PC3 and smartphone). 

1. PC3 initiates an NS request to the IPv6 address of the gateway. 

1. AP2 forwards this NS request to PC2 and AC. 

2. From this NS request, AC learns the IPv6 and MAC address of PC3 and forwards this NS request to 

the gateway, AP1, and PC1 and the smartphone under AP1. 

3. The gateway sends an NA reply to PC3 through AC. Then AC learns the IPv6 and MAC address of 

the gateway. 

4. PC1 initiates an NS request to the IPv6 address of the gateway. 

5. AP1 forwards this NS request to the smartphone and the AC. 

6. AC learns the IPv6 and MAC address of PC1 and works as a proxy for the gateway to directly send 

an NA reply to PC1. (This is because AC has learned the MAC address of the gateway in step 4. 

Therefore, NS request packets will not be multicast to PC2 and PC3.) 

ND Entry Ageout Mechanism 

1. When the number of entries is greater than 20000, 10 entries are aged out every one second. 

2. When the number of entries is in the range from 10000 to 20000, one entry is aged out every one 

second, 

3. When the number of entries is in the range from 1000 to 10000, one entry is aged out every 10 

seconds. 

4. When the number of entries is less than 1000, one entry is aged out every 100 seconds. 









proxy - nd 2000::1 2 0001.0001.0001 GigabitEthernet 0/1  

 

Common 

Errors 

N/A 

1.5 Monitoring 

Clearing 

Description Command 

Clears the specified ND proxy 

entry. 

clear proxy-nd <ip-address vlan-id> 

Clears all ND proxy entries of 

the specified VLAN. 

clear proxy-nd< interface-id> 

Clears all ND proxy entries clear proxy-nd 

Displayin

g 

Description Command 

Displays all ND proxy entries. show proxy-nd 

Displays dynamic ND proxy 

entries. 
show proxy-nd dynamic 

Displays static ND proxy 

entries. 
show proxy-nd static 

Displays the specified ND 

proxy entriy. 
show proxy-nd <ipv6-address vlan-id> 

Displays the ND proxy 

statistics. 
show proxy-nd statistics 

Debuggi

ng 

 System resources are occupied when debugging information is output. Therefore, disable the 

debugging switch immediately after use. 

Description Command 

Displays the events of adding, 

deleting, and updating ND 

binding entries.  

debug proxy-nd event 

Displays errors in ND packet 

processing and ND entry 

binding.  

debug proxy-nd error 



Debugs the preceding 

command executions.  

debug proxy-nd all 

 





























Description Command 

Displays IPv6 TCP PMTU. 
show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port n

um] [peer-ipv6 X:X:X:X::X] [peer-port num] 

Displays IPv6 TCP port information. show ipv6 tcp port [num] 

Displays TCP statistics on received packets, three way 

handshake and time-wait. 

show tcp statistics 

 

Debugging 

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

 

Description Command 

Displays the debugging information 

on IPv4 TCP packets. 

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip a.b.c.d] [global] 

[local-port num] [peer-port num] [deeply] 

Displays the debugging information 

on IPv4 TCP connection. 

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d] [local-port num] 

[peer-port num] 

Displays the debugging information 

on IPv6 TCP packets. 

debug ipv6 tcp packet [ in | out] [local-ipv6 X:X:X:X::X] [peer-ipv6 X:X:X:X::X] 

[global] [local-port num] [peer-port num] [deeply] 

Displays the debugging information 

on IPv6 TCP connection. 

debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X] [peer-ipv6 X:X:X:X::X] 

[local-port num] [peer-port num] 

 



1 Configuring IP REF 

1.1 Overview 

Ruijie products provide Ruijie Express Forwarding (REF) to achieve software fast forwarding. 

REF maintains two tables: forwarding table and adjacency table. The forwarding table is used to store route information. 

The adjacency table is derived from the ARP table and IPv6 neighbor table, and it contains Layer 2 rewrite (MAC) 

information for the next hop. 

REF is used to actively resolve next hops and implement load balancing.  

Protocols and Standards 

N/A 

1.2 Applications 

Application Description 

Load Balancing During network routing, when a route prefix is associated with multiple next hops, REF can 

implement load balancing among the multiple next hops.  

1.2.1 Load Balancing 

Scenario 

As shown in Figure 1-1, a route prefix is associated with three next hops on device A, namely, link 1, link 2, and link 3. By 

default, REF implements load balancing based on the destination IP address. Load balancing can be implemented based 

on the source IP address and destination IP address as well. 

Figure 1-1 

 









n Steps 

A A# configure terminal  

A(config)#  ip ref load - sharing original  

Verification  

 A# show ip ref adjacency statistics  

adjacency balance table statistic:  

    source- dest- address load - sharing  

    balance: 0  

 

adjacency node table statistic:  

    total  : 3  

    local  : 1  

    glean  : 0  

    forward: 0  

    discard: 0  

    mcast  : 1  

    punt   : 1  

    bcast  : 0  

1.5 Monitoring 

Displaying REF Packet Statistics 

REF packet statistics includes the number of forwarded packets and the number of packets discarded due to various 

causes. You can determine whether packets are forwarded as expected by displaying and clearing REF packet statistics.  

Description  Command 

Displays IPv4 REF packet statistics.  show ip ref packet statistics 

Clears IPv4 REF packet statistics.  clear ip ref packet statistics 

Displays IPv6 REF packet statistics.  show ipv6 ref packet statistics 

Clears IPv6 REF packet statistics.  clear ipv6 ref packet statistics 

Displaying Adjacency Information 

You can run the following commands to display adjacency information:  

Description Command  

Displays the gleaned adjacencies, local adjacencies, 

adjacencies of a specified IP address, adjacencies associated 

with a specified interface, and all adjacent nodes in IPv4 REF.  

show ip ref adjacency [glean | local | ip-address | 

interface interface_type interface_number | discard | 

statistics] 



Displays the gleaned adjacencies, local adjacencies, 

adjacencies of a specified IPv6 address, adjacencies 

associated with a specified interface, and all adjacent nodes in 

IPv6 REF.  

show ipv6 ref adjacency [glean | local | ipv6-address | 

interface interface_type interface_number | discard | 

statistics] 

Displaying Active 

Resolution Information 

You can run the following commands to display next hops to be resolved:  

Description Command  

Displays the next hop to be resolved . show ip ref resolve-list 

Displays the next hop to be resolved. show ipv6 ref resolve-list 

Displaying Packet 
Forwarding Path 

Information 

Packets are forwarded based on their IPv4/IPv6 addresses. If the source and destination IPv4/IPv6 addresses of a packet 

are specified, the forwarding path of this packet is determined. Run the following commands and specify the IPv4/IPv6 

source and destination addresses of a packet. The forwarding path of the packet is displayed, for example, the packet is 

discarded, submitted to a CPU, or forwarded. Furthermore, the interface that forwards the packet is displayed.  

Description Command  

Displays the forwarding path of a packet. oob indicates 

out-of-band management network.  

show ip ref exact-route source-ipaddress 

dest_ipaddress 

Displays the forwarding path of an IPv6 packet. oob indicates 

out-of-band, management network.  

show ipv6 ref exact-route src-ipv6-address 

dst-ipv6-address 

Displaying Route 
Information in an REF 

Table 

Run the following commands to display the route information in an REF table:  

Description Command 

Displays route information in the IPv4 REF table. The 

parameter default indicates a default route. oob indicates 

out-of-band management network.  

show ip ref route [default | ip-address mask | statistics] 

Displays route information in the IPv6 REF table. The 

parameter default indicates a default route. oob indicates 

out-of-band management network.  

show ipv6 ref route [ default | statistics | prefix/len ] 

 





Number of Packets Permitted in a 

Flow 

This feature prevents IP packet flooding attacks. 

TCP Status Tracing This feature filters out packets on illegitimate TCP connections. 

Packet Threshold for Flows in 

Various States 

This feature performs packet threshold check. 

Loose TCP Status Check This feature allows the establishment of a connection with only ACK 

packets. 

 

1.3.1 Transparent Transmission of Packets When the Flow Table Is Full 

Working 

Principle 

The acceleration of IP service processing relies on a flow table. Flow table resources are configured 

according to the current product hardware configuration and generally can meet application requirements 

in an application environment. In some extreme environments, however, flow table resources could be 

exhausted, causing the failure to establish flows. With this feature, packets are transparently transmitted 

instead of establishing any flow on wireless products when the flow table is full, and service processing is 

not accelerated, thereby ensuring that service flows are not interrupted. 

1.3.2 Flow Entry Aging 

Working 

Principle 

The aging of a flow entry means that the device actively withdraws the flow entry when there is no data 

exchange in a certain period of time. If a session attack occurs, the flow table will be full, causing the 

failure to establish sessions. The aging of the flow table is designed to solve this problem. For flow 

entries of different data types, their aging time shall be set according to actual service requirements. For 

flows of different service data types, different aging time shall be set according to different states of the 

flows. For example, the aging time of a TCP flow in SYN status is different from that of a TCP flow in 

ESTABLISH status. For example again, when a port scanning attack occurs on a network, abundant flow 

table resources of the system are occupied, and then appropriate aging time can be configured for flows 

established on these connections according to the states of the flows, so as to effectively reclaim flow 

entries and avoid flow interruption. Configuring appropriate aging time can help to reduce "useless" flow 

entries in the flow table while meeting the requirement for exchanging service data flows. 



1.3.3 Number of Packets Permitted in a Flow 

Working 

Principle 

For each flow in the current status, there is a counter that records the number of packets processed in the 

flow. An attacker may send a large number of packets of a certain type to wage a traffic attack, in which 

case other types of packets cannot be processed in time. You can configure the number of packets 

permitted to pass in a flow in a certain status, so as to solve this problem and meet the requirement for 

exchanging service data flows. 

1.3.4 TCP Status Tracing 

Working 

Principle 

A complete handshake process is required for the establishment of a TCP connection; otherwise, the 

connection is illegitimate or the packets are attack packets. The FPM needs to trace the states of TCP 

connections, so as to distinguish flows that are established over TCP session connections in various 

states and determine whether the connections are legitimate. In some special scenarios such as 

asymmetrical routing, however, the states of TCP connections cannot be traced and then this function 

should be disabled. 

1.3.5 Packet Threshold for Flows in Various States 

Working 

Principle 

For a flow in a certain status established over a connection, there is an upper limit on the number of 

packets permitted on the legitimate connection. If this upper limit is exceeded, a packet flooding attack 

probably occurs, occupying the forwarding resources of the system. Therefore, you can configure a 

packet threshold for flows in various states so as to effectively defend against such attacks. 

1.3.6 Loose TCP Status Check 

Working 

Principle 

A complete handshake process is required for the establishment of a legitimate TCP connection. In some 

cases such as active/standby switchover, however, probably a handshake process has been performed 

for the current TCP connection but only no corresponding information exists. In such cases, the system 

requires only ACK packets. For this purpose, the FPM provides loose TCP status check. 

1.4 Configuration 

Configuration Description and Command 









seconds by default and ranges from 5 to 60. 

rawip-connected: Sets the aging time of RAWIP flows in connected status, which is 

300 seconds by default and ranges from 10 to 300. 

rawip-established: Sets the aging time of RAWIP flows in established status, which 

is 300 seconds by default and ranges from 10 to 600. 

rawip-started: Sets the aging time of RAWIP flows in started status, which is 300 

seconds by default and ranges from 10 to 300. 

tcp-close-wait: Sets the aging time of TCP flows in tcp-close-wait status, which is 

60 seconds by default and ranges from 10 to 120. 

tcp-closed: Sets the aging time of TCP flows in tcp-closed status, which is 10 

seconds by default and ranges from 5 to 20. 

tcp-established: Sets the aging time of TCP flows in tcp-established status, which 

is 1,800 seconds by default and ranges from 300 to 604,800. 

tcp-fin-wait1: Sets the aging time of TCP flows in tcp-fin-wait1status, which is 60 

seconds by default and ranges from 10 to 120. 

tcp-fin-wait2: Sets the aging time of TCP flows in tcp-fin-wait2status, which is 60 

seconds by default and ranges from 10 to 120. 

tcp-syn-sent: Sets the aging time of TCP flows in tcp-syn-sent status, which is 10 

seconds by default and ranges from 5 to 30. 

tcp-syn_sent2: Sets the aging time of TCP flows in tcp-syn_sent2 status, which is 

10 seconds by default and ranges from 5 to 30. 

tcp-syn-receive: Sets the aging time of TCP flows in tcp-syn-receive status, which 

is 10 seconds by default and ranges from 5 to 30. 

tcp-time-wait: Sets the aging time of TCP flows in tcp-time-wait status, which is 10 

seconds by default and ranges from 5 to 60. 

udp-closed: Sets the aging time of UDP flows in closed status, which is 10 seconds 

by default and ranges from 5 to 60. 

udp-connected: Sets the aging time of UDP flows in connected status, which is 30 

seconds by default and ranges from 10 to 300. 

udp-established: Sets the aging time of UDP flows in established status, which is 

600 seconds by default and ranges from 120 to 600. 

udp-started: Sets the aging time of UDP flows in started status, which is 10 

seconds by default and ranges from 10 to 300. 

num: Sets the aging time 

Defaults Default values apply. 

Command Mode Global configuration mode 

Usage Guide Use the no form of the commands to restore the default aging time. 















Configur
ation 

Example 

Scenario Active/standby switchover is required in the current environment. Perform this 

configuration on the backup device. 

Configuration 

Steps 

Enable the loose TCP status check function. 

Hostname# configure terminal  

Hostname(config)# ip session 1 2 tcp - loose 

  

Verification Use the show run command to verify that the configuration includes ip session 

tcp-loose. 

Common 

Errors 

N/A 

1.5 Monitoring 

Clearing 

 If you run the clear command while the device is operating, services may be interrupted arising 

from the loss of important information. 

 

Function Command 

Clears counters about the IPv4 packets.  clear ip fpm counters 

Clears counters about the IPv6 packets.  clear ip v6fpm counters 

Displayin

g 

Function Command 

Displays the counters about the IPv4 packets  show ip fpm counters 

Displays the counters about the IPv6 packets  show ip v6fpm counters 

Displays IPv4 packet flow information show ip fpm flows 

Displays IPv4 packet flow information except 

specific IPv4 packet flows 

show ip fpm flows filter 



Displays IPv6 packet flow information show ip v6fpm flows 

Displays IPv6 packet flow information except 

specific IPv6 packet flows 

show ip v6fpm flows filter 

Displays IPv4 flow statistics show ip fpm statistics 

Displays IPv6 flow statistics show ip v6fpm statistics 

 



 

 

 

 

 

 

 

 

IP Routing Configuration 
 

IP Routing Basic Configuration 





Whether a static route is active is computed based on the status of the local interface. When the exit interface of a static 

route is located at layer 3 (L3) and is in Up status (the link status is Up and the IP address is configured), this route is 

active and can be used for packet forwarding.  

1.3.2 Optimal Route Selection  

Administrative 

Distance 

When multiple routing protocols generate routes to the same destination, the priorities of these routes can be determined 

based on the administrative distance. A smaller administrative distance indicates a higher priority.  

1.3.3 Default Route 

In the forwarding routing table, the route with the destination network segment 0.0.0.0 and the subnet mask 0.0.0.0 is the 

default route. Packets that cannot be forwarded by other routes will be forwarded by the default route. The default route 

can be statically configured or generated by a dynamic routing protocol.  

Static Default Route 

On a L3 device, a static route with the network segment 0.0.0.0 and the subnet mask 0.0.0.0 is configured to generate the 

default route. 

1.4 Configuration 

Configuration Item Description and Command 

Configuring a Static Route 
 (Mandatory) It is used to configure a static route entry. 

ip route Configures an IPv4 static route. 

ipv6 route Configures an IPv6 static route. 

Configuring a Default Route 

 (Optional) It is used to configure the default gateway. 

ip route 0.0.0.0 0.0.0.0 gateway 
Configures an IPv4 default gateway on a L3 

device.  

ipv6 route ::/0 ipv6-gateway 
Configures an IPv6 default gateway on a L3 

device.  

Configuring Route 

Limitations 

 (Optional) It is used to limit the number of equal-cost routes and number of static routes, 

or disable routing. 

maximum-paths 
Configures the maximum number of 

equal-cost routes.  

ip static route-limit 
Configures the maximum number of IPv4 

static routes. 

ipv6 static route-limit 
Configures the maximum number of IPv6 

static routes. 

no ip routing Disables IPv4 routing. 









weight number ] * 

Parameter 

Description 
:: 

Indicates the IPv6 prefix, which must comply with the address expression specified in 

RFC4291.  

0 
Indicates the length of the IPv6 prefix. Note that a slash (/) must be added in front of 

the length.  

Ipv6-address 

(Optional) Indicates the next-hop address of the static route. You must specify at least 

one of ipv6-address and interface, or both of them. If ipv6-address is not specified, a 

static direct route is configured.  

interface 

(Optional) Indicates the next-hop exit interface of the static route. You must specify at 

least one of ipv6-address and interface, or both of them. If interface is not specified, a 

recursive static direct route is configured. The exit interface is obtained by the next 

hop in the routing table.  

distance 
(Optional) Indicates the administrative distance of the static route. The administrative 

distance is 1 by default.  

weight number (Optional) Indicates the weight of the static route, which must be specified when you 

configure equal-cost routes. The weight ranges from 1 to 8. When the weights of all 

equal-cost routes of a route are summed up, the sum cannot exceed the maximum 

number of equal-cost routes that can be configured for the route. Weighting of 

equal-cost routes of a route indicates the traffic ratio of these routes. The weight is 1 

by default.  

descriptiondescript

ion-text 

(Optional) Indicates the description of the static route. By default, no description is 

configured. description-text is a string of one to 60 characters.  

tag tag Specifies the tag value of the static route. The value range is from 1 to 4294967295, 

and the default value is 0. 

weight number Specifies the weight of the static route, which must be specified when you configure 

equal-cost routes. When the weights of all equal-cost routes of a route are summed 

up, the sum cannot exceed the maximum number of equal-cost routes that can be 

configured for the route. Weighting of equal-cost routes of a route indicates the traffic 

ratio of these routes. The value range is from 1 to 8, and the default value is 1. 
 

Defaults By default, no static default route is configured. 

Command 

Mode 

Global configuration mode 

Usage Guide The simplest configuration of this command is ipv6 route ::/0 ipv6-gateway.  

 

Verification 









Debugs default network 

management. 

debug nsm kernel default-network 

Debugs internal events of route 

management. 

debug nsm events 

Debugs sending of route 

management and routing protocol 

messages. 

debug nsm packet send 

Debugs receiving of route 

management and routing protocol 

messages. 

debug nsm packet recv 



 

 

 

 

 

 

 

 

Multicast Configuration 
 

IGMP Configuration 

IPv4 Multicast Route Management Configuration 





















1.3.5 Optimizing the Multicast Wireless Environment Configuration 

Ignoring port timer resetting for query packets refers to not resetting the port aging timer when a device receives query 

packets.  

When multiple STAs are configured in a congested wireless network, after an AP sends out a query packet, the IGMP 

report packet responded by STAs may be discarded or the STAs fail to receive the query packet, and as a result, the 

AP fails to receive responses from the STAs. Traffic interruption may occur on the STAs. In this case, this function can 

be configured, in combination with aging time configuration of member ports, to ensure that an STA does not age within 

multiple query intervals. If an IGMP report packet from the STA is received within the query intervals, the port timer time 

is reset as the port aging time.  

The configuration takes effect when query packets are received next time. A port timer that has been reset on a port will 

not be cancelled. The configuration prolongs aging time. Use it in appropriate scenarios.  

The function is disabled by default.  

Run the igmp snooping ignore-query-timer command to ignore the port aging timer resetting for query packets. 

Run the no igmp snooping ignore-query-timer command to restore the default configuration. 

1.4 Configuration 

Configuration Description and Command  

Configuring Basic IGMP 

Snooping Functions (IVGL 

Mode) 

 Any of IVGL mode, SVGL mode, and IVGL-SVGL mode must be selected.  

It is used to enable IGMP snooping in IVGL mode.  

ip igmp snooping 
Enables global IGMP snooping on a Fat 

AP. 

no ip igmp snooping vlan num Disables IGMP snooping for a VLAN. 

Configuring the Packet 

Processing 

 (Optional) It is used to adjust relevant configurations for processing protocol packets.  

ip igmp snooping vlan vid mrouter interface 

interface-type interface-number 
Configures a static router port.  

ip igmp snooping vlan vid static 

group-address interface interface-type 

interface-number 

Configures a static member port.  

ip igmp snooping host-aging-time time 
Configures the aging time of a dynamic 

member port on a Fat AP. 

ip igmp snooping fast-leave enable 
Enables the immediate-leave function 

for a dynamic member port.  

ip igmp snooping 

query-max-response-time time 

Configures the maximum response time 

of an IGMP query packet on a Fat AP.  

ip igmp snooping suppression enable 
Enables IGMP Report packet 

suppression.  

Configuring an IGMP 

Querier 
 (Optional) It is used to enable IGMP querier function on a network without a Layer-3 

multicast device.  









































Description Command 

Debugs all IGMP Snooping functions.  debug igmp-snp 

Debugs the IGMP snooping events.  debug igmp-snp event  

Debugs the IGMP snooping packets. debug igmp-snp packet 

Debugs the communications between IGMP 

snooping and MSF.  

debug igmp-snp msf  

Debugs the IGMP snooping alarms.  debug igmp-snp warning  









 

 

 

 

 

 

 

 

AP Management Configuration 
 

CAPWAP Configuration 

iBeacon Configuration 



1 Configuring CAPWAP 

1.1 Overview 

On a wireless local area network (WLAN), the network in which an access controller (AC) manages all access points 

(APs) is called a fit AP wireless network. On such a network, APs provide wireless access services for wireless stations 

and bridge communication between the WLAN and traditional wired network. The AC communicates with APs through 

the Control and Provisioning of Wireless Access Points (CAPWAP) protocol. CAPWAP tunnels are established through 

negotiation between the AC and APs on the Layer 2 network or across the Layer 3 network based on the encapsulation 

technology and transmission mechanism of CAPWAP to achieve data interaction 

1.1.1 Working Principle 

Before an AC manages APs on a fit AP network, an AP must obtain an IP address and sends an AC Discover request 

with the IP address as the source address. After the AP discovers potential ACs, it selects the optimal AC from the 

potential ACs to establish a CAPWAP tunnel. 

Through the CAPWAP channel, the AC delivers service configuration to APs and manages them uniformly. Service 

data of users connected to the APs is encapsulated and then uploaded to the AC for forwarding. Figure 1-1 shows the 

working procedure of the CAPWAP tunnel. This procedure includes AC discovery by the AP, CAPWAP tunnel 

establishment, AP version upgrade, configuration delivery and update, and CAPWAP tunnel maintenance. 















 

Run debug commands to check debugging information. 

 Note 

System resources are occupied when debugging information is output. Therefore, disable the debugging 

immediately after use. 

 

Displaying 

Description Command 

Displays detailed information about the CAPWAP tunnel. show capwap { index | ip-address [ port ] } detail 

Displays the status of the CAPWAP tunnel. show capwap state 

Displays CAPWAP tunnel statistics. show capwap { index | ip-address [ port ] } 

statistics 

Displays AP version information. show version { all | ap-name } 

 











 

 

 

 

 

 

 

 

STA Management Configuration 
 

FAT AP Configuration 

STA Management Configuration 



























When the negotiated power supply limit is 15.4 W, configure the poe-unlimit command to cancel power 

supply limits.  

 Ensure that the power supply device meets the maximum power consumption requirements of the 

AP to be powered when using this command. Otherwise, the AP may restart frequently. Exercise 

caution when configuring this command. 

1.3.8 Configuring Forced Power Supply 

Configure the forced power supply mode for the AP.  

Working Principle 

The forced power supply modes include af/at25w/36w/bt.  

1.3.9 Button Control 

Button control is provided to enable or disable the button function for the AP. 

Working Principle 

Run the btn power/reset enable command to enable the button for power or reset function.  

1.3.10 Configuring the Quiet Mode 

The Quiet mode can be configured after the device is cold restarted. 

Working Principle 

Run the quiet-mode active on coldstart command to enable the Quiet mode after the device is cold 

restarted. 

1.3.11 Configuring LED 

Light Emitting Diode (LED) is a solid luminous semiconductor. It serves as an indicator light to show AP's 

working status in different colors. 

AP products support one or multiple LEDs to display AP's working status. For example, the LED on an 

Ethernet interface blink when there comes the data flow. It is controlled through GPIO or CPLD ports with 

different lighting, such as solid green, blinking green, blinking red and so on. By observing the LED, you 

can easily tell AP's working status and faults. 

SuperLight LED includes basic function mode and expert diagnosis mode. Expert diagnosis function is 

enabled by default. 

1.4 Configuration 

Configuration Description and Command 

Configuring a WLAN  (Mandatory) It is used to configure an SSID.  

dot11 wlan Create WLAN 



Configuration Description and Command 

ssid Configures an SSID. 

 (Optional) It is used to configure whether to broadcast SSIDs.  

broadcast-ssid 
Configures whether to broadcast 

SSIDs.  

 (Optional) It is used to configure the multicast rate.  

mcast-rate Configures the multicast rate. 

 (Optional) It is used to configure the maximum number of STAs in a 

WLAN. 

sta-limit 
Configures the maximum number of 

STAs in a WLAN. 

Configuring a 

dot11radio Subinterface 

 (Mandatory) It is used to create a dot11radio subinterface and configure 

the attributes of the dot11radio subinterface.  

interface dot11radio 
Configures the dot11radio 

subinterface. 

encapsulation 
Configures the VLAN encapsulated 

by the dot11radio subinterface. 

wlan-id 
Configures the WLAN ID of the 

mapped dot11radio subinterface. 

Configuring RF 

Parameters 

 (Optional) It is used to configure RF parameters.  

beacon dtim-period Configures the DTIM period.  

apsd 
Enables/disables the U-APSD 

power-saving mode. 

ampdu 
Enables or disables the A-MPDU 

aggregation mode. 

ampdu-depth 
Configures A-MPDU aggregation 

depth.  

amsdu 
Enables or disables the A-MSDU 

aggregation mode. 

rate-set 11a Configures the 11a rate set.  

rate-set 11b Configures the 11b rate set.  

rate-set 11g Configures the 11g rate set.  

rate-set 11n Configures the 11n rate set.  

rate-set 11ac Configures the 11ac rate set.  

rate-set 11ax Configures the 802.11ax rate set. 

beacon rate 
Configures data rate control 

parameters 

mcast-rate Configures the multicast rate. 

power local Configures the transmit power.  



Configuration Description and Command 

sta-limit 
Configures the limit on the STA 

quantity based on an RF interface. 

11asupport Configures whether to support 11a.  

11bsupport Configures whether to support 11b.  

11gsupport Configures whether to support 11g.  

11nsupport Configures whether to support 11n.  

11acsupport Configures whether to support 11ac.  

11axsupport 
Configures whether to support 

802.11ax. 

response-rssi 
Configures the minimum value of 

RSSI for STA access.  

assoc-rssi Configures the minimum RSSI that 

keeps STA access.  

coverage-area-control 
Configures the transmit power of 

management frames.  

channel Configures channels.  

fragment-threshold Configures the fragment threshold.  

green-field enable Enables the protection mode. 

fragment-burst Configures frame bursting. 

rts threshold Configures the RTS threshold.  

beacon period Configures the beacon frame period.  

short-preamble 
Configures enabling/disabling of the 

short preamble.  

slottime 
Configures enabling/disabling of the 

short slot time.  

chan-width Configures the channel bandwidth.  

short-gi 
Configures enabling/disabling of 

short prevention interval.  

ofdma Enables OFDMA. 

radio-optimize 

Optimizes radio parameters 

(including the power, channel, and 

antenna transmit/receive type) for a 

specified AP in one-click mode. 

radio-type Configures the radio type a/b. 

country-code Configures the country code. 

11ax-gi Configures 11ax-gi. 

antenna receive 
Configures the receive mode of an 

antenna.  

antenna transmit 
Configures the transmit mode of an 

antenna.  

antenna type 
Configures an omnidirectional 

antenna or a directional antenna. 



Configuration Description and Command 

peer-distance Configures the allowable longest 

distance between an AP and a 

wireless transmission peer. 

mcell Enables the Mcell function. 

txbf Enables or disables beamforming. 

mu-mimo Configures multi-user multiple-input 

multiple-output (MU-MIMO) of a 

radio. 

Configuring E-bag 

Parameters 

 (Optional) It is used to set e-bag parameters. 

ampdu-retries 
Configures the number of AMPDU 

software re-transmission times. 

ampdu-rts 

Configures whether to enable the 

RTS protection for AMPDU 

aggregation packets.  

eth-schd 

Configures the number of Ethernet 

packets that can be received by an 

AP at a time.  

ldpc 
Configures whether to support 

LDPC.  

stbc Configures whether to enable STBC.  

ebag 

Configures e-bag network 

optimization by using the one-key 

mode.  

Configuring the Link 

Integrity Check 

Function 

 (Mandatory) It is used to enable the link integrity check function.  

link-check enable 
Enables the link integrity check 

function. 

Configuring a WLAN by 

Using the One-Key 

Mode 

 (Optional) It is used to perform one-key WLAN configuration.  

autowifi 
Performs one-key WLAN 

configuration.  

Configuring the 

Maximum Number of 

STAs on a Fat AP 

 (Optional) It is used to configure the maximum number of STAs on a fat 

AP. 

sta-limit 
Configures the maximum number of 

STAs on a fat AP. 

Cancelling Power 

Supply Limits 
 (Optional) It is used to cancel power supply limits. 

poe-unlimit Cancels power supply limits. 

Enabling/Disabling an 

AP to Supply Power to 

External Devices via the 

Ethernet Cable 

poeout 

Enable or disable an AP to supply 

power to external devices via the 

Ethernet cable. 















































DO Dominican Republic 

EC Ecuador 

EE Estonia 

EG Germany 

ES Spain 

FI Finland 
FR France 

GB United Kingdom 

GE Georgia 

GR Greece 

GT Guatemala 

HK Hong Kong, Special Administrative Region of China 

HN Honduras 

HR Croatia 
HU Hungary 

ID Indonesia 

IE Ireland 
IL Israel 

IN India  

IQ Iraq 

IR Iran 
IS Iceland 
IT Italy 

JO Jordan 

JP Japan 

KP Democratic People's Republic of Korea 

KR Korea ROC 

KW Kuwait 
KZ Kazakhstan 

LB Lebanon 

LI Liechtenstein 

LK Sri Lanka 

LT Lithuania 

LU Luxembourg 

LV Latvia 
MA Morocco 

MC Monaco 

MK North Macedonia 

MO Macao, Special Administrative Region of China 

MT Malta 

MX Mexico 

MY Malaysia 

NG Nigeria 

































!  

vlan 1  

!  

vlan 10  

!  

interface GigabitEthernet 0/1  

 encapsulation dot1Q 1  

!  

interface Dot11radio 1/0  

 encapsulation dot1Q 10  

 chan - width 20  

 country - code CN  

 radio - type 802.11b  

 channel 1  

 antenna receive 3  

 antenna transmit 3  

 rate - set 11b mandatory 1 2 5 11  

 rate - set 11g mandatory 1 2 5 11  

 rate - set 11g support 6 9 12 18 24 36 48 54  

 rate - set 11n mcs - support 15  

 no ampdu - rts  

 wlan - id 1  

 station - role root - ap 

!  

interface Dot11radio 2/0  

 encapsulation dot1Q 10  

 chan - width 20  

 country - code CN  

 no short - preamble  

 radio - type 802.11a  

 channel 149  

 antenna receive 3  

 antenna transmit 3  

 rate - set 11a mandatory 6 12 24  























Common Errors 

Configured session ID does not exist. 

1.5 Monitoring 

Displaying 

Description Command 

Displays the radio information and configurations of a 

WNIC. 

show dot11 wireless interface-num 

Displays the connection information of a WNIC. show dot11 associations H.H.H 

interface-name 

Displays information about all users connected to a WNIC. show dot11 associations all-client 

Displays a created BSS list. show dot11 mbssid 

Displays the online status and capability information of all 

RF interfaces. 

show dot11 radio-status 

Displays the rate sets of all RF interfaces. show dot11 rate-set 

Displays radio information and configurations of a WLAN. show dot11 wlan wlan-id 

Displays a working channel supported by a WNIC. show dot11 channels active 

interface-name 

Displays all working channels supported by a WNIC. show dot11 channels all interface-name 

Displays e-bag radio information and configurations. show ebag 

Displays the frequency hopping channel and bandwidth. show dfs adjustment-channels 

Displays the non-occupied radar channels. show dfs non-occupancy-channels 

Displays the radar channel history. show dfs historical-radar-channels 

Clears the radar channel history. clear dfs historical-radar-channels 

 







In normal cases, an STA sends a disassociation frame to inform the AP that the STA is disassociated. If the STA does 

not send a disassociation frame to the AP when it is disassociated abnormally (for example, because the user removes 

the network interface card (NIC)), the AP cannot learn the disassociation of the STA. In this case, the AP detects the 

STA traffic and finds that the STA has no traffic within a period of time, and concludes that the STA had been 

disassociated. Then, the AP performs disassociation processing on the STA. 

1.3.4 Intelligent SSID Hiding 

When the number of STAs on an AP or a radio reaches the upper limit, new STAs are not allowed to go online but the 

STAs can still scan the SSID and attempt to perform association. After the intelligent SSID hiding function is enabled, 

new STAs cannot detect the signal and will not attempt to perform association.  

Working Principle 

When the number of STAs on an AP or a radio reaches the upper limit, the beacon frame sent by the AP does not carry 

the SSID. When a new STA sends a probe request, the AP does not respond with a probe response. 

1.3.5 IP Address Inspection 

Check whether the STA obtains an IP address.  

Working Principle 

The system inspects the IP address of the STA and disconnects the STA not configured with an IP address. The 

disconnected STA will request an IP address. The disconnected STA will not be inspected again within the specified 

time. 

1.3.6 DHCP Proxy Request 

The STA management module notifies whether DHCP proxy is enabled or disabled. 

Working Principle 

The STA management module notifies whether DHCP proxy is enabled or disabled. When DHCP proxy is enabled, the 

device instead of the STA will initiate DHCP discover requests, exchange packets with the DHCP server, and generate 

DHCP Snooping entries.  

1.4 Configuration 

Configuration Description and Command 

Configuring Inter-Radio 

Load Balancing 

 (Mandatory) It is used to enable the load balancing function among radios.  

inter-radio-balance num-balance enable Enables number-based balancing 

among inter-frequency radios. 

 (Optional) It is used to configure the load balancing parameters. 



inter-radio-balance num-balance 

dual-band 

Configures parameters for 

number-based balancing among 

inter-frequency radios. 

inter-radio-balance num-balance 

same-band 

Configures parameters for 

number-based balancing among 

intra-frequency radios. 

Configuring Association 

Control 

 (Mandatory) It is used to enable the association control function. 

package Configures a package. 

primary-sta 
Configures the primary STA in the 

package.  

secondary-sta 
Configures the secondary STA in the 

package.  

control-zone Configures an association control zone.  

ap Configures the AP information. 

assoc-control Enables association control. 

Configuring STA Aging 

Time 

(Optional) It is used to configure the time after which the STA is disassociated if no traffic 

is detected. 

sta-idle-timeout 

Configures the time after which the 

STA is disassociated if no traffic is 

detected. 

Configuring Intelligent SSID 

Hiding 

hide-ssid sta-reach-limit [ radio { 2.4g | 

5g } ] 
Configures intelligent SSID hiding. 

IP Address Inspection 

 (Optional) It is used to enable or disable IP address inspection.  

sta-behaviour ip-check enable 
Enables or disables IP address 

inspection. 

 (Optional) It is used to configure a delay time for IP address inspection.  

sta-behaviour ip-check delay 
Configures a delay time for IP address 

inspection in seconds. 

 (Optional) It is used to configure a silence time for IP address inspection. 

sta-behaviour ip-check sulk 
Configures a silence time for IP 

address inspection in seconds.  

DHCP Proxy Request 

 (Optional) It is used to enable DHCP proxy request. 

sta-behaviour dhcp-proxy enable 
Enables or disables DHCP proxy 

request.  

 (Optional). It is used to configure a DHCP proxy delay. 

sta-behaviour dhcp-proxy delay 
Configures a DHCP proxy delay in 

seconds. 



























1.5 Monitoring 

Displaying 

Description Command 

Displays the status of the association control function. show assoc-control 

Displays the association control zone configuration. show control-zone [ summary | czone-name ] 

Displays the package configuration. show package [ pkt-name ] 

 



 

 

 

 

 

 

 

 

RF Management Configuration 
 

Band Selection Configuration 

RF Scheduling Configuration 

Wireless Location Configuration 













 Rejecting a dual-band STA's 2.4 GHz access request helps facilitate the Band Select function; however, the Band 

Select function cannot be 100% successful.  

Working Principle 

After an STA discovers a WLAN for a user to access the WLAN, the STA sends an Authentication Request to the AP at 

first. Then, the AP sends an Authentication Response to permit or reject the STA's authentication request.  

The Band Select function processes the Authentication Request. If the Authentication Request is sent by a dual-band 

STA at the 2.4 GHz band, the function can reject the Authentication Request until the dual-band STA sends an 

Authentication Request from the 5 GHz band. Thus, the STA is led to access the 5 GHz band.  

Generally, when a dual-band STA searches for access, the STA sends one or more Authentication Requests at a band 

and waits for responses. If the STA does not receive responses or fails in access, the STA sends Authentication 

Requests at the other band and waits for responses. However, some dual-band STAs send Authentication Requests 

only at the 2.4 GHz. For high availability, you can use the Band Select function to set the rejecting count for a dual-band 

STA.  

Assume that a dual-band STA sends Authentication Requests for M times before changing the band, and the rejecting 

count is set to N. If the dual-band STA attempts to access the 5 GHz band at first, the STA can access the 5 GHz band 

immediately. If the dual-band STA attempts to access the 2.4 GHz band at first, the STA can access the 5 GHz band 

only if N is equal to or greater than M; otherwise, the STA accesses the 2.4 GHz band. No matter which band a 

dual-band STA accesses, if the dual-band STA attempts to access the 2.4 GHz band at first, min (smaller one between 

M and N) Authentication Requests are rejected or ignored. As a result, the STA's access is delayed. The delay time 

depends on the driver of the STA. For example, if the STA sends Authentication Requests at the interval of 100 

milliseconds and four Authentication Requests are ignored, the access of the STA will be delayed for 400 milliseconds.  

 When the Band Select function rejects the access request of a dual-band STA while another access control 

module such as load balance accepts the access request, the STA will still gain access. This is because the Band 

Select function plays only the "leading" role during STA access and has a low priority. When the Band Select 

function conflicts with other functions, the other functions shall prevail.  

1.4  Configuration 

Configuration Description and Command 

Configuring Band Select 

 (Mandatory) It is used to enable the Band Select function for a WLAN.  

band-select enable Enables the Band Select function.  

 (Optional) It is used to set the parameters of the Band Select function.  

band-select acceptable-rssi 
Configures the minimum RSSI for the 

Band Select function.  

band-select access-denial 

Configures the rejecting count for a 

dual-band STA's 2.4 GHz access 

requests. 

band-select age-out 
Configures the aging time of STA 

information.  
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Deployment 

Configure AP radio scheduling on fat APs. 

1.2.2  Configuring WLAN Scheduling 

Scenario 

Some special WLANs are enabled only when necessary, which reduces radio frequency interference and ensures 

security. 

In the deployment scenario of a WLAN with the fat AP architecture, WLAN scheduling can be used to automatically 

enable WLAN services during the working hours of network administrators and disable WLAN services after network 

administrators get off work. At this time, free WLAN services are unavailable, but employees working overtime can 

access other WLANs. 

Figure 1-2 
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Deployment 

Configure WLAN scheduling on fat APs. 

























1.3.1  WL 

Working Principle 

Based on the measurement of RSSI from an MU received by a base station (BS) and the channel transmission model, 

the distance between them can be estimated to be d. In this way, for a BS (i), the MU must be on the circle centered at 

BS (i) with a radius of d. When three or more BSs are used for distance measurement of the same MU, the location of 

this MU can be determined. In this method, the main causes for location error are the multipath effect generated during 

signal transmission and the shadow effect generated during obstacle crossing. More accurate location can be achieved 

in open space without obstacles. However, in many circumstances, the location accuracy is significantly affected 

because of uncertainties, such as the multipath effect, attenuation, and scattering, due to various obstacles. 

Figure 1-2 

   

1.4  Configuration 

Configuration Description and Command 

Configuring WL Basic 

Features 

 (Mandatory) It is used to enable WL. 

wlocation enable Enables WL on a specified AP. 

wlocation ae-ip Configures the IP address of the Locator 

connected to a specified AP. 

wlocation ae-port Configures the port ID (PID) of the Locator 

connected to a specified AP. 

wlocation mu enable Enables MU location on a specified AP. 

wlocation tag enable Enables TAG location on a specified AP. 

 (Optional) It is used to optimize the WL transmission. 

wlocation compound enable Enables the WL aggregation. 

wlocation send-mu-time Configures the interval for sending MU location 

information on a specified AP. 













N/A 



 

 

 

 

 

 

 

 

WLAN Security Configuration 
 

RSNA Configuration 

STA Access Control List Configuration 

WIDS Configuration 



















1.4 Configuration 

Configuration Description and Command 

Configuring Static WEP 

 (Mandatory) It is used to enable static WEP encryption.  

wlansec Enters the WLAN security configuration 

mode. 

security static-wep-key encryption Enables static WEP for a WLAN and 

configures a static WEP key.  

 (Optional) It is used to configure the link authentication mode.  

security static-wep-key authentication Configures the link authentication mode of 

static WEP.  

Configuring WPA 

Authentication 

 (Mandatory) It is used to enable WPA authentication.  

security wpa Configures WPA authentication.  

security wpa ciphers Configures the encryption mode of WPA 

authentication.  

security wpa akm Configures the access authentication mode 

for WPA authentication.  

 (Optional) It is used to configure a shared key for WPA PSK authentication.  

security wpa akm psk set-key Configures a shared key for WPA PSK 

authentication.  

Configuring RSN 

Authentication 

 (Mandatory) It is used to enable RSN authentication.  

security rsn Configures RSN authentication.  

security rsn ciphers Configures the encryption mode for RSN 

authentication.  

security rsn akm Configures the access authentication mode 

for RSN authentication.  

 (Optional) It is used to configure a shared key for RSN PSK authentication.  

security rsn akm psk set-key Configures a shared key for RSN PSK 

authentication.  

Configuring MAB 

Authentication 
 (Optional) It is used to configure MAB authentication. 

dot1x-mab Enables MAB authentication.  

Configuring Authentication 

Parameters 

 (Optional) It is used to configure key interaction parameters and the jitter prevention 

time in Web authentication.  

authtimeout forbidcount Configures the association forbidding count 

after four-way handshake key interaction fails.  

authtimeout forbidtime Configures the association forbidding interval 

after four-way handshake key interaction fails.  
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Configuration Guide Configuring STA Access Control Lists 

To disallow or allow STAs of specific vendors to access an SSID, add the OUIs of these STAs to the OUI blacklist or 

whitelist of the SSID. In this case, STAs of these vendors are disallowed or allowed to access the SSID. 

Working Principle 

When an STA goes online through an SSID, the AP checks whether a blacklist or whitelist is configured for the SSID. If 

the MAC address or OUI of the STA is in the blacklist or not in the whitelist, the AP rejects the association request from 

the STA and sends an association failure response it. 

1.3.3 Importing and Exporting Configurations 

The STA access control list configuration may be large in capacity and cannot be stored together with common 

configuration files. You can export it to a file for backup or transfer it to another AP. 

You can run an import command to import the backup configuration file to the AP to append it to the current 

configuration or overwrite the current configuration. Identical configurations will be merged automatically. 

Working Principle 

Export: Write the current configuration to the specified file in command format. The file can be exported from the AP 

using the copy command for backup or transfer. 

Import: Read the specified file and import the configuration commands to the AP. In overwriting mode, configurations on 

the AP will be cleared in advance. In merging mode, entries in the file will be appended to the current configuration. 

1.4 Configuration 

Configuration Description and Command 

Configuring an AP-based 

Blacklist 
 (Mandatory) It is used to add STAs to the AP-based blacklist. 

blacklist mac sta-mac Adds MAC addresses of STAs to the 

MAC address blacklist of the AP. 

blacklist vendor mac sta-oui Adds OUIs of STAs to the OUI blacklist of 

the AP. 

Configuring an AP-based 

Whitelist 
 (Mandatory) It is used to add STAs to the AP-based whitelist. 

whitelist mac sta-mac Adds MAC addresses of STAs to the 

MAC address whitelist of the AP. 

whitelist vendor mac sta-oui Adds OUIs of STAs to the OUI whitelist of 

the AP. 

Configuring an 

SSID-based Blacklist 
 (Mandatory) It is used to add STAs to the SSID-based blacklist. 

blacklist mac sta-mac in-ssid ssid-string Adds MAC addresses of STAs to the 

MAC address blacklist of an SSID. 

blacklist vendor mac sta-oui in-ssid 

ssid-string 

Adds OUIs of STAs to the OUI blacklist of 

an SSID. 

Configuring an 
 (Mandatory) It is used to add STAs to the SSID-based whitelist. 
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Clears entries in the OUI blacklist of an AP or 

SSID. 

reset blacklist vendor [in-ssid ssid-string ] 

Displaying 

Description Command 

Displays basic information of an STA access 

control list. 

show black-white-list summary 

Displays the STA access control list 

configuration. 

show black-white-list config 

Displays STAs in both the blacklist and 

whitelist. 

show black-white-list conflict 

Displays the blacklist/whitelist configuration 

type of a specific STA. 

show black-white-list sta-mac sta-mac 

Displays entries in the MAC address blacklist 

of an AP or SSID. 

show black-white-list blacklist [in-ssid ssid-string ] 

Displays entries in the OUI blacklist of an AP or 

SSID. 

show black-white-list blacklist vendor [in-ssid ssid-string] 

Displays entries in the MAC address whitelist 

of an AP or SSID. 

show black-white-list whitelist [in-ssid ssid-string ] 

Displays entries in the OUI whitelist of an AP or 

SSID. 

show black-white-list whitelist vendor [in-ssid ssid-string ] 

Debugging 

N/A 























Configuration  Description and Command  

ssid-filter blacklist mac-address 

[ name another-name ] 
Adds an entry to the SSID-based blacklist.  

ssid-filter blacklist max 
Configures the length of the SSID-based blacklist, 

256 by default.  

ssid-filter whitelist mac-address 

[ name another-name ] 
Adds an entry to the SSID-based whitelist.  

ssid-filter whitelist max 
Configures the length of the SSID-based whitelist, 

256 by default.  

Configuring IDS 

 (Mandatory) It is used to configure IDS.  

attack-detection enable Specifies the IDS type.  

attack-detection ddos 
Configures the interval and packet threshold of 

DDoS attack detection.  

attack-detection flood multi-mac 
Configures the interval and packet threshold of 

multi-STA flooding attack detection.  

attack-detection flood 

single-mac 

Configures the interval and packet threshold of 

single-user flood attack detection.  

attack-detection spoof 
Configures the interval and packet threshold of the 

spoofing attack detection.  

attack-detection weak-iv 
Configures the interval and packet threshold of the 

weak IV attack detection.  

attack-detection statistics 

ap-max 
Configures the length of IDS statistics on APs.  

Configuring User Isolation 

 (Optional) It is used to configure user isolation.  

user-isolation enable 
Enables the AC-based, AP-based, AC-SSID-based, 

AP-SSID-based and CMCC layer-2 user isolation. 

user-isolation permit-mac  
Adds an entry to the permissible MAC list for user 

isolation.  

user-isolation permit-mac max  
Configures the length of the permissible MAC list for 

user isolation.  

Configuring Rogue 

Detection and Containment 

 (Optional) It is used to set the device detection and containment function.  

countermeasures enable Enables the Rogue containment function.  

countermeasures ap-max 
Configures the maximum number of contained 

devices once.  

countermeasures 

channel-match 
Enables channel-based containment.  

countermeasures interval Configures the containment interval.  

countermeasures mode Configures the containment mode.  

countermeasures rssi-min Configures the minimum containment RSSI. 

countermeasures fuzzy-enable Enables fuzzy containment. 

countermeasures 

fuzzy-keyword 
Configures a fuzzy containment keyword. 













































Clears all or specified entries in the SSID-based blocklist 

and allowlist. 
reset ssid-filter { ssid all | in-ssid ssid } 

Clears all or specified entries in the SSID-based blocklist. reset ssid-filter { blacklist all | in-ssid ssid } 

Clears all or specified entries in the SSID-based allowlist. reset ssid-filter { whitelist all | in-ssid ssid } 

Clears the entries in the static blocklist. reset static-blacklist all 

Clears the information of the static attack statistic list. reset statistic all 

Clears the entries in the unknown STA list. reset unknown-sta all 

Clears the entries in the allowed list for user isolation. reset user-isolation-permit-list all 

Clears the entries in the allowlist. reset whitelist all 

Displaying  

Description Command 

Displays the configuration of the attack list. show wids attack-list 

Displays the configuration of the dynamic and static 

blocklists. 
show wids blacklist { dynamic | static } 

Displays the configuration of the SSID-based blocklist. show wids black-ssid 

Displays the information of a specified device that is 

detected. 

show wids detected { adhoc | all | friendly ap | 

interfering ap | rogue { adhoc-ap | ap | client | config-ap 

| ssid-ap } | mac-address H.H.H } 
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Configuration Description and Command 

aaa accounting exec Defines a method list of EXEC accounting. 

aaa accounting commands Defines a method list of command 

accounting. 

aaa accounting network Defines a method list of network accounting. 

accounting exec Applies EXEC accounting methods to a 

specified VTY line. 

aaa accounting update Enables accounting update. 

aaa accounting update periodic Configures the accounting update interval.  

Configuring an AAA Server 

Group 

 Recommended if a server group needs to be configured to handle AAA through different 

servers in the group. 

aaa group server Creates a user-defined AAA server group. 

server Adds an AAA server group member. 

Configuring Domain-Based 

AAA Service 

 Mandatory if AAA management of 802.1X access STAs needs to be performed according 

to domains. 

aaa new-model Enables AAA. 

aaa domain enable Enables the domain-based AAA service. 

aaa domain Creates a domain and enters domain 

configuration mode. 

authentication dot1x Associates the domain with an 802.1X 

authentication method list. 

accounting network Associates the domain with a network 

accounting method list. 

authorization network Associates the domain with a network 

authorization method list. 

state Configures the domain status. 

username-format Configures whether to contain the domain 

name in usernames. 

access-limit Configures the maximum number of domain 

users. 

Configuring a Policy for 

Accounting-Start Failures 

aaa accounting start-fail Configures a policy for accounting-start 

failures. 

Configuring Heartbeat 

Packet Detection 

[ no ] aaa heartbeat enable Configures heartbeat detection.  

Configuring AAA Logging 
[ no ] aaa log enable Configures AAA logging. 

aaa log rate-limit num Configures an AAA logging rate limit. 

 Configuring AAA Authentication 

Configuration Effect 

Verify whether users are able to obtain access permission. 



























Configure login authentication and EXEC authorization for users on VTY lines 0 to 4. Login authentication is performed in 

local mode, and EXEC authorization is performed on a RADIUS server. If the RADIUS server does not respond, users are 

redirected to the local authorization. 

Scenario  

Figure 1-8 

 
  
Configuration 

Steps 

Step 1: Enable AAA. 

Step 2: Configure a RADIUS server in advance if remote server-group authorization needs to be 

implemented. If local authorization needs to be implemented, configure the local user database information 

on the NAS. 

Step 3: Configure an AAA authorization method list according to different access modes and service types. 

Step 4: Apply the configured method list to an interface or line. Skip this step if the default authorization 

method is used.  

EXEC authorization is often used with login authentication, which can be implemented on the same line. 

NAS Hostname#configure terminal  

Hostname(config)#username user password  pass  

Hostname(config)#username user privilege 6  

Hostname(config)#aaa new - model 

Hostname(config)# radius - server host 10.1.1.1  

Hostname(config)#radius - server key  test  

Hostname(config)#aaa authentication login list1 group local  

Hostname(config)#aaa authorization exec list2 group radius local  

Hostname(config)#line vty 0 4  

Hostname(config - line)#login authentication list1  

Hostname(config - line)# authorization exec list2  

Hostname(config - line)#exit  

  

Verification  Run the show run and show aaa method-list commands on the NAS to display the configuration. 

NAS Hostname#show aaa method- list  

 

Authentication method - list:  

aaa authentication login list1 group local  

 

Accounting method- list:  

 

















Scenario  

Figure 1-11 

 
  
Configuration 

Steps  

Step 1: Enable AAA. 

Step 2: If remote server-group accounting needs to be implemented, configure a RADIUS server in advance.  

Step 3: Configure an AAA accounting method list according to different access modes and service types. 

Step 4: Apply the configured AAA accounting method list. Skip this step if the default accounting method is 

used. 

 Accounting is performed only when 802.1X authentication is completed. 

NAS Hostname#configure terminal  

Hostname(config)#username user password  pass  

Hostname(config)#aaa new- model 

Hostname(config)#radius - server host 10.1.1.1  

Hostname(config)#radius - server key test  

Hostname(config)#aaa authentication dot1x aut1x group radius local  

Hostname(config)#aaa accounting network acc1x start - stop group radius  

Hostname(config)#dot1x a uthentication aut1x  

Hostname(config)#dot1x accounting acc1x  

Hostname(config)#interface gigabitEthernet 0/1  

Hostname(config - if - GigabitEthernet 0/1)#dot1 port - control auto  

Hostname(config - if - GigabitEthernet 0/1)#exit  

  

Verification  Run the show aaa method-list command on the NAS to display the configuration. 

NAS Hostname#show aaa method- list  

 

Authentication method - list:  

aaa authentication dot1x aut1x group radius local  

Accounting method- list:  

aaa accounting network acc1x start - stop group radius  

Authorization method - list:  

Common Errors 

N/A 



















Hostname(config - aaa- domain)# accounting network list3  

Hostname(config - aaa- domain)# username- format without - domain 

  

Verification  Run the show run and show aaa domain commands on the NAS to display the configuration. 

NAS Hostname#show aaa domain domain.com 

 

=============Domain domain.com============= 

State: Active  

Username format: With - domain 

Access limit: No limit  

802.1X Access statistic: 0  

 

Selected method list:  

 authentication dot1x default  

 accounting network list3  

 Hostname#show run 

 

Building configuration...  

Current configuration : 1449 bytes  

version RGOS 10.4(3) Release(101069)(Wed Oct 20 09:12:40 CST 2010 - ngcf67)  

co- operate enable  

!  

aaa new- model 

aaa domain enable 

!  

aaa domain domain.com 

 authentication dot1x default  

 accounting network list3  

!  

aaa accounting network list3 start - stop group radius  

aaa authentication dot1x default group radius  

!  

nfpp 

!  











NAS Hostname# show run | inc aaa log   

aaa log  enable 

aaa log rate - limit 10  

Common Errors 

N/A 

1.5 Monitoring 

Clearing 

Description Command 

Clears the locked users. clear aaa local user lockout {all | user-name username } 

Displaying 

Description Command 

Displays the accounting update information. show aaa accounting update 

Displays the current domain configuration. show aaa domain 

Displays the current lockout configuration. show aaa lockout 

Displays the AAA server groups. show aaa group 

Displays the AAA method lists. show aaa method-list 

Displays the AAA users. show aaa user 



 

 



1 Configuring RADIUS  

1.1 Overview  

The Dynamic Authorization Extensions to Remote Authentication Dial In User Service is defined in the IETF RFC3576. 

This protocol defines a user offline management method. Devices communicate with the RADIUS server through the 

Disconnect-Messages (DMs) to bring authenticated users offline. This protocol implements compatibility between 

devices of different vendors and the RADIUS server in terms of user offline processing. 

In the DM mechanism, the RADIUS server actively initiates a user offline request to a device, the device locates a user 

according to the user session information, user name, and other information carried in the request and brings the user 

offline. Then, the device returns a response packet that carries the processing result to the RADIUS server, thereby 

implementing user offline management of the RADIUS server. 

Protocols and 

Standards  

�z RFC3576: Dynamic Authorization Extensions to Remote Authentication Dial In User Service (RADIUS) 

1.2 Applications  

Application  Descriptio n 

Forcing Users to Go Offline The server forces an authenticated user to go offline. 

1.2.1 Forcing Users to Go Offline  

Scenario  

The RADIUS server forces authenticated online users to go offline for the sake of management. 

See �9
w !�­�è�ð�•�Ð�|ož  for the networking topology. 

Deployment  

�z Add the following deployment on the basis of 1.2.1 "Deployment". 

�z Enable the RADIUS dynamic authorization extension function on the RADIUS client. 

1.3 Features  

Basic Concepts  

�Ì  Client/Server Mode  

�z Client: A RADIUS client initiates RADIUS requests and usually runs on a device or NAS. It transmits user 

information to the RADIUS server, receives responses from the RADIUS server, and performs processing 



accordingly. The processing includes accepting user access, rejecting user access, or collecting more user 

information for the RADIUS server. 

�z Server: Multiple RADIUS clients map to one RADIUS server. The RADIUS server maintains the IP addresses and 

shared keys of all RADIUS clients as well as information on all authenticated users. It receives requests from a 

RADIUS client, conducts authentication, authorization, and accounting, and returns processing information to the 

RADIUS client. 

�Ì  Structure of RADIUS Packets  

The following figure shows the structure of RADIUS packets. 

 

�z Code: Identifies the type of RADIUS packets, which occupies one byte. The following table lists the values and 

meanings. 

Code Packet Type  Code Packet Type  

1 Access-Request 4 Accounting-Request 

2 Access-Accept 5 Accounting-Response 

3 Access-Reject 11 Access-Challenge 

�z Identifier: Indicates the identifier for matching request packets and response packets, which occupies one byte. 

The identifier values of request packets and response packets of the same type are the same. 

�z Length: Identifies the length of a whole RADIUS packet, which includes Code, Identifier , Length , Authenticator , 

and Attributes . It occupies two bytes. Bytes that are beyond the Length  field will be truncated. If the length of a 

received packet is smaller than the value of Length , the packet is discarded. 

�z Authenticator: Verifies response packets of the RADIUS server by a RADIUS client, which occupies 16 bytes. This 

field is also used for encryption/decryption of user passwords. 

�z Attributes: Carries authentication, authorization, and accounting information, with the length unfixed. The 

Attributes  field usually contains multiple attributes. Each attribute is represented in the Type, Length, Value (TLV) 

format. Type occupies one byte and indicates the attribute type. The following table lists common attributes of 

RADIUS authentication, authorization, and accounting. Length occupies one byte and indicates the attribute 

length, with the unit of bytes. Value indicates the attribute information. 

Attri bute No.  Attribute Name  Attribute No.  Attribute Name  

1 User-Name 43 Acct-Output-Octets 

2 User-Password 44 Acct-Session-Id 

3 CHAP-Password 45 Acct-Authentic 



Attri bute No.  Attribute Name  Attribute No.  Attribute Name  

4 NAS-IP-Address 46 Acct-Session-Time 

5 NAS-Port 47 Acct-Input-Packets 

6 Service-Type 48 Acct-Output-Packets 

7 Framed-Protocol 49 Acct-Terminate-Cause 

8 Framed-IP-Address 50 Acct-Multi-Session-Id 

9 Framed-IP-Netmask 51 Acct-Link-Count 

10 Framed-Routing 52 Acct-Input-Gigawords 

11 Filter-ID 53 Acct-Output-Gigawords 

12 Framed-MTU 55 Event-Timestamp 

13 Framed-Compression 60 CHAP-Challenge 

14 Login-IP-Host 61 NAS-Port-Type 

15 Login-Service 62 Port-Limit 

16 Login-TCP-Port 63 Login-LAT-Port 

18 Reply-Message 64 Tunnel-Type 

19 Callback-Number 65 Tunnel-Medium-Type 

20 Callback-ID 66 Tunnel-Client-Endpoint 

22 Framed-Route 67 Tunnel-Server-Endpoint 

23 Framed-IPX-Network 68 Acct-Tunnel-Connection 

24 State 69 Tunnel-Password 

25 Class 70 ARAP-Password 

26 Vendor-Specific 71 ARAP-Features 

27 Session-Timeout 72 ARAP-Zone-Access 

28 Idle-Timeout 73 ARAP-Security 

29 Termination-Action 74 ARAP-Security-Data 

30 Called-Station-Id 75 Password-Retry 

31 Calling-Station-Id 76 Prompt 

32 NAS-Identifier 77 Connect-Info 

33 Proxy-State 78 Configuration-Token 

34 Login-LAT-Service 79 EAP-Message 

35 Login-LAT-Node 80 Message-Authenticator 

36 Login-LAT-Group 81 Tunnel-Private-Group-id 

37 Framed-AppleTalk-Link 82 Tunnel-Assignment-id 

38 Framed-AppleTalk-Network 83 Tunnel-Preference 

39 Framed-AppleTalk-Zone 84 ARAP-Challenge-Response 

40 Acct-Status-Type 85 Acct-Interim-Interval 

41 Acct-Delay-Time 86 Acct-Tunnel-Packets-Lost 

42 Acct-Input-Octets 87 NAS-Port-Id 

�Ì  Shared Key  

A RADIUS client and a RADIUS server mutually confirm their identities by using a shared key during communication. 

The shared key cannot be transmitted over a network. In addition, user passwords are encrypted for transmission for 

the sake of security. 



�Ì  RADIUS Server Group  

The RADIUS security protocol, also called RADIUS method, is configured in the form of a RADIUS server group. Each 

RADIUS method corresponds to one RADIUS server group and one or more RADIUS severs can be added to one 

RADIUS server group. For details about the RADIUS method, see the Configuring AAA. If you add multiple RADIUS 

servers to one RADIUS server group, when the communication between a device and the first RADIUS server in this 

group fails or the first RADIUS server becomes unreachable, the device automatically attempts to communicate with 

the next RADIUS server till the communication is successful or the communication with all the RADIUS servers fails. 

�Ì  RADIUS Attribute Type  

�z Standard attributes 

�z The RFC standards specify the RADIUS attribute numbers and attribute content but do not specify the format of 

some attribute types. Therefore, the format of attribute contents needs to be configured to adapt to different 

RADIUS server requirements. Currently, the format of the RADIUS Calling-Station-ID attribute (attribute No.: 31) 

can be configured. 

The RADIUS Calling-Station-ID attribute is used to identify user identities when a network device transmits request 

packets to the RADIUS server. The RADIUS Calling-Station-ID attribute is a string, which can adopt multiple formats. It 

needs to uniquely identify a user. Therefore, it is often set to the MAC address of a user. For example, when IEEE 

802.1X authentication is used, the Calling-Station-ID attribute is set to the MAC address of the device where the IEEE 

802.1X client is installed. The following table describes the format of MAC addresses. 

Format  Description  

Ietf 

Indicates the standard format specified in the IETF standard (RFC3580), which is 

separated by the separator (-). Example: 

00-D0-F8-33-22-AC 

Normal 

Indicates the common format that represents a MAC address (dotted hexadecimal 

format), which is separated by the separator (.). Example: 

00d0.f833.22ac 

Unformatted 
Indicates the format without separators. This format is used by default. Example: 

00d0f83322ac 

�z Private attributes 

RADIUS is an extensible protocol. According to RFC2865, the Vendor-Specific attribute (attribute No.: 26) is used by 

device vendors to extend the RADIUS protocol to implement private functions or functions that are not defined in the 

standard RADIUS protocol. Table 1-3 lists private attributes supported by Ruijie products. The TYPE column indicates 

the default configuration of private attributes of Ruijie products and the Extended TYPE  column indicates the default 

configuration of private attributes of other non-Ruijie products. 

ID Function  TYPE Extended TYPE  

1 max-down-rate 1 76 

2 port-priority 2 77 

3 user-ip 3 3 

4 vlan-id 4 4 

5 last-supplicant-version 5 5 

6 net-ip 6 6 

7 user-name 7 7 



ID Function  TYPE Extended TYPE  

8 password 8 8 

9 file-directory 9 9 

10 file-count 10 10 

11 file-name-0 11 11 

12 file-name-1 12 12 

13 file-name-2 13 13 

14 file-name-3 14 14 

15 file-name-4 15 15 

16 max-up-rate 16 16 

17 current-supplicant-version 17 17 

18 flux-max-high32 18 18 

19 flux-max-low32 19 19 

20 proxy-avoid 20 20 

21 dailup-avoid 21 21 

22 ip-privilege 22 22 

23 login-privilege 42 42 

26 ipv6-multicast-address 79 79 

27 ipv4-multicast-address 87 87 

62 sdg-type 62 62 

85 sdg-zone-name 85 85 

103 sdg-group-name 103 103 

Overview  

Feature  Description  

RADIUS Forced Offline Enables a RADIUS server to actively force authenticated users to go offline. 

Configuring the DiffServ Code 

Point (DSCP) Value of RADIUS 

Packets 

The DSCP field is contained in the Type of Service (ToS) field of IP packets. The DSCP 

value marks packet priority level for transmission. The default DSCP value of RADIUS 

packets is 0. You can specify the DSCP value for RADIUS packets using commands. A 

larger DSCP value represents a higher priority of RADIUS packets. 
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packets are sent to this server. 

1.3.1 RADIUS Forced Offline  

Working Principle  

Figure 1-1 DM Message Exchange of the RADIUS Dynamic Authorization Extension Protocol 

 



The preceding figure shows the exchange of DM messages between the RADIUS server and the device. The RADIUS 

server transmits the Disconnect-Request message to UDP Port 3799 of the device. After processing, the device returns 

the Disconnect-Response message that carries the processing result to the RADIUS server. 

Related 

Configuration  

N/A 

1.3.2 Configuring the DiffServ Code Point (DSCP) Value of RADIUS Packets  

Working Principle  

The DSCP field is contained in the Type of Service (ToS) field of IP packets. The DSCP value marks packet priority 

level for transmission. The default DSCP value of RADIUS packets is 0. You can specify the DSCP value for RADIUS 

packets using commands. A larger DSCP value represents a higher priority of RADIUS packets.  

Related 

Configuration  

�Ì  Configuring the DSCP Value of RADIUS Packets  

Run the radius dscp  command to specify the DSCP value of RADIUS packets. The value ranges from 0 to 63.  

 

Related 

Configuration  

�Ì  Configuring the DSCP Value of RADIUS Pack ets 

Run the radius dscp  command to specify the DSCP value of RADIUS packets. The value ranges from 0 to 63.  

1.3.3 Configuring  the Units of the Data Flows and Packets Sent to the RADIUS 
Server  

Working Principle  

The default units of data flows and packets are byte and packet respectively. You can change the units by running a 

command. 

Related 

Configuration  

�Ì  Configuring the Units of the Data Flows and Packets Sent to the RADIUS Server  

Use the radius data -flow -format data {byte | kilo -byte | mega -byte | giga -byte} pa cket {one -packet | kilo -packet | 

mega-packet | giga -packet} command to configure the units of the data flows and packets sent to the RADIUS server. 

1.4 Configuration  

Configuration  Description and Command  



Configuration  Description and Command  

�9
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radius -server account update 

retransmit  

Configures retransmission of accounting update 

packets for authenticated users. 

�9
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radius -server authentication 

attribute  

Configures RADIUS authentication request packets 

to contain a specified attribute. 

radius -server account attribute  
Configures RADIUS accounting request packets to 

contain a specified attribute. 

radius -server authentication 

vendor  

Configures RADIUS authentication request packets 

to contain a vendor-specific attribute (VSA). 

radius -server account vendor  
Configures RADIUS accounting request packets to 

contain a VSA. 

Configuring the DSCP Value 

of RADIUS Packets 
rad ius dscp  Configures the DSCP value of RADIUS packets. 

Configuring the Unit of Data 

Flows and Data Packets 

Sent to the RADIUS Server 

radius data -flow -format data {byte | 

kilo -byte | mega -byte | giga -byte} 

packet {o ne-packet | kilo -packet | 

mega-packet | giga -packet}  

Configures the unit of data flows and data packets 

sent to the RADIUS server. 

1.4.1 Configuring the DSCP Value of RADIUS Packets  

Configuration Effect  

�z Configure the DSCP value of RADIUS packets. 

Notes  

�z A larger DSCP value represents a higher priority of RADIUS packets. 

Configuration Steps  

�Ì  Configuring the DSCP Value of RADIUS Packets  

�z Optional. 

Verification  

�z Run the show running -config  command to check the configuration. 

Related Command  

�Ì  Configuring the DSCP Value o f RADIUS Packets  

Command  radius dscp dscp-value 

Parameter 

Description  

dscp-value: Indicates the DSCP value. 

Command 

Mode 

Global configuration mode 

Usage Guide  The value ranges from 0 to 63. 



1.4.2 Configuring the Unit of Data Flows and Data Packets Sent to th e RADIUS 
Server  

Configuration Effect  

�z Configure the unit of data flows and data packets sent to the RADIUS server. 

Notes  

�z Specify the unit of data flows and data packets as required. 

Configuration Steps  

�Ì  Configuring the Unit of Data Flows and Data Packets Sen t to the RADIUS Server  

�z Optional. 

Verification  

�z Run the show running -config  command to check the configuration. 

Related Commands  

�Ì  Configuring the Unit of Data Flows and Data Packets Sent to the RADIUS Server  

Command  radius data -flow -format data {byte | kilo -byte | mega -byte | giga -byte} packet {one -packet | 

kilo -packet | mega -packet | giga -packet}  

Parameter 

Description  

byte : Sets the unit of data flows to bytes. 

kilo -byte : Sets the unit of data flows to kilobytes. 

mega-byt : Sets the unit of data flows to megabytes. 

giga -byte : Sets the unit of data flows to gigabytes. 

one-packet : Sets the unit of data packets to packets. 

kilo -packet : Sets the unit of data packets to kilo-packets. 

mega-packet : Sets the unit of data packets to mega-packets. 

giga -packet : Sets the unit of data packets to giga-packets. 

Command 

Mode 

Global configuration mode 

Usage Guide  Specify the unit of data flows and data packets as required. 

1.5 Monitoring  

Displaying  

Description  Command  

Displays statistics relevant to 

RADIUS authentication. 

show radius auth statistics  

Displays statistics relevant to 

RADIUS accounting. 

show radius acct statistics  



Description  Command  

Displays configuration of RADIUS 

server groups. 

show radius group  

Displays RADIUS standard 

attributes. 

show radius attribute  

Debugging  

 System resources are occupied when debugging information is output. Therefore, disable debugging immediately 

after use. 

Description  Command  

Debugs the RADIUS dynamic 

authorization extension function. 

debug radius extension event  

Debugs the RADIUS dynamic 

authorization extension packet 

printing. 

debug radius extension detail  



 



1 Configuring IEEE 802.1X 

1.1 Overview  

IEEE 802.1X is a standard for port-based network access control that provides secure access service for local area 

networks (LANs). 

In IEEE 802-compliant LANs, users connecting to the network access devices (NASs) can access network resources 

without authentication and authorization, bringing security risks to the network. IEEE 802.1X was proposed to resolve 

security problems of such LANs. 

802.1X supports three security applications: authentication, authorization, and accounting, which are called AAA. 

�z Authentication: Checks whether to allow user access and restricts unauthorized users. 

�z Authorization: Grants specified services to users and controls permissions of authorized users.  

�z Accounting: Records network resource status of users to provide statistics for charges. 

�z 802.1X can be deployed in a network to realize user authentication, authorization and other functions. 

Protocols and Standards  

�z IEEE 802.1X: Port-Based Network Access Control 

1.2 Applications  

Application  Description  

Wireless 802.1X Authentication When an enterprise deploys a wireless LAN (WLAN), 802.1X authentication should 

be enabled on the Access Controller (AC). 

1.2.1 Wireless 802.1X Authentication  

Scenario  

An enterprise deploys wireless authentication - 802.1X on an AP for secure access control. Wireless stations (STAs) 

must pass 802.1X authentication to access the enterprise network. 

As shown in the following figure:  

�z STAs are installed with 802.1X clients (which can come with the operating system, or others like Ruijie 

Supplicant). 

�z The AP supports 802.1X.  

�z One or multiple RADIUS servers perform authentication. 

Figure 1-1 
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Remarks  Configure 802.1X authentication on the AP. STAs support 802.1X authentication. After connecting to APs, they 

will be authenticated through 802.1X. The RADIUS server runs the RADIUS server software to perform identity 

verification. 

Deployment  

�z Enable 802.1X authentication on the AP based on the WLANs to make associated STAs controlled. Only 

authenticated STAs can access the network. 

�z Configure an AAA authentication method list so that 802.1X can adopt the appropriate method and authentication 

server. 

�z Configure RADIUS parameters to ensure proper communication between the AP and the RADIUS server. For 

details, see the Configuring RDS. 

�z If a Ruijie RADIUS server is used, configure SNMP parameters to allow the RADIUS server to manage devices, 

such as querying and setting. 

1.3 Features  

Basic Concepts  

�Ì  User  

802.1X is a LAN-based protocol. It identifies users based on physical information but not accounts. Except them, all 

other information such as the account ID and IP address can be changed. In WLANs, one MAC address represents an 

STA. 

�Ì  RADIUS 

RADIUS is a remote authentication protocol defined in RFC2865, which get wide practice. Using this protocol, the 

authentication server can remotely deploy and perform authentication. During 802.1X deployment, the authentication 

server is remotely deployed, and 802.1X authentication information between the NAS and the authentication server is 

transmitted through RADIUS. 

�Ì  Timeout  



During authentication, an NAS needs to communicate with the authentication client and server. If the authentication 

client or server times out, not responding within the time specified by 802.1X, authentication will fail. During deployment, 

ensure that the timeout specified by 802.1X is longer than that specified by RADIUS. 

�Ì  MAB 

MAC address bypass (MAB) authentication means that the MAC address is used as the user name and password for 

authentication. Since Ruijie Supplicant cannot be installed on some dumb ends such as network printers, use MAB to 

perform security control. 

�Ì  EAP 

802.1X uses Extensible Authentication Protocol (EAP) to carry authentication information. Defined in RFC3748, EAP 

provides a universal authentication framework, in which multiple authentication modes are embedded, including 

Message Digest Algorithm 5 (MD5), Challenge Handshake Authentication Protocol (CHAP), Password Authentication 

Protocol (PAP), and Transport Layer Security (TLS). Ruijie 802.1X authentication supports various modes including 

MD5, CHAP, PAP, PEAP-MSCHAP, and TLS. 

�Ì  Authorization  

�z Authorization provides the following binding options for authentication users: IP address binding, VLAN binding, 

Access Control List (ACL) binding and Quality of Service (QoS) binding. 

�Ì  Accounting  

Accounting performs network audit on network usage duration and traffic for users, which facilitates network operation, 

maintenance, and management. 

 Some RADIUS servers such as RG-SAM\RG-SMP servers need to check the online/offline status based on 

accounting packets. Therefore, accounting must be enabled on these RADIUS servers. 

Overview  

Feature  Description  

Authentication Provides secure admission for users. Only authenticated users can access the network. 

Authorization Grants network access rights to authenticated users, such as IP address binding and ACL binding 

Accounting Provides online record audit, such as online duration and traffic. 

1.3.1 Authentication  

Authentication aims to check whether users are authorized and prevent unauthorized users from accessing the network. 

Users must pass authentication to obtain the network access permission. They can access the network only after the 

authentication server verifies the account. Before user authentication succeeds, only EAPOL packets (Extensible 

Authentication Protocol over LAN, 802.1X packets) can be transmitted over the network for authentication. 

Working Principle  

802.1X authentication is very simple. After a user submits its account information, the NAS sends the account 

information to the remote RADIUS server for identity authentication. If the authentication succeeds, the user can access 

the network. 



�Ì  Roles in Authentication  

802.1X authentication involves three roles: supplicant, authenticator, and server. In real applications, their respective 

roles are client, network access server (NAS), and authentication server (mostly RADIUS server). 

Figure 4-3 

 

�z Supplicant 

The supplicant is the role of end users, usually a PC. It requests to access network services and replies to the request 

packets of the authenticator. The supplicant must run software compliant with the 802.1X standard. Except the typical 

802.1X client support embedded in the operating system, Ruijie has launched a Ruijie Supplicant compliant with the 

802.1X standard. 

�z Authenticator 

The authenticator is usually an NAS such as a switch or wireless access hotspot. It controls the network connection of a 

client based on the client's authentication status. As a proxy between the client and the authentication server, the 

authenticator requests the user name from the client, verifies the authentication information from the authentication 

server, and forwards it to the client. Except as the 802.1X authenticator, the so-called NAS also acts as a RADIUS 

Client. It encapsulates the replies of the client into the RADIUS-format packets and forwards the packets to the RADIUS 

server. After receiving the information from the RADIUS server, it interprets the information and forwards it to the client.  

The authenticator has two types of ports: controlled port and uncontrolled port. Users connected to controlled ports can 

access network resources only when authenticated. Users connected to uncontrolled ports can directly access network 

resources without authentication. We can connect users to controlled ports to control users. Uncontrolled ports are 

mainly used to connect the authentication server to ensure proper communication between the authentication server 

and the NAS. 

�z Authentication server 

The authenticator server is usually an RADIUS server. It cooperates with the authenticator to provide authentication 

service for users. The authentication server saves the user names, passwords, and related authorization information. 

One server can provides authentication service for multiple authenticators to achieve centralized user management. 

The authentication server also manages accounting data received from authenticators. Ruijie RADIUS servers 

compliant with 802.1X standard include Microsoft IAS/NPS, Free RADIUS Server, and Cisco ACS. 



�Ì  Authentication Process and Packet Exchange  

The supplicant exchanges information with the authenticator through EAPOL while exchanges information with the 

authentication server through RADIUS. EAPOL is encapsulated on the MAC layer, with the type number of 0x888E. 

IEEE assigned a multicast MAC address 01-80-C2-00-00-03 for EAPOL to exchange packets during initial 

authentication. Ruijie Supplicant may also use 01-D0-F8-00-00-03 to for initial authentication packets. 

Figure 4-4shows the typical authentication process of a wired user.  

Figure 4-4 

 

This is a typical authentication process initiated by a user. In special cases, the NAS, may take place of the user to 

initiate an authentication request. 

�Ì  Authenticating User Status  

802.1X determines whether a user on a port can access the network based on the authentication status of the port. 

Ruijie products extend the 802.1X and realizes access control based on users (identify a wired user by the MAC 

address and VLAN ID while an STA by the MAC address) by default. Ruijie 802.1X can also be enabled in interface 

configuration mode. For details, see the chapter "Configuration." 

All users on an uncontrolled port can access network resources, while users on a controlled port can access network 

resources only after authorized. When a user initiates authentication, its status remains Unauthorized and cannot 

access the network yet. After it passes authentication, its status changes to Authorized and can access network 

resources.  

If the user connected to a controlled port does not support 802.1X, it will not respond to the NAS requesting the user 

name of the user. That means, the user remains Unauthorized and cannot access network resources. 

In the case of 802.1X-enabled user and 802.1X-disabled NAS, if the user does not receive any responses after sending 

a specified number of EAPOL-Start packets, it regards the connected port uncontrolled and directly accesses network 

resources.  

On 802.1X-enabled devices, all ports are uncontrolled by default. We can configure a port as controlled so that all users 

on this port have to be authorized.  



If a user passes authentication (that is, the NAS receives a success packet from the RADIUS server), the user becomes 

Authorized and can freely access network resources. If the user fails in authentication, it remains Unauthorized and 

re-initiates authentication. If the communication between the NAS and the RADIUS server fails, the user remains 

Unauthorized and cannot access network resources. 

When a user sends an EAPOL-LOGOFF packet, the user's status changes from Authorized to Unauthorized.  

When a port becomes LINK-DOWN, all users connected to the port are unauthorized. 

When the NAS restarts, all users on it become Unauthorized. 

To enforce an STA to be exempted from authentication, you are advised to add a static MAC address or configure an 

IP-MAC binding.  

�Ì  Deploying the A uthentication Server  

802.1X authentication uses the RADIUS server as the authentication server. Therefore, when 802.1X secure admission 

is deployed, the RADIUS server also needs to be deployed. Common RADIUS servers include Microsoft IAS/NPS, 

Cisco ACS, and RG-SAM/SMP. For details about the deployment procedure, see related software description. 

�Ì  Configuring Authentication Parameters  

To use 802.1X authentication, enable 802.1X authentication on the access port and configure AAA authentication 

method list and RADIUS server parameters. To ensure the accessibility between the NAS and RADIUS server, the 

802.1X server timeout should be longer than the RADIUS server timeout. 

�Ì  Supplicant  

A user should start Ruijie Supplicant to enter the user name and initiate authentication. If the operating system brings 

an own authentication client and the network is available, a dialog box will be displayed, asking the user to enter the 

user name. Different clients may have different implementation processes and Graphical User Interfaces (GUIs). It is 

recommended to use Ruijie Supplicant as the authentication client. If other software is used, see related software 

description. 

�Ì  Offline  

If a user does not want to access the network, it can choose to go offline by multiple approaches, such as powering off 

the device, connecting the port to the network, and offline function provided by some supplicants. 

�Ì  VLAN Hopping  

After passing 802.1X authentication, a user is added to the VLAN assigned by the server. Then the user is allowed to 

communicate within that VLAN. 

1.3.2 Authorization  

After a user passes authentication, the NAS restricts the accessible network resources of the user in multiple 

approaches, such as accessible VLANs 

Working Principle  

Authorization means to bind the permissions with the users. A user is identified based on the MAC address and VLAN 

ID, as mentioned before. Besides MAC-VID binding, some other information such as the IP address and VLAN ID are 

bound with a user to implement authorization. 



�Ì  IP Authorization  

The 802.1X authentication standard does not support IP identification. Ruijie 802.1X authentication extends 802.1X 

application and supports IP-MAC binding, which is called IP authorization. There are four IP authorization modes: 

Supplicant authorization: An IP address is provided by the supplicant. This authorization mode is based on Ruijie 

supplicants. 

RADIUS authorization: An IP address is delivered by a RADIUS server to the device after authentication succeeds. 

Dynamic Host Configuration Protocol (DHCP) authorization: An authentication user initiates a DHCP Request message. 

�$�I�W�H�U���W�K�H���X�V�H�U���R�E�W�D�L�Q�V���D�Q���,�3���D�G�G�U�H�V�V�����W�K�H���G�H�Y�L�F�H���E�L�Q�G�V���W�K�H���,�3���D�G�G�U�H�V�V���W�R���W�K�H���X�V�H�U�¶�V���0�$�&���D�G�G�U�H�V�V�����'�+�&�3���D�X�W�K�R�U�L�]�D�W�L�R�Q���L�V��

applicable to a dynamic IP address scenario. 

Mixed authorization: The device completes IP-MAC binding for an authentication user based on the sequence of 

supplicant authorization, RADIUS authorization, and DHCP authorization. If the supplicant provides an IP address, the 

IP address prevails. If not, the IP address provided by the RADIUS server is used. If the RADIUS server does not 

provide an IP address, the IP address provided by the DHCP server is used. 

�Ì  ACL Authorization  

After user authentication is complete, the authentication server delivers the ACL or ACE to users. The ACL must be 

configured on the authentication server before delivery while no extra configuration is required for ACE delivery. ACL 

authorization delivers the ACL based on RADIUS attributes such as standard attributes, Ruijie-proprietary attributes, 

and Cisco-proprietary attributes. For details, see the software description related to the RADIUS server. 

�Ì  VLAN Authorization  

Before a user passes authentication, the user belongs to the default VLAN of the VLAN group mapped to the access 

WLAN. The user is authenticated in the default VLAN. After the user passes authentication, the packets from the user 

are redirected to the VLAN delivered by the authentication server. If the authentication server does not deliver a VLAN, 

the packets from the user are transmitted in the default VLAN.  

�Ì  Logoff  

The 802.1X authentication server can be used with Ruijie SAM or SMP to disconnect online users. The disconnected 

users are not allowed to access the network. This function can be used to control online duration and monitor 

accounting in real time.  

1.3.3 Accounting  

Accounting allows the network operators to audit the network access or fees of accessed users, including the online 

time and traffic. 

Working Principle  

Accounting is enabled on the NAS. The RADIUS server supports RFC2869-based accounting. When a user goes 

online, the NAS sends an accounting start packet to the RADIUS server which then starts accounting. When the user 

goes offline, the NAS sends an accounting end packet to the RADIUS server which then completes the accounting and 

generates a network fee accounting list. Different servers may perform accounting in different ways. Moreover, not all 

servers support accounting. Therefore, refer to the usage guide of the authentication server during actual deployment 

and accounting. 



�Ì  Accounting S tart  

After a user passes authentication, the accounting-enabled switch sends the RADIUS server an accounting start packet 

carrying user accounting attributes such as user name and accounting ID. After receiving the packet, the RADIUS 

server starts accounting. 

�Ì  Accounting Update  

The NAS periodically sends Accounting Update packets to the RADIUS server, making the accounting more real-time. 

The accounting update interval can be provided by the RADIUS server or configured on the NAS. 

�Ì  Accounting End  

After a user goes offline, the NAS sends the RADIUS server an accounting end packet carrying the online period and 

traffic of the user. The RADIUS server generates online records based on the information carried in this packet. 

1.4 Configuration  

Configuration  Description and Command  

Configuring 802.1X Basic 

Functions 

 (Mandatory) It is used to configure basic authentication and accounting. 

aaa new-model  Enables AAA. 

aaa authentication dot1x  
Configures an AAA authentication method 

list. 

aaa accounting networks  Configures an AAA accounting method list. 

radius -server host  Configures the RADIUS server parameters. 

radius -server key  

Configures the pre-shared key for 

communication between the NAS and the 

RADIUS server. 

Configuring VLAN 

Authorization 

 (Mandatory) 

vlan -group vlan-group-id Creates a VLAN group. 

vlan -list vlan-list 
Configures VLAN members of a VLAN 

group. 

vlan -assign -mode  
Configures a VLAN assignment mode for a 

VLAN group. 

default -vlan vlan-id 

Configures a member VLAN of the VLAN 

group as the default VLAN delivered by the 

RADIUS server upon 802.1X authentication 

success.  

Configuring 802.1X 

Parameters 

 (Optional) It is used to configure 802.1X parameters. 

 Ensure that the 802.1X server timeout is longer than the RADIUS server timeout. 

 Online Ruijie client detection applies only to Ruijie Supplicant. 

dot1x re -authentication  Enables re-authentication. 

dot1x timeout re -authperiod  Configures the re-authentication interval. 



dot1x  timeout  tx -period  

Configures the interval of 

EAP-Request/Identity packet 

retransmission. 

dot1x reauth -max 

Configures the maximum times of 

EAP-Request/Identity packet 

retransmission. 

dot1x  timeout supp -timeout  

Configures the interval of 

EAP-Request/Challenge packet 

retransmission. 

dot1x  max-req 

Configures the maximum times of 

EAP-Request/Challenge packet 

retransmission. 

dot1x  timeout  server -timeout  
Configures the authentication server 

timeout. 

dot 1x timeout  quiet -period  
Configures the quiet period after 

authentication fails. 

dot1x auth -mode  
Specifies the authentication mode 

(EAP/CHAP/PAP). 

dot1x client -probe enable  
Configures connection status detection for 

Ruijie supplicants. 

dot1x  probe -tim er interval  
Configures a detection interval for Ruijie 

supplicants. 

dot1x  probe -timer  alive  
Configures a detection timer for Ruijie 

supplicants. 

Configuring MAB 

dot1x -mab Enabling WLAN-based MAB 

dot1x mab -user name upper  
Enabling Uppercase Letters in MAB User 

Names 

Configuring Extended 

Functions 

 (Optional) It is used to configure the trusted host list.  

 (Optional) It is used to configure the device to send a forged MAC address. 

 (Optional) It is used to configure multi-account authentication with one MAC address. 

dot1x pseudo source  

Configures the device to use the virtual MAC 

address as the source MAC address of the 

802.1X packets from the device.  

dot1x multi -accoun t enable  
Enables multi-account authentication with 

one MAC address. 

dot1x valid -ip-acct enable  Enables IP-triggered accounting. 

dot1x valid -ip-acct timeout  

Configures the timeout of obtaining IP 

addresses after users get authenticated. If 

timeout is reached, they will be kicked off. 

dot1x encryption only  

Configures 802.1X authentication for 

encryption only when 802.1X and Web 

authentication are both enabled. 



dot1x logging rate -limit  
Limits the rate of printing online and offline 

logs. 

dot1x offlin e-detect  Enables traffic detection on users in WLAN. 

dot1x user -trap enable  
Enables SNMP trap during online and 

offline. 

dot1x domain -name 
Configures a domain name for 802.1X 

authentication. 

1.4.1 Configuring 802.1X Basic Functions  

Configuration Effect  

�z Enable basic authentication and accounting services. 

�z On a wired network, run the dot1x port -control auto  command in interface configuration mode to enable 802.1X 

authentication on a port.  

�z Run the radius -server host ip-address command to configure the IP address and port information of the RADIUS 

server and the radius -server key  command to configure the RADIUS communication key between the NAS and 

the RADIUS server to ensure secure communication. 

�z Run the aaa accounting update  command in global configuration mode to enable accounting update and the aaa 

accounting update interval  command on the NAS to configure the accounting update interval. If the RADIUS 

server supports accounting update, you can also configure it on the RADIUS server. Prefer to use the parameters 

assigned by the authentication server than the parameters configured on the NAS. 

Notes  

�z Configure accurate RADIUS parameters so that the basic RADIUS communication is proper. 

�z The 802.1X authentication method list and accounting method list must be configured in AAA. Otherwise, errors 

may occur during authentication and accounting. 

�z 802.1X uses the default method list by default. If the default method list is not configured for AAA, run the dot1x 

authentication  and dot1x accounting  commands to reconfigure it. 

�z When RG-SAM/SMP is used, accounting must be enabled. Otherwise, the RADIUS server will fail to detect users 

going offline, causing offline users remaining in the online user table. 

Configuration Steps  

�Ì  Enabling AAA  

�z (Mandatory) 802.1X authentication and accounting take effect only after AAA is enabled. 

�z Enable AAA on the NAS that needs to control user access by 802.1X. 

Command  aaa new-model  

Parameter 

Description  

N/A 

Defaults  AAA is disabled by default. 

Command Global configuration mode 



Mode 

Usage Guide  AAA is disabled by default. This command is mandatory for the deployment of 802.1X authentication. 

�Ì  Enabling an AAA Authentication Method List  

�z Mandatory. 

�z The AAA authentication method list must be consistent with the 802.1X authentication method list. 

�z Enable an AAA authentication method list after 802.1X authentication is enabled on the NAS. 

Command  aaa authentication dot1x  list-name group radius  

Parameter 

Description  

list-name: Indicates the 802.1X authentication method list of AAA. 

Defaults  No AAA authentication method list is configured by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  AAA authentication modes are disabled by default. 

The AAA authentication mode must be consistent with the 802.1X authentication mode. 

 

Command  aaa account ing network {default |list-name}start -stop  method1 [method2...] 

Parameter 

Description  
default : Indicates that the defined method list is the default method list for network accounting. 

list-name: Defines the name of a command accounting method list. It can be a string of any characters.  

start -stop �����6�H�Q�G�V���D�F�F�R�X�Q�W�L�Q�J���S�D�F�N�H�W�V���X�S�R�Q���V�W�D�U�W���D�Q�G���H�Q�G���R�I���D���X�V�H�U�µ�V���D�F�F�H�V�V���D�F�W�L�Y�L�W�\�����7�K�H���X�V�H�U���L�V���D�O�O�R�Z�H�G���W�R��

access the Internet whether accounting on the start of the access activity succeeds or not. 

method: Indicates keyword none or group . A method list contains up to four methods. 

none : Indicates that network accounting is not performed. 

group : Indicates that network accounting is performed through a server group. RADIUS and TACACS+ 

server groups are supported.  

Command 

Mode 

Global configuration mode 

Usage Guide  �7�K�H�� �G�H�Y�L�F�H�� �S�H�U�I�R�U�P�V�� �D�F�F�R�X�Q�W�L�Q�J�� �R�I�� �X�V�H�U�V�¶�� �D�F�F�H�V�V�� �D�F�W�L�Y�L�W�L�H�V�� �E�\�� �V�H�Q�G�L�Q�J�� �U�H�F�R�U�G�� �D�W�W�U�L�E�X�W�H�V�� �W�R�� �W�K�H�� �V�H�F�X�U�L�W�\��

server. Use keyword start -stop  to specify accounting options.  

�Ì  Configuring the RADIUS Server Parameters  

�z (Mandatory) The RADIUS server parameters must be configured to ensure proper communication between the 

NAS and the RADIUS server. 

�z Configure RADIUS server parameters after 802.1X authentication is enabled on the NAS. 

Command  radius -server host ip-address [ auth-port port1 ] [ acct -port  port2 ] 

Parameter 

Description  

ip-address: Indicates the IP address of the RADIUS server. 

port1: Indicates the authentication port. 

port2: Indicates the accounting port. 

Defaults  No RADIUS server parameters are configured by default. 

Command Global configuration mode 



Mode 

Usage Guide  N/A 

�Ì  Configuring the Pre -shared Key for Communication between the NAS and RADIUS Server  

�z (Mandatory) The pre-shared key for communication between the NAS and RADIUS server must be configured to 

ensure proper communication between the NAS and the RADIUS server. 

�z Configure the pre-shared key of the RADIUS server after 802.1X authentication is enabled on the NAS. 

Command  radius -server key string 

Parameter 

Description  

string: Indicates the pre-shared key. 

Defaults  No pre-shared key is configured for communication between the NAS and RADIUS server by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  The IP address of the NAS must be the same as that registered on the RADIUS server. 

The pre-shared key on the NAS must be the same as that on the RADIUS server. 

If the default RADIUS communication ports are changed on the RADIUS server, you need to change the 

communication ports on the NAS correspondingly. 

�Ì  Configuring Wireless 802.1X Authentication  

�z Mandatory. 

�z Configure this function on the AP. 

�z A WLAN enabled with 802.1X allows only 802.11 management frames and EAP packets to pass through. The 

other packets are discarded. 

 

Command  security rsn { enable | disable } 

Parameter 

Description  

enable : Enables the Robust Security Network (RSN) authentication mode. 

disable : Disables the RSN authentication mode. 

Defaults  The RSN authentication mode is disabled by default. 

Command 

Mode 

WLAN security configuration mode 

Usage Guide  You can configure the encryption and authentication methods in RSN mode only after enabling the RSN 

authentication mode. Otherwise, the configuration does not take effect. 

The RSN authentication mode requires configuration of encryption and authentication methods. If you 

configure either encryption or authentication method (or neither), the wireless supplicant cannot access the 

WLAN. 

 

 

Command  security rsn ciphers { aes | tkip } { enable | disable } 

Parameter 

Description  

aes: Indicates the Advanced Encryption Standard (AES) encryption algorithm. 

tcp : Indicates the Temporal Key Integrity Protocol (TKIP) encryption algorithm. 

enable : Enables encryption for the RSN authentication mode.  



disable : Disables encryption for the RSN authentication mode.  

Defaults  Encryption is not configured by default. 

Command 

Mode 

WLAN security configuration mode 

Usage Guide  This command is used to configure encryption methods for the RSU authentication mode. Two 

encryption methods are available: AES and TKIP. 

In WLAN security configuration mode, both AES and TKIP encryption can be enabled. 

 

Command  security rsn akm { psk | 802.1x } { enable | disable } 

Parameter 

Description  

psk : Indicates pre-shared key authentication. 

802.1X: Indicates 802.1X authentication. 

enable : Enables authentication for the RSN authentication mode. 

disable : Disables authentication for the RSN authentication mode. 

Defaults  Authentication is not configured by default.  

Command 

Mode 

WLAN security configuration mode 

Usage Guide  You can configure the authentication method only after enabling the RSN authentication mode. 

In WLAN security configuration mode, only one authentication method can be enabled. 

 

Verification  

Start Ruijie Supplicant, enter the correct account information, and initiate authentication. Then check whether the 

802.1X and RADIUS configurations are correct. 

�Ì  Checking for 802.1X Authentication Entries  

Command  show dot1x summary  

Parameter 

Description  

N/A 

Command 

Mode 

Privileged EXEC mode/Global configuration mode/Interface configuration mode 

Usage Guide  Display entries of authenticated users to check the authentication status of users, for example, 

authenticating, authenticated, or quiet. 

Command 

Display  

Hostname#show dot1x summary  

ID        Username   MAC            Interface VLAN Auth - State      Backend - state 

Port - Status User - Type Time               

---------  ----------  --------------  ---------  ----  ---------------  -------------  

-----------  ---------  -----------------   

16777302  ts - user    b048.7a7f.f9f3 wlan 1    1    Authenticated   Idle          

Authed      stat ic    0days 0h 0m12s     

�Ì  Checking for AAA User Entries  

Command  show aaa user  all  

Parameter 

Description  

N/A 



Command 

Mode 

Privileged EXEC mode/Global configuration mode/Interface configuration mode 

Usage Guide  Display information of AAA users. 

Command 

Display  

Hostname#show aaa user all      

-----------------------------  

        Id -----  Name 

        901      wwxy  

-----------------------------  

 

�z Check whether the RADIUS server responds to authentication based on the RADIUS packets between the NAS 

and the RADIUS server. If no, it means that the network is disconnected or parameter configurations are incorrect. 

If the RADIUS server directly returns a rejection reply, check the log file on the RADIUS server to identify the 

cause, e.g., of the authentication mode of the authentication server is incorrectly configured. 

Configuration Example  

�Ì  Configuring 802.1X Authentication on a WLAN  

Scenario  

Figure 1-2 
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Configuration 

Steps  

�  Register the IP address of the NAS on the RADIUS server and configure the communication key 

between the NAS and the RADIUS server. 

�  Create an account on the RADIUS server. 

�  Enable AAA on the NAS. 

�  Configure RADIUS parameters on the NAS. 

�  Enable 802.1X authentication on ports of the NAS. 

NAS configurations are as follows. For detailed configuration on the RADIUS server, see the 

Configuring RADIUS.  

  Hostname# configure terminal  

ruijie (config)# aaa new - model  

ruijie (config)# radius - server host 192.168.32.120  

ruijie (config)# radius - server key ruijie  

ruijie (config)# wlansec 1  

 

Hostname(config - wlansec)# security rsn enable  



Hostname(config - wlansec)# security rsn ciphers aes enable  

Hostname(config - wlansec)# secur ity rsn akm 802.1x enable  

  

Verification  Check whether authentication is proper and network access behaviors change after authentication. 

�  The account is successfully created, such as username:tests -user,password:test . 

�  The user fails to ping 192.168.32.120 before authentication. 

�  After the user enters account information and click Authenticate  on Ruijie Supplicant, the 

authentication succeeds and the user can successfully ping 192.168.32.120. 

�  Information of the authenticated user is displayed. 

Hostname# sho w dot1x summary  

ID        Username   MAC             Interface VLAN Auth - State      

Backend - State Port - Status User - Type Time  

---------  ----------  --------------   ---------  ----  ---------------  

-------------  -----------  ---------  ------------------  

16778217   ts - user    0023.aeaa.4286  wlan 1     2    Authenticated   Idle          

Authed      static    0days 0h 0m 7s     

 

Common Errors  

�z RADIUS parameters are incorrectly configured. 

�z The RADIUS server has a special access policy, for example, the RADIUS packets must carry certain attributes. 

�z The AAA authentication mode list is different from the 802.1X authentication mode list, causing authentication 

failure. 

1.4.2 Configuring VLAN Authorization  

Configuration Effect  

�z 802.1X authentication users transmit service data over the VLAN authorized by the server. 

Configuration Steps  

�Ì  Creating a VLAN Group  

�z Mandatory. 

�z Create a VLAN group to assign VLANs to STAs accessing a WLAN network. 

Command  vlan -group vlan-group-id 

Parameter 

Description  

vlan-group-id: Indicates the VLAN group ID. The value ranges from 1 to 128. 

Defaults  No VLAN group is configured by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  N/A 

�Ì  Configuring VLAN Members of a VLAN Group  



�z Mandatory. Make sure that the VLAN has been created. 

�z If a WLAN is mapped to multiple VLANs, add these VLANs to a VLAN group. 

�z Configure this function on the AP. 

Command  vlan -list vlan-list 

Parameter 

Description  

vlan-list: Indicates the VLAN member list. A list contains up to 128 members.  

Defaults  A VLAN group contains no members by default. 

Command 

Mode 

VLAN group configuration mode 

Usage Guide  N/A 

�Ì  Configuring a  VLAN Assignment Mode for a VLAN Group  

�z Mandatory. 

�z It is used to configure a VLAN assignment policy for a VLAN group. 

�z Configure this function on the AP. 

Command  vlan-assign -mode  dot1x  

Parameter 

Description  

dot1x : Indicates that the authentication server delivers the VLAN to users after 802.1X authentication 

succeeds. 

Defaults  No VLAN assignment mode is configured for a VLAN group by default. 

Command 

Mode 

Global configuration mode or VLAN group configuration mode 

Usage Guide  Global configuration applies to all VLAN groups. 

VLAN group configuration applies to only the current VLAN group. 

VLAN group configuration takes precedence over global configuration.  

�Ì  Configu ring the Default VLAN for 802.1X Authentication Users Before Successful Authentication  

�z This command is mandatory if the VLAN assignment mode is 802.1X. 

�z If the VLAN assignment mode is 802.1X, the authentication server delivers the default VLAN to users upon 

authentication success. 

�z Configure this function on the AP. 

Command  default -vlan vlan-id 

Parameter 

Description  

vlan-id: Indicates the default VLAN for 802.1X authentication users before they pass the authentication. 

Defaults  No default VLAN is configured by default. 

Command 

Mode 

VLAN group configuration mode 

Usage Guide  Before configuring the default VLAN, add this VLAN to the VLAN group. 

�Ì  Creating a WLAN Instance  

�z Mandatory. 

Command  dot11 wlan wlan-id 



Parameter 

Description  

wlan-id: Indicates the WLAN instance ID. The value range is subject to the product. 

Defaults  No WLAN instance is configured by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  Use this command to create a WLAN instance and enter the WLAN instance configuration mode. 

 

�Ì  Creating a Wireless Sub -Interface  

�z Mandatory. 

Command  interface  dot11radio  interface-number . sub-interface-number 

Parameter 

Description  

dot11radio  interface-number . Sub-interface-number: Indicates a wireless sub-interface. The value range is 

subject to the product. 

Defaults  No wireless sub-interface is configured by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  Use this command to create a wireless sub-interface and enter the sub-interface configuration mode. 

�Ì  Configuring a Wireless Sub -Interface to Encapsulate the VLAN Group ID to Packets  

�z Mandatory. 

Command  encapsulation dot1q { vlan-id | group  vlan-group-id } 

Parameter 

Description  

vlan-id: Indicates VLAN encapsulation on a sub-interface. The value ranges from 1 to 4094. For details, see 

Configuring VLAN. 

vlan-group-id: Indicates VLAN group ID encapsulated into packets on a sub-interface. The value ranges 

from 1 to 128. 

Defaults  The interface or sub-interface does not encapsulate the VLAN ID or VLAN group ID to packets by default. 

Comman d 

Mode 

Sub-interface configuration mode 

Usage Guide  N/A 

Verification  

�z Run the show vlan -group  to check the VLAN group configuration. 

Configuration Example  

�Ì  Configuring VLAN Authorization  



Scenario  

Figure 1-3 
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Configuration 

Steps  
�  Create a VLAN group. 1. Configure 802.1X mode as the VLAN assignment mode for VLAN 

group 1 that contains VLANs 10 to 15. Specify VLAN 10 as the default VLAN. 

 Hostname# configure terminal  

Hostname# configur e terminal  

Hostname(config)# aaa new - model  

Hostname(config)# radius - server host 192.168.32.120  

Hostname(config)# radius - server key key123  

Hostname(config)# aaa authentication dot1x default group radius  

Hostname(config)# aaa accounting network default start - stop group radius  

Hostname(config)# vlan - group 1  

Hostname(config - vlan - group)# vlan - assign - mode dot1x  

Hostname(config - vlan - group)# vlan - list 10 - 15 

Hostname(config - vlan - group)# default - vlan 10  

Hostname(config - vlan - group)# exit  

�  Create a WLAN instance. 

Hostna me(config)# dot11 wlan 1  

Hostname(dot11 - wlan - config)# ssid test  

Hostname(dot11 - wlan - config)# exit  

�  Configure the mapping between the WLAN instance and the VLAN group. 

Hostname(config)# interface dot11radio 1/0  

Hostname(config - if - Dot11radio 1/0)# encapsulati on dot1Q group 1  

Hostname(config - if - Dot11radio 1/0)# wlan - id 1  

�  Enable 802.1X authentication on the specified WLAN. 

Hostname(config)# wlansec 1  

Hostname(config - wlansec)# security rsn enable  

Hostname(config - wlansec)# security rsn ciphers aes enable  

Hostname( config - wlansec)# security rsn akm 802.1x enable  

Hostname(config - wlansec)# exit  

  

Verification  Check the configuration of VLAN group 1. 

 Hostname#show vlan - group 1  



vlan - group id       mode        default - vlan vlan - list  

-------------  -----------------  --- ---------  ----------------------------  

1             dot1x             10          10 - 15 

Common Errors  

�z A VLAN group with VLAN members is not created. 

�z The default VLAN is not contained in the VLAN group. 

1.4.3 Configuring 802.1X Parameters  

Configuration Effect  

�z Adjust 802.1X parameter configurations based on the actual network situation. For example, if the authentication 

server has poor performance, you can raise the authentication server timeout. 

Notes  

�z 802.1X and RADIUS have separate server timeouts. By default, the authentication server timeout of 802.1X is 5 

seconds while that of RADIUS is 15 seconds. In actual situations, ensure that the former is greater than the latter. 

You can run the dot1x timeout server -timeout  command to adjust the authentication server timeout of 802.1X. 

For detailed configuration about the RADIUS server timeout, see the Configuring RADIUS. 

Configuration Steps  

�Ì  Enabling Re -authentication  

�z (Optional) After re-authentication is enabled, the NAS can periodically re-authenticate online users. 

�z Enable re-authentication after 802.1X authentication is enabled on the NAS. 

Command  dot1x re -authentication  

Parameter 

Description  

N/A 

Defaults  Re-authentication is disabled by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  You can run this command to periodically re-authenticate users. 

�Ì  Configuring the Re -authentication Interval  

�z (Optional) You can configure the re-authentication interval for users. 

�z Configure the re-authentication interval after 802.1X authentication is enabled on the NAS. The re-authentication 

interval takes effect only after re-authentication is enabled. 

Command  dot1x timeout re -authperiod period 

Parameter 

Description  

period: Indicates the re-authentication interval in the unit of seconds. 

Defaults  The default value is 3,600 seconds. 

Command 

Mode 

Global configuration mode 



Usage Guide  Adjust the re-authentication interval as required. 

�Ì  Configuring the Interval of EAP -Request/Identity Packet Retransmission  

�z (Optional) A larger value indicates a longer interval of packet retransmission. 

�z Configure the interval of EAP-Request/Identity packet retransmission after 802.1X authentication is enabled on 

the NAS. 

Command  dot1x timeout tx -period period 

Parameter 

Description  

period: Indicates the interval of EAP-Request/Identity packet retransmission in the unit of seconds. 

Defaults  The default value is 4 seconds. 

Command 

Mode 

Global configuration mode 

Usage Guide  It is recommended to use the default value. Adjust the value based on how long the authentication client 

responds to the NAS's requests. 

�Ì  Configuring the Maximum Times of EAP -Request/Identity Packet Retransmission  

�z (Optional) A larger value indicates more frequent retransmissions. 

�z Configure the maximum times of EAP-Request/Identity packet retransmission after 802.1X authentication is 

enabled on the NAS. 

Command  dot1x reauth -max num 

Parameter 

Description  

num: Indicates the maximum times of EAP-Request/Identity packet retransmission. 

Defaults  The default value is 6. 

Command 

Mode 

Global configuration mode 

Usage Guide  It is recommended to use the default value. In the case of high-rate packet loss, increase this value so that 

the clients can easily receive packets from the NAS. 

�Ì  Configuring the Interval of EAP -Request/Challenge Packet Retransmission  

�z (Optional) A larger value indicates a longer retransmission interval. 

�z Configure the interval of EAP-Request/Challenge packet retransmission after 802.1X authentication is enabled on 

the NAS. 

Command  dot1x timeout supp -timeout time 

Parameter 

Description  

time: Indicates the interval of EAP-Request/Challenge packet transmission in the unit of seconds. 

Defaults  The default value is 3 seconds for switches while 4 seconds for wireless devices. 

Command 

Mode 

Global configuration mode 

Usage Guide  It is recommended to use the default value. Increase this value in the case of high-rate packet loss. 

�Ì  Configuring the Maximum Times of EAP -Request/Challenge Packet Retransmission  

�z (Optional) A larger value indicates more frequent retransmissions. 



�z Configure the maximum times of EAP-Request/Challenge packet retransmission after 802.1X authentication is 

enabled on the NAS. 

Command  dot1x max -req num 

Parameter 

Description  

num: Indicates the maximum times of EAP-Request/Challenge packet retransmission in the unit of seconds. 

Defaults  The default value is 3. 

Command 

Mode 

Global configuration mode 

Usage Guide  Optional. 

It is recommended to use the default value. Increase this value in the case of high-rate packet loss. 

�Ì  Configuring the Authentication Server Timeout  

�z (Optional) A larger value indicates a longer authentication server timeout. 

�z Configure the authentication server timeout after 802.1X authentication is enabled on the NAS. 

�z The server timeout of RADIUS must be greater than that of 802.1X. 

Command  dot1x timeout server -timeout time 

Parameter 

Description  

time: Indicates the authentication server timeout in the unit of seconds. 

Defaults  The default value is 5 seconds. 

Command 

Mode 

Global configuration mode 

Usage Guide  It is recommended to use the default value. Increase this value if the communication between the NAS and 

RADIUS server is unstable. 

�Ì  Configuring the Quiet Period after Authentication Fails  

�z (Optional) A larger value indicates a longer quiet period. 

�z Configure the quiet period after 802.1X authentication is enabled on the NAS. 

Command  dot1x timeout quiet -period  time 

Parameter 

Description  

time: Indicates the quiet period after authentication fails. The unit is second. 

Defaults  The default value is 10 seconds. 

Command 

Mode 

Global configuration mode 

Usage Guide  It is recommended to use the default value. Increase this value to prevent users from frequently initiating 

authentication to the RADIUS server, thereby reducing the load of the authentication server. 

�Ì  Specifying the Authentication Mode  

�z (Optional) Configure the mode for 802.1X authentication. 

�z Configure the authentication mode after 802.1X authentication is enabled on the NAS. 

Command  dot1x auth -mode {eap | chap  | pap} 

Parameter eap: Indicates EAP authentication. 



Description  chap : Indicates CHAP authentication. 

pap: Indicates PAP authentication. 

Defaults  The default value is eap. 

Command 

Mode 

Global configuration mode 

Usage Guide  Select the authentication mode supported by Ruijie Supplicant and authentication server. 

�Ì  Configuring Connection Status Detection for Ruijie Supplicant s 

�z (Optional) After this function is enabled, Ruijie suppliant disconnection will be detected in a timely manner, 

avoiding inaccurate accounting. 

�z The supplicant must be a Ruijie 802.1X authentication supplicant. 

�z Configure this function after 802.1X authentication is enabled. 

Command  dot1x client -probe enable  

Parameter 

Description  

N/A 

Defaults  This function is disabled by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  You are advised to enable this function when using the Ruijie supplicant.  

 

�Ì  Configuring a Detection Interval for Ruijie Supplicants  

�z (Optional) A greater value indicates a longer interval at which the supplicant sends heartbeat packets.  

�z Configure this function after 802.1X authentication is enabled. 

Command  dot1x probe -timer int erval  time 

Parameter 

Description  

time: Indicates the interval at which the Ruijie supplicant sends heartbeat packets to the device. The value is 

expressed in seconds and the default value is 20. 

Defaults  The default value is 20. 

Command 

Mode 

Global configuration mode 

Usage Guide  The default value is recommended. 

�Ì  Configuring a Detection Timer for Ruijie Supplicants  

�z (Optional) A greater value indicates a longer interval at which the device identifies disconnection of the supplicant. 

�z Configure this function after 802.1X authentication is enabled. 

Command  dot1x probe -timer alive  time 

Parameter 

Description  

time: Indicates the interval in seconds at which the device identifies disconnection of the supplicant. The 

default is 250. 

Defaults  The default value is 250. 

Command 

Mode 

Global configuration mode 



Usage Guide  Optional. 

If the device does not receive any response packets from the online supplicant within the period defined by 

the detection timer, the device identifies the supplicant disconnection. The default value is recommended.  

Verification  

Run the show dot1x  command to check whether parameter configurations take effect. 

Configuration Example  

�Ì  Specifying the Authentication Mode  

Scenario  The NAS is deployed in standalone mode. 

Configuration 

Steps  

Set the authentication mode to chap .  

  Hostname(config)#dot1x auth - mode chap  

  

Verification  Display the configurations. 

Hostname#show dot1x  

 

802.1X basic information:  

  802.1X Status ......................... enable  

  Authentication Mode ................ ... chap  

  Authorization mode .................... disable  

  Total User Number ..................... 0 (exclude dynamic user)  

  Authenticated User Number ............. 0 (exclude dynamic user)  

  Dynamic User Number ................... 0  

  Re- authentication  ..................... disable  

  Re- authentication Period .............. 3600 seconds  

  Re- authentication max ................. 3 times  

  Quiet Period .......................... 10 seconds  

  Tx Period ............................. 30 seconds  

  Supplicant T imeout .................... 3 seconds  

  Server Timeout ........................ 5 seconds  

  Maximum Request ....................... 3 times  

  Client Online Probe ................... disable  

  Eapol Tag ............................. disable  

  802.1x redirec t ....................... disable  

  Private supplicant only ............... disable  

 

�Ì  Configuring Connection Status Detection for Ruijie Supplicants  



Scenario  
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Configuration 

Steps  

Enable connection status detection for Ruijie supplicants on the AP. 

  Hostname(config)#dot1x client - probe enable  

  

Verification  �  Ruijie supplicants keep online by sending heartbeat packets periodically. 

�  Display the configuration. 

 Hostname(config)#show dot1x  

 

802.1X basic  information:  

  802.1X Status ......................... enable  

  Authentication Mode ................... chap  

  Authorization mode .................... disable  

  Total User Number ..................... 0 (exclude dynamic user)  

  Authenticated User Number . ............ 0 (exclude dynamic user)  

  Dynamic User Number ................... 0  

  Re- authentication ..................... disable  

  Re- authentication Period .............. 3600 seconds  

  Re- authentication max ................. 3 times  

  Quiet Period .... ...................... 10 seconds  

  Tx Period ............................. 30 seconds  

  Supplicant Timeout .................... 3 seconds  

  Server Timeout ........................ 5 seconds  

  Maximum Request ....................... 3 times  

  Client Online  Probe ................... enable  

  Eapol Tag ............................. disable  

  802.1x redirect ....................... disable  

 

Common Errors  

�z The server timeout is shorter than the RADIUS timeout. 

�z Connection status detection is configured for non-Ruijie supplicants.  



1.4.4 Configuring MAB  

Configuration Effect  

�z MAB uses the MAC address of an STA as the authentication account, eliminating the need to install a supplicant 

on the STA. MAB is applicable to dumb terminals, such as network printers. 

�z On WLANs, WLAN-based MAB is supported. If MAB is enabled, the NAS automatically associates the MAC 

address of an STA on the WLAN as the user name and password to initiate authentication to the authentication 

server. 

Notes  

�z If MAB is enabled on a WLAN, set the WLAN security mode to OPEN. 

Configuration Steps  

�Ì  Enabling WLAN -based MAB  

�z Optional. 

�z Enable MAB on the WLAN connected to STAs. 

Command  dot1x -mab 

Parameter 

Description  

N/A 

Defaults  WLAN-based MAB is disabled by default. 

Command 

Mode 

WLAN security configuration mode 

Usage Guide  Run this command when STAs on a WLAN need to perform authentication using MAC addresses. 

This command applies only to wireless devices. 

�Ì  Enabling Uppercase Letters in MAB User Names  

�z Optional. 

�z Enable this function in global configuration mode. 

Command  dot1x mab -username upper  

Parameter 

Description  

N/A 

Defaults  This function is disabled by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  By default, lowercase letters are used in the user name of MAB. After this function is enabled, uppercase 

letters are used in new user names of MAB to meet server requirements. 

Verification  

Check whether the dumb user can access the network. If yes, MAB takes effect. If no, MAB does not take effect. 

�z Check whether MAB functions are configured on the authentication server and NAS. 

�z Check whether dumb users with illegitimate MAC addresses cannot access the network. 



�z Check whether dumb users with illegitimate MAC addresses can access the network. 

Configuration Example  

�Ì  Enabling WLAN -based MAB  

Scenario  

Figur e 4-6 
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Configuration 

Steps  

�  Register the IP address of the NAS on the RADIUS server and configure the communication key 

between the NAS and the RADIUS server. 

�  Create an account on the RADIUS server. 

�  Enable AAA on the NAS. 

�  Configure RADIUS parameters on the NAS. 

�  Enable WLAN-based MAB on the NAS. 

NAS configurations are as follows. For detailed configuration on the RADIUS server, see the 

Configuring RADIUS.  

  Hostname# configure terminal  

ruijie (config)# aaa new - model  

ruijie (config)# radius - server host 192.168.32.120  

ruijie (config)# radius - server key ruijie  

Hostname(config)#wlansec 1  

Hostname(config - wlansec)#dot1x - mab 

  

Verification  Check whether authentication is proper and network access behaviors change after authentication. 

�  The account is successfully created, such as username: 0023aeaa4286,password:  

0023aeaa4286. 

�  The STA fails to ping 192.168.32.120 before authentication. 

�  The STA connects to the NAS, the authentication succeeds, and the STA can successfully ping 

192.168.32.120. 

�  Information of the authenticated user is displayed. 

Hostname# show dot1x summary  

ID        Username   MAC             Interface VLAN Auth - State      

Backend - State Port - Status User - Type Time  

---------  ----------  --------------   ---------  ----  ---------------  

-------------  -- ---------  ---------  ------------------  

16778217  0023aea...  0023.aeaa.4286  Gi0/1    2    Authenticated   Idle          



Authed      static    0days 0h 5m 8s     

 

Common Errors  

�z The MAC account format is incorrect on the authentication server. 

1.4.5 Configuring Extended Functions  

Configuration Effect  

�z The multi-account function allows a user to switch its account upon re-authentication. In special scenarios such as 

Windows domain authentication, multiple authentications are required to access the domain and the user account 

changes during authentication. This function applies to these scenarios. 

�z 802.1X allows users to obtain IP addresses before accounting. In this manner, the IP address is carried during 

user accounting, meeting service requirements. After a user is authenticated and goes online, the NAS can obtain 

the IP address of the user from the supplicant or through DHCP snooping, and then 802.1X server initiates an 

accounting request. To avoid the case in which the NAS does not initiate accounting for a long time due to failure 

to obtain the IP address of the authentication client, configure the IP detection timeout for this function. If the NAS 

does not obtain the IP address of the user within the configured time (5 minutes by default), it forces the user 

offline. 

�z 802.1X allows users to switch to the preset bypass WLAN when the RADIUS server is inaccessible. Survival 

WLANs are generally in OPEN mode and their services are unavailable by default. If 802.1X-based WLAN 

services are unavailable, enable this WLAN and disable WLAN-based 802.1X authentication so that users can 

switch to the bypass WLAN to properly access the network. 

�z 802.1X can be used with Web authentication. If Web authentication is enabled on an 802.1X-enabled WLAN, 

users perform 802.1X authentication only for encryption purposes. To access the network, they should also 

perform Web authentication. In this case, all air interface data of users is encrypted, enhancing security of user 

data. 

�z 802.1X provides prompts on syslog printing of user online/offline. You can adjust the online/offline syslog printing 

rate based on the user authentication rate to prevent high CPU utilization due to frequent syslog printing for a large 

number of users going online/offline. 

�z In the WLAN-based 802.1X authentication scenario, the NAS sends the authentication server SNMP traps to 

notify the online/offline status of users. 

�z In the WLAN-based 802.1X authentication scenario, traffic monitoring can be enabled on a WLAN. That is, if the 

traffic of an authenticated user is lower than the configured threshold within the specified period, the user will be 

forced offline so that the authentication server can perform accounting in a timely manner. 

�z The device enabled with 802.1X authentication can initiate an accounting request to the authentication server after 

receiving information about the STA installed with a supplicant. By doing this, the device can send information 

about the STA installed with a supplicant to the authentication server. To prevent a wired device's failure to obtain 

information of the STA installed with a supplicant for a long period of time, you can configure a timer. If the wired 

device does not obtain the STA information when the timer expires, the STA is disconnected. 



�z For wireless 802.1X authentication, WLAN-based domain authentication can be configured. That is, a domain 

name is configured on the WLAN. Then an authentication user without a domain name can be authenticated 

through the authentication server with the domain name. 

Notes  

�z The multi-account function must be disabled if accounting is enabled. Otherwise, accounting may be inaccurate. 

�z IP-based accounting is not required in two situations: 

- IPv4 addresses and Ruijie Supplicant are deployed. This function is not required because Ruijie Supplicant can 

upload the IPv4 addresses of users. 

- Static IP addresses are deployed. 

�z It is recommended that the SSID of the bypass WLAN be different from that of the 802.1X-based WLAN so that 

the bypass WLAN services can be intuitively reflected. Moreover, when the WLAN needs to be switched due to 

server inaccessibility, users can manually switch the SSID once. Since the supplicant generally has a memory of 

the SSID, the SSID can be switched automatically in the future. 

�z Since 802.1X users are only for encryption purposes, the authorization, e.g., ACL assignment and rate limit 

assignment, to 802.1X users will not take effect. However, users need to pass Web authentication and be 

authorized to access the network. 

Configuration Steps  

�Ì  Configuring the Virtual MAC Address as the So urce MAC Address of 802.1X Authentication Packets  

�z (Optional) Configure this command if the Ruijie supplicant fails to identify the MAC address of the Ruijie device.  

�z Configure this function after enabling 802.1X authentication. 

Command  dot1x  pseudo  source -mac 

Parameter 

Description  

N/A 

Defaults  This function is disabled by default.  

Command 

Mode 

Global configuration mode 

Usage Guide  Some Ruijie supplicants may fail to identify the Ruijie device through the MAC address of the eapol packet. 

Use this command to configure 00-1A-A9-17-FF-FF as the source MAC address of the eapol packet, 

thereby ensuring that the supplicant can identify the Ruijie device.  

�Ì  Enabling Multi -account Authentication with One MAC Address  

�z (Optional) Run the dot1x multi -account enable  command to allow the same MAC address to be used by multiple 

accounts. 

�z Enable multi-account authentication with one MAC address after 802.1X authentication is enabled on the NAS. 

Command  dot1x multi -account enable  

Parameter 

Description  

N/A 

Defaults  Multi-account authentication is disabled by default. 

Command Global configuration mode 



Mode 

Usage Guide  Configure this command when multi-account authentication is required in 802.1X authentication, e.g. in the 

case of Windows domain authentication. In this case, the authentication client can directly use a new 

account to initiate authentication while the previous account is still online. Multi-account authentication is 

disabled by default. 

�Ì  Enabling IP -triggered Accounting  

�z (Optional) If IP-triggered accounting is enabled, the NAS sends an accounting request to the authentication server 

after obtaining the IP address of the user. 

�z Enable IP-triggered accounting after 802.1X authentication is enabled on the NAS. 

Command  dot1x valid -ip-acct enable  

Parameter 

Description  

N/A 

Defaults  IP-triggered accounting is disabled by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  If both accounting and IP-triggered accounting are enabled, the NAS initiates accounting only after obtaining 

the IP address of the authentication client, and forces the user offline if it fails to obtain the IP address. If 

accounting is disabled but IP-triggered accounting is enabled, the NAS does not initiate accounting after 

obtaining the IP address of the authentication client, and forces the user offline if it fails to obtain the IP 

address within the timeout. 

�Ì  Configuring the Timeout of Obtaining IP Addresses After Authentication  

�z (Optional) Configure the timeout of obtaining IP addresses if IP-triggered accounting is enabled. 

�z Configure the IP address obtaining timeout after 802.1X authentication is enabled on the NAS. 

Command  dot1x valid -ip-acct timeout time 

Parameter 

Description  

time: Indicates the timeout in the unit of minutes. 

Defaults  The default value is 5 minutes.  

Command  

Mode 

Global configuration mode 

Usage Guide  It is recommended to use the default value. Configure this command when there is a need to change the IP 

address obtaining timeout after users pass authentication. 

�Ì  Configuring 802.1X Authentication for Encrypti on Only When802.1X and Web Authentication Are Both 

Enabled  

�z (Optional) If 802.1X and Web authentication is enabled meanwhile, 802.1X is used only for encryption. 

�z Enable this function after 802.1X authentication is enabled on the NAS. 

Command  dot1x encryptio n only  

Parameter 

Description  

N/A 

Defaults  This function is disabled by default. 



Command 

Mode 

WLAN security configuration mode  

Usage Guide  It is recommended to retain the default setting. 

�Ì  Limiting the Rate of Printing Online and Offline Logs  

�z (Optional) You can limit the syslog printing rate upon 802.1X users going online/offline. 

�z Enable the syslog printing rate limit after 802.1X authentication is enabled on the NAS. 

Command  dot1x logging rate -limit value 

Parameter 

Description  

value: Indicates the syslog printing rate per second upon users going online/offline. The default value is 5 

per second. 0 indicates no rate limit. 

Defaults  The default value is 5 per second.  

Command 

Mode 

Global configuration mode 

Usage Guide  Generally it is recommended to use the defaults. If a large number of users frequently go online/offline, 

reduce this rate. 

�Ì  Enabling SNMP Trap During Online and Offline  

�z (Optional) The dot1x user -trap enable  command is used to control whether to send traps to the SNMP server 

when 802.1X users go online or offline. 

�z Enable SNMP trap after 802.1X authentication is enabled on the NAS. 

Command  dot1x user -trap enable  

Parameter 

Description  

N/A 

Defaults  SNMP trap is disabled by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  This command applies only to wireless 802.1X authentication devices. 

Configure this command when the NAS should send online/offline traps to the SNMP server. You also need 

to enable trap on the SNMP server. For details, see the Configuring SNMP. 

�Ì  Enabling Traffi c Detection  

�z (Optional) If traffic detection is enabled, 802.1X-authenticated users with traffic lower than the threshold in the 

detection period will be kicked off to avoid incorrect accounting. 

�z Enable traffic detection after 802.1X authentication is enabled on the NAS. 

Command  dot1x offline -detect [ interval  val | flow  num | interval  val flow  num ] 

Parameter 

Description  

val: Indicates the detection period. The default value is 8 hours. 

num: Indicates the traffic threshold. The default value is 0 KB. 

Defaults  By default, traffic detection is disabled. 

Command 

Mode 

WLAN security configuration mode 

Usage Guide  This command applies only to wireless 802.1X authentication devices. 

Configure this command when the NAS needs to detect STAs offline in a timely manner to prevent incorrect 



accounting. 

�Ì  Configuring Filtering of Print Information  

�z Optional 

�Ì  Configure this function after 802.1X authentication is enabled.  

Command  dot1x dbg -filter H.H.H 

Parameter 

Description  

H.H.H: Indicates the MAC address of a user whose debugging information needs to be output. 

Defaults  Debugging information of all authentication users is printed by default. 

Command 

Mode 

Global configuration mode 

Usage Guide  To identify a fault on a network involving numerous users, you can run this command to print debugging 

information of specified users. Avoid too much debugging information, which may affect device performance. 

1.5 Monitoring  

Clearing  

 Authentication user information can be cleared after 802.1X is disabled. 

Description  Command  

Clears 802.1X user information. clear dot1x user  

Restores the default 802.1X 

configuration. 

dot1x default  

Displaying  

Description  Command  

Displays the parameters and status 

of the RADIUS server. 

show radius server  

Displays 802.1X status and 

parameters. 

show do t1x 

Displays the list of hosts allowed for 

authentication. 

show  dot1x  auth -address -table  

Displays the active authentication 

status. 

show  dot1x  auto -req 

Displays the status and parameters 

of host probe. 

show  dot1x  probe -timer  

Displays of the information of 

authenticated users. 

show dot1x summary  

Displays the maximum times of 

EAP-Request/Challenge packet 

retransmission. 

show dot1x max -req 



Displays the information of controlled 

ports. 

show dot1x port -control  

Displays filtering of non-Ruijie 

supplicants. 

show dot1x private -supplicant -only  

Displays the re-authentication status. show dot1x re -authentication  

Displays the maximum times of 

EAP-Request/Identity packet 

retransmission. 

show dot1x reauth -max 

Displays the quiet period after 

authentication fails. 

show dot1x timeout quiet -period  

Displays the re-authentication 

interval. 

show dot1x timeout re -authperiod  

Displays the authentication server 

timeout. 

show dot1x timeout server -timeou t 

Displays the supplicant timeout. show dot1x timeout supp -timeout  

Displays the interval of 

EAP-Request/Identity packet 

retransmission. 

show dot1x timeout tx -period  

Displays user information based on 

the MAC address. 

show dot1x user mac  

Displays user information based on 

the user name. 

show dot1x user name  

Displays user information based on 

the VLAN group ID. 

show  vlan -group  [ vlan-group-id ] dot1x user name  

Debugging  

 System resources are occupied when debugging information is output. Therefore, disable the debugging switch 

immediately after use. 

Descriptio n Command  

Debugs AAA. (For details, see the 

Configuring AAA.) 

debug aaa  

Debugs RADIUS. (For details, see 

the Configuring RADIUS.) 

debug radius  

Debugs 802.1X events. debug dot1x event  

Debugs 802.1X packets. debug dot1x packet  

Debugs 802.1X state machine 

(STM). 

debug dot1x stm  

Debugs 802.1X internal 

communication. 

debug dot1x com  

Debugs 802.1X errors. debug dot1x error  



 



1 Configuring Web Authentication  

1.1. Overview  

1.1.1. Web Authentication  

Web authentication controls user access to networks. It requires no authentication software on clients. Instead, users 

can perform authentication on common browsers. 

When unauthenticated clients attempt to access the Internet using browsers, the network access server (NAS) forcibly 

redirects the browsers to a specified site pointing to a Web authentication server, also called a portal server. Users can 

access the services on the portal server before being authenticated, such as downloading security patches and reading 

notices. If a user wants to access network resources beyond the portal server, the user must get authenticated by the 

portal server through a browser.  

Besides providing convenient authentication, the portal server performs Webpage interaction with browsers, providing 

personalized services, such as advertisements, notices, and business links on the authentication page. 

Web Authentication Versions  

There are three versions of Ruijie Web authentication, including First-Generation Web Authentication, 

Second-Generation Web Authentication, and Internal Portal (iPortal) Web Authentication. The Web authentication 

process varies with authentication versions. For details, see Section 1.3 "Features". 

 The three versions of Web authentication are highly divergent in features and configurations. It is recommended to 

read through the relevant chapters carefully before configuration. 

 Both Second-Generation Web Authentication and iPortal Web Authentication support local account authentication 

on the NAS. Because Remote Authentication Dial In User Service (RADIUS) authentication is more commonly 

used in reality, it is used as an example in the chapter "Applications". 

 The concept of "interface" varies with product types. The interfaces on wireless devices may represent a wireless 

local area network (WLAN). This document uses the unified term "interface" to include them. In application. 

 Web authentication supports user online traffic detection. For details, see the Configuring SCC. 

 Web authentication supports the authentication of domain names. That is, accounts can be authenticated in the 

format of user name@domain name. This requires enabling the domain-name-based authentication, authorization 

and accounting (AAA) service. For details, see the Configuring AAA. 

Protocols and Standards  

�z HTTP: RFC1945 and RFC2068 

�z HTTPS: RFC2818 

�z SNMP: RFC1157 and RFC 2578 

�z RADIUS: RFC2865, RFC2866, and RFC3576 



�z For the standards related to MAC SMS authentication, see the CMCC WLAN Device Interface Standards 

V3.1.0_20130901 (MAC Address-Based Authentication Extension), Zhejiang CMCCWLAN Fast Authentication 

Scheme �± Interface Standards V1.1-2011.3.22, and WLAN Fast MAC Address-Based SMS Authentication 

Scheme V1.1-2011.3.21. 

1.2. Applications  

Application  Description  

Basic Scenario of Web 

Authentication 

Basic layer-2 authentication scenario, where a NAS, portal server, and RADIUS 

server constitute an authentication system which connects a client with the NAS 

through the layer-2 network. 

1.2.1. Basic Scenario of Web Authentication  

Scenario  

�z Deploy a Web authentication scheme on the NAS. 

�z The client connected to the NAS needs to pass Web authentication before accessing the Internet. 

Figure 1-1 Networking Topology of Web Authentication 

 

Remarks  Web authentication is applicable to both layer-2 and layer-3 networks. At layer 3, the source MAC address 

and VID of a packet are changed after it is routed, but the source IP address remains the same as the only 

identifier of a client. Therefore, the binding policy of Web authentication on layer-3 devices must adopt the 

IP-only binding mode. Here, layer-2 NAS is used as an example. 

RG-SAM program is installed on the RADIUS server. RG-ePortal program is installed on the portal server.  

Deployment  

�z Enable Web authentication on the client-accessed interface or globally on the NAS.  

�z Configure the ePortal server and the communication key on the NAS (for only Ruijie First-Generation and 

Second-Generation Web Authentication). 

�z Configure the Simple Network Management Protocol (SNMP) communication parameters of the ePortal server on 

the NAS (for only Ruijie First-Generation and Second-Generation Web Authentication). 

�z Configure the consistent communication parameters on the ePortal server and SAM server (for only Ruijie 

First-Generation Web Authentication). 



�z Create user accounts on the SAM server. 

�z Configure AAA and method lists on the NAS (for only Ruijie Second-Generation and iPortal Web Authentication). 

�z Configure the IP address of the SAM server on the NAS (for only Ruijie Second-Generation and iPortal Web 

Authentication). 

�z Configure the names of the Web authentication method lists on the NAS (for only Ruijie Second-Generation and 

iPortal Web Authentication). 

1.3. Features  

Basic Concepts  

�Ì  First -Generation Web Authentication  

The First-Generation Web Authentication should cooperate with the RG-ePortal software. The server installed with 

RG-ePortal provides a login page to submit user authentication information, and initiates an authentication request to 

the RADIUS server directly. After authentication succeeds, the NAS gets user information delivered through the SNMP 

protocol, and thereby controls user access permissions. Communication during Web authentication of this version 

depends on private SNMP nodes. Moreover, the ePortal server takes the place of the NAS in authentication and 

accounting, which relieves the NAS from service burden. 

�Ì  Second -Generation Web Authentication  

Ruijie Second-Generation Web Authentication complies with the CMCC WLAN Service Portal Specification. The portal 

server is responsible only for Webpage interaction with users. The NAS interacts with the RADIUS server to implement 

authentication. The interaction between the portal server and the NAS complies with the CMCC WLAN Service Portal 

Specification. The portal server provides a login page for users to submit their information, and informs the NAS of user 

information through the portal protocols. The NAS completes authentication by interacting with the RADIUS server 

based on the user information, assigns access permissions to authenticated clients, and returns authentication results 

to the portal server. 

The implementation process of Ruijie Second-Generation Web Authentication is mainly completed on the NAS. This 

raises a higher demand on the NAS's capability to handle heavy tasks. Meanwhile, the portal server is simplified. The 

standard CMCC WLAN Service Portal Specification, which gains highly industry support, enables various vendors to 

develop compatible products. 

�Ì  iPortal Web Authentication  

In iPortal Web Authentication, the NAS integrates Webpage interaction of the portal server and partial authentication 

interaction of the RADIUS server. The NAS has a default authentication page suite. It can be customized according to 

the configuration described in this manual. Then, download the configured page suite to the storage medium of the NAS 

for effect. 

�Ì  Version Comparison  

Authentication roles: 

�z Client: Its functions are the same among the three types of Web authentication. 



�z NAS: In First-Generation Web Authentication, the NAS implements only URL redirection and exchanges user 

login/logout notifications with the portal server. In Ruijie Second-Generation Web Authentication, the NAS is 

responsible for redirecting and authenticating users as well as notifying the portal server of authentication results. 

In Ruijie iPortal Web authentication, the NAS integrates multiple functions including the URL redirection, Webpage 

interaction, and authentication. 

�z Portal server: In Ruijie First-Generation Web Authentication, the portal server is responsible for interaction with 

clients through Webpages, authenticating users, and notifying the NAS of authentication results. In Ruijie 

Second-Generation Web Authentication, the portal server is responsible for interacting with clients through 

Webpages, notifying the NAS of users' authentication information, and receiving authentication results from the 

NAS. In Ruijie iPortal Web Authentication, the portal server is built into the NAS and provides simplified functions, 

mainly responsible for Web page interaction with clients. 

�z RADIUS server: Its functions are the same among the three types of Web authentication. 

Authentication process: 

�z In Second-Generation Web Authentication, the authentication and accounting functions are transferred from the 

portal server to the NAS.  

�z Because authentication proceeds on the NAS, the second-generation NAS does not need to wait for the 

authentication results notified by the portal server as the first generation. 

�z iPortal Web Authentication simplifies and integrates the features of the first- and second- generation portal servers 

into the NAS. 

Logout process: 

�z In First-Generation Web Authentication, a logout action may be triggered by a notification from the portal server, or 

traffic detection or port status detection performed by the NAS. In Ruijie Second-Generation Web Authentication, a 

logout action may be triggered by a notification from the portal server, a kickout notification from the RADIUS 

server, or traffic detection or port status detection performed by the NAS. In Ruijie iPortal Web Authentication, a 

logout action may be triggered by the voluntary logout of a user through clicking the Logout  button on the online 

page, a kickout notification from the RADIUS server, or traffic detection or port status detection performed by the 

NAS. 

�z In Ruijie First-Generation Web Authentication, Accounting Stop packets are sent by the portal server. In Ruijie 

Second-Generation Web Authentication, Accounting Stop packets are sent by the NAS, the same as Ruijie iPortal 

Web Authentication. 

 The selection of the Web authentication versions depends on the type of the portal server in use. 

 Command parameters in this document may be shared by the three Web authentication versions or not. Read 

through this document carefully to avoid parameter misconfiguration that will affect Web authentication. 

Overview  

Feature  Description  

First-Generation Web 

Authentication 

The portal server is deployed and supports only Ruijie First-Generation Web Authentication. 

Second-Generation Web 

Authentication 

The portal server is deployed and complies with the CMCC WLAN Service Portal 

Specification. 



Feature  Description  

iPortal Web 

Authentication 

The portal server is not deployed, and the NAS supports Webpage interaction. 

MAC Address-Based 

SMS Authentication 

An unauthenticated user is allowed to use the Internet after accessing the WLAN network. 

After the traffic used over the specified interval reaches the specified threshold, the 

authentication device sends a request to query the bound MAC address. 

WiFiDog Web 

Authentication 

An unauthenticated user will be redirected to the authentication page for authentication. 

WeChat Web 

Authentication 

After assessing the WLAN network, a mobile phone user will be redirected to the Connect to 

Wi-Fi via WeChat  page through the browser. The user can enable the WeChat client for 

authentication with a tap on the link. 

1.3.1. First -Generation Web Authentication  

HTTP Interception  

HTTP interception means the NAS intercepts to-be-forwarded HTTP packets. Such HTTP packets are initiated by the 

browsers of the clients connected to the NAS, but they are not destined for the NAS. For example, when a client 

attempts to visit the website www.google.com using the Internet Explorer, the NAS is expected to forward the HTTP 

request packets to the gateway. If HTTP interception is enabled, these packets will not be forwarded. 

After HTTP interception is successful, the NAS redirects the HTTP requests from the client to itself to establish a 

session between them. Then, the NAS pushes a Webpage to the client through HTTP redirection, which can be used 

for authentication, software downloading or other purposes. 

You can specify the clients and destination interfaces to enable or disable HTTP interception for Web authentication. In 

general, HTTP requests from unauthenticated clients will be intercepted, and those from authenticated clients will not. 

HTTP interception is the foundation of Web authentication. Web authentication is automatically triggered once HTTP 

interception succeeds. 

HTTP Redirection  

According to HTTP protocols, after the NAS receives a HTTP GET or HEAD request packet from a client, a packet with 

200 (Ok) status code is replied if it is able to provide the required resources, or a packet with 302 (Moved Temporarily) 

status code is returned if unable. Another URL is provided in the 302 packet. After receiving the packet, the client may 

resend a HTTP GET or HEAD request packet to the new URL for requesting resources. This process is called 

redirection. 

HTTP redirection is an important procedure following HTTP interception in Web authentication. It takes the advantage 

of 302 status code defined in HTTP protocols. HTTP interception creates a session between the NAS and a client. The 

client sends HTTP GET or HEAD request packets (which should have been sent to another site) to the NAS. The NAS 

responds with a 302 packet with a specific redirection page. Thereby, the client resends the requests to the redirection 

page. 

Because more and more application programs run HTTP protocols, the use of the 302 redirection packet may divert a 

large amount of HTTP traffic (not sent by browsers) to the portal server, which will affect network authentication. To 

address this problem, HTTP redirection technology on the NAS adopts noise reduction to replace the 302 packets with 

the js  script. 

Working Principle  



Figure 1-1 shows the networking topology of Web authentication. 

First-generation Webauth roles: 

1. Authentication client: Is usually a browser running HTTP protocols. It sends HTTP requests for accessing the 

Internet. 

2. NAS: Is an access-layer device in a network (for example, a wireless access point [AP] on a wireless network). 

The NAS is directly connected to clients and must be enabled with Web authentication. 

3. Portal server: Provides a Web page for Web authentication and related operations. After receiving an HTTP 

authentication request from a client, the portal server extracts account information from the request, sends the 

information to the RADIUS server for authentication, and notifies the client and NAS of the authentication result. Figure 

1-1 shows Ruijie ePortal server. 

4. RADIUS server: Provides the RADIUS-based authentication service to remote clients. The portal server extracts 

users' authentication account information from HTTP packets and initiates authentication requests to the RADIUS 

server through the RADIUS protocol. The RADIUS server returns the authentication result to the portal server through 

the RADIUS protocol. Figure 1-1 shows the RADIUS server installed with the RG-SAM program. 

First-generation Webauth process: 

1. Before authentication, the NAS intercepts all HTTP requests from a client and redirects these requests to the 

iPortal server. Thereafter, an authentication page is displayed on the browser. 

1. During authentication, the client enters information, for example, username, password, and verification code, on 

the Webauth URL to interact with the portal server and complete authentication. 

2. After the user is authenticated, the portal server notifies the NAS that the client has passed authentication, and the 

NAS allows the client to access resources on the Internet. 

Figure 1-2 Flowchart of Ruijie First-Generation Web Authentication 



 

First-generation client logout process: 

There are two scenarios of client logout. One scenario is detected by the NAS that a client gets offline for the maximum 

online time is out, the upper traffic limit is reached, or the link is disconnected. The other scenario is detected by the 

portal server that a client logs out by clicking the Logout button on the logout page or the keep-alive page is invalid. 

1. Scenario 1: The NAS detects a client to logout and informs the portal server. Then the portal server deletes the 

user information on the NAS through SNMP and displays a logout page to the client. 

2. Scenario 2: The portal server detects a client to logout and informs the NAS through SNMP and displays a logout 

page to the client. 

3. In the two scenarios, the portal server sends an Accounting Stop request to the RADIUS server and notifies the 

RADIUS server that the client has logged out. 

Related Configuration  

�Ì  Configuring the First -Generation Webauth Template  

By default, the first-generation Webauth template is not configured. 

Run the web-auth template eportalv1 command in global configuration mode to create the first-generation Webauth 

template. 



The template is used to implement Web authentication. 

�Ì  Configuring the IP Address of the Portal Server  

By default, the IP address of the portal server is not configured. 

Run the ip {ip-address } command in template configuration mode to configure the IP address of the portal server. 

Any request packets to access the portal server will be filtered and rate-limited by the NAS. 

�Ì  Configuring the Webauth URL of the Portal Server  

By default, the Webauth URL of the portal server is not configured. 

Run the url {url-string } command in template configuration mode to configure the Webauth URL of the portal server. 

The URL to which clients are redirected is the address of the Webauth URL provided by the portal server. 

�Ì  Specifying the Webauth Binding Mode  

The default Webauth binding mode is IP-MAC binding mode. 

Run the bindmode command in template configuration mode to specify the Webauth binding mode. 

In Web authentication on layer-3 networks, the source MAC address in a packet is changed after the packet is routed. 

In such case, configure the IP-only binding mode. 

�Ì  Configuring the Webauth Communication Key  

By default, the Webauth communication key is not configured. 

Run the web-auth portal key {string } command in global configuration mode to configure the Webauth communication 

key. 

The communication key is used to encrypt URL parameters to avoid information disclosure. 

�Ì  Enabling First -Generation Web Authentication  

By default, First-Generation Web Authentication is disabled. 

Run the webauth  command in WLAN security configuration mode to enable the First-Generation Web Authentication 

on the client-connected ports. 

After Web authentication is enabled, the unauthenticated clients connecting to a port will be redirected to the Webauth 

URL. 

�Ì  Configuring the SNMP -Server Host  

By default, the SNMP-server host and community string are not configured. 

Run the snmp -server host {ip-address }version 2c {community-string } web-auth command in global configuration 

mode to configure the SNMP-server host and community string for Web authentication. 

The SNMP-server host is configured to receive Inform/Trap packets of user logout. 

�Ì  Configuring the SNMP -Server Community String  

By default, the SNMP-server community string is not configured. 

Run the snmp -server community {community-string} rw  command in global configuration mode to configure the 

SNMP-server community string. 



The SNMP-server community string is configured to read/write user information from/to the NAS. 

�Ì  Enabling the SNMP Tra p/Inform Function  

By default, the SNMP Trap/Inform function is disabled. 

Run the snmp -server enable traps web -auth command in global configuration mode to enable the SNMP Trap/Inform 

function. 

The SNMP Trap/Inform function is configured to enable the NAS to inform the portal server of user logout. 

1.3.2. Second -Generation Web Authentication  

HTTP Interception  

Same as the HTTP interception technology of Ruijie First-Generation Web Authentication. 

HTTP Redirection  

Same as the HTTP redirection technology of Ruijie First-Generation Web Authentication. 

Working Principle  

 Figure 1-1 External Portal Authentication System 
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Second-generation Webauth roles: 

1. Authentication client: Is usually a browser running HTTP protocols. It sends HTTP requests for accessing the 

Internet. 

2. NAS: An NAS is often a device at the access layer, for example, a wireless controller or an access point on a 

wireless network. An NAS needs to be enabled with external Portal authentication mode. An access device has the 

following functions: 

(1) Obtains network access requests from the client. 

(2) Pushes a redirection page to the client through HTTP redirection. 

(3) Receives client information from the Portal server and initiates an authentication request to the authentication 

server. 

(4) �$�O�O�R�Z�V���R�U���E�O�R�F�N�V���W�K�H���F�O�L�H�Q�W�¶�V���D�F�F�H�V�V���W�R���W�K�H���,�Q�W�H�U�Q�H�W���Dccording to the authentication result and returns the result to the 

Portal server. 

3. Portal server: Provides a Web page for Web authentication and related operations. After receiving an HTTP 

authentication request from a client, the portal server extracts account information from the request, transfers the 



information to the NAS, and displays the authentication result returned by the NAS to the user on a page. Figure 1-1 

shows Ruijie ePortal server. 

4. RADIUS server: Provides the RADIUS-based authentication service to remote clients. Figure 1-1 shows the 

RADIUS server installed with the RG-SAM program. 

Second-generation Webauth process: 

1. Before authentication, the NAS intercepts all HTTP requests from a client and redirects these requests to the 

iPortal server. Thereafter, an authentication page is displayed on the browser. 

2. During authentication, the client enters information, for example, username, password, and verification code, on 

the Webauth URL to interact with the portal server. 

3. The portal server sends the user authentication information to the NAS. 

4. The NAS initiates authentication to the RADIUS server and returns the authentication result to the portal server. 

5. The portal server displays the authentication result (success or failure) to the user on a page. 

Figure 1-3 Flowchart of Ruijie Second-Generation Web Authentication 
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Second-generation client logout process: 

There are two scenarios of client logout. One scenario is detected by the NAS that a client gets offline for the maximum 

online time is out, the upper traffic limit is reached, or the link is disconnected. The other scenario is detected by the 

portal server that a client logs out by clicking the Logout button on the logout page or the keep-alive page is invalid. 

1. When a user clicks the Logout  button on the online page, the portal server notifies the NAS to get the user offline. 

2. The NAS gets a client offline with traffic lower than the threshold based on the parameters of user online traffic 

detection. 



3. When the RADIUS server plans to force a client offline based on a certain policy, the NAS notifies the portal server 

to push a logout page to the client. 

Related Configuration  

�Ì  Configuring the Second -Generation Webauth Template  

By default, the second-generation Webauth template is not configured. 

Run the web-auth template  { eportalv2  | template-name v2 } command in global configuration mode to create a 

second-generation Webauth template. 

The template is used to implement Web authentication. 

�Ì  Configuring the IP Address of the Portal Server  

By default, the IP address of the portal server is not configured. 

Run the ip { ip-address } command in template configuration mode to configure the IP address of the portal server. 

Any request packets to access the portal server will be filtered and rate-limited by the NAS. 

�Ì  Configuring the Webauth URL of the Portal Server  

By default, the Webauth URL of the portal server is not configured. 

Run the url {url-string } command in template configuration mode to configure the Webauth URL of the portal server. 

The URL to which clients are redirected is the address of the Webauth URL provided by the portal server. 

�Ì  Specifying the  Webauth Binding Mode  

The default Webauth binding mode is IP-MAC binding mode. 

Run the bindmode command in template configuration mode to specify the Webauth binding mode. 

In Web authentication on layer-3 networks, the source MAC address in a packet is changed after the packet is routed. 

In such case, configure the IP-only binding mode. 

�Ì  Configuring the Webauth Communication Key  

By default, the Webauth communication key is not configured. 

Run the web-auth portal key { string } command in global configuration mode to configure the Webauth 

communication key. 

The communication key is used to encrypt URL parameters to avoid information disclosure. 

�Ì  Enabling Web Authentication  

This function is disabled by default. 

Run the webauth  command to enable web authentication in WLAN security mode. 

�Ì  Enabling AAA  

By default, AAA is disabled. 

Run the aaa new-model command in global configuration mode to enable AAA. 

Ruijie Second-Generation Web Authentication relies on AAA. Enable AAA before you implement the former. 



�Ì  Configuring the RADIUS -Server Host and Communication Key  

By default, the RADIUS-server host and communication key are not configured. 

Run the radius -server host command in global configuration mode to configure the RADIUS-server host and 

communication key. 

The RADIUS-server host is responsible for authenticating users. 

�Ì  Configuring an AAA Method List for Ruijie Second -Generation Web Authentication  

By default, no AAA method list is configured for Ruijie Second-Generation Web Authentication. 

Run the aaa authentication web -auth command in global configuration mode to configure an AAA method list for 

Ruijie Second-Generation Web Authentication. 

The AAA authentication method list is used for interaction during the Webauth process. 

�Ì  Configuring an AAA Method List for Ruijie Sec ond -Generation Web Accounting  

By default, no AAA method list is configured for Ruijie Second-Generation Web Accounting. 

Run the aaa accounting network command in global configuration mode to configure an AAA method list for Ruijie 

Second-Generation Web Accounting. 

The AAA method list for Web accounting is used for accounting interaction during the Webauth process. 

�Ì  Specifying an AAA Method List  

The default AAA method list is used if no list is specified. 

Run the authentication command in template configuration mode to specify an AAA method list. 

The AAA method list is specified to send authentication requests to AAA. 

�Ì  Specifying an AAA Accounting Method List  

The default AAA accounting method list is used if no list is specified. 

Run the accounting command in template configuration mode to specify an AAA accounting method list. 

The AAA accounting method list is specified to send accounting requests to AAA. 

�Ì  Specifying the UDP Port of the Portal Server  

By default, UDP Port 50100 is used. 

Run the port command in template configuration mode to specify the UDP port of the portal server. 

The UDP port is specified for the portal server to communicate with the NAS. 

1.3.3. iPortal Web Authentication  

Working Principle  

�Ì  Internal Portal Authentication System  

Figure 1-2 Internal Portal Authentication System 
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iPortal Webauth roles: 

1. Authentication client: Is usually a browser running HTTP protocols. It sends HTTP requests for accessing the 

Internet. 

2. NAS: Is an access-layer device in a network. It is directly connected to clients in wired or wireless networks and 

must be enabled with Ruijie iPortal Web Authentication. The NAS resolves the account information that clients enter on 

a Webpage and sends authentication requests to the RADIUS server. It determines whether clients can access the 

Internet according to authentication results and pushes the authentication results to the browsers. 

3. RADIUS server: Provides the RADIUS-based authentication service to remote clients. Figure 1-1 shows the 

RADIUS server installed with the RG-SAM program. 

�Ì  Internal Portal Authentication Process  

Figure 1-3 Internal Portal Authentication System 
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Procedure for a client to finish internal Portal authentication: 

1. Before authentication, the access device obtains all HTTP requests from the unauthenticated client and redirects 

them to the internal Portal server. An authentication page will pop up on the client browser.  

2. During authentication, the client enters authentication information such as username and password on the 

authentication page for interaction with the internal Portal server of the access device. 



3. The internal Portal server sends authentication information of the client to the authentication module of the access 

device. 

4. The authentication module processes authentication requests from the client, initiates an authentication request to 

the RADIUS server, and returns the authentication result to the internal Portal server. 

5. The internal Portal server pushes the result page (authentication success or failure) to the client. 

Related Configuration  

�Ì  Configuring the iPortal Webauth Template  

By default, the iPortal Webauth template is not configured. 

Run the web-auth template iportal command in global configuration mode to create an iPortal Webauth template. 

The template is used to configure authentication-related parameters on the iPortal server. 

�Ì  Customizing a Page Suite  

By default, the factory file package is used. 

Run the page-suite  command in template configuration mode to specify the use of a page suite. 

Before you specify the use of a page suite, download it to the flash memory. 

�Ì   Configuring an Advertisement Push Method and URL  

The advertisement is pushed after authentication by default. 

Run the login -popup url command to configure the advertisement URL pushed before authentication in template 

configuration mode. Run the online -popup  url command to configure the advertisement URL pushed after 

authentication in template configuration mode. 

�Ì  Specifying the Webauth Binding Mode  

The default Webauth binding mode is IP-MAC binding mode. 

Run the bindmode command in template configuration mode to specify the Webauth binding mode. 

In Web authentication on layer-3 networks, the source MAC address in a packet is changed after the packet is routed. 

In such case, configure the IP-only binding mode. 

�Ì  Enabling Ruijie iPortal Web Authentication  

By default, Ruijie iPortal Web Authentication is disabled. 

Run the webauth  command in WLAN security configuration mode to enable iPortal Web Authentication on the 

client-connected ports. 

After Web authentication is enabled, the unauthenticated clients connecting to a port will be redirected to the Webauth 

URL. 

�Ì  Enabling AAA  

By default, AAA is disabled. 

Run the aaa new-mode l command in global configuration mode to enable AAA. 

Ruijie iPortal Web Authentication relies on AAA. Enable AAA before you implement Web authentication. 



�Ì  Configuring the RADIUS -Server Host and Communication Key  

By default, the RADIUS-server host and communication key are not configured. 

Run the radius -server host command in global configuration mode to configure the RADIUS-server host and 

communication key. 

The RADIUS-server host in Web authentication is responsible for authenticating users. 

�Ì  Configuring an  AAA Method List for Ruijie iPortal Web Authentication  

By default, no AAA method list is configured for Ruijie iPortal Web Authentication. 

Run the aaa authentication iportal command in global configuration mode to configure an AAA method list for Ruijie 

iPortal Web Authentication. 

The AAA authentication method list is used for interaction during the Webauth process. 

�Ì  Configuring an AAA Method List for Ruijie iPortal Web Accounting  

By default, no AAA method list is configured for Ruijie iPortal Web Accounting. 

Run the aaa accounting network command in global configuration mode to configure an AAA method list for Ruijie 

iPortal Web Accounting. 

The AAA accounting method list is used for accounting interaction during the Webauth process. 

�Ì  Specifying an AAA Method List  

The default AAA method list is used if no list is specified. 

Run the authentication command in template configuration mode to specify an AAA method list. 

The AAA method list is specified to send authentication requests to AAA. 

�Ì  Specifying an AAA Accoun ting Method List  

The default AAA accounting method list is used if no list is specified. 

Run the accounting command in template configuration mode to specify an AAA accounting method list. 

The AAA accounting method list is specified to send accounting requests to AAA. 

1.3.4. MAC Address -Based SMS Authentication  

Working Principle  

After an STA is associated with an SSID enabled with MAC address-based SMS authentication, the STA obtains an IP 

address through the Dynamic Host Configuration Protocol (DHCP). Then the STA is allowed to access the Internet. 

When the STA uses up the traffic allowed during a time period, the access controller (AC) initiates a MAC address 

binding query to the bound portal server. If the STA is bound with a MAC address, the portal server sends an 

authentication request. If the STA is not bound with a MAC address, the STA needs to re-perform authentication on the 

portal server before accessing the Internet. 

�Ì  SMS Authentication Process for Unbound STAs  

The following figure shows the process where an STA not bound with a MAC address associates the SSID enabled with 

MAC address-based SMS authentication to access the Internet. Compared with Ruijie Second-Generation Web 



Authentication, MAC address-based SMS authentication is added with the procedures of querying MAC address 

binding and notifying the bound portal server of user login/logout. The rest of the process is the same. If the STA selects 

the Bind  check box when performing authentication on the portal server, the portal server will bind the STA with a MAC 

address. Next time the STA can access the Internet directly. 

Figure 1-4 Flowchart of SMS Authentication for Unbound STAs 

 

�Ì  SMS Authentication Process for Bound STAs  



After an STA is bound with a MAC address, the user does not need to open the browser to perform authentication for 

Internet access. Network access is automatically completed after the STA is associated with a network, which greatly 

facilitates wireless network access. 

Figure 1-5 Flowchart of SMS Authentication for Bound STAs 

 

1.3.5. WiFiDog Web Authentication  

HTTP Interception  
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