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File Services

e Email

22 User & Group ~al
B Domain/LDAP This rule has not been applied to any delivery channels.

~ Warning
A Connectivity

Push Service: Chrome, Chrome, Chrome

® External Access .

~ critical
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f® Q Security Account Firewall Protection Certificate  Advanced
General
2 Network
v Enable firewall

securit
° v + Enable firewall notifications

B8 Terminal & SNMP Notify me when apps or services are blacked by the firewall and provide the option to unblock that service

or app.
~ System

Firewall Profile
@ Info Center

Customize your firewall profile.
E Login Portal

Firewall Profile: default A Edit Rules

%@ Regional Options
B Notification

1) Update & Restore

A Services Resat Apply

#selowiiann Security Advisor
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At Risk
€ Results
Security risks were found that need your attention,

i Login Analysis Last scanned 2 second(s) ago,

3¢ Advanced R
& Malware No malware was found on your system. [
System Your DSM is working well o
& Account 1 user(s) have weak passwords. 0o
B Network Network configuration is good )
Z Update e out-of-date. o
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B overview Perform essential checks to protect your DSM against common cyber threats. View the checklist of

security rules to scan.
& Results

For work and business

il Login Analysis perform comprehensive checks to meet security compliance requirements for organizations. View the
chacklist of security rules to scan.

N Advanced
Custom

Define which checks you would like to perform.

Scan Schedule

/' Enable regular scan schedule

Run on the following Wednesday -
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Run task: 01 ~ : 03 =~
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.l controrpanel 2 — B x

a Q Security  Account  Firewall Protection Certificate  Advanced

-
~ Account Protection

2 Network
Enable this option to protect your accounts from attacks by untrusted clients.

@ Security /| Enable Account Protection

B Terminal & SNMP Untrusted clients

Account protection will be triggered if an untrusted client fails to sign in too many times within a

~ System
predefined period of time.

@ info center Login attempts: 5

Login Portal Within (minutes) 1
¥ Regional Options Account protection will be cancelled after a predefined period of time.

Cancel account protection (minutes 30
B, Notification later):

1} Update & Restore Manage Protected Accounts

A~ Services Reset GREY

flavfunslonduuy DoS
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2. in Waldeunisiloedu DoS wazadn i lyls

Ll control Panel 2 — A X
a Q Security  Account  Firewall  Protection  Certificate  Advanced

[ —

Enable block expiration
2 Network
B When block expiration is enabled, blocked IP addresses will be unblocked after the number of days entered
below.
@ security

Bl Terminal & SNMP

Create and manage an allow list to add Ip addresses that you trust, or a block list to prevent certain 1P

A System addresses from signing in.
@ 1nfo center Allow/Block List

Login Portal ~ Denial-of-Service (DoS) Protection

23 Regional Options Network Interface: Lan 1 -

B Notification Denial-of-service (DoS) protection helps to prevent malicious attacks over the Internet.

+ Enable DoS protection
1} Update & Restore

 services Reset Apply
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4. TUf DSM > uwsmAy > ilinauaszdAu > DSM Update
5. adn Manual DSM Update
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A Q DSM Update  Configuration Backup ~ System Reset  System Recovery

Synology offers DSM updates when new features are available or security issues and bugs are fixed to improve
A System

Manual DSM Update X
@ Info Center

Please select the .pat file from your local computer.
B Login Portal
File Path Browse
k’a Regional Options
B Notification

@ Hardware & Power

External Devices
Note: DSM cannot be rolled back to an older version. The applied DSM must be

newer than the current one.

1} Update & Restore

A~ Services

& Synology Account
3 Application Privileges

M 1odavinn Qandica

7. A@n anad wazsaliinagasilvan
8. navansudoyasiinauazinfidosduduundn lWadn Update
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1. TU7 DSM > uwsmruAY > Siliaauazau > DSM Update
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8 Q Update Settings x
bugs are fixed to improve
~ System Select how to proceed when there is new DSM update available
o Info Center @ Automatically install important updates

Keep your system stable by automatically installing updates that fix security

& Login Portal vulnerabilities and other issues.

23 Regional Options Automatically install the latest updates

Automatically keep your system up to date with the latest features and

B, Notification
improvements.

© Hardware & Power Notify me and let me decide whether to install the update
[ External Devices Update schedule: Monday -
03 - 30
1} Update & Restore
Note
PR « You'll receive a notification when a new version is available. Go to Notification
to make sure you have notifications set up.
#o Synology Account « The system will always attempt to update to the latest available version.

& Appicaton Prvieges ==

@ Tndevinn Canice

YUFWNENLAYIAY A1581eAszuY DSM


https://www.synology.com/support/download
https://kb.synology.com/DSM/help/DSM/AdminCenter/system_dsmupdate?version=7
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J Control Panel ?7 — M X
f Q User Group Advanced
~ File Sharing Create |~ Edit Delete Export - Delegate - Y
BE Shared Folder MName =~ Email Description 2FA Status Status
File Services admin System default user Disabled Deactivated
guest Guest Disabled Deactivated
e User & Group
JDoe Disabled MNormal
B Domain/LDAP
~ Connectivity
© External Access
/‘\ Network
o Security
Bl Terminal & SNMP
3items C

~ System

SIULA BN

oo o

. Adlomou: 35dnnsANSvastituu Synology NAS wavna

lpaoudlasnnas

Tu uw9mILAN > Domain/LDAP aaia unsaiFonsa Synology NAS wasaautdinduusnisiasnnasiiiog)
1w Windows Active Directory, Synology Directory Server 39 JumpCloud LDAP service Tugﬂuzfﬂa
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_user_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_group_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_user_delegate?version=7
https://kb.synology.com/search?query=%22Manage%20User%20Privileges%20on%20Your%20Synology%20NAS%22&sources%5B%5D=video&os_versions%5B%5D=1&os_versions%5B%5D=2&services%5B%5D=Control_Panel
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wazuin1s DSM {é
Fuuiis 1Wondo Synology NAS wasamuiuuinisiaisnnes

AaudeaunTatldsu Synology NAS wasnauliifiulaatoud Single Sign-On (SSO) Tédndae iie Synology

(9

NAS wosaaiminfifulnaoud SSO §l¥azanunsattinieuianssi Synology NAS wasaaulviusnisdviui

2
o

wdvonasdawinléiy SSO server 13uu3is eurn Synology NAS wasaauiulaatoud SSO
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o a:zl¥orulegdu SSO wu Synology NAS Ay Microsoft Entra Domain Services [dagnals?

Synology Directory Server

aj”@ﬂ'ﬁﬂ‘aﬁru,awé‘wmm?laaiﬂLuuﬂaaamﬁw Synology Directory Server lngsa95uiliaad Windows
Active Directory filduseasa [vi:
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o JRUSLLANTNYAIVVUIBIIUDIANT (OU)

o Tdulsunengudmsunisdnnisgunsal

« 1% Kerberos dwsunnssusosAugndiod

. Woudogunsailratoudnarinvansiindulau
Synology Directory Server #agl#naudatfivgiudoyalaisanasodtslasafuiazdan1siadyld aam
annsaldiousuld (deploy) Q‘]Jﬂiﬂimﬂuiﬂiﬂﬁ%’mﬁ]ﬁﬁﬂiﬂaﬁﬂm wazdaansadnula iy Windows

Server fifiogunefs Synology NAS [é8ndny uanannil aaudsaunsaiiouso Synology NAS wasaastdin
Totuuae Synology Directory Server Tugmsﬁamu@ﬂ@mutmua”m-L%suﬁﬁiaw%"mmud'luashaLﬁﬂ'ﬂé\'

2
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3YUIID HIA LA LU Synology Directory Server

guLiandiu:
« afiaiFudul¥eru Synology Directory Server
+ AfiaRauaszuy Synology Directory Server

« vinlugeiilnawmas "sysvol" was "netlogon"?

LDAP Server

lHusnsesiaaeudrauiy@ilHéis LDAP Server LDAP (Lightweight Directory Access Protocol) tfu

oa o [73

lslapaatuunanwosuiildsruguiuazaiuaunsiindetioyalaisanesidaiiulidiunareniutaioniy IP
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_directory_service_join?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_directory_service_sso?version=7
https://kb.synology.com/DSM/tutorial/How_to_join_NAS_to_Azure_AD_Domain
https://kb.synology.com/DSM/help/DirectoryServerForWindowsDomain/synologydirectoryserver_setup_wizard?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_with_Directory_Server
https://kb.synology.com/search?sources%5B%5D=user_guide&services%5B%5D=Synology_Directory_Server
https://kb.synology.com/DSM/tutorial/Why_are_there_sysvol_netlogn_folders
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ABLGIDITANIT
Lﬁ'aﬁ]m@%m LDAP Server ua9 AsaINITo:

o aswaailaynssn@swiasuuy Provider-Consumer

o fmuaAmadendaifiodninnisiinfelaslaaoudibissydiau lidhewa wialdlaldom

o afuuazdnszdoulduaznguaiuaiudosnisussna

« Ysuudunisaernisastainlduassimiufioshsinnulasaivueeiyd

o d@sauuazlAugIudaya LDAP Lasn15aIAIuadLWALADYDIANM

« 1Agu Synology NAS ?Jaaamsiﬁtﬂuﬁsiﬁu‘%miﬁuﬁ'uﬁamua"’m%ﬂmLuu Google Workspace

Fouii5enemn LDAP Server

DIULNHLAN:

. 35 Foudonaufiawmad Mac client irduuinislasnnas LDAP vav Synology

« 2z%am LDAP Server 99y Synology Ay Google Workspace #1u Google Cloud Directory
Sync lgagnals?

o @n&ans LDAP Server

SSO Server

mnaoﬁnsmmmﬁ?muuaﬂwﬁm?}“uumséf's (12w Microsoft 365 w3a Synology MailPlus) A1569AIU5NIS
Single Sign-0On (SSO) uu NAS %aaamazLﬂuﬂssTwﬁadﬁﬁmﬂ SSO Server ¥a4 Synology flI‘?IQ"E?'u SSO
waAuaNYEIMsLLoYednas 5uHa OIDC, SAML waz Synology SSO weaauazEldazldsunauazain

wazAMNTIAEITUEAsiNauli:
o JlEsnTudevondrdioyasusosnisastoinltiissyaion laslidosasdowinlduousne 9 woniu
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https://kb.synology.com/DSM/help/DirectoryServer/ldap_server?version=7
https://kb.synology.com/DSM/tutorial/How_to_join_Mac_client_computers_to_Synology_LDAP_Server
https://kb.synology.com/DSM/tutorial/How_to_sync_LDAP_data_on_Synology_NAS_to_Google_Apps_with_Google_Apps_Directory_Sync
https://kb.synology.com/DSM/tutorial/How_to_sync_LDAP_data_on_Synology_NAS_to_Google_Apps_with_Google_Apps_Directory_Sync
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=LDAP_Server
https://kb.synology.com/DSM/help/SSOServer/sso_server_desc?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_SSO

RADIUS Server

RADIUS Server (iuuwatnaasuiliiuinisnisnsiagoudinu ANTOUIH asNITUY (AAA) LUUTINAUY
dusunsondariadnsuvuiisnsuasiFasrulislnnaa Remote Authentication Dial-In User
Service (RADIUS) T RADIUS Server #aslvinaiainisa:

o Usulisnmas(¥ans, 1@5Wnos VPN uazaindinsatnadfisosst RADIUS vuiaiotnsyasaaliotng
Taneu

.« FMATELIUMTAIAUQUARIINYABASBYRIAT B aNRouAazUsEIAN I TunTlafien

o H9n35n7195652980 UM UNREINNAY (1 PAP, MS-CHAP, PEAP, EAP-MSCHAPV2 %58 EAP-TTLS)

o sindnsetedld DSM aeluieFos, §ldlawu uiodld LDAP fifiog)
. AwuadoddnlasazByadmsuiiiuazngu
o HAMINTDIUSAITIITIAIYTIYIIUN LT

BougiinsingiduRADIUS Server
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https://kb.synology.com/DSM/help/RadiusServer/rad_desc?version=7
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Storage Manager

Storage Manager #slvinaudnsziisumisiiuiisafiuiioyavu Synology NAS wasnu asiaaaunle
uiundafivlessin wazasodougunInyeslasinanuavosn o

[J 4 (3]
AVANNEIAEY
Aoulfaru Storage Manager AauA25inANuAULA AR ANTic e (1il:

» Storage Pool:
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doyaaunsanaaliildsunisunilosdremaluladnissafiuiioyafiifundn Redundant Array of
Independent Disks (RAID)

* RAID:

o RAID Aawaluladnnsdaiivtioyafisiulasiasenarudidniuniisniounnnimiiuandn wWiowis
AMHNUNIURDANMNAANAIG UszAnSnw uazanugluasdaivioya

o szt RAID ﬁiaaé’mzumﬂ@iﬂaﬁ‘ufﬂmﬂug'uwaa Synology NAS d@1susuaztdaatiatéiy I‘]J‘i@@‘ﬁ
nwsandszian RAID uag ailandaniaud wag Synology NAS YDIA
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a5wanundnivdoyaazioguag1vtiasniisyainalsndntiudayauu Synology NAS yagaas §11sy
doyaiady lusagauziihludiu fvuadriluiidafivioys

AaaIN15a[1fi Storage Manager > Overview iagéayadanAvdussuuiuiidafivdoyavosaas wu
aonuzszuulagsn Msldnuweay doyalasi uazeuiiaanad iy
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https://kb.synology.com/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=7
https://kb.synology.com/search?sources%5B%5D=hardware_specification

3 Storage Manager

B overview

Q Healthy
[ storage - System is healthy.
Storage Pool 1
volume 1
B Hob/ssp Volume Usage
Volume 1 —
% Storage Pool 1 36.2 GB / 129.6 GB 28%
Drive Information
Kurochan
1|2
Task Schedule
Task Type Target Status Next Run Time =
S.M.AR.T. Test Drive 1, Drive 2 Ready 04/05/2023

guazsanisyaiuiidaivdoyauaziaduiisnunvasnailéil Storage Manager > Storage n1santfiunnsd
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ALEIN5AYN [GN T uagfufunaznsaeAtuas Synology NAS wadnau:
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o Wal#eru SSD TRIM wiawinszansamvasyaiuiisafivioyafildaniz SSD

£
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« %115 Defragmentation szuulwa iousiigeiszansnwansiindswWdvesiogy

°

FeugiiNENngIAY Waiundnivdoya was 108
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Hot Spare
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[n59 Hot Spare falasdsasditnslsi Synology NAS wasnaidousawaiiuiidafivioyaiidouaninlay

§0lusid aauarunsadmualagil Hot Spare winynilosyaiiufisafiuioyafiinnununiudennuiowan
yaulnsinilasaniannnindi Storage Manager > Storage > Hot Spare

dialasifetlawmuasildyaiiufisafiviioya@onanin lasidl Hot Spare aziduunuiilasifidome

U

3 o p

inldyaduiidaiudoyaaunsadmulé

30


https://kb.synology.com/DSM/help/DSM/StorageManager/storage_pool?version=7
https://kb.synology.com/DSM/help/DSM/StorageManager/volume?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Storage_Manager_admin

Foufiindniendy lasvl Hot Spare
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« 152100 RAID wasyaiuidafivdoyadosinnununudeninuionainvaslasi 1 dagull
(¥ RAID 1, RAID 5, RAID 6, RAID 10, RAID F1 waz SHR fiUsznaudalnsiagieiiosaoei)

« AuQavlnsil Hot Spare douwirduniauinniianuguaslasidifiiéniigaluwa RAID 1, RAID
5, RAID 6, RAID 10 w%a RAID F1

« AMuguaslnsil Hot Spare davunnnimsewinduaiuguaslasiilnaigaluya SHR
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U
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£

lavganauys SSD axniloswaiudfisafiudoya SSD (it waz HDD azinilaswa HDD 16
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wouguérgnissafiudayaiindeiss fuu SSD vauway SSD fidinnvuuiaguwie LUN lusansiuinilaes

i zlunneguwingu ms9a0u77 Synology NAS wasaausassiuay SSD use
Ay SSD §iagy 2 Ussan:

o wasuuugmagiyl 1§ SSD nilsdawsannnninlunsiafiudoyafignsutiosuazdroiselssansan
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Storage Manager > Storage > SSD Cache Advisor a1d#ii)

SSD Cache Advisor az3tasizsigiuuunisiddoyailagiuvesnauazuuzthvuauay SSD fiwanzay
dmsineguiinadon WnnsTessiiesduineusgreliosdafiuionadwsiuiug Gt

Bougiinagaiy SSD Cache Advisor
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https://kb.synology.com/DSM/help/DSM/StorageManager/hotspare?version=7
https://kb.synology.com/DSM/tutorial/Which_Synology_NAS_models_support_SSD_cache
https://kb.synology.com/DSM/help/DSM/StorageManager/ssd_cache_create?version=7
https://kb.synology.com/DSM/help/DSM/StorageManager/ssd_cache_advisor?version=7
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https://kb.synology.com/DSM/tutorial/What_are_Some_Considerations_for_Creating_SSD_Cache
https://kb.synology.com/DSM/tutorial/Frequently_asked_questions_about_using_Synology_SSD_cache
https://kb.synology.com/DSM/tutorial/What_is_the_Minimum_Size_I_Should_Consider_for_SSD_Cache
https://kb.synology.com/DSM/help/DSM/StorageManager/disk?version=7
https://www.synology.com/products/expansion
https://kb.synology.com/search?sources%5B%5D=white_paper&tags%5B%5D=Expansion_Unit
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SAN Manager & Storage Console
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33


https://kb.synology.com/DSM/help/DSM/AdminCenter/system_externaldevice_devicelist?version=7
https://kb.synology.com/DSM/help/StorageAnalyzer/StorageAnalyzer_desc?version=7
https://kb.synology.com/DSM/help/ScsiTarget/iscsi?version=7
https://kb.synology.com/DSM/help/ScsiTarget/fibre_channel?version=7
https://kb.synology.com/DSM/help/StorageConsoleforVMware/storageconsoleforvmware?version=7
https://kb.synology.com/DSM/help/StorageConsoleforWindows/storageconsoleforwindows?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_SAN_Manager
https://kb.synology.com/DSM/tutorial/How_to_install_Synology_Storage_Console_on_VMware

Virtual Machine Manager
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Container Manager
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https://kb.synology.com/DSM/help/Virtualization/VDSM_desc?version=7
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Virtual_Machine_Manager
https://kb.synology.com/DSM/help/Docker/docker_desc?version=7
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_share_desc?version=7
https://kb.synology.com/C2/tutorial/use_Hybrid_Share_snapshot_feature
https://kb.synology.com/C2/tutorial/use_Hybrid_Share_snapshot_feature
https://c2.synology.com/pricing/storage
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https://kb.synology.com/DSM/tutorial/Quick_Start_Hybrid_Share
https://kb.synology.com/DSM/tutorial/Quick_Start_Hybrid_Share
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Hybrid_Share
https://kb.synology.com/DSM/tutorial/How_to_encrypt_and_decrypt_shared_folders_on_my_Synology_NAS
https://kb.synology.com/DSM/tutorial/How_to_encrypt_and_decrypt_shared_folders_on_my_Synology_NAS
https://kb.synology.com/WP/Synology_Hybrid_Share_White_Paper/1
https://kb.synology.com/WP/Synology_Hybrid_Share_White_Paper/1
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https://kb.synology.com/DSM/help/DSM/AdminCenter/file_winmacnfs_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_winmacnfs_mac?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_winmacnfs_nfs?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/file_ftp_desc?version=7
https://kb.synology.com/DSM/help/FileStation/FileBrowser_desc?version=7
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https://kb.synology.com/DSM/help/SynologyDrive/drive_desc?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Drive_admin
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Drive_users
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Synology_Drive
https://kb.synology.com/DSM/help/CloudSync/cloudsync?version=7
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https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Cloud_Sync
https://kb.synology.com/DSM/tutorial/How_to_access_files_on_Synology_NAS_with_WebDAV
https://kb.synology.com/DSM/tutorial/How_to_migrate_calendar_from_WebDAV_Server_to_Synology_Calendar
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https://kb.synology.com/DSM/tutorial/Quick_Start_Active_Backup_for_Business
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Active_Backup_for_Business
https://kb.synology.com/DSM/help/ActiveBackup-Office365/activebackup_office365overview?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Active_Backup_for_Microsoft_365
https://kb.synology.com/search?sources%5B%5D=user_guide&services%5B%5D=Active_Backup_for_Microsoft_365
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https://kb.synology.com/DSM/tutorial/Quick_Start_Active_Backup_for_Google_Workspace
https://kb.synology.com/DSM/help/USBCopy/usbcopy_general?version=7
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https://kb.synology.com/DSM/help/HyperBackup/data_backup_create?version=7
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https://kb.synology.com/DSM/tutorial/Quick_Start_Hyper_Backup
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Hyper_Backup
https://kb.synology.com/DSM/help/SnapshotReplication/data_protection_mgr?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Snapshot_Replication
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https://kb.synology.com/search?sources%5B%5D=user_guide&services%5B%5D=Synology_High_Availability
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_High_Availability
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Synology_High_Availability
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_security_firewall?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_security_protection?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_certificate?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Security
https://kb.synology.com/DSM/help/DSM/SecureSignIn/signin_method?version=7
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Antivirus
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https://kb.synology.com//DSM/tutorial/Quick_Start_Secure_Signin
https://kb.synology.com/DSM/help/DSM/SecurityScan/securityscan_desc?version=7
https://kb.synology.com/DSM/help/AntiVirus/av_desc?version=7
https://kb.synology.com/DSM/help/AntiVirus-McAfee/av_desc?version=7
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QuickConnect

J Control Panel ?7 — @A X

s Q QuickConnect DDNS Router Configuration Advanced
~ File Sharing . B . .
QuickConnect makes it easy to connect to your Synolegy NAS from anywhere. Just enable QuickConnect below and register for a

[ Shared Folder Synology Account.

General
B File Services

I ' Enable QuickConnect I

22 User & Grou
= P QuickConnect ID i

B Domain/LDAP
Connect to your Synology NAS anywhere

~ Connectivity an web browsers, use the links below:

DSM: http://QuickConnect.to/

® External Access
On mabile devices and computer clients, enter the QuickConnect ID below on the login screen:

/‘\ Network QuickConnect ID: [N

@ security Advanced

B Terminal & SNMP Configure the permission settings for applications and services.

~ System Advanced Settings

@ 1nfo center

B Login portal

Reset Apply

o
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RTRININ

aunsadmuas QuickConnect Téif UHIAUAN > ATINEvaInAI8uan > QuickConnect FyuF i
(g QuickConnect
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https://kb.synology.com/DSM/tutorial/Quick_Start_External_Access
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_quickconnect?version=7
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o winnausoUsNI5laT19s09sl QuickConnect?

. [aunsaihdsginsal Synology wassuniu QuickConnect i aasvinagnals?
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Service Provi..
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/‘\ Network

@ security
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~ System

o Info Center

? — B X
DDNS Router Configuration Advanced
Delete Update Now Customize Provider
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ougiiniueiiy DDNS
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https://kb.synology.com/DSM/tutorial/What_are_the_differences_between_QuickConnect_and_DDNS
https://kb.synology.com/DSM/tutorial/Which_services_support_QuickConnect
https://kb.synology.com/DSM/tutorial/Why_can_t_I_connect_to_my_Synology_NAS_over_the_Internet_via_QuickConnect
https://kb.synology.com/WP/Synology_QuickConnect_White_Paper/1
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_ddns?version=7
https://kb.synology.com/DSM/tutorial/What_are_the_differences_between_QuickConnect_and_DDNS
https://kb.synology.com/DSM/tutorial/Frequently_asked_questions_about_DDNS
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‘v CALEI Al ALLEDY
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Bl Terminal & SNMP
A~ System
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|ﬂ Login Portal
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1} Update & Restore
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? — A X
General Network Interface Traffic Control Static Route Connectivity
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Enter the server name, DNS server and default gateway information.
Server name: MyDSM
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Connect via a proxy server
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https://kb.synology.com/SRM/tutorial/What_is_port_forwarding#x_anchor_id4
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_routerconf?version=7
https://kb.synology.com/DSM/tutorial/What_network_ports_are_used_by_Synology_services
https://www.youtube.com/watch?v=gMuV6tDfPkM

windeansivuanandidudu Wadniy uily 919 tendEudiu uazdadduanud dauesinandd
oo

521y DNS server: szuu@alawuu (DNS) asthouduiiogiiulwafisrdreliiufiogdaaviigynsal
Sumnafuiialy e Synology NAS ?Jamma%amiaﬁu?}aimuu i "www.synology.com" DNS server
axsufiavaulunsdunmmaneiay IP waeiulyd "210.61.203.200" wialii Synology NAS wagaautiinge
HoyavoorTuluald Tudiu wWald aauarunsaidon dvuadn DNS server gy azsz1y DNS server
NANWToNAUAIEDNEI1TDY

o [P ° v o - ' 2 oo o
o LYDHGDWIU ProxXy server: proxy server 5.]3‘1/]']'1/1%’]1/]Llﬂuaﬂﬂimﬁﬂ?]']flsiuﬂrlilfﬂqﬂﬁﬂiwa']ﬂiﬂu

(5

a s @ 2 o 9 U eu o ] '

DULNDILUG ¥INFADINITIEY Proxy #7113y Synology NAS wagmeu Widon Wonsanu proxy server Tu
' o, a '3 & a o 9

du Proxy {lou flag waz wase onstuadn v luly

puFifinduiendy niseeateFadnenaly.

159 uULnasYLATaY

J Control Panel ?2 — M X

A Q General Network Interface Traffic Control Static Route Connectivity

‘v CALENIdI ALLTDY
Create - Edit Delete Connect Manage -
/‘\ Network
LAN 1 DHCP

o Security Connected

Bl Terminal & SNMP PPPoE o

~  System

o Info Center
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_general?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_lan?version=7
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_pppoe?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_lan?version=7
https://kb.synology.com/DSM/tutorial/What_applications_on_Synology_NAS_are_IPv6_supported
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_vpnclient?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_linkaggr?version=7
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https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_trafficcontrol?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_route?version=7#b_26
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https://kb.synology.com/DSM/help/ProxyServer/proxy_server_desc?version=7
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_general?version=7#b_25
https://kb.synology.com/DSM/help/DSM/AdminCenter/connection_network_general?version=7#b_25
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se.test@Active Directory se.test master Enabled
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https://kb.synology.com/DSM/help/DNSServer/dns_server_desc?version=7
https://kb.synology.com/DSM/tutorial/How_to_set_up_your_domain_with_Synology_DNS_Server

DHCP Server

B DHCP Serve

B Vendor DHCP Server DHCP Clients

E}: PXE +’| Enable DHCF server
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Domain name:

Enable Web Proxy Automatic Discovery

URL:

Subnet list:

Create Edit

Start IP address

End IP address

Netmask

Gateway Enabled

DHCP server azi%uaan IP address wazwisfieasin3otne (1w subnet mask, DNS server 4a4) Ty
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B ven server
Manage VPN Service
B Overview
¥ Connection List
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£} General Settings
& Privilege

Set up VPN Server
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B8 openvPN

B9 (2TP/IPSeC

B

PPTP

IP range

Current connection

OpenVPN
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L2TP/IPSec
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Q
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https://kb.synology.com/DSM/help/DhcpServer/connection_network_dhcp_server?version=7

« L2TP/IPSec: lislamoafinannaiudutfialiinisidonds VPN farudaonsdy wazsousulaslnatoud
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guLiandin:
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https://kb.synology.com/DSM/help/VPNCenter/vpn_setup?version=7
https://kb.synology.com/DSM/tutorial/How_do_I_connect_to_Synology_VPN_Server_via_Windows_PC
https://kb.synology.com/DSM/tutorial/How_do_I_connect_to_Synology_VPN_Server_via_Mac
https://kb.synology.com/DSM/tutorial/How_to_connect_VPN_server_from_Android
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https://kb.synology.com/DSM/help/SynologyPhotos/photos_desc?version=7
https://kb.synology.com/DSM/help/SynologyPhotos/iPhone?version=7
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https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Photos
https://kb.synology.com/DSM/help/AudioStation/AudioStation2_desc?version=7
https://kb.synology.com/DSM/help/MediaServer/application_mediaserver_desc?version=7
https://kb.synology.com/DSM/tutorial/How_to_enjoy_multimedia_contents_stored_on_Synology_NAS_with_DLNA_UPnP_compliant_DMAs
https://kb.synology.com/DSM/help/DSM/AdminCenter/application_mediaindexservice_general?version=7
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https://www.synology.com/dsm/7.3/software_spec/advanced_media_extensions

UNN 13: AI5LHI1520

Surveillance Station (fulsgduanuilasasvssduioodniannsadsulidnduaniwmedauiiuansng
Auld Bumosufufisouiisuaznissessugunaniagnaniteueheliamugflaaauaznisiuiin sunns
udardousiufi uazldoruszuuiihszTanuunanslyd dusunissanisanudasadvuasidunis anniluan
wadiiatiaaniz DS cam

gruLiNad:
. afiaiFudul¥eru Surveillance Station

e 1@n&1% Surveillance Station

AuAINa0Y IP

#9354 Synology Camera wwsoniloasinsiziuazlsuudoninanizdn wanzdmsudlifidoonis
lugtunuylwdifsafianisaversaiuanudesnsli aadsainisadonndesvasuiinduiisessunin
8,900 Ju 59u8y PTZ, taudanian, taudualgsi wazquanizniedu 9 1§5nde

Fuagiunisusulivosaas ofinndes aaaiunsadendumginsaldaluddluniodreuioilouiog IP wio

429 IP dreautes windosmsiinndeaiuye THdnaannisavatvasndosiifioguso thnaunns xisx 4
nsanliarenivielWansiivuasn

2
£

Astufindloaunsananat Faremihvselkiduduauwmenisal e lvfifisesialofifinaiawintiui g

=0

InLAuYTDYa

72


https://kb.synology.com/search?services%5B%5D=Surveillance_Station&tags%5B%5D=Quick_Start
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Surveillance_Station
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C2 Backup for Surveillance
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https://c2.synology.com/surveillance/overview
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