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How to Configure Site-to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site-to-site
VPN between a ZyWALL/USG and an Amazon VPC platform. The example
instructs how to configure the VPN funnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network
Network 192.168.1.0 i Network 172.18.0.0
Netmask 255.255.255.0 Netmask 255.255.0.0

|| o |* P op— ]

: | =
\ } T S 1 { [
. . VPN Tunnel VPN Tunnel : . N

ZyWALL USG Amazon VPC

WAN [P 61.230.249.133 Gateway IP 52.39.135.203
LAN IP 192.168.1.1

LyWALL/USG Site-to-site IPSec VPN with Amazon VPC

‘\Q/'Nofe:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon
VPC (June, 2016).
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Set Up the IPSec VPN Tunnel on the Amazon VPC

1 Signinto the Amazon AWS Management Console. Go to Networking > VPC.

Amazon AWS Management Console > Networking > VPC

-

[ T] AWS v Services v

Quick Starts
Build a web app Launch a virtual machine - Back up'your files
Learn More Learn More
Build a backend for your Host a static website C/O/o Analyze big data
mobile app Learn More Dl:”:l Learn More
AWS Services

&2 Networking

VPC Direct Connect

Route 53

2 In the upper left-hand of the screen, click Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard

VPC Dashboard Resources ©&
4

Filter by VPC:
None M Start VPC Wizard Launch EC2 Instances
Virtual Private Cloud Note: Your Instances will launch in the US West (Oregon) region

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware

VPN Access, and then click Select.
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Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

B# AWS v Services v  Ec
Step 1: Select a VPC Configuration

\S/Pbc v:nh a Single Public Your instances run in a private, isolated section of the AWS cloud with a Amazon Virtual Private Cloud
ubne

private subnet whose instances are not addressable from the Internet Subnet
You can connect this private subnet to your corporate data center via an

VPC with Public and IPsec Virtual Private Network (VPN) tunnel

Private Subnets

Creates:
VPC with Public and A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
Private Subnets and between your Amazon VPC and your corporate network. (VPN charges
Hardware VPN Access apply.)
VPC with a Private

Subnet Only and
Hardware VPN Access

Corporate Data Center

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and

Private subnet. Click Next.

VPC with a Private Subnet Only and Hardware VPN

AWS v Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [172.18.0.0/16 | (65531 IP addresses available)
VPC name:
Private subnet* [ 172.18.0.0/24 | (251 IP addresses available)

Availability Zone:* | No Preference v
Private subnet name: | Private subnet
You can add more subnets after AWS creates the VPC

Add endpoints for S3 to your subnets

Subnet: | None v

Enable DNS hostnames:* @ Yes () No

Hardware tenancy:* | Default v

Cancel and Exit Back m
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5 Configure your VPN, add your ZyWALL/USG public IP address info Customer
Gateway IP. Name your Customer Gateway name and VPN Connection name.

Click Create VPC at the bottom of the blade.

Configure your VPN

AWS v Services v

Step 3: Configure your VPN

Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP:* | 61.230.249.133 |

Customer Gateway name: [ GW_to_ZyWALL/USG |

VPN Connection name: | CN_to_ZyWALL/USG |

Note: VPN Connection rates apply.
Specify the routing for the VPN Connection (Help me choose)

Routing Type:* | Dynamic (requires BGP) ¥

Cancel and Exit ‘ Back ‘ Create VPC

47%
Creating VPN (This may take a few minutes)...

6 Inthe VPC Dashboard, go to VPN Connections. Select Download Configuration
from the upper bar. Select Vendor and Platform to be Generic. Click Yes,

Download.
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VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Platorn [Gamere ] -
Software | Vendor Agnostic v

Cancel Yes, Download

7 Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and
Gateway IP address. Please make sure all the settings match your ZyWALL/USG's

setting.

Configuration txt. File
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IPSec Tunnel #1

#1: Internet Key Exchange Configuration
Configure the IKE SA as follows:

- Authentication Method : Pre-Shared Key

- Pre-Shared Key : 2EHrEASWT6QFMEBaaPZT1bBmnoUaCLhW
- Buthentication Algorithm : shal

- Encryption Algorithm : aes-128-cbc

- Lifetime : 28800 seconds

- Phase 1 Negotiation Mode : main

- Perfect Forward Secrecy : Diffie-Hellman Group 2

$2: IPSec Configuration
Configure the IPSec SA as follows:

- Protocol : esp

- Authentication Algorithm : hmac-shal-96

- Encryption Algorithm : aes-128-cbc

- Lifetime : 3600 seconds

- Mode : tunnel

- Perfect Forward Secrecy : Diffie-Hellman Group 2

recommend configuring DPD on your endpoint as follows:
- DPD Interval : 10
- DPD Retries : 3

#3: Tunnel Interface Configuration

Cutside IP Addresses:
- Customer Gateway : 61.230.249.133
- Virtual Private Gateway : 52.39.135.203

IPSec Dead Peer Detection (DPD) will be enabled on the AWS Endpoint.

We

Set Up the IPSec VPN Tunnel on the ZyWALL/USG

www.zyxel.com

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the Amazon VPC. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

1 2

Advanced Settings
IKE Version

© |KEVI
O IKEV2

Scenario

Wizard Type * VPN Settings * Wizard Completed

K]

Rule Name: | VPN_to_VPC

| ©@ Site-to-site I

© Remote Access (Server Role)
© Remote Access (Client Role)

O Site-to-site with Dynamic Peer

Then, configure the Secure Gateway IP as the peer Amazon VPC’s Gateway IP

address (in the example, 52.39.135.203); select My Address to be the interface

connected to the Internet.

Set the Negotiation, Encryption, Authentication, Key Group and SA Life Time

which Amazon VPC supports. Type a secure Pre-Shared Key.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1

Setting)
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VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed

1 2 K]
Advanced Settings

Phase 1 Setting

Secure Gateway: 52.39.135.203 (IP or FQDN])

My Address (interface): gel v

Negotiation Mode: Main N

Encryption Algorithm: AES128 v

Authentication Algorithm:| | SHAT v

Key Group: DH2 v

SA Life Time: 86400 (180 - 3000000 seconds)

NAT Traversal

[# bead Peer Detection (DPD) |

Avuthentication Method

©® Pre-Shared Key | 12345678
O Certificate default v

Continue to Phase 2 Settings to select the Encapsulation, Encryption,
Avuthentication, and SA Life Time settings which Amazon VPC supports.

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the Amazon VPC. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Phase 2 Setting)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed

1 2 3
Advanced Settings

Phase 2 Setting

Active Protocol: ESP v

Encapsulation: Tunnel v

Encryption Algorithm: |AES128 v

Authentication Algorithm: SHAI N7

SA Life Time: 86400 (180 - 3000000 seconds)

I(:’Fi:rsf()a:cf Forward Secrecy [None -
Policy Setting

Local Policy (IP/Mask): | 192.168.1.0 | /1255.255.255.0 |
Remote Policy (IP/Mask): | 172.18.0.0 | /|255.255.o.o |
Property

Nailed-Up
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizord Type > VPN Seflings > Wzord Completed

1 2

Advanced Settings
Summary
Rule Name:
Secure Gateway:
Pre-Shcred Key:
Loccl Policy (IP/Mcsk):
Remote Policy (IP/Mask):

Phase 1

Negotiation Mode:

Encryption Algorithm:

Key Group:
Phase 2

Active Protocol:
Encapsulation:

Encryption Algerithm:

Authentication Algorithm:

Authentication Algorithm:

3

VPN_to_VPC
52.39.135.203

12345678

192.168.1.0/ 255.255.255.0
172.18.0.0/ 255.255.255.0

man
aes128
sha

DH2

esp
tunnel
aes128

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Setfings > Wizard Completed

1 b s

Advanced Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: VPN_to_VPC

Secure Gateway: 52.39.135.203

My Address (interfcce): get

Pre-Shared Key: 12345678

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

O Add & i

1 @ VPN_to_Azure  VPN_to_Azure IPv4 aVPN_to VPC _LOCAL/aVPN_to_VPC_REMOTE

Page |1 of 1 Show |50 |v | items Displaying 1 -1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up
Time and the Inbound(Bytes)/Outbound(Bytes) traffic.
MONITOR > VPN Monitor > IPSec

1T WII_VPN_VPC 192.168.1.0/24<>172.18.0.0/24 61.230.249.133  P:52.39.135.203:4500 28 76292 0(0 bytes) 0(0 bytes)
Page |1 of 1 Show |50 |v | items Displaying 1 -1 of 1

To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.
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Ping from Local LAN to AWS VPC private Subnet for verification:
C:\Documents and Settings\ZyXEL>ping 172.18.6.15
Pinging 172.18.0.15 with 32 bytes of data:
Reply from 172.18.6.15 bytes=32 time=27ms

Reply from 172.18.0.15 bytes=32 time=32ms
Reply from 172.18.0.15 bytes=32 time=26ms

Reply from 172.18.0.15 bytes=32 time=27ms

Ping statistics for 172.18.0.15 =

Packets: Sent = 4, Received = 4, Lost = 8 (Bxz loss).
Approximate r»ound trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

Priority Category @ Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDJHASH]INOTIFY:INITIAL_CONTACT] IKE_LOG
Priority  Category | Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOCKIE] Invalid cookie, no sa found IKE_LOG
Priority = Category | Message Note

info IKE Recv: [HASHINOTIFY:NO_PROPOSAL_CHOSEN]) IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log
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23 2017-09-11 10:1... info KE Recvi[HASH][SA] [NONCE][ID][D] KE_LOG
127 2017-09-11 10:1... _info KE Phase 1 IKE SA process done KE_LOG

How to Configure Site-to-site IPSec VPN with Microsoft (MS)
Azure

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZyWALL/USG and a Microsoft (MS) Azure platform. The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network

Local Network

Network 192.77.1.0 i Network 10.1.0.0
Netmask 255.255.255.0 ; { Netmask 255.255.0.0
o = 0

‘ : > 2 |
........................................... : VEN Tunnel VPN Tunnel
ZyWALL USG MS Azure

WAN IP 59.124.163.151 Gateway IP 13.75.42.148

LAN IP 192.77.1.1

LyWALL Site-to-site IPSec VPN with Microsoft (MS) Azure

“O'Note:
1. All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

www.zyxel.com

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the MS Azure. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 g

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3
Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express
@ Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Advanced Settings
IKE Version
@ |KEV]
O IKEv2

Scenario

Rule Name: | VPN_to_Azure

|© Site-to-site I

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

Then, configure the Secure Gateway IP as the peer MS Azure’s Gateway IP
address (in the example, 13.75.42.148); select My Address to be the interface

connected to the Internet.

Set the Negotiation, Encryption, Authentication, Key Group and SA Life Time which
MS Azure supports. Please make sure you disable Dead Peer Detection (DPD)
which is not supported in the MS Azure IKEv1 Policy-based. Type a secure Pre-

Shared Key.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

1 Setting)

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 2 S

Advanced Settings
Phase 1 Setting

Secure Gateway: 13.75.42.148
My Address (interface): gel
Negotiation Mode: Main
Encryption Algorithm: AES256
Authentication Algorithm: || SHAT

Key Group: DH2

SA Life Time: 86400

NAT Traversal

[C] Dead Peer Detection (DPD)
Avthentication Method

© Pre-Shared Key | 12345678

O Certificate default

(IP or FQDN}

(180 - 3000000 seconds)

\Q’No’re: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway

connections.
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Continue to Phase 2 Settings to select the Encapsulation, Encryption,

Authentication, and SA Life Time settings which MS Azure supports.

Set Local Policy fo be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the MS Azure. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

2 Setting)

VPN Setup Wizard

1 2

Advanced Settings
Phase 2 Setting
Active Protocol:
Encapsulation:

Encryption Algorithm:

SA Life Time:

Perfect Forward Secrecy
(PFS):

Policy Setting
Local Policy (IP/Mask]):
Remote Policy (IP/Mask):

Property

Nailed-Up

Authentication Algorithm:

Wizard Type * VPN Seftings * Wizard Completed

3

ESP
Tunnel
AES128
SHAT
86400

None

(180 - 3000000 seconds)

[19277.1.0

1255.255.255.0

[10.1.0.0

1255.255.0.0

\Q’No’re: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway

connections.

This screen provides a read-only summary of the VPN tunnel. Click Save.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wazord Type > VPN Selfings > Wzord Completed

! 2
Advanced Settings
Summary
Rule Nome:

Secure Gateway:
Pre-Shared Key:

Local Policy (IP/Mosk):
Remote Policy (IP/Mask):
Phase 1

Negotiation Mode:

Encryption Algorithm:

Key Group:
Phase 2

Active Protocol:

Encepsulction:

Encryption Algorithm:

Authentication Algorithm:

3

VPN_to_Azure

13.75.42.148

12245678

192.77.1.0/ 255.255.255.0
10.1.0.0/255.255.0.0

main
aes128
sha

DH2

esp
tunnel

3es128

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appearin

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Seffings > Wizard Completed
1 2 s

Advanced Setftings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: VPN_to_Azure
Secure Gaoteway: 13.75.42.148
My Address (interface): get

12345678

Pre-Shcred Key:

Set Up the IPSec VPN Tunnel on the MS Azure

Sign into the Windows Azure Management Portal. In the upper left-hand corner of

the screen, click +New > Networking > Virtual Network.

Azure portal > New > Networking > Virtual Network

Vv New ) Networking

New Networking

Resource groups
MARKETPLACE FEATURED APPS
5 Al resources
Virtual Machines ) Virtual Network
Recent <".> Create a logically isolated section in

Web + Mobile Microsoft Azure and securely

2 connect it outward.
App Services
Data + Storage

Traffic Manager profile

Virtual machines (classic) Data + Analytics

Virtual machines Internet of Things

— B
SQL databases Networking ExpressRoute

Cloud services (classic) Media + CDN

Hibrid Intaoration
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Near the bottom of the Virtual Network blade, from the Select a deployment

model list, select Resource Manager, and then click Create.

New > Networking > Virtual Network > Select a deployment model

v New > Networking > Virtual Network

Virtual Network

Resource groups

-
2 All resources Create a

connect it to

Recent Virtual N
Azure

ver, mainframes, and UNIX.

an Wi
App Services en W
Use Virtual Network to:
Virtual machines (classic)

¢ Extend your datacenter

Virtual machines ¢ Build distributed applications
¢ Remotely debug your applications
SQL databases u n m
4 B E
Cloud services (classic)
BLISHER Microsoft

) Security Center

Select a deployment model @

? Subscriptions

| Resource Manager v

Browse >

On the Create virtual network page, enter the NAME for the VPN network. For
example, VPN_Vnet_to_USG. Add your Address Space, Subnet name and a single

Subnet address range.

Click Resource group and either select an existing resource group, or create a

new one by typing a name for your new resource group. For example, RG_USG.

LOCATION is directly related to the physical location (region) where the virtual

machines (VMs) reside. The region associated with the virtual network cannot be

changed after it has been created.
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Then, click the Create button. After clicking Create, you will see a tile on your
dashboard that will reflect the progress of your VNet. The file will change as the

VNet is being created.

New > Networking > Virtual Network > Create virtual network

v New ) Networking ) Virtual Network ) Create virtual network

Create virtual network

Resource groups

All resources * Name

VPN_Vnet_to_USG
Recent

* Address space @
10.1.0.0/16 v
10.1.0.0 - 10.1.255.255 (65536 addresses)

* Subnet name

App Services

Virtual machines (classic)

s s Azure_Local_Policy
Virtual machines

* Subnet address range @
SQL databases 101.0.0/24 »
10.1.0.0 - 10.1.0.255 (256 addresses)

Cloud services (classic) Subscription

| Free Trial

Security Center

* Resource group

Subscriptions

| + New

Browse > New resource group name

RG_USG

Location

East Asia

Pin to dashboard

In the portal, navigate to the virtual network to which you just created. On the
blade for your virtual network, click the Settings icon at the top of the blade to

expand the Setting blade to Subnets > Add > Add Subnet. Name your subnet
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GatewaySubnet. You should not name it anything else, or the gateway will not
work. Add the IP Address range for your gateway. Click OK af the bottom of the

blade to create the subnet.

VPN Vnet_to_USG > Settings > Subnet > Add subnet

Vv VPN_Vnetto USG ) Settings > Subnets > Add subnet Se s @ VZE ] © @

ngs Subnets Add subnet

% Resource groups

£ All resources

© Recent NA A ADDRESSRANGE ~  AVAILABLE ADDR..
brr + TRoBLESHOOTING

‘ App Services A Azure_Local_Policy 10.1.0.0/24

X virtual machines (classic)
B virtual machines J— N
kac

R sqL databases

@ Cloud services (classic)
@ security Center
¥ subscriptions

Browse >

In the portal, go to New, then Networking. Select Virtual network gateway from

the list. On the Create virtual network gateway blade Name field, name your
gateway. Next, choose the Virtual network that you want to deploy this gateway

fo.

Click the arrow (>) to open the Choose public IP address blade. Then click Create
New fto open the Create public IP address blade. Input a Name for your public IP
address. Note that this is not asking for an IP address. The IP address will be
assigned dynamically. Rather, this is the name of the IP address object that the

address will be assigned to. Click OK to save your changes.
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For Gateway type, select VPN. For VPN type, select Policy-based. For Resource
Group, the resource group is determined by the Virtual Network that you select.
For Location, make sure it's showing the location that both your Resource Group

and VNet exist in.

New > Networking > Create virtual network gateway > Choose public IP address >

Create public IP address

\ « ChoosepublicIPaddress > Create public IP address Sel urces @y & 0O 06

Create virtual network gateway Choose public IP address Create public IP address

Resource groups

S Al resources

Recent

Create new —
7 [ VPN_GW_to_USG_Public_IP /]
Nor

results
& App services * Virtu >

B3 virtual machines (classic)

>
B virtual machines Choose a public IP address

R sqL databases
& Cloud services (classic)
W security Center

¥ subscriptions

Browse >

In the Azure Portal, navigate to New > Networking > Local network gateway. The
local network gateway refers to your ZyWALL/USG public IP and local subnet

settings.

On the Create local network gateway blade, specify a Name for your
LyWALL/USG gateway object.

Specify public IP address of your ZyWALL/USG. It cannot be behind NAT and has
to be reachable by Azure. Address space refers to the address ranges on your
ZyWALL/USG local network. For Resource Group, select the resource group that

you created before. For Location, if you are creating a new local network
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gateway, you can use the same location as the virtual network gateway. But, this

is not required. The local network gateway can be in a different location.
Click Create to create the local network gateway.
New > Networking > Local network gateway

v New ) Networking ) Create local network gateway

Create local network gateway

Resource groups

All resources * Name

I VPN_Connection_to_USG

Recent

* |P address @

| 59.124.163.151

App Services

Virtual machines (classic) Address space @

Virtual machines 192.77.1.0/24

SQL databases

Cloud services (classic) Subscription

| Free Trial

Security Center
* Resource group @

[ re_usc

? Subscriptions

Location

Browse »
[ Eastasia

Pin to dashboard

=]
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Locate your virtual network gateway (VPN_Connection_to_USG in this example)
and click Settings > Connection > Add connection, Name your connection. For
Connection type, select Site-to-site (IPSec). For Virtual network gateway, the
value is fixed because you are connecting from this gateway (VPN_GW_to_USG in

this example).

For Local network gateway, select the local network gateway that you want to

use (VPN_Connection_to_USG in this example).

For Shared Key (PSK), the value here must match the value that you are using for
your ZyWALL/USG device. For Resource Group, select the resource group that you

created before. Click OK to create your connection.

VPN_Connection_to_USG > Settings > Connections > Add connection

Vv VPN_Connection_to USG ) Settings > Connections )» Add connection Search resources

Connections ., Add connection

+

Resource groups Add

222 All resources * Name

[ Azure vnet usG /|

Recent NAME B STATUS - CONNECTION TYPE g VIRTUAL NETWO...
Connection type @
App Services No results | o I
Virtual machines (classic)
|' Virtual network gateway @ S
GW
Virtual machines VPN_GW._to USG
* Local network gateway @
R sQL databases e a
VPN_Connection_to_USG
Cloud services (classic)
* Shared key (PSK) @
) Security Center \_/I
Subscriptions ‘ ‘
Browse >
Resource group @
RG_USG a
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When the connection is complete, you'll see it appear in the Connections blade

for your Gateway.

VPN_Connection_to_USG > Settings > Connections

Vv  VPN_Connection_to USG ) Settings > Connections

Connections

=+

Add

° NAME 8 STATUS A CONNECTION TYPE A VIRTUAL NETWO... ~

‘ Azure_Vnet_USG Unknown Site-to-site (IPsec) VPN_GW_to_USG

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

© Add & Edit @ Remove @ Activate @ Inactivate @ Connect @ Disconnect B@ Object References
1 9@ VPN_to_Azure  VPN_to_Azure Pv4 aVPN_to_Azure LOCAL/a VPN_to_Azure REMOTE
Page |1 of 1 Show |50 |v|items Displaying 1 - 1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_Azure 192.77.1.0/24<>10.1.0.0/16 59.124.163.151  P:13.75.42.148:4500 14 86406 0(0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 |v | items Displaying 1 - 1 of

Go to Azure_Vnet_USG > Settings to check the tunnel DATA IN and DATA OUT.

VPN > VPN Settings > Currently Active VPN Tunnels

v/  Azure Vnet USG ) Settings

Azure Vnet USG

i}
w Essentials A A B O
_ 0B
Connected 576 B
@ East Asia ~
= 23a31ce5-c9fa-4da3-958b-8bb1b6fe8790 - _to_ 24
All se JS =>
o
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To test whether or not a tunnel is working, ping from a computer at one site to a

computer at the other. Ensure that both computers have Internet access.

PC behind ZyWALL/USG > Window 7 > cmd > ping 10.1.0.33

IC:\Documents and Settings\ZyREL>ping 10.1.6.33

Pinging 10.1.8.33 with 32 hytes of data:

time =18ms
time =17ms
time=17ms
time=16ms

10.1.08.33 =
10.1.08.33 =
18.1.08.33 =
18.1.8.33 =

bytes=32
bytes=32
bytes=32
bytes=32

Reply from
Reply from
Reply from
Reply from

Ping statistics for 160.1.0.33:

Packets: Sent = 4, Received = 4, Lost = 0@ (B% loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms,. Maximum = 18ms, Average = 17ms

PC behind MS Azure> Window 7 > cmd > ping 192.77.1.33

C:\Documents and Settings“\ZyXEL>ping 192.77.1.33

Pinging 192.77.1.33 with 32 hytes of data:

192.77.1.33
192.77.1.33
192.77.1.33
192.77.1.33

Reply from
Reply from

Reply from
Reply from

Ping statistics for

hytes=32
hytes=32
hytes=32
hytes=32

192.77.1.33 =

time=27ms
time=32ms
time=26ms
time=27ms

Packets: Sent = 4, Received = 4, Lost = 0@
Approximate round trip times in milli-seconds:
Minimum = 26ms, Maximum = 32ms,. Average = 28ms

(B%~ loss>.
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What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the MS
Azure IKE Phase 1 setup list.

MONITOR > Log

Priority  Category Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[ID[HASH]INOTIFY:INITIAL_CONTACT] IKE_LOG
Priority = Category | Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority Category Message Note

info IKE Recv:[HASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase 2
Settings are supported in the MS Azure IKE Phase 2 setup list.

MONITOR > Log

19 2017-09-11 ... info IKE [SA] : No proposal chosen IKE_LOG
20 2017-09-11... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH] [SA] [NONCE][ID][ID] KE_LOG
32 2017-09-11 ... info IKE Phase 1 IKE SA process done IKE_LOG
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How to Configure GRE over IPSec VPN Tunnel

This example shows how to use the VPN Setup Wizard to create a GRE over
IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site. When the GRE over IPSec VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network H
Network 192.168.1.0 i Network 192.168.2.0
Netmask 255.255.255.0 i Netmask 255.255.255.0
GRE Tunnel @ GRE Tunnel T
! VPN Tunnel VPN Tunnel L
ZyWALL USG (HQ) ZyWALL USG (Branch)
WAN [P 61.228.245.247 WAN P 111.250.184.80
LAN IP 192.168.1.1 LAN P 192.168.2.1

LyWALL/USG GRE over IPSec VPN

Q" Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL 310
(Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of
Corporate Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 &)
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express
O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings
IKE Version

© |KEV]
O IKEV2

Scenario

Rule Name: | WIZ_VPN_HQ
©@ Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

Configure Secure Gateway IP as the Branch’s WAN IP address (in the example,

111.250.184.80). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy fo be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type > VPN Seftings * Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 111.250.184.80 (IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.168.1.0 255.255.255.0
Remote Policy (IP/Mask): [192.168.2.0 255.255.255.0
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings
(Summary)

VPN Setup Wizard

Wazord Type > VPN Seftings > Wzord Completed

1 2 3
Express Seftings
Summary
Rule Name: WIZ_VPN_HQ
Secure Gateway: 111.250.184.30
Pre-Shcred Key: 12345678
Local Policy (IP/Mcsk): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Meask):  192.168.2.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Setfings > Wizard Completed

1 2 3

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_HQ

Secure Gateway: 111.250.184.80

Pre-Shcred Key: 12345678

Local Policy (IP/Maosk): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.20/255.255.255.0

51/743



ZYXEL ——

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any fo let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
9 Pre-Shared Key sescccse
[C] unmasked
Certificate My Certificates
D User Based PSK i J
Advance
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer ID Type: Any Ll

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Settings > Policy. Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

.......... PN_HQ_LOC ¥  SUBNET, 192.168.1.0/24

0 0O
i

m

A SUBNET, 192.168.2.0/24

The GRE tunnel runs between the IPsec public interface on the HQ unit and the
Branch unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add. Enter
the Interface Name (The format is funnelx, where x is 0 - 3.). Enter the IP Address
and Subnet Mask for this interface. Specify My Address to be the interface or IP
address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name:
Zone:

Tunnel Mode:

IP Address Assignment

IP Address:
Subnet Mask:

Metric:

Gateway Settings

My Address
©@ |nterface

O IP Address

Remote Gateway Address:

tunnell

TUNNEL
GRE

[10.0.0.1

[255.255.255.0

0 [0-15)

111.250.184.80

Static -- 61.226.245.247/255.255.255.255
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of
Corporate Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 &)
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 3
2

Express Settings
IKE Version

@ |KEV]
O IKEV2

Scenario

Rule Name: [[wiz_veN_Branch

| © Sife-’ro-siiel

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

Configure Secure Gateway IP as the HQ's WAN IP address (in the example,

61.228.245.247). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG (Branch) and Remote Policy to be the IP address range of the
network connected to the ZyWALL/USG (HQ).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seftings > Wizard Completed
Express Settings
Configuration
Secure Gateway: [61.228.245.247 | PorraDy)
Pre-Shared Key: [12345678 |
Local Policy (IP/Mask): [192.168.2.0 |  [255.255.255.0 [
Remote Policy (IP/Mask): [192.168.1.0 | 255.255.255.0 [
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Seffings > Wezord Completed
1 2 3
Express Settings
Summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Pre-Shcred Key: 12345678
Local Policy (IP/Mask): 192.168.2.0/255.255.255.0
Remote Policy (IP/Mask):  192.168.1.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >
Wizard Completed

VPN Setup Wizard

Wazord Type > VPN Settings > Wizard Completed

1 2 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_B8ranch

Secure Gateway: 61.228.245.247

Pre-Shcred Key: 12345878

Local Policy (IP/Mask): 192.168.2.0 1 255.255.255.0

Remote Policy (IP/Mask): 19216810/ 255255 2550
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any fo let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
® Pre-Shared Key esscccce
[ unmasked
Certificate My Certificates
D User Based PSK i
Advance
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer ID Type: Any ﬂ

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Settings > Policy. Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

Policy
N_Bronch_L ¥ SUBNET, 192.168.2.0/24

NIZ_VPN_Branch_f v SUBNET, 192.168.1.0/24

The GRE tunnel runs between the IPsec public interface on the Branch unit and

the HQ unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add. Enter
the Interface Name (The format is funnelx, where x is 0 - 3.). Enter the IP Address

and Subnet Mask for this interface. Specify My Address to be the interface or IP

address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Encble

Interface Properties

Interface Name: tunnel2 |
Zone: TUNNEL v ©
Tunnel Mode: GRE v

IP Address Assignment

IP Address: 10.0.0.2
Subnet Mask: 255.255.255.0
Metric: 0 [0-15)

Gateway Settings

My Address
@ |nterface gel v Static -- 111.250.184.80/255.255.255.255
O IP Address

Remote Gateway Address: 61.228.245.247

Test the GRE over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
O Add I
1 @ WIZ_VPN_HQ WIZ_VPN_HQ IPv4 aWlZ_VPN_HQ_LOCAL/a...
Page |1 of 1 Show |50 |v| items Displaying 1 -1 of 1

58/743




ZYXEL ——

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up
Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_HQ 192.168.1.0/24<>192.168.2.0/24 61.225.245.247 P:111.250.184.80 86360 0(0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

Priority | Category = Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDJHASH]INOTIFY:INITIAL_CONTACT] IKE_LOG
Priority  Category Message Note
error  IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error  IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority = Category | Message Note

info IKE Recv:[HASH]INOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
LyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : No proposal chosen KE_LOG
20 2017-09-11... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH] [SA] [NONCE][ID][ID] KE_LOG
32 2017-0%-11 ... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure Site-to-site IPSec VPN Where the Peer has

a Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN

with the Peer has a Static IP Address. The example instructs how to configure the

VPN tunnel between each site. When the VPN tunnel is configured, each site can

be accessed securely.

Local Network
Network 192.168.1.0 :
Netmask 255.255.255.0 :

VPN Tunnel VPN Tunnel

ZyWALL USG
WAN [P 172.101.30.68
LAN IP 192.168.1.1

Local Network i
Network 192.168.10.0
: Netmask 255.255.255.0 ;

y i o H =
iy ]
ZyWALL USG

WAN IP 172.100.30.54

LAN IP 192.168.10.1

LyWALL Site-to-site IPSec VPN with a Static IP Address Peer

“U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)In the

LyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings wizard

to create a VPN rule that can be used with the remote ZyWALL/USG. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 2!

Welcome

@ VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 3
2

Express Settings
IKE Version

© |KEVI
O IKEV2

Scenario

Rule Name: [wiz_veN_HQ

©@ Site-to-site
O Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

63/743



ZYXEL ——

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the

example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seflings * Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: [172.100.30.54 | PorFaDNy)
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask):  [192.168.1.0 | /4255.255.255.0 |
Remote Policy (IP/Mask): |192.168.10.0 | /255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizord Type > VPN Settings > Wizard Completed
1 2 3
Express Seftings
Summary
Rule Name: WIZ_VPN_HQ
Secure Gateway: 172.100.30.54
Pre-Shcred Key: 12345678
Local Policy (IP/Mask): 192.168.1.0/255.255.255.0
Remote Policy (IP/Mcsk):  192.168.10.0/255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wazord Type > VPN Seftings > Wizard Completed
1 2 3

Express Seftings

Congratulations. The VPN Access wizard is completed

Summary
Rule Nome: WIZ_VPN_HQ
Secure Goteway: 172.100.30.54
Pre-Shared Key: 12345678
Loccl Policy (IP/Mcsk): 192.168.1.0/ 255.255.255.0
Remote Policy (IP/Mask):  192.168.10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Avuthentication > Peer ID Type

Authentication

© Pre-Shared Key CEXERRRR
[[J unmasked
O Certificate My Certificates
© User Based PSK @
Advance
Local ID Type: IPv4 N
Content: 0.0.0.0
Peer D Type: Any =

65/743



ZYXEL ——

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
(Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed
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Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 3
2

Express Settings

IKE Version

© |KEVI
O KEv2

Scenario

Rule Name: [ wiz_ven_erancn

© Site-to-site

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)
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Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 K]
2

Express Settings
Configuration
Secure Gateway: [172.101.30.68 |  tPorFaDN)
Pre-Shared Key: [12345678 |
Local Policy (IP/Mask): 192.168.1.0 /255.255.255.0
Remote Policy (IP/Mask): [192.168.10.0 /R55.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizord Type > VPN Seftings > Wazord Completed
1 2 3
Express Seftings
Summary
Rule Nagme: WIZ_VPN_Branch
Secure Gateway: 172.101.3068
Pre-Shcred Key: 12345678
Local Policy (IP/Mask): 192.168.1.0 / 255.255.255.0
Remote Policy (IP/Mask):  192.168.10.0/255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Settings > Wizard Completed
1 2 s

Express Seftings

Congratulations. The VPN Access wizard is completed

Summary
Rule Neme: WIZ_VPN_Branch
Secure Geteway: 172.101.3068
Pre-Shared Key: 12345578
Loccl Policy (IP/Mask): 192.168.1.0/255.255.255.0

o
>

19

(1

168.10.0 / 255.255.255.0

o
<

Remote Policy (IP/Mask):

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Avuthentication > Peer ID Type

Authentication

© Pre-Shared Key CEXERRRR
[[J unmasked
O Certificate My Certificates
© User Based PSK @
Advance
Local ID Type: IPv4 N
Content: 0.0.0.0
Peer D Type: Any =
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

1 @ VPN_to_Azure  VPN_io_Azure Pv4 a /a

Page |1 of 1 Show |50 |v items Displaying 1 - 1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 Hub_HQ-to-Branch_A 192.168.1.0/24<>192.168.10.0/24 172.101.30.68 P:172.100.30.54 101 86319 0(0 bytes) 0(0 bytes
Page |1 of 1 Show |50 |v items Displaying 1 - 1 of

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:\Documents and Settings\ZyXEL>ping 192.168.168.33
Pinging 192.168.108.33 with 32 hytes of data:

Reply from 192.168.10.33: bytes=32 time =18ms

Reply from 192.168.10.33: bytes=32 time=17ms
Reply from 192.168.10.33: bytes=32 time=17ms

Reply from 192.168.10.33: bytes=32 time=16ms

Ping statistics for 192.168.108.33:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ns
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PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
C:\Documents and Settings“\ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: bytes=32 time=27ms

Reply from 192.168.1.33: bytes=32 time=32ms

Reply from 192.168.1.33: bhytes=32 time=26ms
Reply from 192.168.1.33: bhytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 0@ (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms,. Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Sefttings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Priority Category ' Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDHASHIINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority | Category | Message Note

info IKE Recv:[HASH]INOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentfication method and PFS to establish the IKE SA.
71/743



ZYXEL

MONITOR > Log

www.zyxel.com

19 2017-09-11 ... info KE [SA] : No proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH] [SA] [NONCE][ID][ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies

allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with the Peer has a Dynamic IP Address. The example instructs how to configure

the VPN tunnel between each site. When the VPN tunnel is configured, each site
can be accessed securely.

Local Network : Local Network
Network 192.168.1.0

! Network 192.168.10.0

Netmask 255.255.255.0 ; | Netmask 255.255.255.0 ;

S . ey .

T A SEel

VPN Tunnel VPN Tunnel S,
ZyWALL USG

ZyWALL USG
WAN [P Dynamic
LAN [P 192.168.10.1

WAN [P 172.101.30.68
LAN IP 192.168.1.1

LyWALL Site-to-site IPSec VPN with a Dynamic IP Address Peer

\Q'Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example
was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network

73/743




ZYXEL ——

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 &

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.
Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site with Dynamic Peer. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type > VPN Seftings * Wizard Completed
1 3
2

Express Settings
IKE Version

© |KEVI
O KEv2

Scenario

Rule Name: | WIZ_VPN_HQ

O site-to-site
© Site-to-site with Dynamic Peerl

© Remote Access (Server Role)
© Remote Access (Client Role)

Type a secure Pre-Shared Key (8-32 characters). Then, set Local Policy to be the
IP address range of the network connected to the ZyWALL/USG and Remote

Policy to be the IP address range of the network connected to the peer

LYWALL/USG.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type > VPN Seflings * Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: Any
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask): [ 192.168.1.0 | 4{255.255.255.0
Remote Policy (IP/Mask): | 192.168.10.0 |  4255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Pre-Shcred Key:

Wizord Type > VPN Sefftings > Wzord Completed
1

2 3
Express Seftings
Summary
Rule Naome: WIZ_VPN_HQ
Secure Goteway: Any
12345678

Local Policy (IP/Mask):  192.168.1.0/255.255.255.0

192.168.10.0/ 255.255.255.0

Remote Policy (IP/Mcsk):

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed
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VPN Setup Wizard

Wazord Type > VPN Seffings > Wizard Completed

1 2 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Ncme: WIZ_VPN_HQ

Secure Goteway: Any

Pre-Shcred Key: 12345678

Local Policy (IP/Mask): 192.168.1.0/255.255.255.0

Remote Policy (IP/Mgsk):  192.168.10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Avuthentication > Peer ID Type

Avuthentication

©® Pre-Shared Key cececens
[CJ unmasked
O Certificate My Certificates
© User Based PSK (i ]
[+] Advance
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer ID Type: Any v

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
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(Branch has a Dynamic IP Address)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings to

create a Site-to-site VPN Rule Name.

Quick Setup > VPN Setup Wizard > WelcomeQuick Setup > VPN Setup Wizard >

Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

78/743



ZYXEL

www.zyxel.com

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 &)
2

Express Settings
IKE Version

@ |KEv]
O IKev2

Scenario

Rule Name: | WIZ_VPN_Branch_Dynamic I

@ Site-to-site

O Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).
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Set Local Policy to be the ZyWALL/USG local IP address that can use the VPN
tunnel and set Remote Policy to the peer ZyWALL/USG local IP address that can
use the VPN tunnel. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seftings * Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 172.101.30.68 (IP or FQDN}
Pre-Shared Key: 12345678
Local Policy [IP/Mask):  [192.168.10.0 |  [255.255.255.0 |
Remote Policy (IP/Mask): 12216810 | [255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizard Type » VPN Seltings > Wezaord Completed
1 2 3
Express Seftings
Summary
Rule Nome: WIZ_VPN_Branch_Dynamic
Secure Goteway: 172.101.30.68
Pre-Shcred Key: 12345673
Loccl Pokicy (IP/Mosk): 192.168.10.0/255.256.255.0
Remote Policy (IP/Mask):  192.168.1.0/255255255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >
Wizard Completed
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VPN Setup Wizard

Wizard Type > VPN Seffings » Wizard Completed

1 2 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_Branch_Dynamic

Secure Gateway: 172.101.30.68

Pre-Shared Key: 12345678

Local Policy (IP/Mask): 0.0.0.0/255.255.255.0

Remote Policy (IP/Mask):  Any

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Avuthentication > Peer ID Type

Authentication

© Pre-Shared Key sscccsee
[[J unmasked
O Certificate My Certificates
© User Based PSK o
[+] Advance
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer ID Type: Any -

Test the IPSec VPN Tunnel

The Site-to-site VPN with Dynamic Peer can only initiate the VPN tunnel from the

peer has a dynamic IP Address. Go to CONFIGURATION > VPN > IPSec VPN > VPN
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Connection, click Connect on the upper bar. The Status connect icon is lit when

the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Go to MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time and
Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_Branch_Dynamic 192.168.1.0/24<>... 172.101.30.68 D:172.100.30.54 18 86402 0(0 bytes) 0(0 bytes)

Show |50 |v.

Displaying 1 -1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:\Documents and Settings\ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytes of data:
from 192.168.1.33: bytes=32 time=27ms TTL=43
from 192.168.1.33: bytes=32 time=32ms TTL=43
from 192.168.1.33: bytes=32 time=26ms TTL=43
from 192.168.1.33: bhytes=32 time=27ms TTL=43

Ping statistics for 192.168.1.33:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).

Approximate round trip times in milli-seconds:
Minimum = 26ms, Maximum = 32ms. Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:\Documents and Settings“\ZyXEL>ping 192.168.16.33
Pinging 192.168.18.33 with 32 hytes of data:
Reply from 192.168.10.33: bhytes=32 time=18ms

Reply from 192.168.10.33: bytes=32 time=17ms
Reply from 192.168.10.33: bhytes=32 time=17ms

Reply from 192.168.10.33: bhytes=32 time=16ms

Ping statistics for 192.168.10.33:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms,. Maximum = 18ms, Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Priority Category Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDJHASH]INOTIFY:INITIAL_CONTACT] IKE_LOG
Priority Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COCKIE] Invalid cookie, no sa found IKE_LOG
Priority = Category | Message Note

info IKE Recv:[HASHIINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authenfication method and PFS to establish the IKE SA.
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MONITOR > Log

www.zyxel.com

19 2017-09-11 ... info KE [SA] : No proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH][SA] [NONCE][ID][ID] KE_LOG
32 2017-0%-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies

allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to
Site VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site while one Site is behind a NAT
router. When the IPSec Site to Site VPN tunnel is configured, each site can be

accessed securely.

NAT Router
WAN IP 172.100.20.30 J

LAN I[P 192.168.1.1 )
i Local Network

Local Network :
i Network 192.168.20.0 :

Network 10.10.10.0 i : :
Netmask 255.255.255.0 : (&% I_ : Netmask 255.255.255.0 ;
1 : el f/ | o | :
| BT ] A e A H
1]— i ’ t\Q' P -l
ZyWALL USG_HQ ZyWALL USG_Branch S
WAN P 192.168.1.33 WAN IP 172.100.30.40
LAN  IP 10.10.10.1 LAN  IP 192.168.20.1

LyWALL/USG Site to Site VPN while one Site is behind a NAT router

‘\Q/'Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and
ZyWALL 310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
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Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 &)
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings

IKE Version

@ |KEVI
O IKEV2

Scenario

Rule Name: | WIZ_VPN_HQ

© Site-to-site

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

Configure Secure Gateway IP as the Branch’s WAN IP address (in the example,

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy fo be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 &)
2

Express Settings
Configuration
Secure Gateway: [ 172.101.30.40 | tPorFaDn)
Pre-Shared Key: [ 12345678 |
Local Policy (IP/Mask):  [10.10.10.0 | }255.255.255.0 [
Remote Policy (IP/Mask]: | 192.168.20.0 | [255.255.255.0 [

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard
Wazord Type > VPN Seftings > Wzord Completed
1 2 3
Express Seftings
Summary
Rule Name: WIZ_VPN_HQ
Secure Goteway: 172.100.30.40
Pre-Shcred Key: 12345678
Local Policy (IP/Mesk): 10.10.10.0/ 255.255.255.0
Remote Policy (IP/Mask):  192.168.20.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Settings > Wizard Completed

1 2 s

Express Sefttings
Congratulations. The VPN Access wizard is completed
Summary

Rule Nome: WIZ_VPN_HQ

Secure Gateway: 172.100.30.40

Pre-Shared Key: 12345878

Local Policy (IP/Maosk): 10.10.10.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.20.0/255.255.235.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any fo let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
© Pre-Shared Key seccccce
[[] unmasked
© Certificate My Certificates
- User Based PSK i ]
Advance
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer D Type: Any v

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

@ VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 3
2

Express Settings

IKE Version

@ |KEVI
O IKEv2

Scenario

Rule Name: [wiz_vPN_Branch

® Site-to-site
© Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway IP as the Branch’s WAN IP address (in the example,

172.100.20.30). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy fo be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type > VPN Seftings * Wizard Completed
1 &;
2

Express Settings

Configuration

Secure Gateway: 172.100.20.30 (IP or FQDN]

Pre-Shared Key: 12345678

Local Policy {IP/Mask): 192.168.20.0 | 1255.255.255.0 |
Remote Policy (IP/Mask): [10.10.10.0 | [255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

Wizord Type » VPN Settings > Wzord Completed
3

! 2
Express Seftings
Summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 172.100.20.30
Pre-Shcred Key: 12343678
Local Policy (IP/Macsk): 192.168.20.0/ 255.255.255.0

Remote Policy (IP/Mask):  10.10.10.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Setfings > Wizard Completed

1 2 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_Branch

Secure Gateway: 172.100.20.30

Pre-Shored Key: 12345678

Local Policy (IP/Mask): 192.168.20.0 / 255.255.255.0

Remote Policy (IP/Mask):  10.10.10.0/ 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any fo let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
©® Pre-Shared Key seccccce
[C] unmasked
© Certificate My Certificates
© User Based PSK O
Advance
Local ID Type: IPv4 v
Content: 0.0.0.0
Peer ID Type: Any M

Set Up the NAT Router (Using ZyWALL USG device in this
example)

Go to CONFIGURATION > Network > NAT > Add. Select the Incoming Interface

on which packets for the NAT rule must be received. Specified the User-
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Defined Original IP field and Type the translated destination IP address that this
NAT rule supports.

CONFIGURATION > Network > NAT > Add

General Settings

Enable Rule
Rule Name: VPN_NAT

Port Mapping Type

Classification: O Virtual Server © Many 1:1 NAT
Mapping Rule
Incoming Interface: | gel V|
Original IP: User Defined v
User-Defined Original IP: | 172.100.20.30 | (IP Addiress)
Mapped IP: User Defined v
User-Defined Mapped IP: | 192.168.1.33 | (IP Address)

Port Mapping Type:

Go to CONFIGURATION > Security Policy > Policy Control. IP forwarding must be
enabled at the firewall for the following IP protocols and UDP ports:

IP protocol = 50 — Used by data path (ESP)

IP protocol = 51 — Used by data path (AH)

UDP Port Number = 500 — Used by IKE (IPSec control path)

UDP Port Number = 4500 — Used by NAT-T (IPsec NAT traversal)
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CONFIGURATION > Security Policy > Policy Control

www.zyxel.com

General Seftings

[¥] Encble Policy Conrol

IPv4 Configuration

[ Allow Asymmetrical Route

© Add

LAN_Outgoing
DMZ_to_WAN

SSL_VPN_Outg...
TUNNEL_Outg...
LAN_to_Device
DMI_to_Device

WAN_to_Device

W N o O s W N =

10 @  SSLVPN_to D...
1 ? TUNNEL_fo_De...

age |1 of 1

PSec_VPN_Ou...

PSec_VPN_to_...

alA any (Exc...

al aWAN
any (Exc...

al any (Exc...

aTUNNEL  any (Exc...

alA IyWALL

a DMZ IyWALL

WA IyWALL

- IyWALL

s IyWALL

aTUNNEL  ZyWALL

any any

Show (50 |v|items

any

any

any
any
any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any

« Default_Allow_WAN_To_ZyWALL

any
any
any
any
any
any
any
any

none
none
none
none
none
none
none

none

Default_Allow_WAN_To_ZyWALL

any
any
any Description:
1y Members:
AH
ESP
IKE
NATT
GRE
[ npoy | _ne M

System Default Allow From WAN To ZyWALL

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

1 @ WIZ_VPN_HQ WIZ_VPN_HQ IPv4 aWlZ VPN_HQ LOCAL/aWIZ_VP Q_REMOTE

ige |1 of 1 Show |50 || items Displaying 1 -1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up
Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec
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1 WIZ_VPN_HQ 10.10.10.0/24<>192.168.20.0/24 192.168.1.33  P:172.100.30.40:4500 14 86406 0(0 bytes) 0(0 bytes)

Show |50 |v | items Displaying 1 -1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG (HQ) > Window 7 > cmd > ping 192.168.20.33
C:\Documents and Settings\ZyXEL>ping 192.168.20.33
Pinging 192.168.208.33with 32 hytes of data:

Reply from192.168.208.33: hytes=32 time=27ms
Reply from192.168.208.33: hytes=32 time=32ms
Reply from192.168.20.33: hytes=32 time=26ms
Reply from192.168.208.33: hytes=32 time=27ms

Ping statistics for 192.168.20.33:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms

PC behind ZyWALL/USG (Branch) > Window 7 > cmd > ping 10.10.10.33
C:\Documents and Settings\ZyXEL>ping 10.10.168.33
.10.33 with 32 bytes of data:
18.18.33: time =18ms TTL=54
10.10.18.33: time =17?ms TTL=54

10.10.18.33: time=17ms TTL=54
10.10.18.33: time=16ms TTL=54

Ping statistics for 10.16.10.33:

Packets: Sent = Received = 4, Lost = B (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ns

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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Priority Category = Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COCKIE] Invalid cookie, no sa found IKE_LOG
Priority = Category | Message Note

info IKE Recv:[HASHIINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log

message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the

HQ and Branch sites must use the same Protocol, Encapsulation, Encryption,
Authentication method and PFS to establish the IKE SA.
MONITOR > Log

19 2017-09-11 ... info KE [SA] : No proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-0%-11 ... info KE Send:[HASH] [SA] [NONCE][ID][ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.

How to Configure Hub-and-Spoke IPSec VPN

This is an example of a hub-and-spoke VPN with the HQ ZyWALL/USG as the hub

and spoke VPNs to Branches A and B. When the VPN tunnel is configured,

traffic

passes between branches via the hub (HQ). Traffic can also pass between

spoke-and-spoke through the hub. Here are two methods to set up hub-and-

spoke VPN connections: 1. With VPN Concentrator 2. Without VPN Concentrator.
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With just two branch offices, you could just manually set up VPN tunnels between
HQ and the branches. With many branches it's best to use the VPN Concentrator

to set up branch-HQ tunnels automatically.

ZyWALL/USG Hub-and-Spoke VPN Example

i Local Network i
i Network 192.168.168.0
: Netmask 255.255.255.0

)=

\\/
’ ZyWALL USG

Bl 11 seees ] WAN IP 172.16.10.1
LAN [P 192.168.168.1 ......cccvivrrciriireserisesmssig

Local Network i Local Network
Network 192.168.167.0 : @ | Network 192.168.169.0
Netmask 255.255.255.0 i Netmask 255.255.255.0
1 7, K i '
=i ] EETRrTTTTE | B e A —— 1 H
‘7‘}‘ il L\\Q" W [
Spoke_Branch A Spoke_BranchB :
ZyWALL USG ZyWALL USG
WAN IP 172.16.20.1 WAN IP 172.16.30.1
LAN IP 192.168.167.1 LAN IP 192.168.169.1

\Q/Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the IPSec VPN Tunnel on the ZyWALL/USG by Using VPN
Concentrator Hub_HQ-to-Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

@ VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

©® Express
© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type > VPN Seftings * Wizard Completed
1 3
2

Express Settings
IKE Version

@ |KEVI
O IKEV2

Scenario

Rule Name: |Hub_HQ-to-Bronch_A
© Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Branch A’s Gateway IP address (in

the example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch A’s Pre-Shared Key.

Set Local Policy fo be the IP address range of the network connected to the

Hub_HQ and Remote Policy to be the IP address range of the network connected

to the Branch A. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed
1 &
2

Express Settings
Configuration
Secure Gateway: 172.16.20.1 (IP or FQDN])
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.168.168.0 [255.255.255.0 |
Remote Policy (IP/Mask): [192.168.167.0 /255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wazord Type > VPN Seffings > Wzord Completed

1 2 3
Express Seftings
Summary
Rule Name: Hub_HQ-t0-Branch_A
Secure Goteway: 172.16.20.1
Pre-Shcored Key: 12345678
Local Policy (IP/Mask): 192.168.168.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.167.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizord Type > VPN Setfings > Wizard Completed

1 2 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Nome: Hub_HQ-to-Branch_A

Secure Geteway: 172.16.20.1

Pre-Shcred Key: 12345678

Local Policy (IP/Mcsk): 192.168.168.0 / 255.255.255.0

Remote Policy (IP/Maosk):  192.168.167.0/235.255.255.0

Hub HQ-to-Branch_B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

@ VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express
© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings
IKE Version

@ |KEvI
O IKEv2

Scenario

Rule Name: | Hub_HQ-to-Branch_B
|© Site-to-site |
O Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Branch B's Gateway IP address (in

the example, 172.16.30.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch B’s Pre-Shared Key.

Set Local Policy fo be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected
to the Branch B. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

1 2

Express Settings

Configuration

Secure Gateway:
Pre-Shared Key:

Local Policy (IP/Mask):
Remote Policy (IP/Mask]:

Wizard Type > VPN Settings * Wizard Completed

3
172.16.30.1 (IP or FQDN])
12345678
192.168.168.0 255.255.255.0
192.168.16%.0 255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

2

Express Seftings
Summary
Rule Name:
Secure Goteway:
Pre-Shcred Key:
Local Policy (IP/Mask):

Remote Policy (IP/Mask):

Wizord Type > VPN Seftings > Wzord Completed
1

3

Hub_HQ-to-Branch_8
172.16.30.1

12345678

192.168.168.0 /1 255.255.255.0

192.168.169.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard

Completed
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VPN Setup Wizard

Waord Type > VPN Setfings > Wizard Completed

1 4 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Ncme: Hub_HQ-t0-Branch_B

Secure Goteway: 172.16.30.1

Pre-Shcred Key: 12345678

Local Policy (IP/Mask): 192.168.168.0/ 255.255.255.0

Remote Po[icy (|P/}.1°sk) 192.168.169.0/ 255.255.255.0

Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator,
add a VPN Concentrator rule. Select VPN tunnels to be in the same member

group and click Save.
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¥ Edit VPN Concentrator Hub-and-Spoke

Name: 'Hub-and-Spoke

VPN_to_Azure -
Spoke_Branch_A
Spoke_Branch_B
WIZ_VPN_Bronch

Hub_HQ_to_Branch_A
Hub_HQ_to_Branch_B v

EEDDE=

ok cancel |

¥ Edit VPN Concentrator Hub-and-Spoke

Name: 'Hub-ond-Spoke

Available

VPN_to_VPC
VPN_to_Azure
Spoke_Branch_A
Spoke_Branch_B
WIZ_VPN_Branch
Hub_HQ_to_Branch_A
Hub_HQ_to_Branch_B

EEOOBE®

ok cancol |

Spoke_Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

@ VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 3
2

Express Settings

IKE Version

@ |KEV]
O IKEV2

Scenario

Rule Name: Spoke_Branch_A

| © Site-to-site I

O site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which
must match your Hub_HQ's Pre-Shared Key.

Set Local Policy fo be the IP address range of the network connected to the
Spoke_Branch_A and Remote Policy to be the IP address range of the network

connected to the Hub_HQ. Click OK.
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VPN Setup Wizard
Wizard Type * VPN Settings > Wizard Completed
1 - 3
Express Settings
Configuration
Secure Gateway: 172.16.10.1 (IP or FQDN]}
Pre-Shared Key: 12345678
Local Policy (IP/Mask]: | 192.168.167.0 |  }255.255.255.0 |
Remote Policy (IP/Mask): [[192.168.168.0 | [255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selfings > Wzord Completed
1 2 3
Express Seftings
Summary
Rule Nome: Spoke_Branch_A
Secure Gateway: 172.16.10.1
Pre-Shared Key: 12345678
Local Policy (IP/Maosk): 192.168.167.0 / 255.255.255.0
Remote Policy (IP/Mask):  192.168.168.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Waaord Type > VPN Settings > Wizard Completed

1 2 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Nome: Spoke_Branch_A

Secure Gateway: 172.16.10.1

Pre-Shcred Key: 12345678

Local Policy (IP/Mask): 192.168.167.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.168.0/255.255.255.0

Go to Network > Routing > Policy Route to add a Policy Route to allow fraffic from

Spoke_Branch_A to Spoke_Branch_B.

Click Create new Object and set Address to be the local network behind the

Spoke_Branch_B. Select Source Address to be the local network behind the
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Spoke_Branch_A. Then, scroll down the Destination Address list to choose the

newly created Spoke_Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

€» Add Policy Route
Show Advanced Settings 18] Create new Object¥
Criteria
User: any v
Incoming: any (Excluding ZyV v
Source Address: |Spock_Bronch_A_l v|
Destination Address: |SpOCk_Banch_B_L V|
DSCP Code: any N
Schedule: none N
Service: any v
Next-Hop
Type: |VF‘N Tunnel V|
VPN Tunnel: |Spoke_Bronch_A V|

Spoke_Branch_B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
112/743



ZYXEL ——

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

@ VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 2 3

Express Settings
IKE Version

@ |KEV]
© IKev2

Scenario

Rule Name: |Spoke_Brcnch_B
© Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in

the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which
must match your Hub_HQ's Pre-Shared Key.

Set Local Policy fo be the IP address range of the network connected to the
Spoke_Branch_B and Remote Policy to be the IP address range of the network
connected to the Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Settings > Wizard Completed
1 - 3
Express Settings
Configuration
Secure Gateway: | 172.168.10.1 | (IP or FQDN])
Pre-Shared Key: 12345678 |
Local Policy (IP/Mask): 192.168.169.0 | 4255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.168.0 | 2552552550 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizord Type > VPN Seftings > Wezord Completed
3

L 2
Express Settings
Summary
Rule Name: Spoke_Branch_B
Secure Gateway: 172.16.10.1
Pre-Shcred Key: 12345678
Local Policy (IP/Mask): 192.168.169.0 / 255.255.255.0

Remote Policy (IP/Mask):  192.168.163.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Waord Type > VPN Seffings > Wizard Completed

1 2 s

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Nome: Spoke_Branch_8

Secure Goteway: 172.16.10.1

Pre-Shared Key: 12345678

Locel Policy (IP/Mask): 192.168.169.0 / 255.255.255.0

Remote Policy (IP/Mask):  192.168.168.0/ 255.255.255.0

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A.

Click Create new Object and set Address to be the local network behind the

Spoke_Branch_A. Select Source Address to be the local network behind the
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Spoke_Branch_B. Then, scroll down the Destination Address list o choose the

newly created Spoke_Branch_A_LOCAL address. Click OK.

Network > Routing > Policy Route

€» Add Policy Route
Show Advanced Setiings 18] Creafe new Object?¥
Criteria
User: any N7
Incoming: any (Excluding ZyV v
Source Address: Spock_Branch_B_L v
Destination Address: Spock_Branch_A_L ¥
DSCP Code: any v
Schedule: none v
Service: any v
Next-Hop
Type: VPN Tunnel N
VPN Tunnel: Spoke_Branch B v

Test the IPSec VPN Tunnel
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Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 Q% Hub_HQ-to-Branch_A Hub_HQ-to-Branch_A aHub_HQ-to-Branc LOCAL/aHub_HQ-to-Branc REN
2 9@ Hub_HQ-to-Branch_B Hub_HQ-to-Branch_B aHub_HQ-to-Branch_B_LOCAL/aHub EMC
Page (1 | of1 Show [50 || items Displaying 1-20

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

0 Add

1 9@ Spoke-Branch_A Spoke-Branch_A aSpoke-Branc

Page |1 of 1 Show |50 || items

Displaying 1-1 of 1

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

© Add

1 Q%ﬁ, Spoke-Branch_B Spoke-Branch_B aSpoke-Branch_B_LOC

Page |1 of 1 Show |50 |v|items Displaying 1 - 1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time

and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A
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@ Disconnect @ Connection Check

My Address Secure Gatew... Up Time Timeout Inbound(... Outboun...
1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 253 86167 0(0bytes)  0(0 bytes)
2 Hub_HQ-to-Branch_B  192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 63 86352 1{78 bytes)  0(0 bytes)
Page |1 of 1 Show |50 V‘ items Displaying 1 -2 of 2
Connectivity Check
Connectivity Check
IP Address: 1192.168.167.1 |

Result

® |ICMP Connectivity Check PASS on Hub_HQ-tc-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B
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@ Disconnect @ Connection Check

My Address Secure Gatew... Up Time Timeout Inbound(... Outboun...
1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1  P:172.16.20.1 253 86167 0(0 bytes) 0(0 bytes)
2 Hub_HQ-to-Branch_B  192.168.168.0/24<>192.168.169.0/24 172.16.10.1  P:172.16.30.1 68 86352 1(78 bytes)  0(0 bytes)
Page El of 1 Show items Displaying 1 - 2 of 2

Connectivity Check

Connectivity Check
IP Address: 1192.168.169.1 |

Result

@ ICMP Connectivity Check PASS on Hub_HQ-ic-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

My Address  Secure Gat... UpTime Timeout Inbound(B... Outbound(...
1 Spoke_Branch_A 192.168.167.0/24<>192.168.168.0/24  172.16.20.1 P:172.16.10.1 66 86354 0(0 bytes) 0(0 bytes)
Page E] of 1 Show [50 || items Displaying 1-1 of 1

Connectivity Check

Connectivity Check
P Address: | 192.168.168.1 |
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Result

@ ICMP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_B  192.168.169.0/24<>192.168.168.0/24 172.16.30.1 P:172.16.10.1 8 86412 0(0 bytes) 0(0 bytes)
Page |1 of 1 Show |50 |v | items Displaying 1-1 of 1
Connectivity Check
Connectivity Check
IP Address: 192.168.168.1

Result

@ ICMP Connectivity Check PASS on Spoke-Branch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.
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Priority Category @ Message Note

info IKE Recv:[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDJHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority Category @ Message Note

info IKE Recv:[HASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Seftings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

19 2017-09-11 ... info KE [SA] : No proposal chosen IKE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH] [SA] [NONCE][ID][ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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Set Up the IPSec VPN Tunnel of ZyWALL/USG without Using VPN
Concentrator Hub_HQ-to-Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Branch A’'s Gateway IP address (in the
example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which must

match your Branch A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Hub_HQ-to-Branch_#

IKE Version

Gateway Settings

My Address
© |nterface ge2 N DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4
Peer Gateway Address

© Static Pn'rnc]r\,/ 172.16.20.1
Address

Secondary 0.0.0.0

[C] Fall back to Primary Peer Gateway when possible

© Dynamic Address @@
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Avuthentication

© Pre-Shared Key sescscee

[l unmasked

O Certificate My Certificates
© User Based PSK i ]
[¥] Advance

Phase 1 Settings

SA Life Time: 86400 {180 - 3000000 Seconds)
Negotiation Mode: Main v
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Encble

Connection Name: Hub_HQ-to-Branch_A

[¥] Advance

VPN Gateway

Application Scenaric
@ Site-to-cf

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Hub_HQ-to-Branck v| ge2 172.16.20.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the locall

network behind Hub_HQ to Branch_B and an address of local network behind

Branch A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE v
Starting IP Address: 192.168.168.0
End IP Address: 192.168.16%9.0
Remote Policy
@ Add Address Rule
Name: Branch_A
Address Type: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0

Set Local Policy tfo be HQ-to-Branch_B and Remote Policy to Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[¥] Advance

Phase 2 Setting

SA Life Time:
[] Advance

Related Settings

Ione:

HQ-to-Branch_B N

Branch_A N
86400 (180 -
IPSec_VPN v O

RANGE, 192.168.168.0-192.168.165.0

SUBNET, 192.168.167.0/24

3000000 Seconds)
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Hub_ HQ-to-Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Branch B's Gateway IP address (in
the example, 172.16.30.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch B’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable
VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Version

Gateway Settings

My Address
© |nterface ge2 N DHCP client -- 172.16.10.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address

© Static Primary  |172.16.30.1
Address

Secondary 0.0.0.0

[C] Fall back to Primary Peer Gateway when possible

© Dynamic Address @

Avuthentication

© Pre-Shared Key [socoeees

[C] unmasked
O Certificate My Certificates
© User Based PSK i
Advance
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Encble

Connection Name: Hub_HQ-to-Branch_B

[¥] Advance

VPN Gateway
Application Scenario
© Site-to-site
O Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HQ-to-Branck v| ge2 172.16.30.1, 0.0.0.0

1277743



ZYXEL

www.zyxel.com

Click Create new Object on the upper bar to add the address range of the locall

network behind Hub_HQ to Branch_A and an address of local network behind

Branch B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
@ Add Address Rule
Name: HQ-to-Branch_A
Address Type: RANGE 7
Starting IP Address: 192.168.167.0
End IP Address: 192.168.168.0
Remote Policy
€ Add Address Rule
Name: Branch_B
Address Type: SUBNET v
Network: 192.168.169.0
Netmask: 255.255.255.0

Set Local Policy to be HQ-to-Branch_B and Remote Policy to Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
Advance

Phase 2 Setting

SA Life Time:
[*] Advance

Related Settings

Zone:

HQ-to-Branch_A |V

Hub HQ-to-Branctk ¥

86400

IPSec_VPN N

RANGE, 192.168.167.0-192.168.168.0
SUBNET, 192.168.169.0/24

(180 - 3000000 Seconds)
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Spoke_Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ's Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Settings

My Address
©® |nterface ge2 Vv | DHCP client -- 172.16.20.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address

\é\ Static Pn'n\cr\y/ 172.16.10.1
Address

Secondary| 0.0.0.0

[C] Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Avuthentication

© Pre-Shared Key secscees

[ unmasked
O Certificate
© User Based PSK
[] Advance

Phase 1 Settings

SA Life Time: 86400
Negotiation Mode: Main
[*] Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Connection Name: Spoke_Branch_A

Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Spoke_Branch_A

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address of the local

network behind Branch A and the address range of the local network behind

Hub_HQ to Branch_B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

€ Add Address Rule
Name: Branch_A
Address Type: SUBNET 7
Network: 192.168.167.0
Netmask: 255.255.255.0

Remote Policy

@ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE N7
Starting IP Address: 192.168.168.0
End IP Address: 192.168.169.0

Set Local Policy fo be Branch_A and Remote Policy fo HQ-to-Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
Advance

Phase 2 Setting

SA Life Time:
Advance

Related Settings

Zone:

Branch_A N

HQ-to-Branch_B v

86400

IPSec_VPN v

SUBNET, 192.168.167.0/24
RANGE, 192.168.168.0-192.168.169.0

{180 - 3000000 Seconds)
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Spoke_Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ's Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Spoke_Branch_B

IKE Version

Gateway Settings

My Address
©® |nterface ge?2 N DHCP client -- 172.16.30.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address

©® Stotic Primary 172.16.10.1
Address

Secondary 0.0.0.0

[[] Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Avuthentication
© Pre-Shared Key
[[] unmasked
© Certificate
© User Based PSK
[*] Advance

Phase 1 Settings
SA Life Time:

Negotiation Mode:
Advance

86400

Main

(180 - 3000000 Seconds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Encble

Connection Name:

Spoke_Branch_B

[¥] Advance

VPN Gateway

Application Scenario
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_B

v

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address of local network

behind Branch B and address range of local network behind Hub_HQ to

Branch_A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

@ Add Address Rule
Name: Branch_B
Address Type: SUBNET "
Network: 192.168.169.0
Netmask: 255.255.255.0

Remote Policy

€ Add Address Rule
Name: HQ@-to-Branch_A|
Address Type: RANGE v
Starting IP Address: 192.168.167.0
End IP Address: 192.168.168.0

Set Local Policy to be Branch_B and Remote Policy to HQ-to-Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:
Remote policy:
Advance

Phase 2 Setting

SA Life Time:
Advance

Related Settings

Zone:

Branch_B %

HQ-to-Branch_A v

86400

IPSec_VPN 7

SUBNET, 192.168.169.0/24

RANGE, 192.168.167.0-192.168.168.0

(180 - 3000000 Seconds)

134/743




ZYXEL

www.zyxel.com

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
0 Add
1 @ Hub_HQ-to-Branch_A Hub_HQ-to-Branch_A  aHO-fo-Branch _B/aB
2 (.) @ Hub_HQ-to-Branch_B Hub_HQ-to-Branch_. B aHQ-to-Branch AfaB B
Page |1 of 1 Show |50 |v|items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add [

1 9@

Page |1 of 1 Show

Spoke_Branch_A
50 |v|items

Spoke_Branch_A aBranc Ja HQ-to-Branch_B

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 @ Spoke_Branch_B Spoke_Branch_B
Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A

1 Hub_HQ-to-Branch_A 192.168.168.0-192.168.169.0<>192.168.167.0/24  172.16.10.1  P:172.16.20.1 584 85836 0(0by... 0(0by...

2 Hub_HQ-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24  172.16.10.1  P:172.16.30.1 23 86397 0(0 by... 0(0by...

Page |1 of 1 Show |50 |v|items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.168.167.1

Result .

® ICMP Connectivity Check PASS on Hub_HQ-tc-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B

1 Hub_HQ-to-Branch_A 192.168.168.0-192.168.169.0<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 584 85836 0(0by... 0(0by...

2  Hub_HQ-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24  172.16.10.1  P:172.16.30.1 23 86397 0(0by... 0(0by...

Page |1 of 1 Show |50 |v|items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.168.169.1
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Result

@ ICMP Connectivity Check PASS on Hub_HQ-tc-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

& sconnect nC K
# Name Policy My Address  Secure Gateway UpTime Timeout Inbou... Outb...
1 Spoke_Branch_A 192.168.167.0/24<>192.168.168.0-192.168.169.0  172.16.20.1 P:172.16.10.1 30 73410 0(0 by... 0(0by...
Page E] of 1 Show items Displaying 1 -1 of 1
Connectivity Check
Connectivity Check

IP Address: 192.168.168.1

Result

@ ICMP Conneciivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

My Address  Secure Gatew... 4 UpTi... Time... Inbo... Ouib...

1 Spoke_Branch_B 192.168.169.0/24<>192.168.167.0-192.168.168.0 172.16.30.1 P:172.16.10.1 115 86305 0(0b... 0O(0b...
Page E] of 1 Show |50 . items Displaying 1 -1 of 1
Connectivity Check
Connectivity Check

IP Address: 192.168.168.1

[_ok__J cancel
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Result

® ICMP Connectivity Check PASS on Spoke-Branch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

Priority Category Message Note

info IKE Recv: [NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDJHASH]INOTIFY:INITIAL_CONTACT] IKE_LOG
Priority Category @ Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority Category @ Message Note

info IKE Recv:[HASH]INOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
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If you see that Phase 1 IKE SA process done but still get [info] log message as
below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All
ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

19 2017-09-11 ... info KE [SA] : No proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH] [SA] [NONCE][ID][ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE
uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the
remote IPSec device also has NAT traversal enabled.
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How to Use Dual-WAN to Perform Fail-Over on VPN Using the

VPN Concentrator

This is an example of using Dual-WAN to perform fail-over on a hub-and-spoke
VPN with the HQ ZyWALL/USG as the hub and spoke VPNs to Branches A and B.

When the VPN tunnel is configured, fraffic passes between branches via the hub

(HQ). Traffic can also pass between spoke-and-spoke through the hub. If the

primary WAN interface is unavailable, the backup WAN interface will be used.

When the primary WAN interface is available again, fraffic will use that interface

again.

Local Network i
Network 192.168.167.0 :
Netmask 255.255.255.0

eHE—

Local Network H
Network 192.168.168.0 :
i Netmask 255.255.255.0 }

‘ ' Hub_HQ
‘ ZyWALL USG

WAN_1 IP 172.16.10.1
WAN_2 IP 172.100.110.1
LAN

IP 192.168.168.1

¥ a—

Spoke_BranchA

ZyWALL USG

WAN_1 IP 172.16.20.1
WAN_2 IP 172.100.120.1
LAN IP 192.168.167.1

- TS %/——\ Hi=

Spoke_BranchB

ZyWALL USG

WAN_1 IP 172.16.30.1
WAN_2 IP 172.100.130.1
LAN IP 192.168.169.1

Local Network
i Network 192.168.169.0;
: Netmask 255.255.255.0 :

Hub & Spoken VPN Using the VPN Concenftrator with Backup

\A/ANI

\Q/Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG Hub_HQ-to-
Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch A’s wan1 IP address (in the
example, 172.16.20.1) and Secondary Gateway IP as the Branch A’s wan2 |P
address (in the example, 172.100.120.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Hulb_HQ-to-Branch_A

IKE Version

Gateway Settings

My Address
©@ |nterface ge2 w7 DHCP client -- 172.16.10.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address
@ Static Pn’n-ﬂor\’; 172.16.20.1
Address Secondary] 172.100.120.1

| Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

[60-84400 seconds)
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Avuthentication

© Pre-Shared Key sececcne

[l unmasked

© Certificate My C
O User Based PSK i
Advance

Phase 1 Seftings

SA Life Time: 86400 {180 - 3000000 Seconds)
Negotiation Mode: Main v
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hub_HQ-to-Branch_A

Advance

VPN Gateway
Application Scenario
© site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hulb_HQ-to-Branck|v| ge2 172.16.20.1, 172.100.120.1
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Click Create new Object to add the address of local network behind Hub_HQ and

an address of local network behind Branch A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

@ Add Address Rule
Name: Hub_HQ
Address Type: SUBNET 7
Network: 192.168.168.0
Netmask: 255.255.255.0

Remote Policy

© Add Address Rule
Name: Spoke_Branch_A_LOr
Address Type: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0]

Set Local Policy to be Hub_HQ and Remote Policy to Branch_A which are newly

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: [ Hub_HQ v|  SUBNET, 192.168.168.0/24
Remote policy: | spock_Branch_A_Liv]  SuBNET, 192.168.167.0/24
Advance

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
Advance
Related Settings

Zone: IPSec_VPN v ©
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Hub_ HQ-to-Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch B’s wan1 [P address (in the
example, 172.16.30.1) and Secondary Gateway IP as the Branch B's wan2 |P
address (in the example, 172.100.130.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Version

Gateway Settings

My Address
©® |nterface ge2 Vl DHCP client -- 172.16.10.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address
® Static Primary  [172.16.30.] |
Addiress Secondary] 172.100.130.] |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300

[60-86400 seconds)
Interval:
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Authentication

© Pre-Shared Key sescscee
[ unmasked
O Certificate
© User Based PSK (i ]
[*] Advance

Phase 1 Settings

SA Life Time: 86400 (180 - 3000000 Seconds)
Negotiation Mode: Main v
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection to enable VPN
Connection. Select scenario as Site-to-site and VPN Gateway which is configured

in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings
Enable
Connection Name: Hub_HQ-to-Branch_B

[¥] Advance

VPN Gateway

Application Scenario

© Site-to-site

O site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HQ-to-Branck| v | ge2 172.16.30.1, 172.100.130.1
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Click Create new Object to add an address of local network behind Hub_HQ and

an address of local network behind Branch B.
CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

€ Add Address Rule
Name: Hub_HQ
Address Type: SUBNET "z
Network: 192.168.168.0
Netmask: 255.255.255.0

Remote Policy

€ Add Address Rule
Name: Spoke_Branch_B_LO(
Address Type: SUBNET v
Network: 192.168.169.0
Netmask: 255.255.255.0

Set Local Policy o be Hub_HQ and Remote Policy to Branch_B which are newly

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy

Local policy: Hub_HQ v|  SUBNET, 192.168.168.0/24

Remote policy: Spock Branch B Lv SUBNET, 192.168.169.0/24
[¥] Advance

Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
[¥] Advance

Related Settings

Zone: IPSec_VPN v (i )
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Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator,
add a VPN Concentrator rule. Select VPN tunnels to the same member group and

click Save.

&) Add VPN Concentirator

Naome: Hub-and-Spoke

VPN_to_VPC
VPN_to_Azure
WIZ_VPN_HQ
WIZ_VPN_Branch
O,
b to

EEDQOE=E

&> Add VPN Concentrator

Name: Hub-and-Spoke

COEEE | o

VPN_to_VPC |I~bb_HQ-io-8mnch_A

VPN_to_Azure
Hub_HQ_to_Branch_B
WIZ_VPN_Branch
Spoke_Branch_A
Spoke_Branch_B
Hub_HQ_to_Branch_A

EEOOEE
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Spoke_Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ’s wan1 IP address (in the
example, 172.16.10.1) and Secondary Gateway IP as the Hub_HQ’s wan2 IP
address (in the example, 172.100.110.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ'’s

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings
Qe

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Settings

My Address
® Interface ge2 "l DHCP client -- 172.16.20.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address

® static Primary  [172.16.10.1 |
Address

Secondc:ryl 172.100.110.1 |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

[80-86400 seconds)
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Avuthentication

© Pre-Shared Key seesccce

[[] unmasked
O Certificate By Cerificates
© User Based PSK i
Advance

Phase 1 Seftings

SA Life Time: 86400 (180 - 3000000 Seconds)
Negotiation Mode: Main v
[¥] Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Spoke_Branch_A

[¥] Advance

VPN Gateway

Application Scenario
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Spoke_Branch_A ¥ | ge2 172.16.10.1, 172.100.110.1
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Click Create new Object to add the address of local network behind Branch A

and an address of local network behind Hub_HQ

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

€ Add Address Rule
Name: Spoke_Branch_A_LOr
Address Type: SUBNET N
Network: 192.168.167.0
Netmask: 255.255.255.0]

o

Remote Policy

@ Add Address Rule
Name: Hub_HQ
Address Type: SUBNET v
Network: 192.168.168.0
Netmask: 255.255.255.0

Set Local Policy to be Spoke_Branch_A_LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:
Remote policy:
[¥] Advance

Phase 2 Setting

SA Life Time:
Advance

Related Settings

Zone:

Spoke_Branch_A_L| v

Hub_HQ 7
86400
IPSec_VPN v

SUBNET, 192.168.167.0/24
SUBNET, 192.168.168.0/24

(180 - 3000000 Seconds)
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Go to Network > Routing > Policy Route to add a Policy Route to allow fraffic from

Spoke_Branch_A to Spoke_Branch_B.

Click Create new Object and set the address to be the local network behind the
Spoke_Branch_B. Select Source Address to be the local network behind the
Spoke_Branch_A. Then, scroll down the Destination Address list to choose the

newly created Spoke_Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any N
Incoming: any (Excluding ZyV|Y
Source Address: |Spoke_B’cnch_A_l VI
Destination Address: ISpoke_B.'cnch_B_L "l
DSCP Code: any hd
Schedule: none v
Service: any %
Next-Hop
Type: |\/PN Tunnel V|
VPN Tunnel: |Spok.e_B'cnch_A VI

Spoke_Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ's wan1 IP address (in the

example, 172.16.10.1) and Secondary Gateway IP as the Hub_HQ’s wan2 IP
151/743



ZYXEL ——

address (in the example, 172.100.110.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ'’s

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Spoke _Branch B |

IKE Version

Gateway Settings

My Address
©® |nterface ge2 NS DHCP client -- 172.16.30.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address
©® Static Primary |172.16.10.1
Address Secondary] 172.100.110.1

Fall back to Primary Peer Gateway when possible

Fall Back Check | 300
Interval:

© Dynamic Address @

(60-86400 seconds)

Avuthentication

© Pre-Shared Key | sescenee

[ unmasked
© Certificate My Certificates
© User Based PSK i
[¥] Advance

Phase 1 Seftings

SA Life Time: 86400 (180 - 3000000 Seconds)
Negotiation Mode: Main v
[*] Advance
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Connection Name:
[¥] Advance

Spoke_Branch_B

VPN Gateway

Application Scenario
O Site-to-site with Dynamic Peer
L Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

Spoke_Branch_B | v| ge2 172.16.10.1, 172.100.110.1

VPN Gateway:

Click Create new Object to add the address of local network behind Branch B

and an address of local network behind Hub_HQ.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

@ Add Address Rule
Name: Spoke_Branch_B_LO(
Address Type: SUBNET 7
Network: 192.168.169.0
Netmask: 255.255.255.0

Remote Policy

€ Add Address Rule
Name: Hub_HQ
Address Type: SUBNET 7
Network: 192.168.168.0
Netmask: 255.255.255.0
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Set Local Policy to be Spoke_Branch_B_LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: |Sgoke Branch B L:I SUBNET, 192.168.169.0/24
Remote policy: [Hub_HQ v|  SUBNET, 192.168.168.0/24
[] Advance

Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
[¥] Advance

Related Settings

Ione: IPSec_VPN v ©

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A.

Click Create new Object and set the address to be the local network behind the
Spoke_Branch_A. Select Source Address to be the local network behind the
Spoke_Branch_B. Then, scroll down the Destination Address list o choose the

newly created Spoke_Branch_A_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any v
Incoming: any (Excluding ZyV|¥
Source Address: |Spoke_Brcnch_B_L V|
Destination Address: |Spoke_Brc:nch_A_L V|
DSCP Code: any v
Schedule: none v
Service: any v
Next-Hop
Type: |VPN Tunnel V|
VPN Tunnel: |Spok_e_Brcnch_B V|
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 @ Hub_HQ-to-Branch_A Hub_HQ-to-Branch_A aHub_HQ/aSpoke Branc
2 9@ Hub_HQ-to-Branch_B Hub_HQ-to-Branch_B aHub_HQ/aSpoke Branch B _LOCAL
Page |1 of 1 Show |50 |v | items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
9 Add ¢
1 Q% Spoke-Branch_A Spoke-Branch_A aSpoke-Branch_A LOCAL/aHub _HG
Page |1 of 1 Show |50 |v | items Displaying 1-1 of 1

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 @ Spoke-Branch_B Spoke-Branch_B aSpoke-Branch_B_LOC
Page |1 of 1 Show |50 |v|items Displaying 1 -
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A

1 Hub_HQ-to-Branch_A 192.168.168.0/24<>192.168.167.0/24 172.16.10.1  P:172.16.20.1 690 85730 1{46 bytes) 1(60 bytes)
2 Hub_HQ-to-Branch_B 192.168.168.0/24<>192.168.169.0/24  172.16.10.1 P:172.16.30.1 505 85915 1{78 bytes) 0(0 bytes)
Page |1 of 1 Show |50 |v|items Displaying 1 - 2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.168.167.1

Result

@ ICMP Connectivity Check PASS on Hub_HQ-tc-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B

1 Hub_HQ-to-Branch_A 192.168.168.0/24<>192.168.167.0/24 172.16.10.1  P:172.16.20.1 690 85730 1(46 bytes] 1(60 bytes)
2  Hub_HQ-to-Branch_B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1  P:172.16.30.1 505 85915 1(78 bytes) 0(0 bytes)
Page |1 of 1 Show |50 |v|items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.168.169.1
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Result
@ ICMP Connectivity Check PASS on Hub_HQ-tc-Branch_B
Spoke_Branch_A > MONITOR > VPN Monitor > IPSec
Result
@ ICMP Connectivity Check PASS on Spoke-Branch_A
Spoke_Branch_B > MONITOR > VPN Monitor > IPSec
1 Spoke_Branch_B  192.168.169.0/24<>192.168.168.0/24 172.16.30.1 P:172.16.10.1 4 73436 0(0 bytes) 0(0 bytes)

@ ICMP Connectivity Check PASS on Spoke-Branch_B

Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1
Connectivity Check
Connectivity Check
IP Address: 192.168.168.1
Result
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What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

Priority Category Message Note

info IKE Recv:[NOTIFY: INVALID_COOCKIE] IKE_LOG
info IKE Send:[IDI[HASH]INOTIFY:INITIAL_CONTACT] IKE_LOG
Priority Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority Category | Message Note

info IKE Recv:[HASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as
below, please check ZyWALL/USG Phase 2 Settings. All ZyWALL/USG units must
use the same Protocol, Encapsulation, Encryption, Authentication method and

PFS to establish the IKE SA.

19 2017-09-11 ... info KE [SA] : No proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... info KE Send:[HASH][SA] [NONCE][ID][ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE
uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Configure IPSec VPN with ZyWALL IPSec VPN Client

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZyWALL/USG and a ZyWALL IPSec VPN Client. The example instructs how
to configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network IPSec VPN Client
Network 192.168.1.0 : Network 172.101.30.73

Netmask 255.255.255.0 : 5

VPN Tunnel VPN Tunnel

ZyWALL USG
WAN IP 172.124.163.150
LAN [P 192.168.1.1

“U"Note: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD 4.25) and ZyWALL IPSec VPN

ZyWALL IPSec VPN Client with VPN Tunnel Connected
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Set Up the ZyWALL/USG IPSec VPN Tunnel

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for Configuration Provisioning wizard to create a VPN rule that can be used with

the ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Setfings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 )
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-1

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1
2

Express Seftings
IKE Version

© KevI
O IKEv2

Scenario

Rule Name: IWIZ_VPN_PROVISION]NG

Application Scenario:  Remote Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy fo be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-2

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 3
2

Express Seftings
Configuration
Secure Gateway: Any
Pre-Shared Key: zyx12345
local Policy (P/Mask):  [192.168.1.33 | /p55.255.255.0 |

Remote Policy (IP/Mask):  Any
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-3

VPN Setup Wizard

Wizard Type * VPN Sefttings * Wizard Completed
3

! 2
Express Settings
Summary
Rule Name: WIZ_VPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: Zyx12345
Local Policy (IP/Mask]: 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask):  Any

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed

1 2 3

Express Seftings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_PROVISIONING

Secure Gateway: Any

Pre-Shared Key: zZyx12345

Local Policy (IP/Mask): 192.168.1.0 / 255.255.255.0

Remote Policy (IP/Mask): Ay

Go to CONFIGURATION > Object > User/Group > Add A User and create a user
account for the ZyWALL IPSec VPN Client user.

CONFIGURATION > Object > User/Group > Add A User
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User Configuration

User Name :
User Type: user Y
Password:
Description: Local User
Authentication Timeout @ Use Default Settings © Use Manual Seffings
Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

Go to CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning. In the
General Settings section, select the Enable Configuration Provisioning. Then, go to
the Configuration section and click Add to bind a configured VPN Connection to

Allowed User. Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

General Settings

ncb\e Configuration Provisioning

Authentication

Client Authentication Method: default N

Configuration
& Ecit ® Remove |Q Activate |@ Inactivate #N Move

| 19 1 4in4 WIZ_VPN_PROVISIONING Remote_Client |

Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1

EarTE
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Set Up the ZyWALL IPSec VPN Client

Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel.com/support/download landing.shtml

Search by Model Number

ZyWALL IPSec VPN Client] B

& ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server.

CONFIGURATION > Get from Server

Z] ZyWALL IPSec VPN

Configuration| Tools ?

Save Ctrl+S

Import
Export

Get from Server
Move to USB Drive

Wizard...
Quit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address. If
you changed the default HTTPS Port on the ZyWALL/USG, and then enter the new
one here. Enter the Login user name and Password exactly as configured on the
LyWALL or external authentication server. Click Next, you will see it's processing

VPN configuration from the server.
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CONFIGURATION > Get from Server > Step 1: Authentication

e —

& VPN Configuration Server \Wizard

Step 1: Authentication

What are the parameters of the VPN Server Connection?

Authentication:  Login + Password v

ZyXEL

You are going to download your VPN Configuration from the VPN Configuration Server.
Enter below the authentication information required for the connection to the server.

Gateway Address: |172.124.163.150 | Port:

Login: | Remote_Client

Password: |°°°“°

CONFIGURATION > Get from Server > Step 2: Processing

Step 2: Processing...

Requesting the VPN Configuration.

Downloading the VPN Configuration from the server:

© it Ok.
@) Init crx server (172.124.163.150) Ok.
@) Send https request...

Receive Config. from Server

Wite Config. file

Apply Config. file...

165/743



ZYXEL ——

Then, you will see the Configuration successful page, click OK to exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

e ———————
|

Configuration successful

The VPN Configuration is successfully retrieved from the VPN server.
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Go to VPN Configuration > IKEv1, right click the WIZ_VPN_PROVISIONING and
select Open tunnel. You will see the Tunnel opened on the bottom right of the

screen.

VPN CONFIGURATION > IKE V1 > WIZ_VPN_PROVISIONING > Open tunnel

[Z] VPN Configuration
= KE V1

------ IKE V1 Parameters

E]I:l WIZ_VPN_PROVISIONING

e o m-==r====
] KEV2 Open tunnel Ctrl+O

Export

Copy Ctrl+C
Rename F2
Delete Del

[Z] VPN Configuration
- KE V1

- IKE V1 Parameters

=3 WIZ_VPN_PROVISIONING

RS /12 P ProvisIONING I 3

P KEV2 ~=I!_VPN_PROVISION
Tunnel opened.

Leooeeeeaa/

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
Q Add ¢ | |
1 WIZ_VPN_PROVISIONING WIZ_VPN_PROVISIONING \_PROVISIONING _LOCAL/
Page |1 of 1 Show |50 || items Displaying 1-1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC with ZyWALL IPSec VPN Client installed > Window 7 > cmd > ping 192.168.1.33

h:\Documents and Settings“\ZyREL>ping 192.168.1.33

Pinging 192.168.1.33 with 32 bhytes of data:

192.168.1.33: bytes=32 time=27ms
192.168.1.33: bhytes=32 time=32ms
192.168.1.33: bytes=32 time=26ms
192.168.1.33: bytes=32 time=27ms

IPing statistics for 192.168.1.33:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

‘ Minimum = 26ms, Maximum = 32ms. Average = 28ms

PC behind ZyWALL/USG > Window 7 > cmd > ping 172.101.30.73

h:\Documents and Settings\ZyXEL>ping 172.161.30.73

ringing 172.1081.30.73 with 32 bytes of data:
172.101.30.73: bytes=32 time=18ms
172.101.30.73: bytes=32 time=17ms
172.101.30.73: bytes=32 time=17ms

172.101.30.73: bhytes=32 time=16ms

[Ping statistics for 172.101.30.73:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss).
Approximate round trip times in milli-seconds:
‘ Minimum = 16ms, Maximum = 18ms, Average = 17ms
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What Can Go Wrong?

If you see [info] log message such as below, please make sure both ZyWALL/USG
and ZyWALL IPSec VPN Client use the same Pre-Shared Key to establish the IKE
SA.

MONITOR > Log

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. ZyWALL/USG and ZyWALL IPSec VPN Client must use the same
Encryption, Authentication method, DH key group and ID Type/Content to
establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but still get [alert] or [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG
and ZyWALL IPSec VPN Client must use the same Active Protocol, Encapsulation,

Proposal, PFS and set correct Local Policy to establish the IKE SA.
MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 proposal mismatch IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 Local policy mismatch IKE_LOG

If you see [alert] log message as below, please make sure you create a user
account for the ZyWALL IPSec VPN Client user on ZyWALL/USG or the external
authentication server. Or please check your password matches the settings in
the user account.

MONITOR > Log
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Make sure the service HTTPS Port on IPSec VPN Client application is available.

Make sure the To-ZyWALL security policies allow IPSec VPN fraffic to the
ZyWALL/USG. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP

protocol 50.

The ZyWALL/USG supports UDP port 500 and UDP port 4500 for NAT traversal. If

you enable this, make sure the To-ZyWALL security policies allow UDP port 4500

foo.
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How to Configure Site-to-site IPSec VPN with FortiGate

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a FortiGate router. The example instructs how to
configure the VPN tunnel between each site. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,
each site can be accessed securely.

Local Network Local Network
Network 192.168.1.0 i Network 192.168.2.0
Netmask 255.255.255.0 i Netmask 255.255.255.0

............................................ VPN Tunnel VPN Tunnel EssssssEEsssssssssEEEsssssssssEEsnnnnnnnal
ZyWALL USG FortiGate
WAN IP 172.101.30.68 WAN IP 172.100.30.40
LAN [P 192.168.1.1 LAN IP 192.168.2.99

LyWALL Site-to-site IPSec VPN with FortiGate Connected

“U"'Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and FortiGate 100D (Firmware Version:
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 2 5

Welcome

© VPN Settings

- Wizerd Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard
Wizard Type * VPN Settings * Wizard Completed
1 2 3
Express Seftings
IKE Version

@ |KEVI
O Kev2

Scenario

Rule Name: |WIZ_VPN_Fortigate |

© Site-to-site

O Site-to-site with Dynamic Peer

O Remote Access (Server Role)
© Remote Access (Client Role)

Configure Secure Gateway IP as the FortiGate’s WAN IP address (in the example,

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the FortiGate.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Setftings * Wizard Completed
1 - 3
Express Seftings
Configuration
Secure Gateway: 172.100.30.40 (IP or FQDN])
Pre-Shared Key: ZyXEL123
Local Policy (P/Mask):  [192.168.1.0 | /255.255.255.0 |
Remote Policy (IP/Mask): [192.168.20 | /}255.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

1 2

Express Settings
Summary
Rule Name:
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]):

Remote Policy (IP/Mask):

Wizard Type * VPN Settings * Wizard Completed

3

WIZ_VPN_Fortigate
172.100.30.40

ZyXEL123

192.168.1.0/ 255.255.255.0
192.168.2.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Setftings >

Wizard Completed
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Avuthentication > Peer ID Type

Avuthentication

© Pre-Shared Key sesscsee

[ unmasked

© Certificate My Certificates
© User Based PSK i
[4] Advance
Local ID Type: IPv4 N
Content: 0.0.0.0
Peer ID Type: IAny vI

Set Up the IPSec VPN Tunnel on the FortiGate

In the FortiGate VPN > IPsec > Wizard > Custom VPN Tunnel (No Template), use the

VPN Setup to create a Site-to-site VPN rule Name.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template)

a VPN Setup
Name WIZ_VPN_ZyWALL

Template

B Dialup - FortiClient (Windows, Mac OS, Android)

Site to Site - FortiGate

g H

Dialup - i0S (Native)

Dialup - Android (Native L2TP/IPsec)

Dialup - Cisco Firewall

@

Site to Site - Cisco

@

Custom VPN Tunnel (No Template)

[=]
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Type the Name used to identify this VPN connection, configure Remote Gateway

IP as the peer ZyWALL/USG’s WAN IP address. Select the Interface which is

connected o the Internet.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Network

Name [ wiz_vpn_zywaALL
Comments Comments
Network
IP Version @ IPv4 ) IPV6

Remote Gateway I Static IP Address

B Static IP Address |

IP Address [172.101.30.68 Dialup User

Dynamic DNS
Interface [ wanl v

J dmz

Mode Config ] ha1

ha2
NAT Traversal <l

i . wan2
Keepalive Frequency 10 =

Dead Peer Detection

Go to Authentication section, enter Pre-shared Key and choose negotiation

Mode the same as the peer ZyWALL/USG's.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Authentication

Authentication

Method IPre-shared Key 'I
Pre-shared Key [ zyxEL123 | Show Key
IKE

Version 1© 2

Mode () Aggressive|@ Main (ID protection)
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Configure Phase 1 Proposal and Diffie-Hellman Group as the peer ZyWALL/USG

Advanced Settings’ Phase 1 Settings > Proposal and Key Group.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Phase 1 Proposal

Phase 1 Proposal

Encryption DES Y| Authentication | MD5 v |

& Add
il Remove

Encryption 3DES v
Encryption AES128 v
Encryption AES256 ¥
Encryption 3DES v

Diffie-Hellman Group

Key Lifetime (seconds)

Local ID

Encryption AES256 v

3DES

AES128
AES192
AES256

IDES _____|®
ion
ion

ion
Authentication
Authentication

SHA256
SHA256
SHA1
SHA1
SHA1

v

v
v
v
v

{ T
SHA1
SHA256
SHA384
SHA512

il Remove

il Remove

21 20 19 [[18 [ 17 [ 16

Fi1s B4 B5 B2

86400

Go to Phase 2 Selectors > Advanced and configure Phase 2 Proposal as the peer

LyWALL/USG Advanced Settings’ Phase 2 Settings > Proposal.

Set Local Address to be the IP address range of the network connected to the

FortiGate and Remote Address to be the IP address range of the network

connected to the ZyWALL/USG.

Make sure you uncheck Enable Perfect Forward Secrecy (PFS) if this function is

disabled in the peer ZyWALL/USG.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Phase 2 Selectors
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Phase 2 Selectors

Name Local Address Remote Address
WIZ_VPN_ZyWALL 192.168.2.0/255.255.255.0 192.168.1.0/255.255.255.0
, v X
Edit Phase 2
Name WIZ_VPN_ZyWALL
Comments Comments
Local Address Subnet ¥ 192.168.2.0/255.255.255.(
Remote Address Subnet ¥ 192.168.1.0/255.255.255.(
¥ Advanced...

Phase 2 Proposal

@ Add
Encryption DES Y| Authentication | SHA1 'l il Remove
. AN 1. ™
Encryption | AES256 ¥ \| i bion | SHAL ¥ ¥ o
) 3DES - SHA1
encrption | 3DES v | 5%,y fion SHAL ¥ ism&‘
Encryption AES128 ¥ | AES256 jon | SHA256 v [ SHA512

Encryption AES256 Y  Authentication SHA256 ¥ il Remove
Encryption 3DES Y Authentication SHA256 ¥ i Remove
Enable Replay Detection

Enable Perfect Forward Secrecy (PFS) D
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This screen provides a summary of the VPN ftunnel. Click OK to exit the

configuration page.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template)

Name

Comments

Network

IP Version

Remote Gateway
IP Address
Interface

Mode Config

NAT Traversal

Authentication

Phase 1 Proposal

3DES-SHA1

XAUTH
Type : Disabled

Name
WIZ_VPN_ZyWALL

| wiz_vPN_zyWALL

Comments

@ IPv4 ©) IPV6
Static IP Address
172.101.30.68

wanl

Keepalive Frequency

Dead Peer Detection

Diffie-Hellman Group 1

Phase 2 Selectors

IKE Version : 1, Mode : Main (ID protection)

Local Address

192.168.2.99/255.255.255.0

/Z Edit

Authentication Method : Pre-shared Key (Your_Pre-Shared_Key)

7/ Edit

Algorithms : DES-MD5 AES256-SHA256, 3DES-SHA256, AES128-SHA1, AES256-SHA1,

/Z Edit
Remote Address & Add
192.168.1.1/255.255.255.0 V4

Cancel
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 WIZ_VPN_FortiGate WIZ_VPN_FortiGate  aWIZ_VPN_Fortigate_Local/aWIZ_VPN_Fortigate REMOTE
Page |1 of 1 Show |50 |v | items Displaying 1 -1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

@ Disconnect @ Connection Check

1 N/A N/A WIZ_VPN_FortiGate 192.168.1.0/... 172.101.30.68 P:172.100.30.40 68 79132 0(0 bytes) 0(0 bytes

Page |1 of 1 Show |50 |v|items Displaying 1 -1

of 1

Go to FortiGate VPN > Monitor > IPsec Monitor and check the tunnel Status is up

and Incoming Data/Outgoing Data fraffic.

VPN > Monitor > IPsec Monitor

¥ Remote Gateway Y Status Y Incoming Data Y Outgoing Data

WIZ_VPN_ZyWALL Static IP or Dynamic DNS 172.101.30.68 O up 8.09 KB 13.78 KB

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).
PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.2.33
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‘C:\Documents and Settings“\ZyREL>ping 192.168.2.33

iPinging 192.168.2.33 with 32 hytes of data:
}Reply from 192.168.2.33: bytes=32 time=27ms
}Reply from 192.168.2.33: bytes=32 time=32ms
}Reply from 192.168.2.33: bytes=32 time=26ms

iReply from 192.168.2.33: bytes=32 time=27ms
[Ping statistics for 192.168.2.33:

Packets: Sent = 4, Received = 4. Lost = B8 (Bx loss).
Approximate round trip times in milli-seconds:
‘ Minimum = 26ms, Maximum = 32ms, Average = 28ms

PC behind FortiGate> Window 7 > cmd > ping 192.168.1.33

‘C:\Documents and Settings\ZyXEL>ping 192.168.1.33

iPinging 192.168.1.33 with 32 bhytes of data:
}Reply from 192.168.1.33: bytes=32 time=27ms
}Reply from 192.168.1.33: bytes=32 time=32ms
}Reply from 192.168.1.33: bytes=32 time=26ms

iBeply from 192.168.1.33: bytes=32 time=27ms
[Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss).
Approximate round trip times in milli-seconds:
‘ Minimum = 26ms. Maximum = 32ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and FortiGate must use the same Pre-Shared Key,
Encrypftion, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_FortiGate] Phase 1 proposal mismatch IKE_LOG
info IKE The cookie pair is : 0x70fb3b31ed?22dc4 / 0x07f7812272f2e1a2 [count=3] IKE_LOG
info IKE Recv IKE sa: SA([0] protocol = IKE (1), AES CBC key len = 192, HMAC-SHA256 PRF, HMAC-SHA256-1... IKE_LLOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
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please check ZyWALL/USG and FortiGate Phase 2 Settings. Both ZyWALL/USG

and FortiGate must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info
info
info

info

IKE
IKE
IKE

IKE

[SA] : No proposal chosen
[SA] : Tunnel [WIZ_VPN_FortiGate] Phase 2 proposal mismatch
Recv:[HASH][SA][NONCE][ID][ID]

Phase 1 IKE SA process done

IKE_LOG
IKE_LOG
IKE_LLOG
IKE_LLOG

Make sure the both ZyWALL/USG and FortiGate security policies allow IPSec VPN

traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure Site-to-site IPSec VPN with WatchGuard

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a WatchGuard router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 i Network 192.168.10.0 :
Netmask 255.255.255. 0 : Netmask 255.255.255.0:
P e :
=H —\ — o<
: |
............................................ VPN Tunnel VPN Tunnel
ZyWALL USG WatchGuard
WAN [P 172.101.30.73 WAN IP 172.100.30.63
LAN IP 192.168.1.1 LAN P 192.168.10.1

LyWALL Site-to-site IPSec VPN with WatchGuard Connected

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and WatchGuard XTM 515 (Firmware
Version: 11.10.4).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the WatchGuard. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type # VPN Seffings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 K}
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced
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You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type » VPN Seffings > Wizard Completed

1 2 3
Express Settings
IKE Version
©®IKEvT
O IKEv2
Scenario

Rule Nome: [VPN_to_WatchGuard| |

© Site-to-site with Dynomic Peer
© Remote Access [Server Role)
) Remote Access [Clisnt Role)

Configure Secure Gateway IP as the WatchGuard’s WAN IP address (in the
example, 172.100.30.63). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the WatchGuard. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type > VPN Setfings > Wizard Completed
1 3
2

Express Settings

Configuration

Secure Gotewaoy: Li72.100.30.563 | B =)
Pre-Shared Key: [ZxELi22 ]

Local Policy {IF/Mask): |192.188.1.0 | 1255.255.255.0 I
Remote Policy (IP/Mask): [192.168.10.0 | 11255.255.255.0 I
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)

VPN Setup Wizard
Wizard Type > VPN Setfings » Wzard Completed
1 2 3
Express Settings
Summary
Rule Name: VPN_to_WatchGuard
Secure Gateway: 172.100.20.63
Pre-Shared Key: ZyXEL123
Local Policy {IP/Mask): 182.182.1.0/ 255.255.285.0
Remote Policy (IP/Mask):  102.188.10.0/ 286.256.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed

VPN Setup Wizard

Wizard Type » VPN Settings » Wizard Completed
1 2 3

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: VPN_to_WatchGuard
Secure Gateway: 172.100.20.63
Pre-Shared Key: ZyXEL122
Local Policy {IP/Mask): 192.188.1.0/ 255.265.256.0

Remote Policy (IP/Maosk):  192.188.10.0/288.255.235.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, click Show Advanced

Settings. Configure Authentication > Local ID Type as IPv4 and set the Content as
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your ZyWALL/USG’s WAN IP Address (in the example, 172.101.30.73). Then,

configure Authentication > Remote ID Type as IPv4 and set the Content as your

WatchGuard's External IP Address (in the example, 172.100.30.63). Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Avuthentication > Peer ID Type

Authentication
© Pre-Shared Key seeseees
[l unmasked
O Cerfificate My Certificate
© User Based PSK 0
Advance
Local ID Type:
Content: [172.101.30.73 |
Peer D Type: IPv4 v
Content: 172.100.30.63 |

Set Up the IPSec VPN Tunnel on the WatchGuard

Go to Dashboard > Network Interfaces to check your External IP Address (the

Internet-facing interface) and Trusted IP Address (the Local IP address).

Dashboard > Network Interfaces

A Network Interfaces Hide
Link Status Alias IPv4 Address Gateway

@ Up External 172.100.30.63/24 172.100.30.1

& up Trusted 192.168.10.1/24 0.0.0.0

@ Dovmn Optional-1 0.0.0.0/0 0.0.0.0

@ Dovn Optional-2 0.0.0.0/0 0.0.0.0

& Dovn Optional-3 0.0.0.0/0 0.0.0.0

@ Dovn Optional-4 0.0.0.0/0 0.0.0.0

& Dovn Optional-5 0.0.0.0/0 0.0.0.0

Zoom & Configure
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In the WatchGuard VPN > Branch Office VPN > Gateway > General Settings

create a Site-to-site VPN Gateway Name and set a secure Pre-Shared Key.

VPN > Branch Office VPN > Gateway > General Settings > Credential Method

Gateway Name

General Settings Phase 1 Settings

Credential Method

(¢) Use Pre-Shared Key
_J Use IPSec Firebox Certificate

ID Certificate Name Algorithm

To add a Gateway Endpoint, click Add.

VPN > Branch Office VPN > Gateway > General Settings > Gateway Endpoints

Gateway Endpoints

Local Type Local ID Local Interfaca Remote IP Remote Type Remote ID

Edit

Remove

The new Gateway Endpoint dialog box appears. Configure your Local Gateway
identity as WatchGuard's External IP Address (in the example, 172.100.30.63) and
Remote Gateway identity as your ZyWALL/USG's WAN IP Address (in the example,
172.101.30.73). Click OK.

VPN > Branch Office VPN > Gateway > General Settings > Gateway Endpoints
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A tunnel needs authentication on each side of the tunnel.
Provide the configuration details for the gatevway
endpoints belowv.

Local Gateway

Specify the gateway ID for tunnel authentication.

" @ By IP Address |172.100.30.63 |

(U By Domain Name

(U By User ID on Domain

: _) By x500 Name

External Interface @

Remote Gateway

Specify the remote gatevway IP address for a tunnel.

(=) Static IP Address |172.101.30.73 |

(_) Dynamic IP Addresss

Specify the gateway ID for tunnel authentication.

-

) By IP Address |172.101.30.73 |

¢

\

C

By Domain Name ™

By User ID on Domain

O

.\

By %500 Name

C

Attempt to resolve domain

I OK | l Cancel J
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Then, go to VPN > Branch Office VPN > Gateway > Phase 1 Settings to select
negotiation Mode the same as your ZyWALL/USG's Phase 1 Setftings. Make sure
you enable both NAT Traversa and Dead Peer Detection opftions if both options

are enabled in the ZyWALL/USG.

VPN > Branch Office VPN > Gateway > Phase 1 Setftings

Gateway

Help &)

Gateway Name  VPN_to_ZyWALL

General Settings Phase 1 Settings

Mode I Main v

m NAT Traversa
Keep-alive Intervz 20 : Seconds

|_| IKE Keep-alive

|Z| Dead Peer Detection (RFC370
Traffic idle timeoy 29 2. Seconds
v

Max retrie: 5

=

Use Transform Settings fo create the same security settings as in the ZyWALL/USG

Phase 1 seftings. Click OK and Save to exit the Transform Settings page.

VPN > Branch Office VPN > Gateway > Phase 1 Seftings > Transform Settings

Transform Settings

Transform Settings x ||
[

Authentication ~
= Remove |
SA Life I‘.'. ,I hour v Up |
Key Group I Diffie-Hellman Group 1 | v I o

I 0K I Cancel

I Save | L Cancel
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Then, go to VPN > Branch Office VPN > Tunnel to add a Tunnel Route Settings. In
the Local IP section, set the Network IP to be the IP address range of the network
connected to the WatchGuard. In the Remote IP section, set the Network IP fo be

the IP address range of the network connected to the ZyWALL/USG. Click OK.

VPN > Branch Office VPN > Tunnel > Address

Tunnel Route Settings b4

Addresses NAT

Local IP

Choose Type : | Network IP v |
Network IP: [192,168.10.0 | / 24 =

Remote IP

Choose Type : INetworkIP 'l
Network IP: [192.168.1.0 | 7 2¢ L:/

Direction Lbi—clirec!:ional v

|_| Enable broadcast routing over the tunnel
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Go to VPN > Branch Office VPN > Tunnel > Phase 2 Settings to create a Tunnel

Name. Then, select the Gateway. Make sure you enable Perfect Forward Secrecy

and select Diffie-Hellman Group 2. Then, scroll down Phase 2 Proposals and add

the encryption types to match your ZyWALL/USG's VPN Connection > Phase 2

Settings. Click Save.

VPN > Branch Office VPN > Tunnel > Phase 2 Settings

Tunnel

Tunnel Name VPN_to_ZyWALL

Gateway IVPN to ZvWALL vl

Addresses Phase 2 Settings Multicast Settings

Perfect Forward Secrecy
E Enable Perfect Forward Secrecy Diffie-Hellman Group 2
IPSec Proposals

Phase 2 Proposals

ESP-30ESMDS v

ESP-AES-SHAL |
ESP-AES-MDS
ESP-3DES-SHA1

| esp-DES-SHA: ILJ

v

| Save |
L

Help @

Cancel
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

© Ad

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

1 N/A N/A VPN_to_WatchGuard 192.168.1.0/24... 172.101.30.73 P:172.100.30.63 97 76223 0(0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 || items Displaying 1-10of 1

Go to WatchGuard System Status > VPN Statistics > Branch Office VPN and check
the tunnel Status is up and Bytes In (Incoming Data) and Bytes Out (Outgoing
Data).

System Status > VPN Statistics > Branch Office

VPN Statistics 5 120
Refresh Interval (30s): ''! ",'w L Pause
Branch Office VPN ‘ Copy
Name 4  Local Remote Gateway Packets In  Bytes In | Packets Out Bytes Out Rekeys
VPN_to_ZyWALL 192.168.10.0/24 192.168.1.0/24 172.100.30.63 -172.101.30.73 265 15300 384 23635 0

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).
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PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.10.33

C:\Documents and Settings\ZyXEL>ping 192.168

Pinging 192.168.108.33 with 32 bytes of data:

Reply from 192.168.10.33: hytes=32 time=18ms
Reply from 192.168.10.33: hytes=32 time=17ms
Reply from 192.168.10.33: hytes=32 time=17ms

Reply from 192.168.10.33: hytes=32 time=16ms

Ping statistics for 192.168.160.33:

Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ms

PC behind WatchGuard> Window 7 > cmd > ping 192.168.1.33

C:\Documents and Settings\ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 hytes of data:

from 192.168.1.33: bytes=32 time=27ms
from 192.168.1.33: bytes=32 time=32ms
from 192.168.1.33: bytes=32 time=26ms
from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and WatchGuard must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

1
S o 0o
mom o m

0
o
0
a
3
3
Q
51
5

If you see that Phase 1 IKE SA process done but still get below [info] log message,
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please check ZyWALL/USG and WatchGuard Phase 2 Settings. Both ZyWALL/USG
and WatchGuard must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen 172.101.30.73:500 172.100.30.63:500 IKE_LOG
info IKE [SA] : Tunnel [VPN_to_WatchGuard] Phase 2 proposal mismatch 721 = IKE_LOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] 72.1 IKE_LOG
info IKE Phase 1 IKE SA process done 72. IKE_LOG

Make sure the both ZyWALL/USG and WatchGuard security policies allow IPSec
VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol
50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure Site-to-site IPSec VPN with Cisco

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a Cisco router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network
Network 192.168.1.0 Network 192.168.75.0
Netmask 255.255.255.0 Netmask 255.255.255.0
Internet e
T — SFE
VPN Tunnel VPN Tunnel
ZyWALL USG Cisco
WAN [P 172.101.30.73 WAN P 172.100.30.80
LAN IP 192.168.1.1 LAN IP 192.168.75.1

LyWALL Site-to-site IPSec VPN with Cisco Connected

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and ISA500 (Firmware Version: 1.0.3).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the Cisco. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for Configuration Provisioning

- Wizerd Type
- VPN Settings
- Wizard Completed

O VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Express

©® Advanced

197/743



ZYXEL

www.zyxel.com

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed
1 3
2

Advanced Settings
IKE Version

© |KEVI

O Kev2

Scenario

Rule Name: VPN_to_Cisco l

9 Site-to-site

O site-to-site with Dynamic Peer

© Remote Access (Server Role)
O Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Cisco’s Gateway IP address (in the

example, 172.100.30.80); select My Address to be the interface connected to the
Internet.

Set the desired Negotiation, Encryption, Authentication, Key Group and SA Life
Time settings. Type a secure Pre-Shared Key (8-32 characters) which must match
your Cisco Pre-Shared Key. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Phase 1 Setting)
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VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
3

! 2

Advanced Settings
Phase 1 Setting
Secure Gateway: [172.100.30.80 |
My Address (interface):  |ge! i
Negotiation Mode: [ Main M|
Encryption Algorithm: [DES N |
Authentication Algorithm: IMD5 "I
Key Group: DH2 N
SA Life Time: 86400
NAT Traversal

Dead Peer Detection (DPD)

Authentication Method
© Pre-Shared Key ZyXeL123
O Certificate default v

(IP or FQDN)

(180 - 3000000 seconds)

Continue to Phase 2 Seftings to select the desired Encapsulation, Encryption,

Avuthentication, and Perfect Forward Secrecy (PFS) settings.

Set Local Policy fo be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the Cisco. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Phase 2 Setting)
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VPN Setup Wizard

| 2
Advanced Settings
Phase 2 Setting

Active Protocol:
Encapsulation:

Encryption Algorithm:

SA Life Time:

(PFS):
Policy Setting

Property

Nailed-Up

Authentication Algorithm:

Perfect Forward Secrecy

Local Policy (IP/Mask):
Remote Policy (IP/Mask]:

Wizard Type * VPN Seftings * Wizard Completed
&

[EsP

o

[Tunnel

|

ISDES VI

(180 - 3000000 seconds)

MD5 v
86400

|DH2 v
[192.1¢8.1.0

] /255.255.255.0

[192.168.75.0

| /255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

1 2

Advanced Settings
Summary
Rule Name:
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]):
Remote Policy (IP/Mask):
Phase 1

Negotiation Mode:
Encryption Algorithm:
Authentication Algorithm:
Key Group:

Phase 2

Active Protocol:
Encapsulation:

Encryption Algorithm:

Authentication Algorithm:

Wizard Type * VPN Seftings * Wizard Completed

3

VPN_to_Cisco
172.100.30.80

ZyXEL123

192.168.1.0/ 255.255.255.0
192.168.75.0 / 255.255.255.0

main
des
md5

DH2

esp
tunnel
3des
md5
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Setfings > Wizard Completed

- - 3
Advanced Settings

Congrotulations. The VPN Access wizard is completed

Summary
Rule Noma: VPN_to_Cisco
Secure Goreway: 172100.30.3
My Acdress [nrerfoce): ge1
Pre-3nared Key: ZyXEL123
Phase 1
Negotiation Moge: main
Encryption Algorithm: oze

Autnentication Aigoritnm:  M3s

Key Group: DH2
3A Life Time: 2540
NAT Troversal: frue
Deod Peer Detection true
(OPD):

Fhase 2

Actve Protocol 25p
Encapsulation: tunnal
Encryption Algorithm: de

Autnentication Aigorithm: M3S
34 Life Time: 28403

perfect Forward Secrecy  p=2

(=Fs):

Policy

Local Poicy [IP/Mask): 192.168.1.0/ 255.255.255.0
Remote Poficy [IP/Mask):  192.163.75.0/255.255.255.0
Ngiled-Up: frue
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show

Advanced Settings. Configure Authentication > Peer ID Type as Any to letf the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

Authentication
9 Pre-Shared Key
[ unmasked
D Certificate

) User Based PSK

Advance
Local ID Type:
Content:

Peer D Type:

IPv4
0.0.0.0

IAn‘,f

|

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Set Up the IPSec VPN Tunnel on the Cisco

To create an Address Object Name of your peer ZyWALL/USG Local IP address,

go to Networking > Address Management > Address Objects and click Add

Address. Select Network as the Type. Configure IP Address and Netmask to be

the IP address range of the network connected to the ZyWALL/USG. Click OK.

Networking > Address Management > Address Objects
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4 Add Address| 3¢ Delete
Olo  [Neve ~
D 1 DEFAU Address Object - Add/Edit Help
L] 2 DEFAULT_IP * Name: ZyWALL
O 3 DEFAULT_NETW Type: [ Network [~ |
L] 4 EZVPN_aaa « 1P Address: |192.168.1.0 ]
[l s GUEST_DHCP_POOL Enter "0 in the IP address segment for 3 range of
IP addresses.
L] 6 GUEST_IP For example, 192.168.1.0 indicates a range from

192.168.1.110 192.168.1.255.

« Netmask | 255.2552550 ]

\ o (S

~/

Go to VPN > Site-to-site > IKE Policies, click Add to create a new IKE Policy Name.

Then, select Encryption, Hash, Pre-shared Key and D-H Group to match your

LyWALL/USG's VPN Gateway > Phase 1 Settings. Set Lifetime to 24 hours and click

OK then click Save to exit the IKE Policies page.

VPN > Site-to-site > IKE Policies

| Defaultike

IKE Policy - Add/Edit
ZyWALL

I—

Hash: O sHat
Authentication @ Pre-shared Key] O RsA_SIG

Name:

D-H Group: | Group 2 (1024bits) [+
Hour E] Min E’ Sec  (Range: 3 minutes to 24 hours)

Lifetime:

i (Concel |

=~
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Go to VPN > Site-to-site > Transform Sets, click Add to create a new Transform Set

name. Then, select Integrity and Encryption to match your ZyWALL/USG’s VPN

Connection > Phase 2 Settings. Click OK and click Save to exit the Transform Sets

page.

VPN > Site-to-site > Transform Sets

Transform Sets

'=ﬂ=> Add Delete

[J Name

DefaultTrans

\' Cancel |

Transform Sets

Integrity
~SP_SH

Transform Set - Add/Edit

Name: ZyWALL

ESP

Integrity: ® ESP_MD5_HMAC| O ESP_SHA1_HMAC

Encryption: | ESP_3DES [~

ﬁ\ Cancel |

Go to VPN > Site-to-site > IPsec Policies and click Add. The new IPsec Policies

dialog box appears. Go to Basic Settings, create IPsec policy Description name

and click On the IPsec Policy Enable option.

Select Static IP as the Remote Type. Set Remote Address to be your ZyWALL/USG's

WAN [P Address (in the example, 172.101.30.73). Enter the same Pre-Shared Key as

you created in ZyWALL/USG. Then, set WAN Interface to the Internet-facing

interface (found under Status > WAN Interface).

Select Local network to be the IP address range of the network connected to the

Cisco (found under Status > LAN Interface) and Remote network to be the IP
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address range of the network connected to the ZyWALL/USG (Address Object

created in Step 1)

VPN > Site-to-site > IPsec Policies > Basic Seftings

IPsec Policies - Add/Edit

WSSl Advanced Settings | VPN Failover |

Description: | VPN_to_ZYWALL |

IPsec Policy Enable: O off
Remote Type: StaticIP [ ]

Remote Address: |172.1 01.30.73 I

Authentication Method: (® Pre-Shared Key

Key:l ZyWALL123 I

O Certificate
Local Certificate: default | ~

Remote Certificate: default |~

WAN Interface:

Local network: | DEFAULT_NETWORK E]l

Remote network: ZyWALL (]

Help

m | cancel |

Then, go to Advanced Settings enable PFS and DPD if you enable both options in

the ZyWALL/USG. Set IKE Policy to be the IKE Policy created in Step 2 (found

under IKE Policy Link); set Transform to be the Transform Set created in Step 3

(found under Transform Link) and SA-Lifetime to be 24 hours.

Click OK. The connection active dialog box appears. Click Activate Connection.

VPN > Site-to-site > IPsec Policies > Advanced Settings
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IPsec Policies - Add/Edit Help
[ Basic Setings KRRl VP Faiover |

PFS Enable: O of
DPD Enable: O on

Apply NAT Policies: On = Off
Translates Local Network: - Select an address object - | ~
Translates Remote Network: -- Select an address object -- | v

IKE Policy: ZyWALL (+] IKE Policy Link
Transform: ZyWALL E] Transform Link

SA-Lifetime: I 24 | Hour IO

Delay Time: (Range: 10-300 s)
Detection Timeout: (Range: 30-1800 s)
DPD Action: Restart [~ |

] Min |0 I Sec (Range: 3 minutes to 24 hours)

o [k

Do you want to make this connection active when
the settings are saved?

|Activate Connection |
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

&l

VPN_to_Cisco aVPN_to_Cisco LOCAL/aVPN_to_Cisco REMOTE

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

1 N/A N/A VPN_to_Cisco 92.168.1.0/24<>192.168.2.0/24 172.101.30.73 P:172.100.30.80 53 79147 0(0 bytes) 0[O bytes)
P 5 Displaying 1-1of 1

Go to Cisco VPN > VPN Status > IPsec VPN Status > Active Sessions and check the

tunnel Status is up.

VPN > VPN Status > IPsec VPN Status > Active Sessions

Statistics I Teleworker VPN Client \

Active Sessions

¥ Disconnect

[] | Name Status VPN Type WAN Interface = Remote Gateway  Local Network Remote Network Connect
[] VPN_to_ZywALL Up Site to Site WAN1 172101.30.73 192.168.75.0/24  192.168.1.0/24 %

Go to Cisco VPN > VPN Status > IPsec VPN Status > Statics and check the Tx

Packets (Transmit data) and Rx Packets (Receive data).

VPN > VPN Status > IPsec VPN Status > Statistics

207/743



ZYXEL

Active Sessions h tatistics J Teleworker VPN Client

IPsec VPN Statistic

Name VPN Type WAN Interface Remote Gateway @ Tx Bytes Rx Bytes Tx Packets Rx Packets
VPN_to_ZyWALL  Site to Site WAN1 172101.30.73 60665 45180 758 753

To test whether a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.75.33

C:\Documents and Settings\ZyREL>ping 192.168.75.33

Pinging 192.168.75.33 with 32 bytes of data:

Reply from 192.168.75.33: bhytes=32 time=18ms
Reply from 192.168.75.33: bhytes=32 time=17ms
Reply from 192.168.75.33: bhytes=32 time=17ms

Reply from 192.168.75.33: bytes=32 time=16ms

Ping statistics for 192.168.75.33:

Packets: Sent = 4, Received = 4, Lost = 8@ (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ms

PC behind Cisco> Window 7 > cmd > ping 192.168.1.33

C:\Documents and Settings\ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bhytes of data:
Reply from 192.168.1.33: bytes=32 time=27ms

Reply from 192.168.1.33: bytes=32 time=32ms
Reply from 192.168.1.33: bytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms,. Average = 28ms
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What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and Cisco must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

nfo [KE Senc:[NOTIFY:NC_PROPOSAL_CHOSEN]
info IKE [SA]

IKE_LOG
IKE_LOG

IKE_LOG

NN
SRS AN

info IKE

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG and Cisco Phase 2 Settings. Both ZyWALL/USG and
Cisco must use the same Protocol, Encapsulation, Encryption, Authentication

method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Senc:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] 721 72.100.30.80:500 IKE_LOG
info IKE [SA] : No proposal chosen 172.1 172.100.30.80:500 IKE_LOG
info IKE [SA] : Tunnel [VPN_to_Cisco] Phase 2 proposal mismatch 1721 172.100.30.80:500 IKE_LOG
info IKE Recv:[HASH][SA] [NONCE][ID][ID] 17211 172.101.30.73:500 IKE_LOG
info IKE Phase 1 IKE SA process done 1721 172.100.30.80:500 IKE_LOG

Make sure the both ZyWALL/USG and Cisco security policies allow IPSec VPN
traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure Site-to-site IPSec VPN with a SonicWALL
router

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a SonicWALL router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network i Local Network

Network 192.168.1.0 ! { Network 192.168.168.0
Netmask 255.255.255.0 : ! Netmask 255.255.255.0 ;
i ]_ o O :
s | — ——| o=
VPN Tunnel VPN Tunnel .
ZyWALL/USG SonicWALL
WAN IP 172.10.120.11 WAN [P 172.100.20.23
LAN [P 192.168.1.1 LAN IP 192.168.168.168

LyWALL/USG Site-to-site IPSec VPN with SonicWALL

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and NSA240 (Firmware Version:
SonicOS Enhanced 5.8.0.1-310)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the SonicWALL. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizord Type » VPN Seftings > Wizord Completed

1 2 3

Welcome

© VPN Settings

- Wizerd Type
- VPN Settings
i - Wizerd Completed

© VPN Settings for Configuration Provisioning

- Wizerd Type
- VPN Settings
- Wizerd Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

O Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Seffings » Wizard Completed
1 2 3

Express Settings
IKE Version
@ |KEv]
O IKEV2

Scenario

Rule Nome: [VPN_to_SonicWALL |

[ Site-to-site with Dynamic Fesr

© Remote Access [Server Role)

) Remote Access [Client Role)

Then, configure the Secure Gateway IP as the SonicWALL's Gateway IP address
(in the example, 172.100.20.23); select My Address to be the interface connected
to the Internet.

Set the desired Negotiation, Encryption, Authentication, Key Group and SA Life
Time settings. Type a secure Pre-Shared Key (8-32 characters) which must match
your SonicWALL Shared Secret.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
1 Setting)
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VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed
1 3|
2

Advanced Settings
Phase 1 Setting

Secure Gateway: [172.100.20.23 | (PorF@DN)

My Address (interface):  |ge! 2|

Negotiation Mode: [Main Y]

Encryption Algorithm: |AES256 v|

Authentication Algorithm: [SHA] M|

Key Group: [DH2 M

SA Life Time: 86400 (180 - 3000000 seconds)
NAT Traverscl

Dead Peer Detection (DPD)
Avuthentication Method

© Pre-Shared Key [5k4u;4e.40fm06xk718 |

O Certificate default v

Continue to Phase 2 Seftings to select the desired Encapsulation, Encryption,

Avuthentication, and SA Life Time settings.

Set Local Policy fo be the IP address range of the network connected to the
LyWALL/USG and Remote Policy to be the IP address range of the network
connected to the SonicWALL. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
2 Setting)

213/743



ZYXEL ——

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
&)

1 2
Advanced Settings
Phase 2 Setting
Active Protocol: |esp v|
Encapsulation: [Tunnel v |
Encryption Algorithm: | AES128 v|
Authentication Algorithm: ~ [SHAI v |
SA Life Time: |86400 | (180 - 3000000 seconds)
Perfect Forward Secrecy [None <
(PFS): ~ ,
Policy Setting
Local Policy (IP/Mask): [192.168.1.0 | /255.255.255.0
Remote Policy (IP/Mask):  [192.168.168.0 ] /255.255.255.0
Property

Nailed-Up

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)
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VPN Setup Wizard

VPN Settings *» Wizard Completed

2
Advanced Settings
Summary
Rule Name:

Secure Gateway:
Pre-Shared Key:

Local Policy (IP/Mask):
Remote Policy (IP/Mask]:
Phase 1

Negotiation Mode:
Encryption Algorithm:
Authentication Algorithm:
Key Group:

Phase 2

Active Protocol:
Encapsulation:
Encryption Algorithm:

Authentication Algorithm:

3

VPN_to_SonicWall

172.100.20.23
5kdu;4e.40fm06xk7 187!
192.168.1.0/255.255.255.0
192.168.168.0 / 255.255.255.0

main
aes256
sha

DH2

esp
tunnel
aes128

sha

“U"Note: The Phase 1 and Phase 2 settings established here must match the
Phase 1 and Phase 2 settings configured later in the SonicWALL.
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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VPN Setup Wizard

Wazard Type » VPN Settings » Wizard Completed
1 2 3

Advanced Seitings

Congratulations. The VPN Access wizard is completed
Summary

Rule Name: VPN_to_Sonic\Wall
Secure Gateway: 172.100.20.23

My Addrsss (intericce): gel

Pre-Sharec Key: Skéu;4e 40fmDGxkT 157!
Phase 1

Negotiation Mode: main

Encryption Algorithm: 325258
Authentication Algorithm: sha

Key Groug: DH2

SA Life Time: 88400

NAT Troversal: true

Dead Peer Detection true

[DPD):
Phase 2

ctive Protocol: £sp

Encaopsulation: tunnel

Encryption Algorithm: 325128
Authentication Algorithm: sha

SA Life Time: 88400

Perfect Forward Secrecy none

(PFS):
Policy

Local Policy (IP/Mask): 192.188.1.0/255.256.255.0
Remote Policy {IP/Mask):  192.188.182.0/ 255255 255.0
Nailed-Up: true

Go to VPN Gateway > Show Advanced Settings > Authentication to configure

your Local ID Type and Peer ID Type to match your SonicWALL's VPN > Settings >

VPN Policies > General > IKE Authentication > Local IKE ID and Peer IKE ID.

VPN Gateway > Show Advanced Settings > Authentication
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Avthentication
© Pre-Shared Key Sk4u;4e.40fm06xk7 187!
unmasked
O Certificate My Certificates
© User Based PSK (i )
Advance
Local ID Type: IPv4 7
Content: I 192.168.1.0 I
Peer D Type: [Pv4 v
Content: [192.168.168.0 |

Set Up the IPSec VPN Tunnel on the SonicWALL

In the SonicWALL VPN > Settings > VPN Policies, click Add to create a new VPN

policy. Select Policy Type to be the Site to Site, select Authentication Method to
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be the IKE using Preshared Secret. Type the ZyWALL/USG's WAN IP Address to be

the IPsec Primary Gateway Name or Address (in the example, 172.10.120.11).

In the IKE Authentication section, set the Shared Secret to be the same as your
ZyWALL/USG's Pre-Shared Key. Then, set the Local IKE ID and the Peer IKE ID to
match your ZyWALL/USG's VPN Gateway > Show Advanced Settings >

Authentication > Local ID Type and Peer ID Type.

VPN > Settings > VPN Policies > General

SONICWALL> ‘ Network Security Appliance

@ Network | Proposals I Advanced ‘
Security Policy
Policy Type: [ Site to Site v]
Authentication Method: LIKE using Preshared Secret i
Name: [VPN_to_ZyWALL |
IPsec Primary Gateway Name or Address: |172~10~120- 11 I
IPsec Secondary Gateway Name or Address: 0.0.0.0
IKE Authentication
Shared Secret: [Bk4u:4e. 40fm0Bxk7187! |
Confirm Shared Secret: I5k4u;4e.40fn106xk7187! I ¥/ Mask Shared Secret
Local IKE ID: IP Address v [192.168.168.0 |
A IP Address v|  [192.168.1.0 |

In the SonicWALL VPN > Settings > VPN Policies > Network, choose Local Network
to be the IP address range of the network connected to the SonicWALL (found

under SonicWALL > Network > Interfaces > LAN).
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Go to Remote Network and create a new address IP address range of the

network connected to the ZyWALL/USG. Then, scroll down the list to choose the

newly created Address Object to be the Remote Network.

VPN > Seftings > VPN Policies > Network

SONICWALL> | Network Security Appliance

General | Network | Proposals | Advanced !

Local Networks

® Choose local network from list —Select Local Network-— M
==== Address Objects ==== -
Local network obtains IP addresses using DHCP throug| X0 IP

Any address X1 Default Gateway
X11P

Remote Networks ==== Address Objects ====

Use this VPN Tunnel as default route for all Internet traffic

Destination network obtains IP addresses using DHCP through this VPN Tunnel

® Choose destination network from list --Select Remote Network- v
-Select Remote Network—

SONICWALL® | Network Security Appliance ) Create new address object...
| Create new address group...

o . ==== Address Groups ====

Name: Z‘;"\'\ ALL alllP

Zone Assignment: LAN v relayagent

Type: Network v ==== Address Objects ====

Network: 192.168.1.0

Netmask: 255.255.255.0

Remote Networks

Use this VPN Tunnel as default route for all Internet traffic

Destination network obtains IP addresses using DHCP through this VPN Tunnel

® Choose destination network from list ZyWALL

--Select Remote Network--
Create new address object. ..
Create new address group...
==== Address Groups ====
alllP

relayagent
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In the SonicWALL VPN > Settings > VPN Policies > Proposals > IKE (Phase 1)
Proposal and set Exchange, DH Group, Encryption and Authentication to match

your ZyWALL/USG’s VPN Gateway > Show Advanced Settings > Phase 1 Settings.

Go to IKE (Phase 2) Proposal and set the Protocol, Encryption and Authentication
to match your ZyWALL/USG’s VPN Connection > Show Advanced Settings > Phase

2 Settings.
VPN > Settings > VPN Policies > Proposals

SONICWALL> ‘ Network Security Appliance

‘ General | Network Advanced
IKE (Phase 1) Proposal
Exchange: [Main Mode v |
DH Group: | Group 2 v]
Encryption: IAES—256 v l
Authentication: [ SHA1 v]
Life Time (seconds): 238800
Ipsec (Phase 2) Proposal
Protocol: |ESP v]
Encryption: IAES-128 v |
Authentication: [SHA1 v|

Enable Perfect Forward Secrecy

Life Time (seconds): 28800

Select Enable VPN and click Refresh Active.

VPN > Settings > VPN Global Settings
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VPN Global Settings

Enab\e VPN

Unique Firewall Identifier:

172.10.120.11

3 VPN_to_ZyWALL 192.168.1.0 - 192.168.1.255

VPN Policies I Refresh Interval (secs) [10 Items per page (50 Items [3 to3
# Name Gateway Destinations Crypto Suite Enable

ESP: DES/HMAC SHA1 (IKE)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
©Add @ edit @ Remove @ Acfivate @ Inactivate @ Connect @ Disconnect [@ Object References
1 ’75‘; VPN_to_SonicWALL VPN_to_SonicWALL aVPN to Cisco LOCAL/aVPN to_Cisco
Page |1 | of1 Show |50 |v|items of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time

and the Inbound(Bytes)/Outbound(Bytes) fraffic.

MONITOR > VPN Monitor > IPSec

@ Disconnect @ Connection Check
1 N/A N/A VPN_to_SonicWALL 192.168.1.0/24<>192.168.2.0/24 172.101.30.73 P:172.100.... 104 86316 0(0 bytes) 0{0 bytes)
Page (1 | of1 Show (50 | |items Displaying 1- 1 of 1
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Go to SonicWALL VPN > VPN Settings > VPN Policies, the status green light is on.

VPN > VPN Settings > VPN Policies

¥PN Policies ) Refresh Interval (secs) 10 Ttems per page |50 Ttems |4 to 3 (of 3)
#  Name Gateway Destinations Crypto Suite Enable
1 YPN_to_ZyWALL 172.10.120.11 E] 192.168.1.0 - 192.168.1,255 E;(PE’)AES'IZBIHMAC SHA1 v

Go to SonicWALL VPN > VPN Settings > Currently Active VPN Tunnels > VPN Tunnel
Statics to check Tunnel valid time, Bytes In (Incoming Data) and Bytes Out

(Outgoing Datal).

VPN > VPN Settings > Currently Active VPN Tunnels

VPN Tunnel Statistics
Create Time 0

Tunnel valid until 1

Packets In
Packets Out
Bytes In
Bytes Out
Currently Active YPN Tunnels ] Refresh Interval (secs) |10 Items| FragmentsIn 0
Fragments Out 0
# Created v MName Local Remote
ﬂ‘
192.168.168.0 - 192.168.1.0 - . ul
1 10/04/2015 15:07:06  VPN_to_ZyWALL 172.10.120.11 R otiat:
104 —0£¥ 192.168.168.255 192.168.1.255 ol &

To test whether a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.168.33

223/743



ZYXEL

C:\Documents and Settings\ZyREL>ping 192.168.168.33

Pinging 192.168.168.33 with 32 bhytes of data:

Reply from 192.168.168.33 : hytes=32 time=18ms
Reply from 192.168.168.33 : hytes=32 time=17ms
Reply from 192.168.168.33 : bhytes=32 time=17ms

Reply from 192.168.168.33 : hytes=32 time=16ms

Ping statistics for 192.168.168.33:

Packets: Sent = 4, Received = 4, Lost = 8@ (8% loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms,. Average = 17ms

PC behind SonicWALL> Window 7 > cmd > ping 192.168.1.33

C:\Documents and Settings\ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 bhytes of data:

Reply from 192.168.1.33: bytes=32 time=27ms
Reply from 192.168.1.33: bytes=32 time=32ms
Reply from 192.168.1.33: bytes=32 time=26ms
Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and SonicWALL must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

224/743



ZYXEL ——

Send:[NOTIFY:NO_PROPOSAL_CHOSEN] 172.101.30.73:.... 172.100.30.80:... IKE_LOG
[SA] : No proposal chosen 172.101.30.73:.... 172.100.30.80:... IKE_LOG
info KE [SA] : Tunnel [VPN_to_SonicWALL] Phase 1 proposal mismatch 172.101.30.73:...  172.100.30.80:... IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG and SonicWALL Phase 2 Settings. Both ZyWALL/USG
and SonicWALL must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info KE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] 172.101.30.73:.... 172.100.30.80:... IKE_LOG
info KE [SA] : No proposal chosen 172.101.30.73:...  172.100.30.80: KE_LOG
info KE [SA] : Tunnel [VPN_to_SonicWALL] Phase 2 proposal mismatch 172.101.30.73:...  172.100.30.80:... IKE_LOG
info KE Recv:[HASH][SA][NONCE][ID][ID] 172.100.30.80:... 172.101.30.73:... IKE_LOG
info KE Phase 1 IKE SA process done 172.101.30.73:...  172.100.30.80:... IKE_LOG

Make sure the both ZyWALL/USG and SonicWALL security policies allow IPSec
VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol
50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure IPSec VPN Failover

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with failover. The example instructs how to configure the VPN tunnel between
each site if one site has multi-WAN. When the mulfi-WAN VPN failover is
configured, IPSec VPN tunnels automatically fail over to a backup WAN

interface if the primary WAN interface becomes unavailable.

Local Network Local Network i
Network 192.168.1.0 i Network 192.168.10.0 i
Netmask 255.255.255.0 ; i Netmask 255.255.255.0

VPN Tunnel VPN Tunnel

ZyWALL USG_HQ ZyWALL USG_Branch

Nrrrrrr s

WAN 1 IP 172.101.30.68 WAN IP 172.100.30.54
WAN?2 IP 172.100.20.78 LAN P 192.168.10.1

LAN  IP 192.168.1.1

LyWALL Site-to-site IPSec VPN with multiple WAN failover

“U"Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type » VPN Setfings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 3
2

Express Settings

IKE Version

© |Kev
O Kev2

Scenario

Rule Name: IWIZ_\/PN_HQ I

© Site-to-site

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the

example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard

Wizard Type * VPN Sefttings * Wizard Completed

1 2 3
Express Settings
Configuration
Secure Gateway: [172.100.30.54 | PorraDN)
Pre-Shared Key: |zyxEL123 |
Local Policy (IP/Mask]:  |192.168.1.0 |  /4255.255.255.0 |
Remote Policy (IP/Mask): |l92.168.10.0 | /255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Seftings * Wizard Completed
1 2 3
Express Settings
Summary
Rule Name: WIZ_VPN_HQ
Secure Gateway: 172.100.30.54
Pre-Shared Key: ZyXEL123
Local Policy (IP/Mask): 192.168.1.0/ 255.255.255.0
Remote Policy (IP/Mask]): 192.168.10.0 / 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_HQ
Secure Gateway: 172.100.30.54
Pre-Shared Key: ZyXeEL123
Local Policy (IP/Mask): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask): ~ 192.168.10.0 /255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Authentication
© Pre-Shared Key ceesceee
[ unmasked
O Certificate My Certficates
O User Based PSK O
[4] Advance
Local ID Type: IPv4 7
Content: ’0.0.0.0 ‘
Peer D Type: IAny vl

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
Network (Branch)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 2 3)

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard
Wizard Type * VPN Seftings > Wizard Completed
1 2 3
Express Seftings
IKE Version

@ |KEVI]
O Kev2

Scenario

Rule Name: |WiZ_VPN_Branch |
© Site-to-site

O site-to-site with Dynamic Peer

O Remote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to

the

ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3

2
Express Settings
Configuration
Secure Gateway: [172.101.30.68 | oPorraDN)
Pre-Shared Key: |ZyXEL123 |
Local Policy (IP/Mask):  [192.168.10.0 | /2552552550 ]
Remote Policy (IP/Mask):  |[192.168.1.0] |  /255.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Setlings * Wizard Completed
1 2 3
Express Settings
Summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 172.101.30.68
Pre-Shared Key: ZyXeL123
Local Policy (IP/Mask]): 192.168.10.0/ 255.255.255.0
Remote Policy (IP/Mask): 192.168.1.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in the VPN
> IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear in the VPN >

IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed

1 2 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_Branch

Secure Gateway: 172.101.30.68

Pre-Shared Key: ZyXeL123

Local Policy (IP/Mask]): 192.168.10.0 / 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication

© Pre-Shared Key secsccee

[ unmasked

O Certificate L
© User Based PSK o
[+] Advance
Local ID Type: IPv4 2
Content: 0.0.0.0
Peer ID Type: IA”Y vI

Go to Configuration > VPN > IPSec VPN > VPN Gateway > Gateway Settings. Set
My Address to be Domain Name/IP “0.0.0.0" (ZyWALL/USG will dial-up with the
active WAN interface first). Set Peer Gateway Address > Static Address > Primary
to be ZyWALL/USG_HQ WANI IP address and Secondary to be ZyWALL/USG_HQ
WAN2 IP address.

Configuration > VPN > IPSec VPN > VPN Gateway > Gateway Settings

General Settings

Enable
VPN Gateway Name: |WlZ_VPN_Bronch |

IKE Version

Gateway Settings

My Address
O Interface
r@ Domain Name / IPv4 | IO-O-O-O I
Peer Gateway Address
@ Static Primary  [172.101.30.68 |
Address — =
Secondary|172.100.20.78 |
| Fall back to Primary Peer Gateway when possib[el
Fall Back Check [300 | (60-86400 seconds)
Interval:

© Dynamic Address @
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Set up the WAN Trunk (ZyWALL/USG_HQ)

Go to CONFIGURATION > Interface > Trunk > User Configuration > Add. Select

wanl and wan?2 into the tfrunk Member and set wan2 Mode to be Passive.

CONFIGURATION > Interface > Trunk > User Configuration > Add

&> Add Trunk
Name: IMUI'ri_V\IAN_FciIover |
Load Balancing Algorithm: Least Load First N7
Load Balancing Index(es): Qutbound v

© Add H Edit @ Remove oM Move

— P
1 | wanl Active 1048576 kbps
2 | wan2 'Possive 1048576 kbps
Page of 0 Show |50 |v|items No data to display

Go to CONFIGURATION > Interface > Trunk > Configuration. Select Disconnect
Connection before Falling Back. In the Default WAN Trunk, select User Configured
Trunk to be the customized WAN trunk added in the previous step

(MUlti_WAN_Failover in this example).

CONFIGURATION > Interface > Trunk > User Configuration > Add
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Configuration

Disconnecf Connections Before Falling Back (i}
Default WAN Trunk
[¥] Advance

Default Trunk Selection

© SYSTEM_DEFAULT_WAN_TRUNK

|® user Configured Trunk | [Multi_WAN_Failove | v|

User Configuration

© Add [ | |

1 Multi_WAN_Failover Iif

Page |1 of 1 Show |50 |v| items Displaying 1 -1 of 1

Set up the Failover Command Line (ZyWALL/USG HQ)

Go to CONFIGURATION > Security Policy > Policy Control and add a To ZyWALL

rule to allow SSH service.

CONFIGURATION > Security Policy > Policy Control > Add corresponding

@ Add corresponding
w3 Create new Object¥

Enoble

Name: IAny_\‘o_ZyWoll_SSH I

Description: (Optional)

From: IOHY VI

To: |ZyWALL v|

Source: any v

Destination: any v

Service: ISSH \v|

User: any v

Schedule: none v

Action: lollow |

Log mciched traffic: |no N

| ok | cancel
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If the Security Policy is created but sfill cannot access to ZyWALL, please go fo
CONFIGURAITON > System > SSH to check do you Enable the General Settings
and make sure the Service Port is correct and the same in your terminal program.

Then, check the Service Control Action should be Accept.

CONFIGURAITON > System > SSH

General Settings
Elencole
] Version 1
Server Port: 22
Server Certificate:  default v
Service Control
0 Add
ALL ALL Accept
Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1

Enter the command line in terminal mode (Using Tera Term in this example).

Tera Term command

Welcome to USG110

Username: admin

Password:

Router> configure terminal

Router(config)# client-side-vpn-failover-fallback activate

Test the IPSec VPN Tunnel

8 Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 WIZ_VPN_HQ WIZ_VPN_HQ aVPN_to_Cisco LOCAL/aVPN_to_Cisco REMOTE
Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1
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9 Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time

and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

& Disconnect % Connection Check

# Name ~ Policy My Address Secure Gateway Up Time Timeout

Inbound(Bytes)

Outbound(Bytes)

1 test 172.100.30.54 P: 172.101.30.68 10 79190

192.168.10.0/24<>192.168.

0(0 bytes)

0(0 bytes)

10 Go to ZyWALL/USG_Branch MONITOR > Log. Try to disconnect WANT interface

(172.1.1.30.68) and you will see the VPN tunnel failover to WAN2 interface

(172.100.20.78).

MONITOR > Log
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What Could Go Wrong?

11 If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to

establish the IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_HQ] Phase 1 proposal mismaich IKE_LOG

12 If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_HQ] Phase 2 proposal mismatch IKE_LLOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE SA process done IKE_LLOG

13 Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses

IP protocol 50.

14 Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure L2TP over IPSec VPN while the ZyWALL/USG
is behind a NAT router

This example shows how to use the VPN Setup Wizard to create a L2TP over
IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site while the ZyWALL/USG is behind a
NAT router. When the L2TP over IPSec VPN tunnel is configured, each site can

be accessed securely.

Internet
NAT Router Q

WAN IP 172.100.20.30

LAN [P 192.168.1.1

Local Network - { L2TP Network Pool
Network 10.10.10.0 —N j Network 192.168.10.10 ;
Netmask 255.255.255.0 \T ' j 192.168.10.20 :
:l_ i e :

= \ | : Nl STETI T _'—\ ‘ { 3

N B e s N
S ; ZyWALL USG_HQ e ;

WAN IP 192.168.1.33 Remote Users
LAN 1P 10.10.10.1 Public IP Dynamic

LyWALL/USG L2TP over IPSec VPN while the ZyWALL/USG is behind a NAT router

:Q/'Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the L2TP VPN Tunnel on the ZyWALL/USG_HQ

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote Android Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 g

Welcome

O VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings
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VPN Setup Wizard

VPN Seftings * General Seffings * Wizard Completed

1 2 3
L2TP VPN Settings
Rule Name: |wiz_L2TP_VPN |

Phase 1 Setting

My Address (interface): Iwonl vl
Avuthentication Method
Pre-Shared Key: |xyz12345 |

Assign the remote users IP addresses range from 192.168.10.10 fo 192.168.10.20 for use

in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN to allow traffic from

L2TP clients to go to the Internet. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings > General Settings * Wizard Completed
2 3
1

L2TP VPN Settings
IP Address Pool: [RANGE ] 0
Starting IP Address: [192.168.10.10 |
End IP Address: [192.168.10.20 |

First DNS Server (Optional):

Second DNS Server
(Optional):

Eaiiow L2TP trafiic Through WAN

15 This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 3
2

Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345
My Address (interface): ~ wan'
|P Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1

2 3

L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_L2TP_VPN

My Address (inferface): ~ wani

Pre-Shared Key: xyz12345

IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN Connection > Create new Object > Create Address,
create an address object as the NAT router’'s WAN IP address (in the example,

172.100.20.30).

CONFIGURATION > VPN Connection > Create new Object > Create Address
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Name: INAT WAN IP |
Address Type: [HOST M|
IP Address: {172.100.20.30 |

www.zyxel.com

Go to CONFIGURATION > VPN Connection > Policy > Local Policy, select it be to the

NAT router’s WAN IP address (in the example, 172.100.20.30).

CONFIGURATION > VPN Connection > Policy > Local Policy

General Settings
Enable

Connection Name: WIZ_L2TP_VPN
[¥] Advance

VPN Gateway

Application Scenario
O site-to-site
O Site-to-site with Dynamic Peer
© Remote Access (Server Role)
O Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: WIZ_L2TP_VPN v | gel 0.0.0.0,0.00.0
Policy
Local policy: |NAT_WAN_IP Vl HOST, 172.100.20.30
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Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add
User Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN

Show Advanced Settings |@ Create new Objecf'|
User
= Config "
- leshooting
General Settings 4 walkin Address
Encble L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN v
IP Address Pool: WIZ_L2TP_VPN_IP_#|v | RANGE, 192.168.10.10-192.168.10.20 @
Authentication Method: default v
[] Advence
Allowed User: any hd
Keep Alive Timer: 60 (1-180 seconds)
First DNS Server (Optional): Custom Defined |v
Second DNS Server (Optional): Custom Defined |v
First WINS Server (Optional):
Second WINS Server (Optional):
@ Add A User
User Configuration
User Type: user o
Retype:
Description: Local User
Authentication Timeout Seffings  © Use Defaul Settings
O Use Manual Settings
Lease Time: 440 minutes
Reauthentication Time: 440 minutes
[ ok | cancel |

Set Up the NAT Router (Using ZyWALL USG device in this
example)

Go to CONFIGURATION > Network > NAT > Add. Select the Incoming Interface
on which packets for the NAT rule must be received. Specified the User-
Defined Original IP field and Type the translated destination IP address that this
NAT rule supports.
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CONFIGURATION > Network > NAT > Add

www.zyxel.com

General Settings

Enoble Rule

Rule Name:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Original IP:
Mapped IP:
User-Defined Mapped IP:

Port Mapping Type:

[VPN_NAT |

O Virtual Server
|wcnl Vl
User Defined %
|172.100.20.30 | (P Address)
User Defined N
|192.168.1.33 | 1P Address)

O Many 1:1 NAT

Go to CONFIGURATION > Object > Address > Add, create an address object as the

ZyWALL/USU_HQ's WAN IP address (in the example, 192.168.1.33).

CONFIGURATION > Object > Address

&» Add Address Rule

Name:
Address Type:
|P Address:

[L2TP_WAN_IP |
IHOST v|
1192.168.1.33 |

Go to CONFIGURATION > Object > Service > Service Group, create a service

group for the following UDP ports:

UDP Port Number = 1701 — Used by L2TP

UDP Port Number = 500 — Used by IKE

UDP Port Number = 4500 — Used by NAT-T
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CONFIGURATION > Service > Service Group

€ Add Service Group Rule

Configuration

Name: |L2TP_AI low I

Description:

Configuration

=== Object === - === Object ===
AH NATT
AlM IKE
AUTH L2TP-UDP
Any_TCP
Any_UDP
BGP
BONJOUR

NAATD ALICM T

4 »

Go to CONFIGURATION > Security Policy > Policy Control, add corresponding

rule to allow L2TP services.

CONFIGURATION > Security Policy > Policy Control

€ Add corresponding

3 Crecte new Object¥
[Fenavle
Name: I L2TP_Allow |
Description: [Optional)
From: any v
To: any (Excluding ZyV|v
Source: any v
Destination: [L2TP_WAN_IP v
Service: [L2TP_Allow v |
User: |L2TP_Remote User v |
Schedule: none v
Action: allow v
Log matched traffic: [no N
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Test the L2TP over IPSec VPN Tunnel

Use a smartphone or a PC to establish a L2TP VPN connection to the
ZyWALL/USG. Configure the NAT's public IP address as the L2TP server address on

the client. In this example using iOS device to test the result:

To configure L2TP VPN in an iOS 8.4 device, go fo Menu > Settings > VPN > Add VPN

Configuration and configure as follows.

Description is for you to identify the VPN configuration.

Set Server to the ZyWALL/USG’'s WAN IP address (172.100.20.30 in this example).

Enter Account and Password which the same as Allowed User created in ZyWALL/USG
(L2TP_Remote_Users/zyx168 in this example).

Set Secret to the Pre-Shared Key of the IPSec VPN gateway the ZyWALL/USG uses
for L2TP VPN over IPSec (xyz12345 in this example).
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< VPN ZyXEL_L2TP

Type

Description ZyXEL_L2TP

Server 172.100.20.30
Account L2TP_Remote_Users
RSA SecurlD

Password eeeeee

Secret XYYYYYY)

Send All Traffic

L2TP

www.zyxel.com

After you create a VPN configuration, slide the button right to the on position to

initiate L2TP VPN session.

< Settings VPN

VPN CONFIGURATIONS

Not Connected

~ ZyXEL_L2TP

N
)

< Settings

VPN CONFIGURATIONS

Connected

v~ ZyXEL_L2TP

VPN

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection
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IPv4 Configuration

© Add

1 WIZ_L2TP_VPN WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the Current

L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote Users

Current L2TP Session

@ Refresh

L2TP_Remote_Users Android 192.168.10.10 10.214.30.69

Page |1 of 1 Show |50 |v | items Displaying 1 -1 of 1

Go to iOS mobile device Menu > Settings > VPN > ZyXEL_L2TP and verify the

Assigned IP Address and Connect Time.
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Menu > Settings > VPN > ZyXEL_L2TP

< VPN ZyXEL_L2TP
Type L2TP
Server 172.100.20.30
Assigned |IP Address 192.168.10.10
Connect Time 0:06

Description ZyXEL_L2TP

Server 172.100.20.30
Account  L2TP_Remote_Users
RSA SecurlD

Password eeeeee

Secret eeccccee

Send All Traffic C

What Could Go Wrong?

www.zyxel.com

If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. iOS Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

Category -

alert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service.[Incorrect Username or Passw

ord) L2TP_LOG
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If you see [info] or [error] log message such as below, please check
ZyWALL/USG Phase 1 Settings. iOS Mobile users must use the same Secret as
configured in ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Setftings. ZyWALL/USG

unit must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LOG
info IKE Received delete notification IKE_LLOG
info IKE Recv:[HASH][DEL] IKE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LLOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2, DMZ,

or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG'’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN ftraffic. IKE uses UDP

port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to IPSec_VPN

Zone so that security policies are applied properly.
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How to Configure L2TP VPN with Android 5.0 Mobile Devices

This example shows how to use the VPN Setup Wizard to create a L2TP VPN
between a ZyWALL/USG and an Android 5.0 Mobile Device. The example instructs
how to configure the VPN tunnel between each site. When the VPN tunnel is
configured, each site can be accessed securely and allow traffic from L2TP

clients to go to the Internet.

Local Network L2TP Network Pool :
Network 192.168.1.0 i i Network 192.168.10.10 :
H : | H
Netmask 255.255.255.05 192.168.10.20
T —)
1 ‘ | HL -
___________________________________________ : VPN Tunnel VPN Tunnel i
ZyWALL USG Android Mobile Users
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

ZyWALL/USG L2TP VPN with Android Mobile Devices Example

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and Android version (Firmware Version:

5.0)
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Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote Android Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2 3

Welcome

O VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Settings > General Setfings * Wizard Completed

. 2 3
L2TP VPN Settings
Rule Narme: [wz o ven ]

Phase 1 Setting

My Address (inferface):  [wan! v|
Avuthentication Method
Pre-Shared Key: |xyzl 2345 |

Assign the remote users IP addresses range from 192.168.10.10 to 192.168.10.20 for
use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN fo allow

traffic from L2TP clients to go to the Internet. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard
VPN Seftings * General Seftings * Wizard Completed
1 2 3
L2TP VPN Settings
IP Address Pool: [ranGE v| @
Starfing IP Address: 1192,168,10,10 ]
End IP Address: 1192.168.10.20 |

First DNS Server (Optional):

Second DNS Server
(Optional):

Allow L2TP traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed

1 Py 3
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345

My Address (interface): ~ wan'
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the

VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard
Wizard Type * VPN Setfings * Wizard Completed
1 2 3

L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_L2TP_VPN

My Address (interface): ~ wanl

Pre-Shared Key: xyz12345

|IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User

Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

Show Advanced Settings |l Create new.Object¥|
User

General Settings _:l SV:‘:; Address frehoctng
Enable L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN v
IP Address Pool: WIZ_L2TP_VPN_IP_¢|v|  RANGE, 192.168.100.10-192.168.100.20 @
Authentication Method: default N7

[*] Advance
Allowed User: any M
Keep Alive Timer: 60 [1-180 seconds)
First DNS Server (Optional): Custom Defined | v
Second DNS Server (Optional): Custom Defined | v
First WINS Server (Optional):
Second WINS Server (Optional):

User Configuration
UserName :
UserType: user v
Possword:
Retype:
Description: Local User

Authentication Timeout Settings ® Use Defaulf Settings © Use Manual Settings
Lease Time: 440 minutes

Reauthentication Time: 440 minutes

_ ok ]| cancel ]

If some of the traffic from the L2TP clients need to go to the Internet, create a
policy route to send traffic from the L2TP tunnels out through a WAN frunk. Set
Incoming to Tunnel and select your L2TP VPN connection. Set the Source
Address to be the L2TP address pool. Set the Next-Hop Type to Trunk and select

the appropriate WAN frunk.
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CONFIGURATION > Network > Routing > Policy Route

7 Edit Policy Route
Show Advanced Settings 15 Crecte new Object¥
Configuration
Encble
Description: L2TP_VPN_to_lntermnei| [Optional)
Criteria
User: |L2TP_RemoTe_User VI
Incoming: |Tunne| V|
Please select one member: [wiz_L2TP_VPN v |
Source Address: |WIZ_L2TP_VPN_IP_¢|¥|
Destination Address: any v
DSCP Code: any V
Schedule: none v
Service: any 7
Next-Hop
Type: ITrunk ﬂ
Trunk: [SYSTEM_DEFAULT_V|v |
ok} Cancel

Set Up the L2TP VPN Tunnel on the Android Device

To configure L2TP VPN on an Android device, go fo Menu > Settings > Wireless &
Networks > VPN settings > Add VPN > Add L2TP/IPSec PSK VPN and configure as

follows.

VPN name is for the user to identify the VPN configuration.
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VPN name

ZyXEL_L2TP

Lo ) e

Set VPN server to the ZyWALL/USG's WAN IP address.

Set VPN server

172.124.163.150

o | e

Set IPSec pre-shared key to the pre-shared key of the IPSec VPN gateway the
ZyWALL/USG uses for L2TP VPN over IPSec (zyx12345 in this example).

Set IPsec pre-shared key

o | e |
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Leave Enable L2TP secret disabled as default and turn on DNS search domains if
you need to use the internal DNS servers once your connection is made, enter the
DNS server address here. Click Save.

Add L2TP/IPSec PSK VPN

VPN name

ZyXEL_L2TP

Set VPN server

172.124.163.150

Set IPsec pre-shared key (%)

IPsec pre-shared key is set

Enable L2TP secret D

L2TP secret disabled

DNS search domains

earch domains not set

Cancel

Click the VPN rule ZyXEL_L2TP to begin the VPN connection.

VPN settings

Add VPN

VPNs

ZyXEL_L2TP
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When dialing the L2TP VPN, the user will have to enter Username/Password. They
are the same as Allowed User created in ZyWALL/USG (L2TP_Remote_Users/zyx168

in this example).

Connect to ZyXEL_L2TP

Password:

EHEINEE L2TP Remote Users

D Remember username

\ Connect * l Cancel l

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

© Add

WIZ_L2TP_VPN WIZ_L2TP_VPN = WIZ_L2TP_VPN_LOCAL/
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 192.168.100.10

Result

® ICMP Connectivity Check PASS on WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote Users

Current L2TP Session

onnect @ Refresh

1 L2TP_Remote_Users Android 192.168.10.10 172.124.163.254
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Go to Android mobile device Menu > Settings > Wireless & Networks > VPN and
verify the connection status.
Menu > Settings > Wireless & Networks > VPN

» ZyXEL_L2TP VPN connected
VPN settings

Add VPN

VPNs

ZyXEL_L2TP

Connected

What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Android Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Setftings. Android Mobile users must use the same Secret as configured in

ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG
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If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Setftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LLOG
info IKE Received delete notification IKE_LOG
info IKE Recv:[HASH][DEL] IKE_LLOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG'’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to Configure L2TP VPN with iOS 8.4 Mobile Devices

This example shows how to use the VPN Setup Wizard to create a L2TP VPN
between a ZyWALL/USG and an iOS 8.4 Mobile Device. The example instructs how
to configure the VPN tunnel between each site. When the VPN tunnel is
configured, each site can be accessed securely and allow traffic from L2TP

clients to go to the Internet.

ZyWALL/USG L2TP VPN with iOS Mobile Devices Example

Local Network L2TP Network Pool :
Network 192.168.1.0 : Network 192.168.100.10:

: : | H
Netmask 255.255.255.0 192.168,100.20;

Internet

VPN Tunnel VPN Tunnel .............................................

ZyWALL USG iOS Mobile Users
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

“OU"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and iOS (Firmware Version: 8.4).

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote iOS Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

O VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Settings > General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings

Rule Nome: [wiz_LotP_veN |

Phase 1 Setting

My Address (interface): |W0n1 Vl
Authentication Method
Pre-Shared Key: lxyz12345 |

Assign the remote users IP addresses range from 192.168.100.10 to 192.168.100.20
for use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN fo allow
traffic from L2TP clients to go to the Internet. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings *» General Settings * Wizard Completed
2 &)
1

L2TP VPN Settings
IP Address Pool: |RANGE "I (i ]
Starting IP Address: IWI
End IP Address: [192.168.100.20 |
First DNS Server (Optional):

Second DNS Server
(Optional):

[ iow L27P trafiic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Settings * Wizard Completed
1 - 3
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345
My Address (interface): wan1
|IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed

1 2 3

L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_L2TP_VPN

My Address (interface):  wani

Pre-Shared Key: xyz12345

IP Address Pool: RANGE, 192.168.100.10 - 192.165.100.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN
Show Advanced Settings |1 Create hew.Object ¥
User
= Config .
= leshooting
General Settings 4 Walth Addes
Encble L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN v
P Address Pool: WIZ_L2TP_VPN_IP_#/v| RANGE, I92.166.100‘\0—192.166.1004200
Authentication Method: default v
[*] Advance
Allowed User: any hd
Keep Alive Timer: 40 [1-180 seconds)
First DNS Server (Optional): Custom Defined v
Second DNS Server (Optional): Custom Defined |v
First WINS Server (Optional):
Second WINS Server (Optional):
User Configuration
User Name :
User Type: user v
Password:
Retype:
Description: Local User
Avthentication Timeout Setfings  ® yse Default Settings © Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
oK || Cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a

policy route to send traffic from the L2TP tunnels out through a WAN frunk. Set

Incoming to Tunnel and select your L2TP VPN connection.

Address to be the L2TP address pool.

the appropriate WAN frunk.

Set the Source

Set the Next-Hop Type to Trunk and select
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CONFIGURATION > Network > Routing > Policy Route
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Z Edit Policy Route

Configuration

Encble

Description:

Criteria
User:

Incoming:

Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:

Trunk:

Please select one member:

Show Advanced Settings 18 Create new Object¥

L2TP_VPN_to_Intemet

|L2TP_Remofe_User v I

|Tunne| v I
fwiz_LotP veN ||
|WIZ_L2TP_VPN_IP_¢|v|

any v
any N
none N
any N7
ITrunk <7 |

[SYSTEM_DEFAULT_V v |

(Optional)
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Set Up the L2TP VPN Tunnel on the iOS Device

To configure L2TP VPN in an iOS 8.4 device, go to Menu > Settings > VPN > Add

VPN Configuration and configure as follows.
Description is for you to identify the VPN configuration.
Set Server to the ZyWALL/USG's WAN IP address (172.124.163.150 in this example).

Enter Account and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

Set Secret to the Pre-Shared Key of the IPSec VPN gateway the ZyWALL/USG uses
for L2TP VPN over IPSec (zyx12345 in this example).

< VPN ZyXEL_L2TP

Type L2TP

Description ZyXEL_L2TP

Server 172.124.163.150
Account L2TP_Remote_Users
RSA SecurlD

Password eeeeee

Secret X YYYYYY)

Send All Traffic

273/743



ZYXEL ——

After you create a VPN configuration, slide the button right to the on position to

initiate L2TP VPN session.

< Settings VPN < Settings VPN
VPN CONFIGURATIONS VPN CONFIGURATIONS

Not Connected Connected

~ ZyXEL_L2TP E ~ ZyXEL_L2TP

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

O Add ¢

1 WIZ_L2TP_VPN WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.
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Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check
IP Address: [192.168.10010 |

[ ox_] concal ]

Result

® ICMP Connectivity Check PASS on WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote Users

Current L2TP Session

# Disconnect @ Refresh
#a User Name v Hostname Assigned IP Public IP
1 L2TP_Remote_Users iPhone 192.168.100.10 10.214.30.69

275/743



ZYXEL

www.zyxel.com

Go to iOS mobile device Menu > Settings > VPN > ZyXEL_L2TP and verify the

Assigned IP Address and Connect Time.

Menu > Settings > VPN > ZyXEL_L2TP

{ VPN ZyXEL_L2TP

Type L2TP
Server 172.124.163.150
Assigned IP Address 192.168.100 Hjl

Connect Time

Description ZyXEL_L2TP

Server 172.124.163.150
Account  L2TP_Remote_Users
RSA SecurlD

Password eeeeee

Secret eeccccee

Send All Traffic

0:06
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What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. iOS Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

clert L2TP Qver IPSec User L2TP_Remote_Users has been denied from L2TP service.(Incorrect Username or Password) L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Seftings. iOS Mobile users must use the same Secret as configured in

ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Setftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LOG
info IKE Received delete noftification IKE_LOG
info IKE Recv:[HASH][DEL] IKE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG'’s IP as their default gateway to utilize the L2TP tunnel.

2771743



ZYXEL ——

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to Import ZyWALL/USG Certificate for L2TP over IPsec in
Windows 10

This is an example of using the L2TP VPN and VPN client software included in
Windows 10 operating systems. When the VPN ftunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow traffic from L2TP

clients to go to the Internet from a Windows 10 computer.

ZyWALL/USG L2TP VPN with Remote Windows 10 Client Example

Local Network { L2TP Network Pool
Network 192.168.1.0 i Network 192.168.100.10:

: I :
Netmask 255.255.255.0§ 192.168.100.20§

] =
f | H =
i -
___________________________________________ VPN Tunnel VPN Tunnel & e
ZyWALL USG Remote Windows 10 Client

WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

“U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and Windows 10 Pro (Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

Window 10 clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

O VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Settings > General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings

Rule Nome: [wiz_LotP_veN |

Phase 1 Setting

My Address (interface): |W0n1 Vl
Authentication Method
Pre-Shared Key: lxyz12345 |

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for
use in the L2TP VPN tunnel and select Allow L2TP traffic Through WAN to allow
traffic from L2TP clients to go to the Internet. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings *» General Settings * Wizard Completed
2 g
1

L2TP VPN Settings
IP Address Pool: IRANGE "I (i ]
Starting IP Address:
End IP Address: [192.168.100.20 |
First DNS Server (Optional): ’

Second DNS Server
(Optional):

[ iow L27P trafiic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 &)
2

Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345
My Address (interface): wan1
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20
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Now the rule is configured on the ZyWALL/USG. The rule setftings appearin the
VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 &)
2

Express Settings

Summary

Rule Name: WIZ_L2TP_VPN

Secure Gateway: Any

Pre-Shared Key: xyz12345

My Address (interface): wani

IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change
Authentication method to be Cerlificate and select the certificate which ZyWALL/USG

uses to identify itself fo the Window 10 computer.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

Avuthentication

O Pre-Shared Key

@ Certificate [default v| (see My Cerificates

© User Based PSK i ]

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN
Show Advanced Settings |1 Create hew.Object ¥
User
= Config .
= leshooting
General Settings 4 Walth Addes
Encble L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN v
P Address Pool: WIZ_L2TP_VPN_IP_#/v| RANGE, I92.166.100‘\0—192.166.1004200
Authentication Method: default v
[*] Advance
Allowed User: any hd
Keep Alive Timer: 40 [1-180 seconds)
First DNS Server (Optional): Custom Defined v
Second DNS Server (Optional): Custom Defined |v
First WINS Server (Optional):
Second WINS Server (Optional):
User Configuration
User Name :
User Type: user v
Password:
Retype:
Description: Local User
Avthentication Timeout Setfings  ® yse Default Settings © Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
oK || Cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a
policy route to send traffic from the L2TP tunnels out through a WAN frunk. Set
Incoming to Tunnel and select your L2TP VPN connection. Set the Source
Address to be the L2TP address pool. Set the Next-Hop Type to Trunk and select

the appropriate WAN frunk.
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Z Edit Policy Route

Configuration

Encble
Description:
Criteria
User:
Incoming:
Please select one member:
Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:

Trunk:

Show Advanced Settings 15 Crecte new Object¥

L2TP_VPN_to_Intemet

|L2TP_RemoTe_User N7 I

|Tunne| M |
[wiz_LorP_vPN v
[wiz_L21P_vPN_IP_#|v]

any %
any N
none N
any N
ITrunk VI

[SYSTEM_DEFAULTV v |

(Optional)

v

Export a Certificate from ZyWALL/USG and Import it to Windows

10 Operating System

Go to ZyWALL/USG CONFIGURATION > Object > Cerfificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Cerlificates Setting
@ Add [ ]

1 default SELF CN=vpn30_BBECA31E2398 CN=vpnS0_BSECA3IE2398  2017-01-07 10:19:45 GMT 2027-01-05 10:19:45 GMT
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Export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example)

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with

Private Key

Certificate in PEM (Base-é4) Encoded Format

————— BEGIN X509 CERTIFICATE-—-
MIIDRzCCAi+gAwWIBAgIJAPSGPO+bgnesMAOGCSqGSIn3DQEBCWUAMBOXGZAIBGgNY
BAMMENZwbjUwXO0I4RUNBMzFFMjMSODAeFwOxNzAxMDcxMDESNDV aFw0yNzAxMDU

X v

Export Cerfificate Only

Password:[***ee | Export Cerificate with Private Key

Save default certificate as *.p12 file to Windows 10 computer.

default.pl2

In Windows 10 Operating System, go to Start Menu > Search Box. Type mmc and

press Enter.

Start Menu > Search Box > mmc

Best match

mmc
Run command

Web

% My stuff £ Web

mmc

In the mmc console window, click File > Add/Remove Snap-in...
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& File
¢

ﬁ Consolel - [Console Root]

Action View Favorites

New
Open...
Save

Save As...

Add/Remove Snap-in...

Options...
1WF

Window Help

Ctrl+N
Ctrl+0O
Ctrl+S

Ctrl+M

2 C:\Users\...\Desktop\Consolel

Exit

In the Available snap-ins, select Certificates click Add. Then, click Finished.

Press OK to close the Snap-ins window.

Available snap-ins > Cerlificates > Add

Available snap-ins:

Snap-in Vendor

=] ActiveX Control Microsoft Cor...
ror__!,' Authorization Manager Microsoft Cor...
Microsoft Cor...
#.Component Services  Microsoft Cor...
;{"Computer Managem... Microsoft Cor...
¢4 Device Manager Microsoft Cor...
=% Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
'=[ Group Policy Object ... Microsoft Cor...
.@, IP Security Monitor Microsoft Cor...
@, IP Security Policy M...  Microsoft Cor...
|2 Link to Web Address ~ Microsoft Cor...
- . P " - . P

Selected snap-ins:

[ Console Root
Iﬁ] Certificates - Local Computer
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In the mmc console window, go to Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

a File Action View Favorites Window Help
s | 2m 0|6z HE
] Console Root Issued To - Issue
v G Certificates - Local Computer | (=) 5 4 75t External CA Root AddT
> [ Personal || EilBaltimore CyberTrust Root Baltin
v || Trusted Root Certification 5] Certum CA Cert
| Certifirates enum ey
> [l Enterp All Tasks > Import...
. = F
i e View > 197 Microsoft C... Co
> | Active pY|
5 7 Trustes New Window from Here i ID Root CA DigiC
> [ Untrus ey Taskpad View... froot CA Digic
> [ Third- - ssurance EV Ro... DigiC
> [ Trustes Refresh tification Auth... Entru
» [ Client Export List... ftification Auth... Entru
> ] Smart fication Author... Entru
Help cation Authority ePKI
Click Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, dick Next.

Cancel
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Click Browse..., and locate the .p12 file you downloaded earlier. Then, click Next.

File to Import
Specify the file you want to import.

File name:
C\Users\ZyXEL\Desktop\default.p12 | I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Next | ] Cancel

Type zyx123 in the Password field and click Next.

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

| zyx123

Display Password

Import options:

[[JEnable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

| Next I Cancel
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Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities l Browse...

Cancel

“U"Note: Each LyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next fime.
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Set Up the L2TP VPN Tunnel on the Windows 10

To configure L2TP VPN in Windows 10 operating system, go to Start > Settings >

Network & Internet > VPN > Add a VPN Connection and configure as follows.
VPN Provider set to Windows (built-in).
Configure Connection name for you to identify the VPN configuration.

Set Server name or address to be the ZyWALL/USG's WAN IP address
(172.124.163.150 in this example).

Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

290/743



ZYXEL ——

Add a VPN connection

VPN provider
Connection name

ZyXEL_L2TP_VPN

Server name or address
172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

v/ Remember my sign-in info

Save Cancel

Go to Control Panel > Network and Internet > Network Connections and right click
Properties. Confinue to Security > Advanced settings and select Use Certificate for

authentication.
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@ Network Connections
i @ > Control Panel » Network and Internet >

Organize v Start this connection Rename this connection

:- ZyXEL_L2TP_VPN

~w =gy Disconnected
iﬂ WAN Min{ .

Connect / Disconnect

Status

Set as Default Connection
Create Copy

Create Shortcut
& Delete
& Rename

& Properties

g ZyXEL_L2TP_VPN Properties X

General Options Securty Networking Sharing

Type of VPN:
[LzyerZTunnelhg Protocol with IPsec (L2TP/IPsec) V}
Advanced settings
Data encryption:
[Opﬁonalencrypﬁon(oonnedeveni‘nomaypﬁon) v}
Authentication

(O Use Extensible Authentication Protocol (EAP)

v

Properties

|© Allow these protocols l

[] Unencrypted password (PAP)
[[]Challenge Handshake Awuthentication Protocol (CHAP)
| EA Microsoft CHAP Version 2 (MS-CHAP v2) |

[[] Automatically use my Windows logon name and
password (and domain, if any)

[ ok || Ccancel
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Advanced Properties X
L2TP

(O Use preshared key for authentication
Key: |

I (® Use certificate for authentication

| ] verify the Name and Usage attributes of the server’s certificate

OK ’ Cancel

Go to Network & Internet Settings window, click Connect.

= Settings - O X
€02 NETWORK & INTERNET Find a setting £
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage
loe) ZYXEL_L2TP_VPN
Dial-up

Connect Advanced options Remove
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Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

1 |e@ WIZ_L2TP_VPN WIZ_L2TP_VPN aWiZ_L2TP_VPN_LOCAL/

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check
IP Address: 192.168.100.10

o

Result

® ICMP Connectivity Check PASS on WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote Users
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Current L2TP Session
@ Refresh
1 L2TP_Remote_Users ellen-PC 192.168.100.10
Page |1 of 1 Show |50 || items

10.214.30.69

Displaying 1- 1 of 1

Go to Window 10 operating system Start > Settings > Network & Internet > VPN and

show Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

= Settings

¢53  NETWORK & INTERNET Find a setting

Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

ogg ZyXEL_L2TP_VPN
VPN Connected
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What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Windows 10 users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

13 clert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service.(Incorrect Username or Password)  L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Setftings. Windows 10 operating system users must use the same Pre-

Shared Key as configured in ZyWALL/USG to establish the IKE SA.

2 info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LLOG
3 info IKE The cookie pair is : Oxd103273f03f379a0 / 0x05efd54196dcécdd IKE_LLOG
10 info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG
11 info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Setftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LLOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LLOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG'’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.
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Verify that the Zone is set correctly in the VPN Connection rule. This should be set

to IPSec_VPN Zone so that security policies are applied properly.
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How to Import ZyWALL/USG Certificate for L2TP over IPsec in
I0S mobile phone

This is an example of using the L2TP VPN and VPN client software included in Android
mobile phone operating systems. When the VPN tunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow traffic from L2TP clients

to go to the Internet from an iOS mobile phone.

ZyWALL/USG L2TP VPN with Remote iOS Mobile Phone Client Example

Local Network L2TP Network Pool i
Network 192.168.1.0 Network 192.168.100.10:

: | :
Netmask 255.255255.0? 192.168.100.20;

‘, ‘

! f m H e

i | — = )
ol i : E
VPN Tunnel VPN Tunnel

ZyWALL USG Remote Windows 10 Client
WAN [P 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

"O"Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25) and iOS
(Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings for L2TP
VPN Settings wizard to create a L2TP VPN rule that can be used with the iOS mobile

phone clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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¥ VPN Setup Wizard

Bl|

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are auvtomatically configured/generated
ii. Policy Route is automatically configured/generated

Then, configure the Rule Name and set My Address to be the wan1 interface which is

connected to the Internet. Type a secure Pre-Shared Key (8-32 characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftings *» General Settings * Wizard Completed

1 2 3
L2TP VPN Settings
Rule Name: IWIZ_LZTP_VPN l
Phase 1 Setting
My Address (inferface):  [wanl ~|
Avuthentication Method
Pre-Shared Key: Ixyz] 2345 |

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for use in
the L2TP VPN tunnel and select Allow L2TP traffic Through WAN to allow traffic from
L2TP clients to go to the Internet. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings * General Settings * Wizard Completed

1 p) 3
L2TP VPN Settings
IP Addiress Pool: [RANGE ~| o
Starting IP Address: 1192.168.100.10 ]
End IP Address: 1192.148.100.20 |

First DNS Server (Optional):

Second DNS Server
(Optional):

[@hiow L21P traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
3

! 2
Express Seftings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: Xyz12345
My Address (inferface): ~ wan'
|IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed
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VPN Setup Wizard

Wizard Type * VPN Setlings * Wizard Completed
3

1 2

Express Settings

Summary

Rule Name: WIZ_L2TP_VPN

Secure Gateway: Any

Pre-Shared Key: Xyz12345

My Address (inferface): ~ wan1

|IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change Authentication
method to be Certificate and select the certificate which ZyWALL/USG uses to identify

itself to the Android mobile phone.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

Avuthentication

© Pre-Shared Key

© Certificate |default v| (See My Cerfificates)
© User Based PSK (i ]

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User Name
and Password (4-24 characters). Then, set Allowed User to the newly created object

(L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User
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L2TP VPN

Show Advanced Settings

5 Create new Object ']

User Configuration

Authentication Timeout Settings

Lease Time:

L2TP_Remote_Users

User Name :

User Type: user 4l
Password:
S
Description: Local User

© yse Default Settings
1440

General Settings El SV:"?‘: . freootig
Enable L2TP Over IPSec
VPN Connection: 'WIZ_L2TP_VPN il
IP Address Pool: [WIZ_L2TP_VPN_IP_|v]  RANGE, 192.168.100.10-192.163.10020 @
Authentication Method: defaul ™

[*] Advance
Allowed User: Tony L‘
Keep Alive Timer: T60 (1-180 seconds)
First DNS Server (Optional): TCusfom Defined :\ v
Second DNS Server (Optional): TCusfom Defined :\
First WINS Server (Optional): , ‘
Second WINS Server (Optional): , ‘

© Add A User

© Use Manual Settings
minutes

Reauthentication Time: 1440 minutes

L2TP VPN

General Settings

Enable L2TP Over IPSec
VPN Connection:
IP Address Pool:
Authentication Method:

[¥] Advance
Allowed User:
Keep Alive Timer:
First DNS Server (Optional):
Second DNS Server (Optional):
First WINS Server (Optional):
Second WINS Server (Optional):

Show Advanced Settings 8 Create new Object¥
= 3«:':;:;:2:“ 3 Troubleshooting m -
WIZ_L2TP_VPN |v] fany -
WIZ_L2TP_VPN_IP_¢| |  RANGE, 152.165.100.10-192.165.100.20 @ === Object ===
default v cd-users
admin
—L - Id
60 [1-180 seconds] ap-users
Custom Defined v/ ' radius-users
Custom Defined 'V! | ug-users
1 L2TP_Remote_Users
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Export a Certificate from ZyWALL/USG and Import it to iOS Mobile
Phone

Go to ZyWALL/USG CONFIGURATION > Object > Cerlificate, select the certfificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Certificates Setting
QAdd
1 default SELF CN=vpn50_B8ECA31E2398 CN=vpn50_BSECAS31E2398 2017-01-07 10:19:45 GMT 2027-01-05 10:19:45 GMT
Page |1 of 1 Show |50 |v|items Displaying 1-1 of 1

Export default certificate from ZyWALL/USG with Private Key (zyx123 in this example)

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with Private
Key

Certificate in PEM (Base-6é4) Encoded Format

----- BEGIN X509 CERTIFICATE-—--
MIIDRzC CAi+gAwWIBAgIJAPSgPO+bgnesMAOGCSgGSIb3DQEBCWUAMBOXGZAIBGNY
BAMMENZwbjUwX0I4RUNBMzFFMjMSODAeFwOxNzAXMDcxMDESNDVaFwOyNzAXMDU

v

X

Export Cerfificate Only

Password: I sseses l Export Cerfificate with Private Key

Save default certificate as *.p12 file to Android mobile phone computer.

3

default.pl2

Set Up the L2TP VPN Tunnel on the iOS Mobile Device

1 To configure L2TP VPN in iOS operating system, go to Start > Settings > Network &

Internet > VPN > Add a VPN Connection and configure as follows.

2 VPN Provider set to Windows (built-in).

3 Configure Connection name for you to identify the VPN configuration.
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4 Set Server name or address to be the ZyWALL/USG's WAN IP address

(172.124.163.150 in this example).
5 Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

6 Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

Add a VPN connection

VPN provider

Connection name

ZyXEL_L2TP_VPN

Server name or address

172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

~~ Remember my sign-in info

Save Cancel

7 Go to Control Panel > Network and Internet > Network Connections and right

click Properties. Continue to Security > Advanced setftings and select Use

Certificate for authentication.
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@ Network Connections
™ ‘}:' > Control Panel > Network and Internet >
Organize » Start this connection Rename this connection

: n ZyXEL_L2TP_VPN
\,M@ Disconnected

&> WAN Min
Connect / Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut
& Delete
& Rename

% Properties

g ZyXEL_L2TP_VPN Properties X

General Options Securty Networking Sharing

Type of VPN:
Layer 2 Tunneling Protocol with [Psec (L2TP/IPsec) v|
Advanced settings
Data encryption:
|0ptionalenetyption(connecteveninoencryption) V|
Authentication

(O Use BExtensible Authentication Protocol (EAP)

Properties

I@ Allow these protocols l

[] Unencrypted password (PAP)
[[JChallenge Handshake Awthentication Protocol (CHAP)
[ 4 Microsoft CHAP Version 2 (MS-CHAP v2) |

[] Automatically use my Windows logon name and
password (and domain, if any)

[ ok ]| Ccancel

305/743



ZYXEL ——

Advanced Properties X
L2ZTP

(O Use preshared key for authentication

Key: I

| (® Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

8 Go to Network & Internet Settings window, click Connect.

&= Settings — O X
¢53  NETWORK & INTERNET Find a setting P
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage
loe) ZyXEL_L2TP_VPN
Dial-up

Connect Advanced options Remove

Test the L2TP over IPSec VPN Tunnel

1. GotoZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the Status
connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add ¢ ]
1 WIZ_L2TP_VPN WIZ_L2TP_VPN <WIZ_L2TP_VPN_LOCAL/
Page |1 of 1 Show |50 |v|items Displaying 1-1 of 1
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2. Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 192.168.100.10]

.

Result

@ ICMP Connectivity Check PASS on WIZ_L2TP_VPN

3. Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote Users

Current L2TP Session

# Disconnect @ Refresh
#a User Name v Hostname Assigned IP Public IP
1 L2TP_Remote_Users ellen-PC 192.168.100.10 10.214.30.69

4. Go to iOS operating system Start > Settings > Network & Internet > VPN and show
Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

< Settings = O >
§5%  NETWORK & INTERNET Find a setting P
Wi-Fi
VPN

Airplane mode
e Add a VPN connection

ogg ZyXEL_L2TP_VPN
Connected

Data usage
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What Could Go Wrong?

1. If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. iOS users must use the same Username and

Password as configured in ZyWALL/USG to establish the L2TP VPN.

1 2. info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LLOG
2 2.. info IKE Send:[HASH][DEL] [count=4] IKE_LLOG
3 2. info IKE Tunnel [WIZ_L2TP_VPN:WIZ_L2TP_VPN:0xc8aad2b4] is disconnected IKE_LLOG
4 2. clert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service.(Incorrect Username or Password) L2TP_LOG

2. If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. iOS users must use the same Pre-Shared Key as configured in

ZyWALL/USG to establish the IKE SA.

info KE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] KE_LOG

info KE nvalid payload type in encrypted payload chain, possicly because of different pre-shared keys KE_LOG

3. If you see that Phase 1 IKE SA process has completed but still get [info] log message
as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit must set

correct Local Policy to establish the IKE SA.

info KE SAKMP SA [WIZ_L2TP_VPN] is disconnected KE_LOG
info KE Received delete nofification KE_LOG
nfo KE Recv:[HASH][DEL] KE_LOG
info KE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] KE_LOG
info KE [SA] : No pr KE_LOG
info KE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch KE_LOG

4. Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

5. If you cannot access devices in the local network, verify that the devices in the locall

network set the USG’s IP as their default gateway to utilize the L2TP tunnel.
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6. Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

7. Verify that the Zone is set correctly in the VPN Connection rule. This should be set to

IPSec_VPN Zone so that security policies are applied properly.

How to Import ZyWALL/USG Certificate for L2TP over IPsec in
Android mobile phone

This is an example of using the L2TP VPN and VPN client software included in Android
mobile phone operating systems. When the VPN tunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow fraffic from L2TP

clients to go to the Internet from an Android mobile phone.

ZyWALL/USG L2TP VPN with Remote Android Mobile Phone Client Example

Local Network | L2TP Network Pool
Network 192.168.1.0 : Network 192.168.100.10:

) : I !
Netmask 255.255.255.0 192.168.100.20:

Internet

VPN Tunnel VPN Tunnel ---------------------------------------------

ZyWALL USG Remote Windows 10 Client
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

"O"Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25) and Android
(Version: 10.0.10240)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings for

L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the Android

mobile phone clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Nizard Type VPN Settings Wizard Completed

Welcome

@ VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type

- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface which is

connected to the Internet. Type a secure Pre-Shared Key (8-32 characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Settings General Settings Wizard Completed
1 2 3

L2TP VPN Settings

Rule Name: [wiz_t2TP_vPN |

Phase 1 Setting

My Address (interface): Iwanl N I

Authentication Method

Pre-Shared Key: [xvz12345 |
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Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for use in the L2TP

VPN tunnel and select Allow L2TP traffic Through WAN fo allow traffic from L2TP clients o go to

the Internet. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Settings General Settings Wizard Completed
1 2 3

L2TP VPN Settings

IP Address Pool: IRANGE "I 8
Starting IP Address: 192.168.100.10
End IP Address: 192.168.100.20

First DNS Server (Optional):

Second DNS Server
(Optional):

Allow L2TP traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
. 2 3

Advanced Settings

Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345
My Address (interface): wanl
IP Address Pool: RANGE, 192.168.100.10 - 192.168.100.20

Now the rule is configured on the ZyWALL/USG. The rule setftings appearin the VPN >

L2TP VPN screen. Click Close to exit the wizard.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type PN Settings > Wizard Completed
. 5 3

L2TP VPN Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_L2TP_VPN
My Address (interface): wanl
Pre-Sharad Key: Xyz12345
IP Address Pool: RANGE, 192.168.100.10 - 192.168.100.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change
Authentication method to be Certificate and select the certificate which ZyWALL/USG

uses to identify itself to the Android mobile phone.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >
Certificate

Authentication

() Pre-Shared Key

@ Certificate default v (See My Certificates)

() UserBased PSK

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly created

object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

312/743



ZYXEL

www.zyxel.com

) Add A User

User Name :
User Type:
Password:
Retype:
Description:

User Configuration

Local User

I |

o JCex]
_

Show Advanced Settings |(.=)Create new-

General Settings

Enable L2TP Over IPSec
VPN Connection:

1P Address Pool:
Authentication Method:
Allowed User:

Keep Alive Timer:

|any

60

\WIZ_L2TP_VPN
\WIZ_L2TP_VPN_IP_ADDRESS|v| [ RANGE, 192.168.100.10-192.168.100.20
| default

(1-180 seconds)

L2TP VPN

General Settings
Enable L2TP Over IPSec
VPN Connection:
1P Address Pool:
Authentication Method:
Allowed User:

Keep Alive Timer:

Show Advanced Settings (=) Create new Object~

: any

60

\WIZ_L2TP_VPN
\WIZ_L2TP_VPN_IP_ADDRESS,
| default

(1-180 seconds)

a5

D RANGE, 192.168.100.10-192.168.100.20

lia

(=
any

N

admin
Idap-users
radius-users
ad-users

=== ob;ec‘ ===

|L2TP_Remote_Users
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Export a Certificate from ZyWALL/USG and Import it to Android
Mobile Phone

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Certificates Setting

©Add (. |
# Name Type Subject Issuer Valid From Valid To
default SELF CN=usg110_107BEFD11B50 CN=usg110_107BEFD11B50 2014-02-19 11:29:28 GMT 2024-02-17 11:29:28 GMT

Export default certificate from ZyWALL/USG with Private Key (zyx123 in this example)

CONFIGURATION > Object > Certificate > default > Edit > Export Cerlificate with

Private Key

-~ Edit My Certificates 21X
Certificate in PEM (Base-64) Encoded Format -

MIIDADCCAcigAWIBAQIEUWSVmDANBgkghkiGOwWOBAQUFADAeMRWwWGgYDVQQDDBN1
€2cxMTBfMTA3QkVGRDEXQIUWMB4XDTEOMDIXOTExMjkyOFoXDTIOMDIxNzExMjky
OFowHJECMBoGA1UEAWWTAXNNMTEWXZEWNOIFRkQXMUI1IMDCCASIWDQYIKoZIhveN ¥

Password: | coseee |

[ Export Certificate Only | [ Export Certificate with Private key |

»

[ ok I[ Cancel ]

Save default certificate as *.p12 file to Android mobile phone computer.

default.pl2
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Set Up the L2TP VPN Tunnel on the Android Mobile Device

1 To configure L2TP VPN in Android, go to Start > Settings > Network & Internet >

VPN > Add a VPN Connection and configure as follows.
2 VPN Provider set to Windows (built-in).
3 Configure Connection name for you to identify the VPN configuration.

4 Set Server name or address to be the ZyWALL/USG's WAN IP address

(172.124.163.150 in this example).
5 Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

6 Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).
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Add a VPN connection

VPN provider
Connection name

ZyXEL_L2TP_VPN

Server name or address
172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

v/ Remember my sign-in info

Go to Control Panel > Network and Internet > Network Connections and right click
Properties. Continue fo Security > Advanced settings and select Use Certificate for

authentication.
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‘E’ Network Connections
i @ > Control Panel » Network and Internet »
Organize v Start this connection Rename this connection

:. ZyXEL_L2TP_VPN

e =gy Disconnected
@ WAN Mini .

Connect / Disconnect

Status

Set as Default Connection
Create Copy

Create Shortcut
& Delete
O Rename

& Properties

g ZyXEL_L2TP_VPN Properties X

General Options Securty Networking Sharing

Type of VPN:
Layer 2 Tunneling Protocol with [Psec (L2TP/IPsec) v|
Advanced settings
Data encryption:
IOptionaI encryption (connect even if no encryption) v l
Authentication

(O Use Bxensible Authentication Protocol (EAP)

v

Properties

I@ Allow these protocols l

[] Unencrypted password (PAP)
[[]Challenge Handshake Awuthentication Protocol (CHAP)
[ A Microsoft CHAP Version 2 (MS-CHAP v2) |

[] Automatically use my Windows logon name and
password (and domain, if any)

[ ok ]| cancel

www.zyxel.com
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Advanced Properties X
LZTP

() Use preshared key for authentication

Key: |

| (® Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

Canc

Go to Network & Internet Settings window, click Connect.

= Settings = O
$03  NETWORK & INTERNET Find a setting
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

e ZyXEL_L2TP_VPN

2R Advanced options Remove

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the Status

connecticonis lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
©Add . [ | g & 2 i)
# Status ~ Name VPN Gateway Policy
! I Q@ %I WIZ_L2TP_VPN WIZ_L2TP_VPN aWiZ_LaTP_VPN_LOCAL/
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time and
the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to verify the
result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check 2%
Connectivity Check

1P Address: | 192.168.100.10

= Co o

& Disconnect|@, Connectivity Check

# Name « Policy My Address Secure Gateway Up Time | Inbound(Bytes) Qutbound(Bytes)

Result x
- ICMP Connectivity Check PASS on WIZ_L2TP_VPN
NI

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the Current
L2TP Session.
MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

o Refresh
# User Name Hostname Assigned IP Public IP
1 L2TP_Remote_Users Windows_10 192.168.100.10 36.226.103.25

Go to Android Start > Settings > Network & Internet > VPN and show Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

= Settings - O X
€53  NETWORK & INTERNET | Find a setting o
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

o.? ZyXEL_L2TP_VPN
VPN Connected
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7 If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. Android users must use the same Username

and Password as configured in ZyWALL/USG to establish the L2TP VPN.

Priority | Category Message Note

alert L2TP OverIPSec  User L2TP_Remote_Users has been denied from L2TP service.(Incorrect Username or Password)  L2TP_LOG

8 If you see [info] or [error] log message such as below, please check ZyWALL/USG

Phase 1 Settings. Android users must use the same Pre-Shared Key as configured

in ZyWALL/USG to establish the IKE SA.

Priority Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0) No rule found. Droooina TCP packet IPSec
info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG
info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys  IKE_LOG
Priority Category Message Note
info IKE [SA]: No proposal chosen IKE_LOG
info IKE [ID]: Tunnel [WIZ_L2TP_VPN] Phase 1 Remote ID mismatch IKE_LOG

9 If you see that Phase 1 IKE SA process has completed but still get [info] log

message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

Priority Category Message Note
info IKE [ID]: Tunnel (WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG
Priority | Category Message Note
info IKE Send:[HASH]NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA]: No proposal chosen IKE_LOG
info IKE [SA]: Tunnel [WIZ_L2TP_VPN] Phase 2 proposal mismatch IKE_LOG

10 Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.
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11 If you cannot access devices in the local network, verify that the devices in the
local network set the USG's IP as their default gateway to utilize the L2TP tunnel.
12 Make sure the ZyWALL/USG units' security policies allow IPSec VPN traffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

13 Verify that the Zone is set correctly in the VPN Connection rule. This should be set

to IPSec_VPN Zone so that security policies are applied properly.
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How to Configure the L2TP VPN with Apple MAC OS X 10.11
Operating System

This is an example of using the L2TP VPN and VPN client software included in
Apple MAC OS X 10.11 El Capitan operating systems. When the VPN tunnel is
configured, users can securely access the network behind the ZyWALL/USG and

allow fraffic from L2TP clients to go to the Internet from an Apple computer.

ZyWALL/USG L2TP VPN with Apple MAC OS X 10.11 El Capitan

Local Network L2TP Network Pool :
Network 192.168.1.0 : Network 192.168.30.10 :

H H | H
Netmask 255.255.255.0§ 192.168.30.20

VPN Tunnel VPN Tunnel

ZyWALL USG Remote OS X 10.11 Client
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

.......................................................................................

“O"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and Apple MAC (Version: OS X10.11 El
Capitan).

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the
MAC OS X clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2 3

Welcome

© VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftings > General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings
Rule Name: | WIZ_L2TP_VPN I
Phase 1 Setting
My Address (interface): Lgel “'I
Avuthentication Method
Pre-Shared Key: | xyz12345 |
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Configure the L2TP users’ IP address range from 192.168.30.10 to 192.168.30.20 for
use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftings > General Setfings * Wizard Completed
2 3
|

L2TP VPN Settings

IP Address Pool: IRANGE VI (i ]
Sterting IP Address: [192.168.30.10 |
End IP Addiress: [192.168.30.20 |

First DNS Server (Optional): ’

Second DNS Server
(Optional):

[Z]anow L27P trafic Through WAN

Continue to the next page to review your Summary and click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary

VPN Setup Wizard
Wizard Type * VPN Seflings > Wizard Completed
1 2 3

Express Settings

Summary

Rule Name: WIZ_L2TP_VPN

Secure Gateway: Any

Pre-Shared Key: xyz12345

My Address (interface): gel

IP Address Pool: RANGE, 192.168.30.10 - 192.168.30.20

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed

1 2 3

L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_L2TP_VPN2

My Address (interface): get

Pre-Shared Key: Xyz12345

|P Address Pool: RANGE, 192.168.30.10 - 192.168.30.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User
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L2TP VPN
Show Advanced Settings [@-Great@new—@bjeei&]
User
= Config .
= leshooting
General Settings Walkth i
Enable L2TP Over IPSec
|
VPN Connection: WIZ_L2TP_VPN N7
IP Address Pool: w|z_L21p_va_|p_/“v" RANGE, 192.168.30.10-192.168.30.20 @)
|
Authentication Method: default N7
Advance
—
Allowed User: any |
Keep Alive Timer: 60 [1-180 seconds)
@ Add A User
User Configuration
User Name : |L2TP_Remofe_Users I
-
User Type: user 4l
Password: | ssscce I
Retype: [eoaaee |
Description: Local User
Authentication Timeout © Use Defauli Settings © Use Manual Settings
Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
ok |
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L2TP VPN
Show Advanced Settings 8 Create new Object¥
== Configuration @ Troubleshooting
General Settings Walkthrough

Encble L2TP Over IPSec

VPN Connection: WIZ_L2TP_VPN v

|P Address Pool: WIZ_L2TP_VPN_IP_# ¥ RANGE, 192.168.30.10-192.168.30.20 0

Authentication Method: default v ‘ ‘

[*] Advance 4
Lany
. === Object ===

Allowed User: any " Executive, |

Keep Alive Timer: 60 [1-180 seconds) Executive_2
Executive_3
ad-users
admin
Idap-users
radivs-users
L2TP_Remote_Users

=== Group ===

Executive

Set Up the L2TP VPN Tunnel on the Apple MAC OS X 10.11 El
Capitan Operating System

To configure L2TP VPN in OS X 10.11 operation system, go to System Preferences...
> Network, click the "+" button at the bottom left of the connections to add a new

connection and configure as follows.

Set the Interface to be VPN, select VPN Type to be L2TP over IPSec.

Configure Service Name for you to identify the VPN configuration. Click Create.
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Select the interface and enter a name for the new service.
Interface: VPN [T

VPN Type: L2TP over IPSec [

Service Name: ZyXEL_L2TP_VPN

Cancel

Configure Server Address to be the ZyWALL/USG’s WAN IP address
(172.124.163.150 in this example). Enter Account Name which should be the same
as Allowed User created in ZyWALL/USG (L2TP_Remote_Users in this example).

Then, click Authentication Settings....

Configuration: Default [T
Server Address: 172.124.163.150

Account Name: L2TP_Remote_Users

| Authentication Settings... |

Connect

In the User Authentication section, enter Password which should be the same as

Allowed User created in ZyWALL/USG (zyx123 in this example).
In the Machine Authentication section, enter Shared Secret to be the pre-shared

key of the IPSec VPN gateway the ZyWALL/USG uses for L2TP VPN over IPSec
(zyx12345 in this example). Click OK.
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User Authentication:

© Password: [seeeee |
RSA SecurlD
Certificate

Kerberos
CryptoCard

Machine Authentication:
°Shared secret:looo'-o.- I
Certificate

Group Name:
(Optional)

Concel [N

www.zyxel.com

Go back to Configuration and click Advanced.... Select Send all traffic over VPN

connection to allow the L2TP/IPSec VPN traffic between ZyWALL/USG and MAC

OS X system.

Configuration: Default
Server Address: 172.124.163.150
Account Name: L2TP_Remote_Users
Authentication Settings...

Connect

<

v Show VPN status in menu bar

m TCP/IP DNS  Proxies

Session Options:
Disconnect when switching user accounts
Disconnect when user logs out
Send all traffic over VPN connection

Advanced Options:
Use verbose logging
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Go back to Configuration and click Connect.

Configuration: Default [T
Server Address: 172.124.163.150
Account Name: L2TP_Remote_Users

Authentication Settings...

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 9@ VPN_to_VPC VPN_to_VPC =
2 @ VPN_to_Azure VPN_to_Azure a'y
3 9@ Hub_HQ_to_Branch_A Hub_HQ_to_Branch_A =
4 9@ Hub_HQ_to_Branch_B Hub_HQ_to_Branch_B aH
5 @@ Spoke_Branch_A Spoke_Branch_A a$
3 @ Spoke_Branch_B Spoke_Branch_B a$
7 @ WIZ_VPN_Branch WIZ_VPN_Branch al)
8 WIZ_L2TP_VPN WIZ_L2TP_VPN av

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN
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VConnecriva Check 2 P;
Connectivity Check
IP Address: 192.168.30.10
| ok ] Cancol |
1 N/A N/A WIZ_L2TP_... 10.214.30.87<>... 10.214.30.87 D:10.214.... 260 3360 1512(7081... 785(96722 ..
Result X
. ICMP Connectivity Check PASS on WIZ_L2TP_VPN
S

IhEE R REE A B, connectivity check fail

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote Users

Current L2TP Session

o Refresh
# User Name Hostname Assigned IP Public IP
1 L2TP_Remote_Users Apple_MAC_OS_X 192.168.30.10 36.226.103.25

Go to MAC OS X System Preferences... > Network and show Connected status,

Connect Time and assigned IP Address.

System Preferences... > Network
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Location: Automatic
/;ES\
- Status:
Connect Time:
ANN IP Address:
Configuration:
Server Address:

Account Name:

v Show VPN status in menu bar

<

Connected

Ll Sent: BEEEEIIITC

192.168.30.10 Received: HiEEHHHHREH
Default 2

172.124.163.150
L2TP_Remote_Users
Authentication Settings...

Disconnect

Advanced...

What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. Apple MAC OS X El Capitan operating

system users must use the same Username and Password as configured in

ZyWALL/USG to establish the L2TP VPN.

2017-06...

alert

L2TP Over IPS...

User L2TP_Remote_Users has been denied from L2TP service.(Incorrect Username or Password)

L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG

Phase 1 Settings. Apple MAC OS X El Capitan operating system users must use the

same Pre-Shared Key as configured in ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG
info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys  IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 1 Peer ID mismatch IKE_LOG
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If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Setftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismaich IKE_LLOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE SA process done IKE_LLOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_L2TP_VPN] Phase 2 proposal mismatch IKE_LOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE SA process done IKE_LLOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG'’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to configure if | want user can only see SSL VPN Login
button in web portal login page

This example shows how to strict portal access for SSL VPN clients. The example
instructs how to allow end users to only see the SSL VPN Login button in the web
portal login screen and the administrator can only manage the device from
LAN.

Enter User Name/Password and click to login.
s e : SSL VPN Network Pool
( max. 63 aiphanumeric, printable characters and no spaces ) E Network 7.7.7'1 H
H |
7.7.7.10
T VAN Tumne VPN Tumnel (7B
ZyWALL USG SSL VPN Client
WAN IP 59.124.30.103 Public IP Dynamic
LAN IP 192.168.1.1

ZyWALL/USG only see SSL VPN Login button in web portal login page

:Q/'Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG60 (Firmware Version: ZLD 4.25).
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Set Up the DNS Service

In this scenario, you need to have a DNS host to fulfill the requirement. In this
example, go to https://www.noip.com/ to register an account and create a
DNS host. The following mapping IP address is the public IP of the ZyWALL/USG's
WAN [P address.

Set Up the ZyWALL/USG SSL VPN Setting

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Global Setting

> SSL VPN Login Domain Name and type in the DNS domain name.

CONFIGURATION > VPN > SSL VPN > Global Setting > SSL VPN Login Domain Name

Global Settings

Network Extension Local IP: 192.168.200.1

SSL VPN Login Domain Name

SSL VPN Login Domain Name 1| zyxeltestssl.ddns.net | (Opfional

SSL VPN Login Domain Name 2 [Optional)
Message

Login Message: Welcome to SSL VPN

Logout Message: Goodbye fo SSL VPN

Use SSL VPN, you need to allow users to access the HTTPS service. Go
to CONFIGURATION > Security Policy > Policy Control. Make sure the security
policy allows HTTPS traffic from the WAN interface to the ZyWALL (the example

shows the default settings).

CONFIGURATION > Security Policy > Policy Control
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General Settings
M Encble Policy Control
IPv4 Configuration
[T Allow Asymmetrical Route
© Add [ | |
1 ? LAN1_Outgoing  =alANI any (Exc... any any any any none all... no
2 ? LAN2_Outgoing any (Exc... any any any any none all... no
3 Q DMI_to_WAN = aWAN any any any any none all... no
4 ? IPSec_VPN_Ou... = any (Exc... any any any any none all... no
5 ? SSL_VPN_Outg... aSSL_ VPN  any (Exc... any any any any none all... no
6 ? TUNNEL_Outgo... =aTUNNEL any (Exc... any any any any none all... no
- [+] i ANT IyW
7 LANI_to_Device =al yWALL any any any Default_Allow_WAN_To_ZyWALL no
8 ? LAN2_to_Device IyWALL any any any — no
Descripfion:
9 ? DMI_to_Device IyWALL any any a Defauli System Default Allow From WAN To ZyWALL |no
Members:
10 @  WAN_fo_Device = ZyWALL any any aDefaulf a4 no
11 9 |IPSec_VPN_to_... =alP IyWALL any any any — no
_ ) PN _ S IKE
NATT
A GRE
. [ reset [Kii8

Set Up the ZyWALL/USG System Setting

Go to CONFIGURATION > System > WWW > Admin Service Control > Add Admin

ACL Rule 1. Set the address access action as Deny for ALL address in WAN.

CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL Rule 1

€ [HTTPS] Add Admin ACL Rulel

18 Create new Object¥

Redirect HTTP to HTTPS

Admin Service Control

Address Object: ALL N
Ione: WAN v
Action: Deny vl
ok cancel
HTTPS
& Encble
Server Port: 443
[0 Authenticate Client Certificates  (See Tt
Server Certificate: default N

© Add F | |
I 1 aWAN ALL deny
- ALL ALL accept
Page |1 of 1 Show |50 |v|items

Displaying 1 - 2 of 2
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Test the SSL VPN

Type in the URL (https://sslvpnzyxeltest.ddns.net) and you will only see the SSL

VPN Login button in the web portal screen.

Type in the URL (https://sslvpnzyxeltest.ddns.net)

& C | A Notsecure | b#p5://220.137.85.169 *|

ZYXEL

VPN300
Enter User Name/Password and click to login.
(2
()

2 Note:

1. Turn on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.

4. Allow Gears if you are using Google Chrome.

Login to the device via the WAN interface with the administrator's user name

and password. The screen will show Login denied.
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Login to the device via the WAN interface

< C | A Notsecure | b#p5://220.137.85.169 *| 0D

ZYXEL
VPN300
Enter User Name/Password and click to login.

2

2 Note:

1. Turn on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Login to the device via the LAN interface with the administrator's user name and

password. The management portal will be displayed.
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€ > C | Bours192.168.1.1

ZYXEL

VPN300

Enier User Name/Password and click to login

@ admin
@ ...

’ Login ‘I SSLVPN |

& Note:

1.Tum on Javascript and Cookie setting in yourweb browser.
2. Tumn off Popup Window Blocking in yourweb browser.
3.Tum on Java Runtime Environment [JRE) in your web browser.

4. Allow Gears if you are using Google Chrome.
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@ | — 21%

Flash Usage
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< | 9%
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Device HA

NN Switch Counter
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ystem Name
VYPN300
Serial Number
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MAC Address Range
BE:EC:AZ:AZ:COI0B ~ BBIEC:AZAP:CO:12

Systemn Uptime

Boot status

OK

Firrnw are Version

V4.30{ABFC.0]b1s1 /2017-06-09 21:43:11
Firmware Upgrade License

Not Licensed

Current Date/Time

02:57:33 2017-07-07 {06:23:43 UTC+00:00
Tx/Rx $tatics Port Selection: P1 ~
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Go to MONITOR > Log. You can see that the admin login has been denied

access from the WAN interface but it is allowed from the LAN interface.

MONITOR > Log

Logs

Category: User =

B Email Log Now | @ Refresh | & Clear Log

notice User Administraior admin(MAC=00:16:36:2B:B4:2F) from hitp/hitps has logged out Device  192.168.1.34 192.168.1.1 Account: admin
notice  User Administrator admin(MAC=00:16:36:28:84:2F) from hitp/hitps has logged in Device 192.168.1.34 192.168.1.1 Account: admin
notice  User User admin has been denied access from HTTPS 10.214.30.55:5... 10.214.30.90:443 Account: admin
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How to Deploy SSL VPN with Apple Mac OS X 10.10

Operating System

This is an example of using the ZyWALL/USG SSL VPN client software in Apple MAC
OS X 10.10 Yosemite operating systems for secure connections to the network
behind the ZyWALL/USG. When the VPN tunnel is configured, users can securely

access the network from a Mac OS X 10.11 Yosemite computer.

ZyWALL/USG SSL VPN with Apple MAC OS X 10.10 Yosemite

Web Server
IP 192.168.1.2

| =0

RDP Server
IP 192.168.1.3

| =

VNC Server
IP 192.168.1.4

W] |

File Sharing Server
IP 192.168.1.5

_

VPN Tunnel

ZyWALL USG
WAN IP 172.16.1.33
LAN [P 192.168.1.1

{ SSL VPN Network Pool
: Network 7.2.2.2

|
7.2.2.10

_—

VPN Tunnel

.............................................

Remote OS X 10.10 Client
Public IP Dynamic

Yosemite).

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG110 (Firmware Version: ZLD 4.25) and Apple MAC (Version: OS X10.10
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In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Access Privilege to

add an Access Policy. Configure a Name for you to identify the SSL VPN

configuration.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >

Configuration

Configuration

FEncble Policy

Name: [ssL_ven_ |
Zone: ISSL_'V’PN j (i )
Description: New Create (Optional)

Go to Create new Object > User to add User Name (SSL_VPN_1_Users in this

example) and Password (4-24 characters, zyx168 in this example), click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > User

@ Add Access Policy
User
Application
Address ¥
Name: SSL_VPN_1
Ione: SSL_VPN

Description: New Create

(Optional)

€ Add A User

User Configuration
User Name :
User Type:
Password:
Retype:

Description:

SSL_VPN_1_Users

Local User
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Go to Create new Object > Application to add servers you allow SSL_VPN_1_Users

to access, click OK.

CONFIGURATION > VPN > SSL VPN
new Object > Application

> Access Privilege > Access Policy > Create

i3 Create new Object ¥

Object
Type: Web Application | v

Web Application

@ Add SsL Application @ Add SsL Application

[@ Show Advanced Settings 1 Create new Object v

Object
Type: Web Application v

Web Application

Server Type: Web Server N Server Type: RDP v
Name: Internal_Server Name: RDP
URL: http://192.168.1.2 Server Address(es): User Defined v|[192168.1.3 (1P or FQDN)
Entry Point: [Optional) .
¥ web Page Encryption . [ ok [ cancel |
@ Add ssL Application
€ Add SsL Application
[@ Show Advanced Settings i Create new Object¥
i3 Create new Object¥
Object
Object

Type: Web Application | v

Type: File Sharing 0%
Web Application
File Sharing

Server Type: VNC "
Name: File_Share

Name: VNC
Shared Path: \\192.168.1.5\Internal

Server Address(es): User Defined v |192.168.1.4 (IP or FQDN)

Go to Create new Object > Address to add the IP address pool for

SSL_VPN_1_Users.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Address

7 Edit Access Policy
User

Application

Name: SSL_VPN_1
Ione: SSL_VPN v @

Description: New Create [Optional)

@ Add Address Rule
Name: SSL_VPN_POOL
Address Type: RANGE v
Starting IP Address: 7.222
End IP Address: 7.2.2.10

Then, move the just created address object to Selected User/Group Objects.

Similarly, in SSL Application List (Optional) move the servers you want available to

SSL users to Selected Appellation

Objects.
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CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
User/Group & SSL Application

User/Group

billing-users -
ug-users

tricl-users

L2TP_Remote_Users
[SSL_VPN_1_Users |

4]+ ]

SSL Application List (Optional)

Internal_Server
RDP

VNC
File_Share

(+] ]

Scroll down to Network Extension (Optional) to select Enable Network Extension to
allow SSL VPN users to access the resources behind the ZyWALL/USG local

network.

Select network(s) name in the Selectable Address Objects list and click the right
arrow button to add to the Selected Address Objects list. You can select more

than one network.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Network

Extension (Optional)
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Network Extension (Optional)
Enable Network Extension (Full Tunnel Mode)
[Tl Force all client traffic to enter SSL VPN tunnel
[[] NetBIOS broadcast over SSL VPN Tunnel
Assign IP Pool: SSL_VPN_POOL VI
DNS Server 1: none v
DNS Server 2: none v
WINS Server 1: none v
WINS Server 2: none v
Network List
DMZ_SUBNET -
|IPéto4-Relay
[LANT_SUBNET |
LAN2_SUBNET
RFC1918_1 v

i

Set Up the SSL VPN Tunnel on the Apple MAC OS X 10.10

Operating System

Download SSL VPN Client software: ZyWALL SecuExtender for MAC from the ZyXEL

Global Website and double-click on the downloaded file to install it.

e O O & Install ZyWALL SecuExtender

& Install ZyWALL SecuExtender

Welcome to the ZyWALL SecuExtender Installer

@ Introduction
@ Destination Select \ 2
install this software.
@ Installation Type
® Installation

® Summary

ZyXEL

You will be guided through the steps necessary to

Go Back

| Contini

© Introduction

© Destination Select
@ Installation Type

@ Installation

® Summary

ZyXEL

Select a Destination

Select the disk where you want to install the ZyWALL
SecuExtender software.

: .‘
.
Macintosh HD

481.33 GB available
499.25 GB total

Installing this software requires 7.6 MB of space.

You have chosen to install this software on the disk
“Macintosh HD".

| GoBack | | Contint

345/743



ZYXEL

www.zyxel.com

8 00

& Install ZyWALL SecuExtender

006

e Install ZyWALL SecuExtender

© Introduction

© Destination Select
© Installation Type
@ Installation

® Summary

ZyXEL

Standard Install on “Macintosh HD"

This will take 7.6 MB of space on your computer.

Click Install to perform a standard installation of
this software on the disk “Macintosh HD".

| Change Install Location...

| GoBack | | Install

© Introduction

© Destination Select
© Installation Type
@ Installation

® Summary

ZyXEL

Installing ZyWALL SecuExtender

Running package scripts...

Go Back

Contint

8 00

' Install ZyWALL SecuExtender

© Introduction

© Destination Select
© Installation Type
© Installation

© Summary

ZyXEL

< e £l

The Il was ¢

The installation was successful.

The software was installed.

Go Back

Go to ZyWALL SecuExtender > Preferences, click the "+" button at the bottom left

to add a new SSL VPN connection.
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Connections

Configure the Connection Name for you to identify the SSL VPN configuration.

Then, set the Remote Server Address to be the WAN IP of ZyWALL/USG (172.16.1.33

in this example). Click Save.
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Here are two methods to initiate SSL VPN connections:
From ZyWALL SecuExtender

From a Web Browser
From ZyWALL SecuExtender

Go to ZyWALL SecuExtender > Connect > SSL_VPN, to display the username and
password dialog box. Set Username and Password to be the same as your
ZyWALL/USG SSL VPN Selected User/Group name and password
(SSL_VPN_1_Users/zyx168 in this example).

Hh @ @ 93% (4
Connect > SSL_VPN

Details...
Preferences...

Quit ZyWALL SecuExtender

From a Web Browser

Type ZyWALL/USG’s WAN IP into the browser, to display the login screen. Enter
User Name and Password o be the same as your ZyWALL/USG SSL VPN Selected
User/Group name and password (SSL_VPN_1_Users/zyx168 in this example). Click

SSL VPN.
348/743



ZYXEL ——

o ¢ 122.16.1.33

Test the SSL VPN Tunnel

Go to ZyWALL/USG MONITOR > VPN Monitor > SSL and verify the tfunnel Login
Address, Connected Time and the Inbound(Bytes)/Outbound(Bytes) fraffic.

MONITOR > VPN Monitor > SSL > SSL_VPN_1_Users

Current SSL VPN Connection
@ Refresh

1 SSL_VPN_1_Users Network-Extension 10.214.30.104 00:01:39 9390 503

Go to ZyWALL SecuExtender > Details and check Traffic Graph, Network Traffic

Statics and Log Details.
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ZyWALL SecuExtender > Details > Traffic Graph
[ NeNGs) Details

@ 172.16.1.33 -

0 Status: Connected
() Connected Time: 1 minute, 28 seconds
@ ClientIp: 7.2.2.2
@ ServerIP: 172.16.1.33
DNS: N/A
WINS: N/A
Route/s: 192.168.1.0/24

Il In: 84 B/s I Out: 84 B/s

ZyWALL SecuExtender > Details > Network Traffic Statics

www.zyxel.com
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Status: Connected
Connected Time: 1 minute, 34 seconds
Client IP: 7.2.2.2
Server IP: 172,16.1.33
DNS: N/A
WINS: N/A
Route/s: 192.168.1.0/24

Network Traffic Statistics

TCP/UDP In: 4.76 KB TUN/TAPIn: 4.76 KB

TCP/UDP Out: 4.76 KB TUN/TAP Out:  4.76 KB

ZyWALL SecuExtender > Details > Log Details

www.zyxel.com
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Protocol: TLSv1/SSLv3, Bits: 256

Sep 23 07:08:46 Requesting configuration

Sep 23 07:08:46 Parsing XML Configuration

Sep 23 07:08:46 Connection negotiation completed
Sep 23 07:08:46 Local IPv4 Address: 7.2.2.2

Sep 23 07:08:46 Local IPv4 Mask: 255.255.255.255
Sep 23 07:08:46 Server IPv4 Address: 192.168.200.1
Sep 23 07:08:46 Bringing up VPN interface

Sep 23 07:08:46 Interface up

Sep 23 07:08:46 VPN Interface: tunB

Sep 23 07:08:46 IPv4 route created: 7.2.2.2,
255.255.255.255, 127.8.8.1

Sep 23 07:08:46 IPv4 route created: 192.168.1.8,
255.255.255.8, 192.168.268.1

Sep 23 @7:03:46 DNS mode set to Off

Sep 23 07:08:46 State changed to Connected

Status: Connected
Connected Time: 2 minutes, 13 seconds
Client IP: 7.2.2.2
Server IP: 172.16.1.33
DNS: N/A
WINS: N/A
Route/s: 192.168.1.0/24
A N

Details

172.16.1.33 v

Clear Save Log...

What Could Go Wrong?

www.zyxel.com

If you see [notice] or [alert] log message such as below, please check

LyWALL/USG SSL Selected User/Group Objects settings. MAC OS X 10.10 Yosemite

users must use the same Username and Password as configured in ZyWALL/USG to

establish the SSL VPN tunnel.

clert

notice

SSL VPN Failed login attempt to SSLVPN from hitp/hitps (incorect password or inexistent username) Account: SSL_VPN_1...

User Failed login attempt to Device from http/https (incorect password or inexistent username) Account: SSL_VPN_I...
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If you uploaded a logo to show in the SSL VPN user screens but it does not display
properly, check that the logo graphic is in GIF, JPG, or PNG format. The graphic
should use a resolution of 103 x 29 pixels to avoid distortion when displayed. The
LyWALL/USG automatically resizes a graphic of a different resolution to 103 x 29
pixels. The file size must be 100 kilobytes or less. Transparent background is

recommended.

If users can log into the SSL VPN but cannot see some of the resource links check

the SSL application object’s configuration.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension

sessions. Users need to re-connect if this happens.
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How To Configure SSL VPN for Remote Access Mobile
Devices

This is an example of using the ZyWALL/USG SSL VPN for remote access mobile
devices to securely connect to the File Sharing Server behind the ZyWALL/USG.

ZyWALL/USG SSL VPN for Secure External Access to Network Resources

File_Share_Sales

;IP 192.168.1.2
o
;P 192.168.1.3 : :
' : Public IP Dynamic
| = i
File_Share_Technical R :
EIP 192.168.1.4

‘ : VPN Tunnel VPN Tunnel

|1 =

ZyWALL USG
WAN IP 172.124.163.150

: File_Share_Financial LAN IP 192168.1 1

S 1P 192.168.1.5

]

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG1900 (Firmware Version: ZLD 4.25).
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Set Up the SSL VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Access Privilege to
add an Access Policy. Configure a Name for you to identify the SSL VPN

configuration.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
Configuration

Configuration

F Encble Policy

Name: |SSL_'V'PN_1 I
Zone: [ssL_veN v] ©
Description: New Crecte [Optional)

Go to Create new Object > User to add User Name (SSL_VPN_1_Users in this

example) and Password (4-24 characters, zyx168 in this example), click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create
new Object > User
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€ Add Access Policy
[@ Create new Object V]

User
Application
Address /

Name:
Zone:

Description:

SSL_VPN_1
SSL_VPN v O

New Create (Optional)

€» Add A User

User Configuration
User Name :
User Type:
Password:
Retype:

Description:

SSL_VPN_1_Users
user v

Local User

Go to Create new Object > Application to add servers that you will allow

SSL_VPN_1_Users to access. Click OK.
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CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Application

@ Add ssL Application @ Add SSL Application
5 Create new Object v 5 Crecte new Object v
Object Object
Type: File Sharing hd Type: File Sharing v
File Sharing File Sharing
Name: File_Share_Sales Name: File_Share_Marketing
Shared Path: \\192.168.1.2\Scles Shared Path: \\192.168.1.3\Marketing
ok ] Cancel | ok J cancel |
@ Add SSL Application @ Add SsL Application
(13 Create new Object¥ 3 Create new Objectv
Object Object
Type: File Sharing v Type: File Sharing 7
File Sharing File Sharing
Name: File_Share_Technical Name: File_Share_Financicl
Shared Path: \\192.168.1.4\Technical ‘ Shared Path: \\192.168.1.5\Financial
ok ] cancel | |_ox__J cancel |
Then, move the just created address object to Selected User/Group Objects.
Similarly, in SSL Application List (Optional) move the servers you want available to
SSL users to Selected Application Objects.
CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
User/Group & SSL Application
@ Add SsL Application @ Add SsL Application
3 Create new Object¥ 3 Create new Object¥
Object Object
Type: Fle Sharing hd Type: File Sharing %
File Sharing File Sharing
Name: File_Share_Sales Name: File_Share_Marketing
Shared Path: \\192.168.1.2\Sales Shared Path: \\192.168.1.3\Marketing
[ ok | Cancel | [_ok ] Cancel ]
@ Add SSL Application @ Add ssL Application
3 Create new Object¥ 13 Create new Objectv
Object Object
Type: File Sharing 7 Type: File Sharing Z
File Sharing File Sharing
Name: File_Share_Technical Name: File_Share_Financial
Shared Path: \\192.168.1.4\Technical ‘ Shared Path: \\192.168.1.5\Financial
ok ] cCancel | |_ox__J cancel |
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Test the SSL VPN Tunnel

Type the ZyWALL/USG’s WAN IP into the browser, then the login screen appears.
Enter User Name and Password to be the same as your ZyWALL/USG SSL VPN
Selected User/Group name and password (SSL_VPN_1_Users/zyx168 in this
example). Click SSL VPN.

& 172.124.163.150 @
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Click the File Sharing folder you want to access, enter User Name/ Password of

your File Sharing server and click Login.

(#' File Sharing X

Enter User Name/Password and click to login.

User Name: | Financial_Admin |

Password:|oooooooooooooo |

(max. 31 alphanumeric, printable characters and no spaces)

[ Login ][ Cancel ]

Now you can securely access the files.

& 172.124.163.150

File Sharing

File Sharing

Eile_Share Financial
& New Folder & Uploac

Type « | File Name size Modified Date
Shareholders 20150702 11:38:50
Cash_Fiow_Statsment 2015-10-29 17:45:19
Balance_Sheet 20151010 13:36:47
Income_Statement 2015-10-29 17:16:28

desktop v 74 2000-10-14 12:54:24

Page (i )ol1 Show 50 | items Displaying 1-5of 5
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What Could Go Wrong?

If you see [notice] or [alert] log message such as below, please check
ZyWALL/USG SSL Selected User/Group Objects settings. Windows 10 users must use
the same Username and Password as configured in ZyWALL/USG to establish the

SSL VPN ftunnel.

notice SSL VPN Failed login attempt to SSLVPN from hitp/https (incomrect password or inexistent username) Account: SSL_VPN_I...

alert User Failed login attempt to Device from http/https (incorrect password or inexistent username) Account: SSL_VPN_I...

If you uploaded a logo to show in the SSL VPN user screens but it does not display
properly, check that the logo graphic is in GIF, JPG, or PNG format. The graphic
should use a resolution of 103 x 29 pixels to avoid distortion when displayed. The
LyWALL/USG automatically resizes a graphic of a different resolution to 103 x 29
pixels. The file size must be 100 kilobytes or less. Transparent background is

recommended.

If users can log into the SSL VPN but cannot see some of the resource links check

the SSL application object’s configuration.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension

sessions. Users need to re-connect if this happens.
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How to Configure an SSL VPN Tunnel (with SecuExtender
version 4.0.0.1) on the Windows 10 Operating System

Set up the SSL VPN Tunnel with Windows 10

Please download SecuExtender version 4.0.0.1 from the download library of

LyXEL's official website.

ZyWALL Software ZyWALLIPSecVPNClient37204611  Windows 7 3 o May 24, 2017 99 9 e

IPSec VPN 3 2bit/ Windo
Client ws 7 64bit/

Windows 10
32bit/ Wind
ows 10 64bit

SecuExtender Software SecuExtender_MacOSX115 Mac 10X/ M o Mar 15, 2017 99 99

AC10.8/ MA
C10.9/ MAC
1010

SecuExtender Software SecuExtender_Windows4.0.20 Windows X o Jan 18,2017 Ge 99

P/ Windows
7 32bit/ Win
dows 7 64bi
t/ Windows
8 32bit/ Win
dows 8 64bi

Before you start installing the SecuExtender, it is required to install the “Visual
C++ 2015 Redistributable” package first. Click Next, select | agree to the license
terms and conditions, and click Install to complete the Visual C++ 2015
Redistributable installation. After that, the setup wizard appears. Please note
that the users need to reboot their systems after the SecuExtender installation is

completed.
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Name Version Action
[ visual C++ 2015 Redistributable x86 Required: any. Found: nothing. Install
Download Folder: | C:\Jsers\admin) & _Win Browse...
Press the Next button to install the prerequisites.
< Back Next > Finish Cancel

B 2 WALL Secuxtender Setup

# Microsoft Visual C++ 2015 Redistributable (x36) - 148.230 -

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL STUDIO 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

These license terms are an agreement between Microsoft Corporation (or ,

| agree to the license terms and conditions

Install Close

< Back Next > Finish Cancel

B ZyWALL SecuExtender Setup

ﬁ Microsoft Visual C++ 2015 Redistributable (x86) - 148.230.. -

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

Setup Successful

< Back Next > Finish Cancel

www.zyxel.com
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< Back Next > Cancel

Create shortcuts for ZyWALL SecuExtender in the following locations:

Desktop

Start Menu Programs folder

Advanced Installer

o= ==

To install in this folder, dick "Next™. To install to a different folder, enter it below or dick
“Browse™.

Folder:
|C:\Program Files (x86)\ZyXEL\ZyWALL SecuExtender\ Browse...

Advanced Installer

<ok [EET] | oo

www.zyxel.com
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Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Installer

o ] | one

< Back Cancel

You must restart your system for the configuration
changes made to ZyWALL SecuExtender to take effect.
Click "Yes™ to restart now or "No” if you plan to manually
restart later.

Yes No

364/743



ZYXEL ——

Double-click the shortcut icon on your desktop. It is the same as the SSL VPN
standalone software on MAC OS X. Enter the server’s IP or domain name, user name,
and password to connect to the server. The example below shows that the client IP is

7.7.7.1 and you can also check the traffic statistic in the Status screen.

zyxEL Login Sta

O Status
Connected Time: 17s

10.251.30.61 = Status: Connected

Client IP: 7571

Server IP: 10.251.30.61

DNS: 192.168.200.1

L WINS: /a

Route/s: 192.168.203.0/24
M Remember username

O Network Traffic Statistics

Transmitte 14.11 K Bytes 176 Pkts
Received 15.76 K Bytes 47 Pkts

You can verify the connection status from the computer’s taskbar icon.

When connected, the icon is blue.

G O O L

When disconnected, the icon is red.

You can also use the USG monitor screen to check the login list of the users.

Current User List

n
&

# | UserlD Reauth/Lease Time | Type IP Address MAC User Info

1 SSL_user1 23:59:17/23:59:47  SSLVPN 10.251.30.56/7.7.71 3C:97:0E:30:0E:B8  user(SSL_user1)

What Can Go Wrong?

1 If you see a [notice] or [alert] log message such as shown below, please check
the ZyWALL/USG SSL's Selected User/Group Objects settings. Windows 10 users
must use the same Username and Password as configured in the ZyWALL/USG to

establish the SSL VPN tunnel.
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Priority Category Message Note
notice SSL VPN Failed login attempt to SSLVPN from http/https (incorrect password or inexistent username) Account: SSL_VPN_1_Users
alert User Failed login attempt to Device from http/https (incorrect password or inexistent username) Account: SSL_VPN_1_Users
2 |If you have uploaded a logo to show on the SSL VPN user screens but it does not

display properly, check if the logo graphic is in GIF, JPG, or PNG format. The
graphic should use a resolution of 103 x 29 pixels to avoid distortion when
displayed. The ZyWALL/USG automatically resizes a graphic of a different
resolution to 103 x 29 pixels. The file size must be 100 kilobytes or less. Transparent

background is recommended.

If users can log intfo the SSL VPN but cannot see some of the resource links, check

the SSL application object’s configurations.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

If you have changed the HTTP/HTTPS configuration, the SSL VPN network

extension sessions will be disconnected. The sessions need to be reconnected if

this happens.
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How to redirect multiple LAN interface traffic to the VPN tunnel

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with multiple LAN access to the VPN tunnel. The example instructs how to
configure the VPN tunnel between each site and redirect multiple LAN interface
traffic to the VPN tunnel. When the VPN tunnel is configured, multiple LAN

subnets can be accessed securely.

{ Local Network_LAN1
iNetwork 192.168.1.0
i Netmask 255.255.255.0 :

f

Local Network i
i Network 192.168.10.0 |
i Netmask 255.255.255.0;

{ Local Network_LAN2

INetwork 19216820

i Netmask 255.255.255.0 :

VPN Tunnel VPN Tunnel

ZyWALL USG_HQ ZyWALL USG_Branch
Hag W WAN IP 172.101.30.68 WAN IP 172.100.30.54
| ‘} _} LAN1 IP 192.168.1.1 LAN P 192.168.10.1

LAN2 |P 192.168.2.1

ZyWALL Site-to-site IPSec VPN with multiple LAN access

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings
- VPN Settings
- General Settings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are auvtomatically configured/generated
ii. Policy Route is automatically configured/generated

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used fo identify this VPN connection (and VPN gateway). You may use 1-
31 alphanumeric characters. This value is case-sensitive. Select the rule to be Site-to-site. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed
1 3
2

Express Settings

IKE Version

©@ |KEVI
© IKEV2

Scenario

Rule Name: |WiZ_vPN_HQ

© Site-to-site

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard
Wizard Type > VPN Seftings *» Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: |10.214.30.77 I (IP or FQDN)
Pre-Shared Key: Izyxell 23 I
Local Policy (IP/Mask):  [192.168.1.0 | 4255.255.255.0 |
Remote Policy (IP/Mask]: [192.168.10.0 | 4255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Setfings * Wizard Completed
1 2 3

Express Settings

Summary

Rule Name: WIZ_VPN_HQ

Secure Gateway: 10.214.30.77

Pre-Shared Key: zyxel123

Local Policy (IP/Mask): 192.168.1.0/255.255.255.0

Remote Policy (IP/Mask]): 192.168.10.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard

Completed
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_HQ

Secure Gateway: 10.214.30.77

Pre-Shared Key: zyxel123

Local Policy (IP/Mask): 192.168.1.0 / 255.255.255.0

Remote Policy (IP/Mask]): 192.168.10.0 / 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show

Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec

router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Settings > Authentication > Peer ID Type

Authentication
© Pre-SharedKey ~  |[esesseee
[ unmasked
O Certificate
© User Based PSK

My Certificates

[«] Advance
Local ID Type: IPv4 N7
Content: 0.0.0.0
Peer ID Type: Any X

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate

Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

©® VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings
- VPN Settings

- General Settings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are automatically configured/generated
ii. Policy Route is automatically configured/generated

www.zyxel.com

Choose Express to create a VPN rule with the default phase 1 and phase 2 setftings

and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizard Completed
1 3
2

Express Settings

IKE Version

@ |KEVI
© IKev2

Scenario

Rule Name: IW|Z_VPN_BrCf‘ICh I

©@ Site-to-site

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 3
2

Express Settings

Configuration

Secure Gateway: I 10.214.30.106 I (IP or FQDN]

Pre-Shared Key: Izyxell 23 I

Local Policy (IP/Mask):  [192.168.10.0 | 4255.255.255.0 |
Remote Policy (IP/Mask): [192.168.1.0 | {255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings

Summary

Rule Name: WIZ_VPN_Branch

Secure Gateway: 10.214.30.106

Pre-Shared Key: zyxel123

Local Policy (IP/Mask): 192.168.10.0 / 255.255.255.0

Remote Policy (IP/Mask):  192.168.1.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed

1 2 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_Branch

Secure Gateway: 10.214.30.106

Pre-Shared Key: zyxel123

Local Policy (IP/Mask): 192.168.10.0 / 255.255.255.0

Remote Policy (IP/Mask): ~ 192.168.1.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Settings > Authentication > Peer ID Type

Avuthentication
© Pre-SharedKey ~  |[*eeeesee
[CJ unmasked
O Certificate

© User Based PSK

Advance
Local ID Type: IPv4
Content: 0.0.0.0
Peer ID Type: Any

Set up the Policy Route (ZyWALL/USG_HQ)

Go to ZyWALL/USG_HQ CONFIGURATION > Network > Routing > Add. Set Source

Address to be the subnet (192.168.2.0/24 in this example) allows joining the VPN

tunnel. Set Destination Address to be the remote LAN subnet (192.168.10.0/24 in

this example).
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€ Add Policy Route

Configuration

Enable
Description:

Criteria
User:
Incoming:
Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:
VPN Tunnel:

Show Advanced Settings 18 Create new Object¥

any v

any (Excluding ZyV v

[LAN2_SUBNET v |
[wiz_vPN_HQ_REM ||

any N
none N
any 7
I\/PN Tunnel "]
[Wiz_vPN_HQ v|

(Optional)

Set up the Policy Route (ZyWALL/USG_Branch)

Go to ZyWALL/USG_Branch CONFIGURATION > Network > Routing > Add, create

Address to be the remote LAN subnet (192.168.2.0/24 in this example) allows

joining the VPN tunnel.

CONFIGURATION > Object > Address > Add
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@ Add Address Rule
Name: [HQ_LAN2 Subnet |
Address Type: |SUBNET v|
Network: [192.168.2.0 |
Netmask: [255.255.255.0 |
ok | Cancel |

Go to ZyWALL/USG_Branch CONFIGURATION > Network > Routing > Add. Set
Source Address to be the local subnet (192.168.10.0/24 in this example). Set
Destination Address to be the remote LAN subnet (192.168.2.0/24 in this example)

allows joining the VPN tunnel.

CONFIGURATION > Network > Routing > Add

@ Add Policy Route
Show Advanced Settings 1§ Create new Object¥
Configuration
FEncble
Description: (Optional)
Criteria
User: any v
Incoming: any (Excluding ZyV v
Source Address: |LANI_SUBNET VI
Destination Address: |HQ_LAN2_SUbne’r V]
DSCP Code: any 3
Schedule: none N
Service: any v
Next-Hop
Type: |VPN Tunnel VI
VPN Tunnel: [wiz_vPN_Branch |v|
ok || Cancel |
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

WIZ_VPN_HQ

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.
MONITOR > VPN Monitor > IPSec

1 $162L44290

VPN100 WIZ_VPN_... 192.168.1.0/24<... 10.214.30.... P:10.214.3... 1260 72180 31(167

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33

b:\Documents and Settings\ZyXEL>ping 192.168.

|

Pinging 192.168.10.33 with 32 bytes of data:

192.168.108.33:
192.168.108.33:
192.168.108.33:
192.168.108.33:

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 192.168.10.33:

Packets: Sent =

4, Received =
Approximate round trip times in milli-seconds:
’ Minimum = 16ms,. Maximum = 18ms. Average

time =18ms
time =17ms
time=17ms
time=16ms

4, Lost =

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33

A (Bxz loss>.

=17ms
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b:\Documents and Settings\ZyRXEL>ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytes of data:

ﬁeply from 192.168.1.33: bhytes=32 time=27ms TTL=43

ﬁeply from 192.168.1.33: bhytes=32 time=32ms TTL=43

ﬁeply from 192.168.1.33: bytes=32 time=26ms TTL=43

reply from 192.168.1.33: bytes=32 time=27ms TTL=43
Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (@xz
Approximate round trip times in milli-seconds:
’ Minimum = 26ms,. Maximum = 32ms, Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.2.33

C:\Documents and Settings\ZyXEL>ping 192.168.2.33
Pinging 192.168.2.33 with 32 bytes of data:

Reply from 192.168.2.33: bytes=32 time=27ms
Reply from 192.168.2.33: bytes=32 time=27ms
Reply from 192.168.2.33: hytes=32 time=26ms
Reply from 192.168.2.33: hytes=32 time=32ms

Ping statistics for 192.168.2.33:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).

Approximate round trip times in milli-seconds:
Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
info IKE Recv:[NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : Tunnel [HQ1] Phase 1 proposal mismatch IKE_LLOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,
Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Recv:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE Send:[HASH][SA][NONCE][ID][ID] IKE_LLOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LLOG
info IKE [SA] : Tunnel [BO1] Phase 2 proposal mismatch IKE_LLOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LLOG
info IKE Phase 1 IKE SA process done IKE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Create VTl and Configure VPN Failover with VTI

This example illustrates how to create a VTl object and configure a policy route with
the VTI. Furthermore, it applies the VTl to the WAN trunk to achieve VPN load

balancing.
1040404024 TTUNK___10.10.10.2024
- Ha MVPN #1 prr
( want| 1 TN P [ want
e — Internet Lo —
uscr ) WAN2 i | ANz ]
VPN #2 ' e
HQ_LAN1 vz [ vi2] BO_LAN1
192.168.1.1/24 10.10.11.10124 10.10.11.20/24 192.168.11.1/24

VPN Load Balance with VTI

‘Q'Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG110 (Firmware Version: ZLD 4.25).

VTl Deployment Flow

1 Configure the VPN gateways.
2 Configure a VPN tunnel for each VPN gateway with the application

scenario VPN Tunnel Interface.

3 Create a VTl for each VPN tunnel.
4 Create a trunk with the VTIs.

5 Configure a policy route.

6 Connect the VPN tunnels.
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Set Up the ZyWALL/USG VTI of Corporate Network (HQ)

www.zyxel.com

1 In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > VPN

Gateway > Add fto create the VPN gateway HQ1 with wan1.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
[Fencble
VPN Gateway Name: HQI

IKE Version
© |Kev!

© IKev2

Gateway Settings

My Address
© |nterface wanl Vl DHCP client -- 10.214.30.106/255.255.2!

© Domain Name / IPv4

Peer Gateway Address
® Static o Primary 10.214.30.77
Address
Secondary|0.0.0.0
[ Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

(60-86400 seconds)

Authentication

© Pre-Shared Key [coeeeeee |

2 In the same screen, create the VPN gateway HQ2 with wan2.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
Encble
VPN Gateway Name: HQ2

IKE Version
@ |Kev

O Kev2

Gateway Settings

My Address
@ Interface [wan2 [v]  oHeP dlient - 10.214.30.107/255.255.2:

© Domain Name / IPv4

Peer Gateway Address
@ Static o Primary 10.214.30.84
Address
Secondary 0.0.0.0
[E Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

(60-86400 seconds)

Avuthentication

© Pre-Shared Key I """"
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3 Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add and

configure a VPN tunnel for the VPN gateway HQ1. Select VPN Tunnel Interface as the

application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings
Eencble

Connection Name: HQ1
[¥] Advance

VPN Gateway

Application Scenario
O site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

©® Vpn Tunnel Interface |

VPN Gateway: |Hal v|] went 10.214.30.77,0.0.0.0

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)

4 In the same screen, create a VPN tunnel for the VPN gateway HQ2.

Select VPN tunnel Interface as the application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings
[ Encble

Connection Name: HQ2
[¥] Advance

VPN Gateway

Application Scenario
O site-to-site
O site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

® Vpn Tunnel Interface |

VPN Gateway: [Ha2 v| wen2 102143084, 0000

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
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5 Go to CONFIGURATION > Network > Interface > VTl > Add to create a VTl
for the VPN tunnel HQ1. Enable the connectivity check. Enter the IP address of vtil,

which is configured on USG2.

CONFIGURATION > Network > Interface > VTl > Add

General Settings

[ Encble

Interface Properties

Interface Name: wviil
Zone: IPSec_VPN vl ©
vpn-rule: (HQ! v| O

IP Address Assignment

IP Address: [10.10.10.10 |
Subnet Mask: [255.255.255.0 |
Metric: 0 [0-15)

CONFIGURATION > Network > Interface > VTI > vti1 > Connectivity Check

Connectivity Check
[& Enable Connectivity Check
Check Method: icmg| v
Check Period: 30 [5-600 seconds)
Check Timeout: 5 (1-10 seconds)
Check Fail Tolerance: 5 (1-10)
Check this address: I 10.10.10.20 |
6 In the same screen, create a VTl for the VPN funnel HQ2.

CONFIGURATION > Network > Interface > VTl > Add

General Settings

[ Encble

Interface Properties

Interface Name: vti2
Zone: IPSec_VPN v @
vpn-rule: IHO_Q V| (i ]

IP Address Assignment

IP Address: 10.10.11.10
Subnet Mask: 255.255.255.0
Metric: 0 (0-15)
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CONFIGURATION > Network > Interface > VTI > vti2 > Connectivity Check

Connectivity Check
Enable Connectivity Check
Check Method: icmg v
Check Period: 30 [5-600 seconds)
Check Timeout: 5 (1-10 seconds)
Check Fail Tolerance: 5 (1-10)
Check this address: 10.10.11.20
7 Go to CONFIGURATION > Network > Interface > Trunk > User

Configuration > Add to create a new trunk. Add vti1 and vti2 to the new frunk.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add

Name: IHO__v*.i_frunI-:

Load Balancing Algorithm: Least Load First

Load Balancing Index(es): Outbound

@ Add H Edit @ Remove oM Move

v

v

1| wviil 'Acﬁve 1048576 kbps
2 [vi2 [ Active " 1048576 kiops
Page of 0 Show |50 |v | items No data to display
8 Go to CONFIGURATION > Network > Routing > Policy Route > Add fo

configure a policy route.

Source Address: LANT_SUBNET (192.168.1.0/24)

Destination Address: BO_subnet (192.168.11.0/24)

Next-Hop: HQ_vti_trunk
SNAT: none

CONFIGURATION > Network > Routing > Policy Route > Add

385/743



ZYXEL ——

Configuration
Encble
Description: [Optional)
Criteria
User: any 7
Incoming: any (Excluding ZyV v
Source Address: ILANI_SUBNET V|
Destination Address: IBO_subnef v|
DSCP Code: any v
Schedule: none v
Service: any v
Next-Hop
Type: |Trunk j
Trunk: |HQ_v1i_frunk ﬂ
DSCP Marking
DSCP Marking: preserve v
Address Translation
Source Network Address Translation: none N
9 Connect the VPN tunnels when the VTIs are ready. Go to

CONFIGURATION > VPN > IPSec VPN > VPN Connection to connect the VPN tunnels.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Connect

VPN Connection VPN Gateway Concentrator Configuration Provisioning

= Configuration " Download
= Troubleshooti
Global Sefting ¥ Walktihrough IR Troubleshootng e IS @) e

[[J use Policy Route to control dynamic IPSec rules

[ ignore "Don't Fragment" setting in IPv4 header i ]

IPv4 Configuration

1 9@ HQ1 HQ1 any/any
2 9@ HQ2 HQ2 any/any
Page |1 of 1 Show |50 |v|items Displaying 1 -2 of 2
10 Go to CONFIGURATION > Network > Interface > VTI. You will see that the

status of the VTl is up when the corresponding VPN ftunnel is established.

CONFIGURATION > Network > Interface > VTI
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Port Role

Ethernet PPP Cellular

Configuration

Tunnel

QAdd & | |
1 9@ viil 10.10.10.10/24 HQ1
2 9@ vii2 10.10.11.10/24 HQ2
Page |1 of 1 Show |50 |v|items Displaying 1 - 2 of 2

Set Up the ZyWALL/USG VTI of Corporate Network (Branch)

1 In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > VPN

Gateway > Add to create the VPN gateway BO1 with wan1.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
Enoble
VPN Gateway Name:

IKE Version
@ |Kev]

O KEv2

Gateway Settings

My Address

© |nterface |ch1

V|  DHCP client -- 10.214.30.77/255.255.25!

© Domain Name / IPv4

Peer Gateway Address

@ static
Address

Primary
Secondary|0.0.0.0
[ Fall back to Primary Peer Gateway when possible

Fall Back Check

10.214.30.106

300 (60-86400 seconds)
Interval:
© Dynamic Address @
Authentication
© Pre-Shared Key | """" I
2 In the same screen, create the VPN gateway BO2 with wan2.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add
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General Settings
[AEncble
VPN Gateway Name:
IKE Version
@ |KEV]
O Kev2
Gateway Settings
My Address
©® |nterface |wan2 v |  DHCP dlient -- 10.214.30.84/255.255.25:
© Domain Name / IPv4
Peer Gateway Address
@ static [i) Primary 10.214.30.107
Address
Secondary|0.0.0.0
[ Fall back to Primary Peer Gateway when possible
Fall Back Check 300 (60-86400 seconds)
Interval:
© Dynamic Address @
Avuthentication
© Pre-Shared Key |""‘"' I
.
3 Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add and

configure a VPN tunnel for the VPN gateway BO1. Select VPN Tunnel Interface as the

application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings
Enable

Connection Name: BOI |
[*] Advance

VPN Gateway

Application Scenario
O site-to-site
O Site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

©® Vpn Tunnel Interface |

VPN Gateway: BO1 v wanl 10.214.30.106, 0.0.0.0

Phase 2 Setting

SA Life Time: 86400 {180 - 3000000 Seconds)
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4 In the same screen, create a VPN tunnel for the VPN gateway BO2.

Select VPN tunnel Interface as the application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

[ Enable

Connection Name: BO2 I
[*] Advance

VPN Gateway

Application Scenario
O Site-to-site
© Site-to-site with Dynamic Peer
O Remote Access (Server Role)

© Remote Access (Client Role)

©® Vpn Tunnel Interface I

VPN Gateway: [eo2 v| wan2 10.214.30.107, 0.0.0.0

Phase 2 Setting

SA Life Time: 86400 {180 - 3000000 Seconds)

5 Go to CONFIGURATION > Network > Interface > VTl > Add to create a VTI
for the VPN tunnel BO1. Be aware that the IP address of this VTl must be in the same
subnet as viil on USG1.

In this example, the IP address and subnet mask of vtil on USG1 is 10.10.10.10 and
255.255.255.0 respectively. The IP address of viil on USG2 must be in the subnet of
10.10.10.0/24. Enable the connectivity check. Enter the IP address of vtil, which is

configured on USG1.

CONFIGURATION > Network > Interface > VTl > Add
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General Settings

Enable

Interface Properties

Interface Name: [vtil |
Zone: |PSec_VPN v
vpn-rule: [sOT v |

IP Address Assignment

IP Address: [10.10.10.20 |
Subnet Mask: [255.255.255.0 |
Metric: 0

[0-15)

www.zyxel.com

CONFIGURATION > Network > Interface > VTI > vti1 > Connectivity Check

Connectivity Check
[ZIEncble Connectivity Check
Check Method: icmg | v
Check Period: 30 [5-600 seconds)
Check Timeout: 5 (1-10 seconds)
Check Fail Tolerance: S (1-10)
Check this address: I 10.10.10.10 l
6 In the same screen, create a VTl for the VPN funnel BO2. Be aware that

the IP address of this VTI must be in the same subnet as vti2 on USG1. In this example,

the IP address and subnet mask of vti2 on USG1 is 10.10.11.10 and 255.255.255.0

respectively. The IP address of vti2 on USG2 must be in the subnet of 10.10.11.0/24.

Enable the connectivity check. Enter the IP address of vii2, which is configured on

USG1.

CONFIGURATION > Network > Interface > VTl > Add
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General Settings

Enable

Interface Properties

Interface Name: [vi2 |
Ione: IPSec_VPN v @
vpn-rule: [802 x| @

IP Address Assignment

IP Address: [10.10.11.20 |
Subnet Mask: I255.255.255.0 I
Metric: 0 (0-15)

CONFIGURATION > Network > Interface > VTI > vii1 > Connectivity Check

Connectivity Check
[ Enable Connectivity Check
Check Method: icmg v
Check Period: 30 [5-600 seconds)
Check Timeout: 5 (1-10 seconds)
Check Fcil Tolerance: 5 (1-10)
Check this address: [10.10.11.10 |
7 Go to CONFIGURATION > Network > Interface > Trunk > User

Configuration > Add to create a new trunk. Add vti1 and vti2 to the new frunk.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add

Name: |BO_vﬁ_1‘runk |
Load Balancing Algorithm: Least Load First | v
Load Balancing Index(es): Qutbound v

© Add K Edit ® Remove oM Move

1 [vtin [ Active 1048576 kiops
2 [vii2 Active " 1048576 kbps
Page of 0 Show (50 |v|items No data to display

391/743



ZYXEL

www.zyxel.com

8 Go to CONFIGURATION > Network > Routing > Policy Route > Add fo

configure a policy route.

Source Address: LANT_SUBNET (192.168.11.0/24)
Destination Address: HQ_subnet (192.168.1.0/24)
Next-Hop: BO_vti_trunk

SNAT: none

CONFIGURATION > Network > Routing > Policy Route > Add

Configuration
M Encble
Description: (Optional)
Criteria
User: any v
Incoming: any (Excluding ZyV v
Source Address: ILAN]_SUBNET VI
Destination Address: IHQ_subnei Vl
DSCP Code: any v
Schedule: none 7
Service: any v
Next-Hop
Type: ITrunk "I
Trunk: |BO_vfi_1‘runk VI
DSCP Marking
DSCP Marking: preserve v
Address Translation
Source Network Address Translation: Inone "I
9 Connect the VPN tunnels when the VTls are ready. Go to

CONFIGURATION > VPN > IPSec VPN > VPN Connection to connect the VPN tunnels.
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CONFIGURATION > VPN > IPSec VPN > VPN Connection > Connect

Configuration
M Encble
Description: [Optional)
Criteria
User: any v
Incoming: any (Excluding ZyV v
Source Address: [Lant_susneT  v]
Destination Address: IHQ_subnef VI
DSCP Code: any 7
Schedule: none 7
Service: any N
Next-Hop
Type: ITrunk VI
Trunk: IBO_vﬁ_Trunk VI
DSCP Marking
DSCP Marking: preserve v
Address Translation
Source Network Address Translation: Inone LI
10 Go to CONFIGURATION > Network > Interface > VTI. You will see that the

status of the VTl is up when the corresponding VPN ftunnel is established.

CONFIGURATION > Network > Interface > VTI

Port Role Ethernet

Configuration

O Add L]

1 9@ viil

2 9@ vii2
Page |1 of 1

Show |50 |v|items

Tunnel

10.10.10.20/24
10.10.11.20/24

Displaying 1 - 2 of 2

Test the IPSec VPN Tunnel

1 To test whether or not a tunnel is working, ping from a PC in LAN1 of USG1

to a PC in LAN1 of USG2 and vice versa.

PC of USG1 (192.168.1.34) > Window 7 > cmd > ping 192.168.11.33

393/743



ZYXEL

C:\Users>ping 192.168.11.33 -t

Ping 192.168.11.33 ({#EH 32 {if7

TTL=125
B%Eﬁ 1mo TTL=124
HFRE =1ms TTL=125
HFE =1ms TTL=124
HFRJ=1ms TTL=125
HFE=1ms TTL=124
HFE=1ms TTL=125
HFE=1ms TTL=124

Ping 192.168.1.34 ({i =]

[jagga 192.168.1.34: T H£Re= TTL=124
192.168.1.34: {i/7 FR= TTL=125
192.168.1.34: {yIT ZR= TTL=124
192.168.1.34: {i/7 F=1ms TTL=125
192.168.1.34: {i/3 FiE= TTL=124
192.168.1.34: {i/3 FE= TTL=125
192.168.1.34: {i/7 Fi= TTL=124
192.168.1.34: /T4 FH= TTL=125

2 To test whether or not VPN failover is working, unplug wan1 of USG1. Then

ping from a PC in LAN1 of USG1 to a PC in LAN1 of USG2 and vice versa

Check the VPN status of the USG1 in the MONITOR > VPN Monitor > IPSec screen.

1 §162L44290 VPNIOO HQ2 0.0.0.0/1<>0.0.... 10.214.30.107 P:10.214.30.84 562 72878 205(11070... 285(17100...

PC of USG1 (192.168.1.34) > Window 7 > cmd > ping 192.168.11.33

C:\Users>ping 192.168.11.33

Ping 192.168.11.33 <1$Eﬁ 32 {y :
TTL=125
s TTL=124
TTL=125

s TTL=124
s TTL=125
TTL=124
TTL=125
TTL=124
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Check the VPN status of the USG2 in the MONITOR > VPN Monitor > IPSec screen.

T §162L44290

VPN100 HQ2 0.0.0.0/1<>0.0.... 10.214.30.107 P:10.214.30.84 562 72878 205(11070... 285(17100...

PC of USG2 (192.168.11.33) > Window 7 > cmd > ping 192.168.1.34

Ping 192.1
[EEE 192
BE 192
192

192

192

192

192

192

C:\Users>ping 192.168.1.34 -t

68.1.

-168.1.
-168.1.
-168.1.
-168.1.
-168.1.
-168.1.
-168.1.
-168.1.

TTL=124
TTL=125
TTL=124
TTL=125
TTL=124
TTL=125
TTL=124
s TTL=125

1
1
1
1
1
1
1
1

What Can Go Wrong?

1

If you see below [info] or [error] log message, please check ZyWALL/USG
Phase 1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use
the same Pre-Shared Key, Encryption, Authentication method, DH key
group and ID Type to establish the IKE SA.

MONITOR > Log

info IKE [COOKIE] Invalid cookie, no sa found IKE_LLOG

info IKE Recv:[NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG

info IKE [SA] : Tunnel [HQT] Phase 1 proposal mismaich IKE_LOG
2 |If you see that Phase 1 IKE SA process done but still get below [info] log

message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG
at the HQ and Branch sites must use the same Protocol, Encapsulation,

Encryption, Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

info IKE Recv:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE Send:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [BO1] Phase 2 proposal mismatch IKE_LLOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE SA process done IKE_LOG
3 Make sure the both ZyWALL/USG at the HQ and Branch sites security
policies allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP
protocol 51, and ESP uses IP protocol 50.
4 Default NAT traversal is enable on ZyWALL/USG, please make sure the
remote IPSec device must also have NAT traversal enabled.
5 Make sure the both ZyWALL/USG at the HQ and Branch sites use static IP
address because VPN Tunnel Interface does not support dynamic peer.
6 Make sure policy routes are configured to conftrol traffic between the
subnet of HQ and Branch through VTI.
7 Make sure that the IP address of VTl at the Branch must be in the same

subnet as vtil on HQ. For example, the IP address and subnet mask of
viil on HQ is 10.10.10.10 and 255.255.255.0 respectively. The IP address of
vtil on the Branch must be in the subnet of 10.10.10.0/24; the IP address
and subnet mask of vti2 on HQ is 10.10.11.10 and 255.255.255.0
respectively. The IP address of vti2 on the Branch must be in the subnet

of 10.10.10.0/24, and so on.
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How to configure the USG when using a Cloud Based SIP
system

This example shows how to configure USG when there is a Cloud Based SIP system. The
IP phones are more and more popular nowadays. USG supports the scenario as IP

phones located in LAN and connect to internet to register the SIP server.

USG SIP

P = P

- ():
P e AR

IP

SIP Phone connects to SIP server via USG.

3
]

\Q’No‘re: All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG210 (Firmware Version: ZLD 4.25).
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Set Up the SIP ALG
Go to CONFIGURATION > Network > ALG, and check “Enable SIP ALG". Also, check the

“Enable SIP Transformations” if the SIP content which is needed to be transform. Then
click "Apply”.
CONFIGURATION > Network > ALG

ALG

SIP Settings

Encble SIP ALG

Enable SIP Transformations

SIP Media Inactivity Timeout : 120 [seconds)
SIP Signaling Inactivity Timeout : 1800 [seconds)
Restrict Peer to Peer Signaling Connection
Restrict Peer to Peer Media Connection @

SIP Signaling Port :

© Add & |

1 5060

Direct-media and Direct-signalling are activated after ZLD 4.25. We can use the CLI to
show the status. When the two options are yes, it will change the original sip alg
behavior.

direct-siginalling will expect incoming calls from register only.

direct-media will expect media streams between signalling endpoints only.

Test result

Connect SIP phone to the USG, and check the register status. Register successfully.
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SIP Accounts

# Display Name Registration Server Status Registration
2436 10.214.30.86 registered Enable

Check the SIP register status on PBX.

#a4  Time Priority | Category Message
2 2017-07-07 04:20:... notice  PBXSIP Extension '2426" registered successfully at 10.214.30.90:5061 with expire time 3276.
3 2017-07-07 04:20:... notice  PBXSIP Extension 2436 registered successfully with expire time 3276

What could go wrong?

SIP phone does not support tfransform itself, but the “SIP Transformations” does not be

checked.
48 5.700826 10.251.30.94 10.251.30.58 SIP 523 Request: REGISTER sip:10.251.30.58
49 5.704336 10.251.30.58 10.251.30.94 SIP 559 status: 401 unauthorized (0 bindings)
50 5.737000 10.251.30.94 10.251.30.58 SIP 681 Request: REGISTER sip:10.251.30.58
51 5.742023 10.251.30.58 10.251.30.94 SIP 586 Request: NOTIFY sip:2436@192.168.1.33:5060

n

¥ Frame 51: 586 bytes on wire (4688 bits), 586 bytes captured (4688 bits)
B Ethernet II, src: zZyxelcom_33:cf:8e (cc:5d:4e:33:cf:8e), Dst: S5c:f4:ab:f8:fd:54 (5c:f4:ab:f8:fd:54)
¥ Internet Protocol version 4, Src: 10.251.30.58 (10.251.30.58), Dst: 10.251.30.94 (10.251.30.94)
H User Datagram Protocol, Src Port: sip (5060), Dst Port: sip (5060)
Source port: sip (5060)
Destination port: sip (5060)
Length: 552
# Checksum: 0x0571 [validation disabled]
H Session Initiation Protocol
& Request-Line: NOTIFY sip:2436@192.168.1.33:5060 SIP/2.0

[ Message Header
# via: SIP/2.0/uUDP 10.251.30.58:5060; branch=z9hG4bk10fé6cfa3;rport
Max-Forwards: 70
@ Eram: "TER" scin-TSc@1IN 251 20 SR~-tan—ac7shahinha

SIP phone will contact with outside as not direct-signalling and direct media, but the
default setting on USG is on

How to block HTTPS websites by Domain Filter without
applying SSL Inspection

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service without SSL-Inspection. The filtering feature is based on more than 50
Managed Categories built in ZyWALL/USG such as pornography, gambling, hacking,
etc.

When user makes HTTPS request, the information contains a Server Name Indication
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(SNI) extension fields in server FQDN. Using the SNI to query category from Commtouch

engine, then take action when it matches the block category in Content Filter profile.

ZyWALL/USG Domain Filter Example

Local Network

Network 192.168.1.0
Netmask 255.255.255.0

gl nt’fm
= Oa N

...[:]D O —_— __@

Remote  Network Inventory File
ktop  Extend Server”  Sharing

7 il @ = \% Google Apps'

8l Web _OAERP,  Email f] Office365 ORACLE
system Ap‘;s CRM'System Sma Unified Security Gateway \

fice (=)

e— ]
| H

WAN 1P 172.124.163.150
LAN 1P 192.168.1.1

“O"Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25)

Set Up the Content Filter on the ZyWALL/USG

Go to CONFIGURATION > UTM Profile> Content Filter > Profile > General Settings. Select
Enable HTTPS Domain Filter for HTTPS traffic.

. = Configuration @ Troubleshooting ? Content Filter
General Settings Walkthrough

[C1 Enable Content Filter Report
Service

[# Encble HTTPS Domain Filter for HTTPS traffic @

Report Server @

Drop connection when HTTPS connection with SSL V3 or previous
version

Content Filter Category Service 10

. [1~40 Seconds)
Timeout:

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter
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Profile > Test Web Site Category. Type URL to test the category and click Test Against

Content Filter Category Server.

Test Web Site Category
URL to test:

f vou think the category is ir

I hﬁps://www.fc:cebo:I

Test Against Content Filter Category Server

]

correct, click this link to submif ¢

a

You will see the category recorded in the external content filter server’s database for

both HTTP and HTTPS Domain you specified.

Message

Content Filter Category: Socicl Networking
HTTPS Domain Filier Category: Social Networking

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter

File > Custom Service. Configure a Name for you to identify the Content Filter Profile

and select Enable Content Filter Category Service. Select Block to prevent users from

accessing web pages that match the managed categories that you select below.

Select Log to record attempts to access web pages that match the unsafe categories

that you select below.
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General Settings
License Status: Licensed
License Type: Standard
Name: Social_Net_Block I
Description: (Optional)
[C] Enable SafeSearch
[ Encble Content Filter Category Service
[ Log cll web pages
Action for Unsafe Web Pages: Block v [CLog
Action for Managed Web Pages: MLog
Action for Unrated Web Pages: Warn >4 [ Log
Un:;:;:g:)}’;/:hen Category Server s Warn ~— [ Log

Scroll down to the Managed Categories section, select categories in this section to
control access to specific types of Infernet content. You must have the Content Filtering

license to filter these categories.

Managed Categories

[C] Advertisements & Pop-Ups

[C] Business

[T Forums & Newsgroups

[ Dating & Personals

[[] Entertainment

[ Games

[ Health & Medicine

[[] streaming Media & Downloads
[ Nudity

[ Pornography/Sexually Explicit
[[] Restaurants & Dining

A social Networking

[ travel

[ Web-based Email

EIcults

[ Hacking

[l Information Security

[C Private IP Addresses

[ Tasteless

[C] Alcohol/Tobacco

[ Transportation

[C] Computers & Technology
[C] Download Sites

I Finance

[[] Government

[ legal Drugs

[ News

[C] Personal Sites

[[] Real Estate

[C] Search Engines/Portals
[ sports

[[ violence

[[] General

[C] Fashion & Beauty

[ legal Software

[ Instant Messaging

[[] School Cheating

[C] Child Abuse Images

O Arts

[ chet

[T Criminal Activity

[[] Education

[ Gambling

[ Hate & Intolerance
[ Job Search

[ Non-profits & NGOs
[ Politics

[ Religion

[ Shopping

[ Translators

[T weapons

[[] Leisure & Recreation
[C] Greeting Cards

[ Image Sharing

[ Peer to Peer

[[] Sex Education
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Set Up the Security Policy on the ZyWALL/USG

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you to
identify the Security Policy profile. Scroll down to UTM Profile, select Content Filter and

select a profile from the list box (Social_Net_Block in this example).

[ Encble
Name: ISocicI_Network_PoIicl
Description: (Optional)
From: I LANT v|
To: [ waAN -]
Source: any v
Destination: any v
Service: any v
User: any v
Schedule: none N
Action: allow v
Log matched traffic: |no hd
UTM Profile
Content Filter: ISOCiOI_NeLBlOCk "I Log: | by profile v
(] SSL Inspection: |hone v

Set Up the System Policy on the ZyWALL/USG

Go to CONFIGURATION > System > WWW > Show Advanced Settings > Other, click
Enable Content Filter HTTPS Domain Filter Block/Warn Page.

Other

[Z Encble Content Filier HTTPS Domain Filter Block/Warn Page
Block/Warn Page Port: 54088

|_aeply | reset

Test the Result

Type http://www.facebook.com/ or https://www.facebook.com/ into the browser, the

error message oCCcurs.
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Web access is restricted. Please contact the
administrator. (Social Networking)

(If you feel this site has been improperly categorized,
please visit here to submit a review.)

e &) @ https//facebook.. O ~ & X || @ Internet Explorer cannot dis... X L
=

9 Internet Explorer cannot display the webpage

What you can try:

| Diagnose Connection Problems |

® More information

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as below.
HTTP traffic log matches (Content Filter) and HTTPS fraffic log matches (HTTPS Domain

Filter) in message field.
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o
Monitor > Log
#4  Time Priority Category Message Source Destination Note
1 2016-03-17 02:22:39 notice Security Policy Control Match default rule, DROP [count=2] 10.251.31.91:17500 255.255.255.255:17500 ACCESS BLOCK
2 2016-03-17 02:33:09  alert Blocked web sites facebook.com : Social Networking, Rule_id=1 (Content Filter) WEB BLOCK
3 alert Blocked web si v facel n : Social Networking, Rule_id=1 (HTTPS Domain Filter)  192.168.1.33:51728 31.13.79.220:443 WEB BLOCK
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How to Configure Content Filter 2.0 with Geo IP Blocking

The Content Filter 2.0 - Geo IP blocking offers identify the country based on IP address,
it allows you to block the client accessing to certain country based on organizational
policy.

When user makes HTTP or HTTPS request, ZyWALL/USG query IP address from MaxMind
database, then take action when it matches the block country in Content Filter profile.
If you have a local web site and your primary market is local people, then there is no
need to let any other countries index or waste bandwidth on your server.

Also this feature offer an easy and effective way to prevent bogus, bofts, brute force

hacks, vulnerability scanners, and web crawlers from other countries.

|_ Je—no- 7

Germany

N

—ta=1{ ) e
Unified Security Gateway
http://csosuppport.ddns.net

[ Je——
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Set Up the Address Objet with Geo IP on the ZyWALL/USG

Go to CONFIGURATION > Object > Address/Geo IP > Address > Add Address Rule.

\+ Edit Address Rule Taiwan 2%
Name: Taiwan
Address Type: GEOGRAPHY v
Country: Taiwan N
OK Cancel

Go to CONFIGURATION > Object > Address/Geo IP > Address, you can see the
customized GEOGRAPHY address.

Address Address Group Geo IP
1Pv4 Address Configuration
© add [4 Edit T Remove Object References
#  Name Type 1Pv4 Address ~
1 wan2 INTERFACE IP wan2-10.251.30.90
2 LAN2_SUBNET INTERFACE SUBNET lan2-192.168.2.0/24
3 LAN1_SUBNET INTERFACE SUBNET lan1-192.168.1.0/24
4 DMZ_SUBNET INTERFACE SUBNET dmz-192.168.3.0/24
5 Taiwan GEOGRAPHY Baian-al
B R 0k FOST TOTEE 00T

7 12tp_pool RANGE 192.168.10.10-192.168.10.20
8 RFC1918_3 SUBNET 192.168.0.0/16
9 RFC1918_2 SUBNET 172.16.0.0/12

Set Up the Security Policy on the ZyWALL/USG
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Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you
to identify the Security Policy profile. Set Geo IP traffic from WAN to LAN allow source

from local country (geo_allow_policy in this example).

4 Edit Policyl 2%
(u=] Create new Object ~

Enzble

Name: geo_zllow_policy

Description: (Optional)

From: WAN 7

To: LAN1 v

Source: Taiwan %

Destination: any v

Service: any v

User: any v

Schedule: none X

Action: allow v

Log matched traffic: ﬁ F]

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you
to identify the Security Policy profile. Set traffic from WAN to LAN deny

(geo_block_policy in this example).

&> Add corresponding 2%
u5] Create new Object ~
Enable
Name: geo_block_policy
Description: (Optional)
From: |WAN ~
To: LAN1 >
Source: any v
Destination: any v
Service: any o
User: any N
Schedule: none 125
r Action: ldeny] T~
Log denied traffic: no e

Test the Result
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Type http://csosuppport.ddns.net/ into the browser, and the http can be reached.

L C' [ csosuppport.ddns.net

folder

/

0 folders, 1 files - Total: 114.97 MB
Filename Filesize Filetime Hits
£ USG1100_4.10(AAPK.0)CO.zip | 114.97 MB | 2016/3/16 4 11:54:12 0

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message such as

below. Traffic matches Geo IP policy will be blocked and shows in message field.

View Log View AP Log

[@ Show Filter

Logs

Category: All Logs 7

Email Log Now | & Refresh | ¢ Clear Log

#4  Time Priority ~ Category Message Source Destination Note
1 2016-08-04 1. notice  Security Polic... priority:1, from WAN to LAN1, TCP, service others, DNAT Packet, ACC... Bl 114.34.247.205:641... 192.168.1.34:80  ACCESS FORW...
016-08-04 1. ity Polic... 11, fi - - . ; . 105 b .1.34:80 A RW...
2 2016:08-041.. notice  Security Polic.. priority:1, flom ;o b1 “from WAN to LANL, TCP, service others, DNAT Packet, ACCEPT [05:641... 192.168.1.34:80  ACCESS FOI
3 2016-08-04 1.. notice  Security Polic.. priority:1, from WAN to LANT, TCP, service others, DNAT Packet, ACC.. B 114.34.247.205:641... 192.168.1.34:80 ACCESS FORW...
4 2016-08-04 1.. notice  Security Polic... priority:1, from WAN to LAN1, TCP, service others, DNAT Packet, ACC... Hl 114.34.247.205:641... 192.168.1.34:80 ACCESS FORW..

[ Page |1 of 1 Show |50 |v | items Displaying 1 -4 of 4

What Could Go Wrong?

1. The Security Policy configured wrong. The traffic cannot access the LAN server.

# Time Priority Category Message Source Destination Note

5 20160819 1. alet Security Polic...  Match default rule, DNAT Packet, DROP [count=3] Ml 114.34.247.205.  192.168.1.34:80 ACCESS BLOCK

6 2016-08-19 1... alert Match default rule, DNAT Packet, DROP [count=3] il 114.34.247.205 192.168.1.34:80 ACCESS BLOCK
Daaa [3 a1 Chow (€0 To] itnme Dicnl 1 2nEn

2. The Content-Filter service ix expired. Since Geo-IP server is bind with Content-Filter

license, there must be available date for Content-Filter service.
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How to Configure Content Filter 2.0 with HTTPs Domain Filter
Application Scenario

The Content Filter with HTTPs Domain Filter allows you to block HTTPs welbsites by
category service without SSL-Inspection. The filtering feature is based on 64 categories
built in ZyWALL/USG such as pornography, gambling, hacking, etfc.

When user makes HTTPS request, the information contains a Server Name Indication
(SNI) extension fields in server FQDN. Using the SNI to query category from local cache
then cloud database, then take action when it matches the block category in Content
Filter profile.
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Local Network
Network 192.168.1.0
Netmask 255.255.255.0

e N
see O
Remote  Network Inventory File
Desktop  Extend Server Sharing

Bl Web OA, ERP, Email
System Apps CRM System Server

shees
— o
= m Google Apps for Busine
- G:"eway \ 1) Office365 ORACLE'

. ~
WAN IP 172.124.163.150 weboffice
LAN IP192.168.1.1

Set Up the Content Filter on the ZyWALL/USG

Go to CONFIGURATION > UTM Profile> Content Filter > Profile > General Settings. Select

Enable HTTPS Domain Filter for HTTPS traffic.

General Settings

Service

version

Timeout:

Configuration
¥ Walkthrough

[l Enable Content Filter Report

Enable HTTPS Domain Filter for HTTPS traffic

[¥| Drop connection when HTTPS connection with SSL V3 or previous

Content Filter Category Service

? Content Filter

@ Troubleshooting

iy

Report Server

i

10 (1~60 Seconds)

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter
Profile > Test Web Site Category. Type URL to test the category and click Test Against

Content Filter Category Server.

Test Web Site Category
URL to test:

If you think the category is

|hTTps://focebook.cor |
Test Against Content Filter Category Server

incorrect, click this link to submit a request to review itf.
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You will see the category recorded in the external content filter server’s database for

both HTTP and HTTPS Domain you specified.

Message

Content Filter Category: Social Networking

HTTPS Domain Filter Category: Social Networking

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter

File > Custom Service. Configure a Name for you to identify the Content Filter Profile

and select Enable Content Filter Category Service. Select Block to prevent users from

accessing web pages that match the managed categories that you select below.

Select Log to record attempts to access web pages that match the unsafe categories

that you select below.

General Settings

[C] Enable SafeSearch
Enable Content Filter Category Service
[[1Log all web pages

Action for Unsafe Web Pages: Block v

Action for Managed Web Pages:

Action for Unrated Web Pages: Wamn |~

Action When Category Server Is warn =
Unavailable:

License Status: Licensed

License Type: Standard

Name: | Social_Net_Block |
Description: (Optional)

[CLog
MLog
[CLog
[Log

Scroll down to the Managed Categories section, select categories in this section to

control access to specific types of Infernet content. You must have the Content Filtering

license to filter these categories.
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Custom Service

Category Service
Advertisements & Pop-Ups

[T] Business

[Z] Forums & Newsgroups

[C] Dating & Personals

[T] Entertainment

[ Games

[[I Health & Medicine

[[] streaming Media & Downloads
[ Nudity

[Tl Pomography/Sexually Explicit
[C] Restaurants & Dining
[@social Networking

[ ravel

[ Web-based Email

[ cults

[l Hacking

[Tl Information Security

[T Alcohol/Tobacco [T Arts

[l Transportation [ Chat

[l Computers & Technology [C] Criminal Activity

[Tl Download Sites [C] Education

[Tl Finance [l Gambling

[[] Government [l Hate & Intolerance
[l megal Drugs [[] Job Search

[ News [C Non-profits & NGOs

[C] Personal Sites

[ Real Estate

[[] Ssearch Engines/Portals
[C] sports

[C] violence

[l General

[ Fashion & Beauty

[ legal Software

[Tl Instant Messaging

[C Politics

[T Religion

[T] Shopping

[ Translators
[CJweapons

[T] Leisure & Recreation
[Tl Greeting Cards

[T Image Sharing

[C] Peer to Peer

Set Up the Security Policy on the ZyWALL/USG

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you to

identify the Security Policy profile. Scroll down to UTM Profile, select Content Filter and

select a profile from the list box (Social_Net_Block in this example).
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v Create new Objectw
@ Enable
Name:
Descripfion:
From:

To:

Source:
Destination:
Service:
User:
Schedule:
Action:

Log matched traffic:

UTM Profile
¥ Content Filter:

ISocioI_NeT_PoIicy

(Optional)

[LAN2

[WAN

any
any
any
any
none
allow

no

[Social_Net_Block

v| Log: by profie

Set Up the System Policy on the ZyWALL/USG

Go to CONFIGURATION > System > WWW > Show Advanced Settings > Other, click
Enable Content Filter HTTPS Domain Filter Block/Warn Page.

Other

Block/Warn Page Port:

54088

Enoble Content Filter HTTPS Domain Filter Block/Warn Page

“hopr | “rese
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Test the Result

Type http://www.facebook.com/ or https://www.facebook.com/ into the browser, the

error message oCCcurs.

& C O | A Notsecure | b##ps://facebook.com *| @ 0 ©

A

Your connection is not private
Attackers might be trying to steal your information from facebook.com (for example,

passwords, messages, or credit cards). NET::ERR_CERT_AUTHORITY_INVALID

OJ Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as below.

HTTP fraffic log matches (Content Filter) and HTTPS traffic log matches (HTTPS Domain

Filter) in message field.

Monitor > Log

28 20... alert Blockedw... facebook.com :Social Networking, Rule_id=1, SSI=N (HTTPS Domain... 192.168.2.3... El3; . WEBBLOCK =
29 20... alert Blocked w... facebook.com : Social Networking, Rule_id=1, SSI=N (HTTPS Domain... 192.168.2.3... Kl 3 WEBBLOCK
30 20... alert Blocked w... facebook.com :Social Networking, Rule_id=1, SSI=N (HTTPS Domain... 192.168.2.3... Kl 3y . WEBBLOCK

What Could Wrong?

1. “Enable HTTPS Domain Filter for HTTPS traffic” is not checked.
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Profile Trusted Web Sites Forbidden Web Sites
=, Configuration " .
General Settings = Walkthrough @ — Y Content Fier
[l Enable Content Filter Report

- Report Server
Service °

O Enable HTTPS Domain Filter for HTTPS traffic @
[¥/ Drop connection when HTTPS connection with SSL V3 or previous
version

Content Filter Category Service 10 (1~60 Seconds)
Timeout:

HTTPs fraffic will pass.

& https://www.facebook.com

How to block the client accessing to certain country using
Geo IP and Content Filter

The Content Filter with Geo IP offers identify the country based on IP address, it allows

you to block the client accessing to certain country based on organizational policy.

When user makes HTTP or HTTPS request, ZyWALL/USG query IP address from MaxMind

database, then take action when it matches the block country in Content Filter profile.

LyWALL/USG Geo IP Example

416/743



ZYXEL ——

B i -

Unified Security Gateway

"U"Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25)

Check Geo IP License Status on the ZyWALL/USG
Go to CONFIGURATION > Licensing > Registration > Service, the Geo IP Service should

be Licensed to configure this feature.

4177743



ZYXEL

www.zyxel.com

| 1 Content Filter 2.0 Licensed Standard 2018-7-6 N/A | Renew A
2  SSL VPN Service Licensed Standard 60 Buy
3  Managed AP Service Default Standard 4 Buy
4 Zymesh Service Not Licens... N/A
5 Concurrent Device Upgr... Default Standard 200 Buy
6  Device HA Pro Not Licens... N/A Buy
7 Firmware Upgrade Service  Nof Licens... N/A
8 SecuReporter Not Licens... N/A Buy -

Set Up the Address Objet with Geo IP on the ZyWALL/USG

Go to CONFIGURATION > Object > Address/Geo IP > Address > Add Address Rule.

€» Add Address Rule

Name: geol _]
Address Type: GEOGRAPHY TI
Country: [ China ~|

~ox_ [ concer”

Go to CONFIGURATION > Object > Address/Geo IP > Address, you can see the
customized GEOGRAPHY address.

€ Add
1 DMZ_SUBNET INTERFACE SUBNET  geé-192.168.3.0/24 0 o
2 IPéto4-Relay HOST 192.88.99.1 0
3 LAN_SUBNET_GE4 INTERFACE SUBNET  ge4-192.168.1.0/24 0
4 LAN_SUBNET_GE5 INTERFACE SUBNET  ge5-192.168.2.0/24 0
5 RFC1918_1 SUBNET 10.0.0.0/8 1
6 RFC1918_2 SUBNET 172.16.0.0/12 1
7 RFC1918_3 SUBNET 192.168.0.0/16 1
8 Taiwan GEOGRAPHY Bl Giwan-All 1
9 geol GEOGRAPHY Bchinag-Al 0
10 geo?2 GEOGRAPHY ™ o many-All 0 -

Go to CONFIGURATION > Object > Address/Geo IP > Address Group> Add Address
Group Rule, add all customized GEOGRAPHY address into the same Member object.
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&J Add Address Group Rule
Group mempers

Name: geo_block I

Description:
Address Type: GEOGRAPHY N

Member List

=== Object ===
Taiwan
geol
geo?2

(+] 4]

4 4

ok ] concel

Set Up the Security Policy on the ZyWALL/USG

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you to
identify the Security Policy profile. Set deny Geo IP traffic from LAN to WAN

(geo_block_policy in this example).
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» Add corresponding
3 Create new Objectw

M Enable

Name: | geo_block_policy |

Description: (Optional)

From: |[LANT ~|

To: |WAN ~]

Source: any v

Destination: | geo_block =

Service: any v

User: any v

Schedule: none v

Action: |deny ~|

Log denied traffic:  |log alert v |

"ok |

Test the Result

Type http://www.pku.edu.cn/ or https://www.rwth-aachen.de/ into the browser, sites

can't be reached.
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N http//fmww.pku.edu.cn,

€« & X [3 www.pku.edu.cn

[=

This site can’t be reached

www.pku.edu.cn took too long to respond.

Show saved copy Details

Connecting...

TN YT, [==] = |
/€ https://www.rwth-aache x|

€« — X [3 httpsy//www.rwth-aachen.de w S

‘ This site can’t be reached

| www.rwth-aachen.de took too long to respond.

Connecting...

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message such as

below. Traffic matches Geo IP policy will be blocked and shows in message field.
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Logs

Category:

All Logs 7

B Email Log Now | @ Refresh | ¢ Clear Log

Ti... Pr... Category Message Source
1 2. da Security P...  priority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... M4 = ACCESSBLOCK*
2 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... M 175  ACCESSBLOCK
3 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... ¢y = ACCESSBLOCK
4 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... 115 ACCESS BLOCK
5 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... ™37 ~ ACCESS BLOCK
6 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... ™ ;37 ~ ACCESS BLOCK
7 2. al.. SecurityP... Maich default rule, DROP [couni=6] 10.214.30.3... 10.214.... ACCESS BLOCK
8 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... iM¢) = ACCESSBLOCK
9 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... ¢y = ACCESSBLOCK
10 2... al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... i) = ACCESSBLOCK
11 2. al.. Security P... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... ¢y = ACCESSBLOCK
12 2... al.. Security P... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... iMg) = ACCESSBLOCK
13 2... al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... ¢y = ACCESSBLOCK
14 2. al.. Security P... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... 142 = ACCESSBLOCK
15 2. al.. Security P... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... 42 = ACCESSBLOCK
1 A L s.n 1 s LaMins At Ton : thew mDAD T i21 10n1/000 om coc o1 Asw
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How to Restrict Web Portal access from the Internet
This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with

multiple LAN access to the VPN tunnel. The example instructs how to configure the VPN
tunnel between each site and redirect multiple LAN interface traffic to the VPN tunnel.

When the VPN tunnel is configured, multiple LAN subnets can be accessed securely.

LyWALL/USG Restrict Web Portal Access from the Internet

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG60 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG System Setting

Go to CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL

Rule 1. Set the address access action as Deny for ALL address in WAN.
CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL Rule 1

TSI O 1T U ST U ST T TSN 1O T1IIsIenl AN

& [HTTPS] Add Admin ACL Rulel 2IXl

8 Create new Objectw

Address Object: [ALL ~]
Zone: [ WAN ~]
Action: | Deny| "I

ok | Cancel
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HTTPS
enable
Server Port: 443
[1 Authenticate Client Cerfificates  (See Trusted CAs)
Server Certificate: default v

[¥| Redirect HTTP to HTTPS

Admin Service Control

@ Add
[ 1 awan ALL deny
- ALL ALL accept

Test the Web Access

Login to the device via the WAN interface with the administrator's user name and

password. The screen will show Login denied.

Login to the device via the WAN interface

&« C O | A Notsecure | b#pS://10.214.30.93

4
ZYXEL
VPN300
Enter User Name/Password and click fo login.
@ admin
@ ...

Login denied

‘ Login H SSL VPN ‘

w & 0O ©
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Login to the device via the LAN interface with the administrator's user name and

password. The management portal will be displayed.

Login to the device via the LAN interface

| A Notsecure | h#ps://192.168.2.1 % @ 0O ©

ZYXEL
VPN300

Enter User Name/Password and click to login.
o admin
o ..,

‘ Login H SSL VPN ‘

E) Note:

1. Tum on Javascript and Cookie setting in your web browser.
2. Tumn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

@

CPU Usage Virtual Device
| 7%
— ZYXEL a a ' cear
-
e = 1l - mETEEE ot
°
21%
Flash Usage
- 9% Device Information
System Name Boot Status
USB Storage Usage
VPN300 OK
0/0 MB
Serial Number Firmware Version
Active Sessions 5172115290017 V4.30(ABFC.0)b1s] / 2017-06-09 21:43:11
253/2000000 MAC Address Range Firmware Upgrade License
B8:EC:A3:A9:C0:03 ~ B8:EC:A3:A9:CO:0A Not Licensed
DHCP Table
st System Uptime Current Date/Time
2 lost(s]
- 1 days, 15:43:11 2017-07-07 / 02:20:23 UTC+00:00
Device HA
000 switch Counter Tx/Rx Statics Port Selection: P1 N
Number of Login Users T

—Rx

Go to MONITOR > Log. You can see that the admin login has been denied access from

the WAN interface but it is allowed from the LAN interface.

MONITOR > Log
425/743



ZYXEL

www.zyxel.com
Logs
Category: User 2
B Email Log Now | @ Refresh | ¢ Clear Log
#a Time Priority C... Message Source Destination Note
1 2017-... notice User Useradmin has been denied access from HTTPS  10.214.30.66:63823 10.214.30.93:443  Account:. =
51 2017-... notice User Administrator admin(MAC=3C:97:0E:30:0E:B8) f... 192.168.2.33 192.168.2.1 Account:. .

Page D of 1 Show [50 |v| items

Displaying 1-2 of 2
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How to Setup and Configure Daily Report

This example shows how to set up the data collection and view various statistics about
traffic passing through your ZyWALL/USG. When the Daily Report is configured, you will
receive statistics report every day.

A

il
i

General
odel Name: USG110
V4.15(AAPH.2) | 2016-03-31 18:58:00 —
80:82:0C:70:06:CF-80:82:0C:70:06:05
System Uptime: 23 days, 15:47:18
System Name: us110 L Sries

System Resource Usage

CPU Usage

: @

g '/:
%’#H ITACTTITN | T _esses J] K/
(45
4

LyWALL/USG Setup and Configure Daily Report

“U"Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG Email Daily Report Setting

Go to CONFIGURATION > Log & Report > Email Daily Report > General Seftings. Select

Enable Email Daily Report to send reports by e-mail every day.

CONFIGURATION > Log & Report > Email Daily Report > General Settings

General Settings

[ Enable Email Daily Report

Type the SMTP server name or IP address. In Mail From, type the e-mail address from
which the outgoing e-mail is delivered. In Mail To, type the e-mail address to which the
outgoing e-mail is delivered. Select SMTP Authentication if it is necessary to provide a

user name and password to the SMTP server.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings

Mail Server

General Settings
Mail Server: (Outgoing SMTP Server Name or IP Address)
Mail Subject: [CJ Append system name [[J Append date time
Mail Server Port: 25 [CITLS Security
Mail From: (Email Address)
[ smTp Authentication
User Name :
Password:
Retype to Confirm:
Schedule
Time For Sending Report: 0 (hours) |0 (minutes)

In the CONFIGURATION > Log & Report > Email Daily Report > Schedule. Select the time

of day (hours and minutes) when the log is e-mailed. Use 24-hour notation.

CONFIGURATION > Log & Report > Email Daily Report > Schedule

Schedule
Time For Sending Report: (hours) |0 [minutes)
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Select the information to include in the report. Types of information include System

Resource Usage, Wireless Report, Threat Report, and Interface Traffic Statistics.

Select Reset counters after sending report successfully if you only want to see stafistics

for a 24 hour period.

CONFIGURATION > Log & Report > Email Daily Report > Report Items

Report ltems

System Resource Usage
¥ CPU Usage
¥ memory Usage
[¥] Session Usage

¥l Port Usage

Wireless Report
[T station Count
I 7X Statistics
[T RX Statistics

I Content Filter

¥ Interface Traffic Statistics
V] DHCP Table

[[] Reset counters after sending report successfully

Reset All Counters

Test the Daily Log Report

Click Send Report Now fto have the ZyWALL/USG send the daily e-mail report

immediately.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings
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General Settings

[¥] Enable Email Daily Report

Email Settings

Mail Subject: Handbook mail

Send Report Now

Mail To: I G2 xe!.com.

(Email Address)
(Email Address)
(Email Address)
(Email Address)

(Email Address)

You will receive a daily report mail.

ZyXEL Daily Report Mail
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ZYXEL

General

Model Name: VPN300
Firmware Version: V4.30(ABFC.0)

MAC Address Range: B8:EC:A3:A9:C0:03-B8:EC:A3:A9:CO:0A

System Uptime: 1 days, 16:53:04
System Name: VPN300
System Resource Usage
CPU Usage
CPU Usage
Memory Usage g
Session Usage 100 % Last Update: 2017-07-07 03:30:19
Port Usage

03:30

t Back to top

What Could Go Wrong?

Make sure your Email settings are all correct.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings
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General Settings
Mail Server: (Outgoing SMTP Server Name or IP Address)
Mail Subject: [[] Append system name [[] Append date time

[CITLS Security

Mail Server Port:

Mail From: @zyxel.com.|  (Email Address)

[ smP Authentication
User Name :

Password:

~ N
I o

Retype to Confirm:

Schedule

Time For Sending Report: 0 (hours) |0 (minutes)

Make sure your ZyWALL to WAN security policy allow.

How to Setup and Configure Email Logs

This example shows how to set up the e-mail profiles to mail ZyWALL/USG log messages
to the specific destinations. You can also specify which log messages to e-mail, and
where and how often to e-mail them. When the Email Logs is configured, you will

receive logs email report base on customized schedule.

No. Date/Time Source Destination

Priority Category Note
Message
1 2016-06-2318:58:37
error myzyxel-dot-com |
Refresh fail, with error=1,msg=Cannot find device \
2 2016-06-2318:58:3910.251.30.82:137  10.251.30.255:137

notice secure-policy ACCESS BLOCK

Match default rule, DROP [count=17] span

3 2016-06-2318:58:47 S . I
notice system
Sending event/alert log to mail server has failed.

4 2016-06-2318:58:5210.251.30.82:137  10.251.30.255:137

notice secure-policy  ACCESS BLOCK
Match default rule, DROP [count=6)
5 2016-06-2318:58:5210.251.30.82:68  255.255.255.255:67

LyWALL/USG Setup and Configure E-mail Logs

N

\Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG Email Logs Setting

1. Go to CONFIGURATION > Log & Report > Log Settings > System Log > Edit > E-mail
Server 1. Select Active. Type the SMTP server name or IP address. In Mail From, type
the e-mail address from which the outgoing e-mail is delivered. In Mail To, type

the e-mail address to which the outgoing e-mail is delivered.

2. Day for Sending Log is available if the log is e-mailed weekly. Select the day of the

week the log is e-mailed.
3. Time for Sending Log is available if the log is e-mailed weekly or daily. Select the time

of day (hours and minutes) when the log is e-mailed. Use 24-hour notation.

4. Select SMTP Authentication if it is necessary to provide a user name and password

to the SMTP server.

CONFIGURATION > Log & Report > Log Settings > System Log > Edit > E-mail Server 1

E-mail Server 1
Active

Mail Server: mail.zyxelcom.tw [Outgoing SMTP Server Name or IP Address)

Mail Server Port: MITLS [VISTARTILS [ Authentica
Security

Mail Subject: Handbook test

Send From: @zyxel.com (E-Mail Address)

Send Log to: zyxel.com {E-Mail Address)

Send Alerts to: (E-Mail Address)

Sending Log: Daily and When Fu v

Time for Sending Log:
Esite Authentication
User Name :

Password:

Q
o
I @] @

Retype to Confirm:

5. Go to CONFIGURATION > Log & Report > Log Settings > System Log > Edit > Active
Log and Alert. Use the System Log drop-down list to change the log settings for all

of the log categories.
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CONFIGURATION > Log & Report > Log Settings > System Log > Edit > Active Log and
Alert.

Active Log and Alert

System Log E-mail Server 1 E-mail Server 2

Log Category + diagble nor.mal degug nogncl cl.erl nogncl cl.ert
Bl Auth O O O v U .|
- PKI (€] ® @ v (@] 2 (=]
- Authentication Server (€] (©] ® v (@] v (=]
- Auth. Policy © ® (] @ (@] (w]
- $SO © ® @ (] (@] o
- Web Authentication © @® (0] (] (=]
- Account © ® @ (] (=]
- User @ ® @ o (=]
BWM (G] @® (0] 2 (] v (=]
Device HA (G] ® @ @ (=] v (]
File manager © ® (@] @ (@] (@]
License (€] @® © @ (@] (@]
Log & Report © ® (] @ (@] (@]
Network 2 @® e (=]

Active Log and Alert (AP)

ystem Log E-mail Server 1

Q
=+

mal

Log Category + (7 (/] [
Auth o @® (0] (5] v (5]
File manager © @® @ (m)] (m]
Log & Report (] @® (@) (m] (m]
Network (©) @® (©] (5] (5]
Routing (G] ® (€] @ (5] (5]
System @ @ (@) (®)] v (®]
Wireless O © O O O

Test the Email Log

You will receive a log mail depends on the time you set in the E-mail Server.

ZyXEL Log Mail

From  syxemupportest comtw
oo Dxelupportest comtn
o
Subject: ZyXEL Log Report
B B N S S N B W N NS W W TN NN MW MW, WS THNN R
No. Date/Time  Source Destination ‘;‘
Priority  Category Note
Message
1 2016.06.2315:52i53
notice system
Sending log to has
2 2016-06-2315:52:55 10.251.30.61:137  10.251.30.255:137
notice secure-policy  ACCESS BLOCK
Match default rule, DROP [count=3]
3 15152:5910.251.30.61:138  10.251.30.255:138
notice Secure-policy  ACCESS BLOCK
Match default rule, DROP.
4 2016-06-23 15:53:03 10.251.30.93:17500 _ 255.255.255.255:17500
notice Secure-policy  ACCESS BLOCK
Match default rule, DROP [count=2]
S 2016-06-2315:52:02 10.251.20.93:17500  10.251.30.255:17500
notice secure-policy ACCESS BLOCK
Match default rule, DROP
153:0610.251.30.38:137  10.251.30.255:137
notice secure-policy  ACCESS BLOCK
Match default rule, DROP [count=3]
7 2016-06-2315:53:1010.251.30.40:137  10.251.30.255:137
notice Secure-policy  ACCESS BLOCK
Match default rule, DROP [count=3]
8 2016-06-2315:53:1010.251.30.40:68  255.255.255.255:67
notice Secure-policy  ACCESS BLOCK
Match default rule, DROP. =]
1 0 >
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What Could Go Wrong?

Make sure your Email settings are all correct.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings

www.zyxel.com

E-mail Server 1

Active
Mail Server: mail.zyxelcom.tw

Mail Server Port:

Mail Subject: Handbook test

Send From:

Send Log to: @zyxel.com
Send Alerts to:

Sending Log: Daily and When Fu v

Time for Sending Log:
[Esimte Authentication
User Name :

Password:

=]
=]
)

Retype to Confirm:

(Outgoing SMTP Server Name or IP Address)

¥ITLs [VISTARTTLS  [[J Authentica
Security

(E-Mail Address)
(E-Mail Address)

(E-Mail Address)

Make sure your ZyWALL to WAN security policy allow.
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How to Setup and send logs to a Syslog Server

This example shows how to set up the syslog server profiles to mail ZyWALL/USG log
messages to the specific destinations. You can also specify which log messages to
syslog server. When the syslog server is configured, you will receive the real time system

logs.

papertrail s o3 ‘

LyWALL/USG Setup and Configure sending logs to a syslog and Vantage Reports

Server

“OU"Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).

Set Up the Syslog Server (Use Papertrail syslog in this example)

Register an account on Paperirail: https://papertrailapp.com
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Go to Dashboard > Add Systems.

Dashboard > Add Systems

papertrail Dashboard

Dashboard © Create Group

@ Let's aggregate some logs. Add vour first system in about 45 seconds, or take a tour.

All Systems Searches
All events

Select Not shown here? and My syslog daemon only sends to port 514.

Dashboard > Add Systems > I'm using

papertrail

Your systems & apps will log to logs3.papertrailapp.com:33978.
I'm using...
Unix & Linux Text files, Apache, BSD & 0S X Windows Q Not shown here?
MySQL, Docker & more -
A
Papertrail works with nearly all common Web frameworks, logging libraries, languages, and daemons.

Search help.papertrailapp.com:

Q Search

ommon setup methods

|* My syslog daemon only sends to port 514 |
« |'m sending from a mobile laptop

Please email support@papertrailapp.com with questions

Select My syslogd only uses the default port, set ZyWALL/USG public IP address
(111.250.188.9 in this example) and name the log system. Click Save.

Dashboard > Add Systems > > I'm using > Choose your situation
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papertrail

Choose your situation:

o u My syslogd only uses the default port with GNU syslogd.
GNU syslogd and some embedded devices will only log to
port 514. A few old Linux distro versions use GNU syslogd
(mostly CentOS and Gentoo)

Let's create a log destination on port 514 that works

Multiple systems share 1 IP (NAT)? Enter the same IP
for each. We'll do the rest.

111.250.188.9
=} | use Cloud Foundry |

Example: 208.57

Here's how
What should we call it?

. | ZyXEL_Log
o2 My system'’s hostname changes

to match hostname

Examples: www42, SYS_1, db1.example.com. Does not need

Write down the Papertrail-provided domain name (logs.papertrialpp.com in this

example).

Dashboard > Add Systems > > I'm using > Choose your situation > System Created

papertrail

Setup ZyXEL Log...

System created.

ZyXEL_Log will log to |logs.papertrailapp.com.

I'm using...

n See which logger your system uses. Run:

Text files, Apache,

MySQL, Docker & more BSD &0S X

Windows

1s -d /etc/*syslog*

Which filename is listed?

@ rsyslog.conf

Edit Settings

Q' Not shown here?
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Set Up the ZyWALL/USG Remote Server Setting

1. Go to CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit. Set
Log Format to be CEF/Syslog. Type the Server Address to be the Papertrail-
provided domain name (logs.papertrialpp.com in this example).

2. Use the System Log drop-down list to change the log settings for all of the log

categories.

CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit

Log Settings for Remote Server
& Active
Log Format:
Server Address: |logs.paperirailap|  (Server Name or IP Address)
Log Facility:
Active Log
0
Auth o
m BWM °
;@ Device HA O
g File manager O
License O
Log & Report D
Network o
i None D
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Test the Remote Server

You will receive a log mail depends on the time you set in the E-mail Server.

ZyXEL Log Mail

pa pe rtl‘a i I Dashboard Events Alerts Settings Help © =1

dpt=10039 msg=Match default rule, DROP proto=17 app=others

Jun 24 13:34:51 0| ZyXEL |USG11@|4.15(AAPH.2) |@|Access Control|5|src=61.220.241.232 dst=59.124.163.152 spt=2000
dpt=10840 msg=Match default rule, DROP proto=17 app=others

Jun 24 13:34:52 0| ZyXEL |USG110|4.15(AAPH. 2) |@|Access Control|5|src=10.251.30.44 dst=10.251.30.255 spt=137 dpt=137
msg=Match default rule, DROP proto=17 app=others

Jun 24 13:34:55 0| ZyXEL |USG110|4.15(AAPH. 2) |@|Access Control|5|src=192.168.1.2 dst=192.168.1.255 spt=137 dpt=137
msg=Match default rule, DROP proto=17 app=others

Jun 24 13:34:55 0| ZyXEL |USG1108|4.15(AAPH.2) |@|Access Control|5|src=10.251.30.44 dst=10.251.30.255 spt=137 dpt=137
msg=Match default rule, DROP proto=17 app=others

Jun 24 13:34:55 0| ZyXEL |USG110|4.15(AAPH. 2) | @| INTERFACE STATISTICS|S|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=Port1l, status=1008M/Full, TxPkts=5686777,RxPkts=6833009,Col1i.=0,TxB/s=1168,RxB/s=352,UpTim 2:35:44

Jun 24 13:34:55 8| ZyXEL |USG110|4.15(AAPH. 2) | @| INTERFACE STATISTICS|S5|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=Port2, status=108M/Full, TxPkts=772230,RxPkts=4228776,Colli ,TxB/s=0,RxB/s=860,UpTime=02:10:25

Jun 24 13:34:55 8| ZyXEL |USG11@|4.15(AAPH. 2) | @| INTERFACE STATISTICS|S5|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=Port3, status=Down, TxPkts=0,RxPkts=562,C011i.=0,TxB/s=0,RxB/s=0,UpTime=00:00:00

Jun 24 13:34:55 8| ZyXEL |USG11@|4.15(AAPH. 2) | @| INTERFACE STATISTICS|S5|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=Port4, status=Down, TxPkts=815244 ,RxPkts=773238,Col1i.=0,TxB/s=0,RxB/s=0,UpTime=00:00:00

Jun 24 13:34:55 0| ZyXEL |USG11@|4.15(AAPH. 2) | @| INTERFACE STATISTICS|S|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=Port5, status=Down, TxPkts=0,RxPkts=0,Col1i.=0,TxB/s=0,RxB/s=0,UpTime=00:00:00

Jun 24 13:34:55 0| ZyXEL |USG11@|4.15(AAPH. 2) || INTERFACE STATISTICS|S|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=Port6, status=Down, TxPkts=0,RxPkts=0,Col1i.=0,TxB/s=0,RxB/s=0,UpTime=00:00:00

Jun 24 13:34:55 0| ZyXEL |USG11@|4.15(AAPH. 2) | 8| INTERFACE STATISTICS|S|src= dst=0.8.0.0 spt=0 dpt=0
msg=name=Port7, status=Down, TxPkts=0,RxPkts=0,Col1i.=0,TxB/s=0,RxB/s=0,UpTime=00:00:00

Jun 24 13:34:55 0| ZyXEL |USG110|4.15(AAPH. 2) |@| INTERFACE STATISTICS|S|src dst=0.0.0.0 spt=0 dpt=0
msg=name=wan1, status=100@M/Full, TxPkts=42593, RxPkts=69784,Col1i.=0,TxB/s=1142,RxB/s=282

Jun 24 13:34:55 0| ZyXEL |USG110|4.15(AAPH.2) | @| INTERFACE STATISTICS|S5|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
msg=name=wan2, status=180M/Full, TxPkts=552343,RxPkts=1239320,Col1i.=0,TxB/s=0,RxB/s=798

Jun 24 13:34:55 0| ZyXEL |USG110|4.15(AAPH. 2) | @| INTERFACE STATISTICS|S|src=0.0.0.0 dst=0.0.0.0 spt=0 dpt=0
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What Could Go Wrong?

Make sure your Log settings for Remote Server are all correct.

CONFIGURATION > Log & Report > Log Settings > Remote Server

Log Settings for Remote Server
@ Active

Log Format: CEF/Syslog =

Server Address: |logs.paperirailap|  (Server Name or IP Address)

Log Facility: Local 1 |v]

Active Log

Selection
Log Category + diacs)ble nor;nal debug
Auth
BWM

Device HA

@ ® ® @
O

File manager

License

®

Log & Report
Network

None

®
oo 00 o0 o ok

(.
© 0 00000

®

Make sure your ZyWALL to WAN security policy allow traffic to log server.
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How to Setup and send logs to a Vantage Reporis Server

This example shows how to set up the Vantage Report Server profiles to mail
LyWALL/USG log messages to the specific destinations. You can also specify which log
messages to Vantage Report Server. When the Vantage Report Server is configured,

you will receive the real time system logs.

, %
%;;ju NI TTT I E NI TTT I%E;:

LyWALL/USG Setup and Configure sending logs to a syslog and Vantage Reports

Server

\Q/Nofe: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the VRPT Server

1. The Vantage Report server must have register an account in

http://www.myZyXEL.com.

2. Install VRPT software:

3. http://www.zyxel.com/support/DownloadLandingSR.shtml2c=gb &l=en&kbid=M-

01339&md=VRPT

4. Unzipped the file and click Vantage Reeport.exe to start installing Vantage Report.

Then, the Vantage Report installation wizard appears. Click Next.

Vantage Report Setup

Welcome to the wizard for Yantage Report

The wizard will install the Yantage Report on your
computer. To continue, click Nexst

Next > | Cancel
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5. Enter the port number you want Vantage Report to use for web services. Make sure
this port number does not conflict with the other services in your network. Click

Next.

antage Reporkt Setup 7

Configuration

Please configure the web server port.

Port: Im

| ristallShield

< Back I MNext > I Cancel I

6. Check if any applications also use port 3316 (TCP), 514 (UDP) or 8080 (UDP) by

entering “netstat -a” info the command line. Uninstall them if any. Click OK.

x

§ i Before starting Vantage Report, you should make sure the MySQL port 3316(TCP), the Syslog server port
514(UDP), and your configured web server port 8080(TCP) are not occupied in your system.

When you finish installing Vantage Report, restart the Vantage Report server.

7. Open the browser window and go to http://a.b.c.d:xxxxxxx/vrpt, where a.b.c.d is

the IP address of the Vantage Report server. If you open the configurator on the

same computer on which you installed Vantage Report server, enter localhost.
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Xxxx is the port number you entered during installation (10.251.30.61:8080/vrpt/ in

this example).

In the login screen, enter default login User Name and Password: root.

« > CD1025130618080vpY Y/ ®0

8. Go to Dashboard > License Information > Manage Device, click Add Device, the
Add Device screen appears on the left side. Enter the Name of the device you
want to add to Vantage Report. Enter the LAN MAC address of the device you
want to add. Select the model Type of the device you want to add. Click the

Add button.

Dashboard > License Information > Manage Device
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SHigy) root Dashboard
o usg110
S Server Information A 2
Software Version 4.0.05.61.00
Add Device ™ Release Date 2014-09-15
Free Disk Space 55GB
Name [ Max JVM Memory Size 455 MB
MAC 2 Total VM Memory Size 277 MB
Used JVM Memory Size 110 MB
Type ZywALL110 |~ Free JVM Memory Size 166 MB
Note
License Information A2
Add J Status Full Version
Account on myzyxel.com MichelleTest
Authentication Code(AC) 05509D53671C821CD16CF4D210DF4E93880C
Max Supported Devices 100
License Allowed Devices 1
Managed Devices
Copyright Col NddlPeice ]ZyXEL Communications Corporation.

Set Up the ZyWALL/USG Remote Server Setting

Go to CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit. Set Log
Format to be VRPT/Syslog. Type the Server Address to be the Vantage Report server
IP address (10.251.30.61 in this example).

Use the System Log drop-down list to change the log settings for all of the log

categories.

CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit
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Log Settings for Remote Server

Active
st
Server Address: |10.251.30.61 I (Server Name or IP Address)
Log Facility:

Active Log (AC)

[™ selection
# Selection
Log Category

1 Account O

2 ADP O

3 Anti-Spam 0

4 Anti-Virus O

5 AP Firmware O

6 Application Patrol O

7 Auth. Policy .

8 Authentication Server O

9 Blocked web sites O

Test the Remote Server

In the VRPT Sever, go to Logs > Log Viewer, click Search. The screen displays the device

log information. (It may take 5 - 10 minutes to display the log after just added the device)

VRPT Server > Logs > Log Viewer

Log Viewer
_ Start Time: 00 v : 00 « ~ Start Date:
© pay: 2016-06-27 © Days:
End Time: 24 » :|00 End Date:
Category: All Categories - Severity: All -
Logs per Page: 10 « [[Ireverse DNs
[T] Advanced Search
[searc] (Bxport]
Time Source:Port Destination:Port User G Y
. Security Policy
2016-06-27 16:42:31 0.0.0.0:68 255.255.255.255:67 unknown Notice Control Match default rule, DROP
ontrol
) Security Policy
2016-06-27 16:42:31 10.251.30.231:57450 255.255.255.255:10505 unknown Notice Control Match default rule, DROP
ontrol
B Security Policy
2016-06-27 16:42:31 192.168.0.121:57448 255.255.255.255:10505 unknown Notice Control Match default rule, DROP
ontrol
. Security Policy
2016-06-27 16:42:31 169.254.1.1:57446 255.255.255.255:10505 unknown Notice Control Match default rule, DROP
ontrol
. Security Policy
2016-06-27 16:42:31 192.168.1.2:137 192.168.1.255:137 unknown Notice Control Match default rule, DROP
ontrol
Total Count:7,365 Total Page: 737 First 123456 789 10 Last Go

2016-06-27
2016-06-27

Note

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

What Could Go Wrong?
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Make sure your Log settings for Remote Server are all correct.

CONFIGURATION > Log & Report > Log Settings > Remote Server

Log Settings for Remote Server

Active

Log Format: VRPT/Syslog N

Server Address: |10,251,3o,51 l (Server Name or IP Address)
Log Facility:

Active Log (AC)

[™ selection~
# Selection
Log Category X &2
Account .
ADP O
Anti-Spam O
Anti-Virus .
.
.
.
.
.

AP Firmware

AW N -

Application Patrol
Auth. Policy
Authentication Server

O W ~N M

Blocked web sites

Make sure your ZyWALL to WAN security policy allow traffic to log server.

How to Setup and send logs to the USB storage

This example shows how to use the USB device to store the system log information.

- Edit Log on USB Storage Setting 7% ﬂ]
USB Storage
) Duplicate logs to USB storage (fready) ([
Active Log N\
™ selection [
: 800
Log Category @ °
T . A -
2 ADP .
3 AntiSpam .
Ant-Virus
AP Firmware . -
CoJ(omm
C L1 ] ] I
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LyWALL/USG enable and send logs to the USB storage

\Q’No’re: Only connect one USB device. It must allow writing (it cannot be read-
only) and use the FAT16, FAT32, EXT2, or EXT3 file system. This example was tested

using USG110 (Firmware Version: ZLD 4.25).

Set Up the USB System Settings

Go to CONFIGURATION > System > USB Storage > Settings > General. Select Activate

USB storage service if you want to use the connected USB device(s).

Set a number and select a unit (MB or %) to have the ZyWALL/USG send a warning

message when the remaining USB storage space is less than the value you set here.

CONFIGURATION > System > USB Storage > Settings > General

General
[Z Activate USB storage service

Disk full warning when remaining space is less than: 100 ME |~
f‘v’\B

%
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Set Up the USB Log Storage

Go to CONFIGURATION > Log & Report > Log Settings, select USB Storage and click

Activate. Click Apply to save your changes.

CONFIGURATION > Log & Report > Log Settings

Log Settings

1 ? System Log Internal E-mail Server 1
Mail Server: mail.zyxelcom.tw
Mail Subject: Handbook test
Send From: Chris.lico@zyxel.com.tw
Send Log to: Chris.lico@zyxel.com.tw
Send Alert to:
Schedule: Send log daily at 10:00

2 Q? System Log Internal E-mail Server 2
Mail Server:
Mail Subject:
Send From:
Send Log fo:
Send Alert to:
Schedule: Send log when full.

3 Q USB Storage Internal USB Status: Ready

4 YV Remote Server 1 VRPT/Syslog Server Address:
Log Facility: Local 1
5 9 Remote Server 2 VRPT/Syslog Server Address:
Log Facility: Local 1
6 Q Remote Server 3 VRPT/Syslog Server Address:
Log Facility: Local 1
7 Q? Remote Server 4 VRPT/Syslog Server Address:
Log Facility: Local 1

Page [1 | of 1 Show [50 |v/ items Displaying 1-7 of 7

Go to CONFIGURATION > Log & Report > Log Settings > USB Storage > Edit. Select
Duplicate logs to USB storage (if ready) to have the ZyWALL/USG save a copy of ifs
system logs to a connected USB storage device. Use the Selection drop-down list to

change the log settings for all of the log categories.

CONFIGURATION > Log & Report > Log Settings
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USB Storage

Duplicate logs to USB storage (if ready) i ]

Log Keep duration

Enable log keep duration

Active Log

Selection
EET T diaéble nognal debug
Auth
BWM

Device HA

®
®
[ ]

® ©

®

File manager

®

License

®

Log & Report
Network

None

) @'

®

Routing

@‘

Security

®

System
utm
VPN

Wireless

®

@‘
© ©©©©© 000 0 0 Oog ©

®
© © © O 0000 O O 0 O

®

Check the USG Log Files

Connect the USB to PC and you can find the files in the following path:\Model
Name_dir\centralized_log\YYYY-MM-DD.log

)|

usgl10_dir || centralized_log| |2016-06-28.log
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How to Setup IPvé Interfaces for Pure IPvé Routing

This example shows how to configure your USG Z's WAN and LAN interfaces which
connects two IPvé networks. USG Z periodically advertises a network prefix of

2006:1111:1111:1111::/64 to the LAN through router advertisements.

’ 2002:1111:34ba:1111::/64

LyWALL/USG access the internet via IPvé

“U'Note:
Instead of using router advertisement, you can use DHCPvé to pass the

network settings to the computers on the LAN.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL

310 (Firmware Version: ZLD 4.25).
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Setting Up the IPvé6 Interface
Wan
1. In the CONFIGURATION > Network > Interface > Ethernet screen’s IPvé

Configuration section, double-click the wan1.
2. The Edit Ethernet screen appears. Select Enable Interface and Enable IPvé. Select

Enable Auto-Configuration. Click OK.

Note: Your ISP or uplink router should enable router advertisement.

General Settings

¥ Enable Interface

General IPvé Setting
Eencble iPvs @

Interface Properties

Interface Type: external v @
Interface Name: ge2

Port: P2

Ione: WAN v @

MAC Address: 8:EC:A3:A9:C0:04

Description: (Optional)

IPvé Address Assignment
Enable Stateless Address Auto-configuration (SLAAC)
Link-Local Address: n/a
IPvé Address/Prefix Length: (Optional)
[¥] Advance

DHCPvé Setting
DHCPvé: N/A hd

IPvé Router Advertisement Setting

EEnable Router Advertisement
[¥] Advance

Router Preference: Medium v

Lan

1. In the CONFIGURATION > Network > Interface > Ethernet screen, double-click the
lan1 in the IPvé Configuration section.

2. The Edit Ethernet screen appears. Select Enable Interface and Enable IPvé. Select
Enable Router Advertisement and click Add and configure a network prefix for the

LANT (2006:1111:34ba:1111::/64 in this example). Click OK.
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General Settings

Yl Enable Interface

General IPvé Setting
Eenavle iPvs @

Interface Properties

Interface Type: internal v O
Interface Name: ge4

Port:

Ione: LANT v @

MAC Address:

Description: (Optional)

IPvé Address Assignment
Enable Stateless Address Auto-configuration (SLAAC)
Link-Local Address:
IPvé Address/Prefix Length: (Optional)
[*] Advance

IPvé Router Advertisement Setting
[Eenable Router Advertissment
| Advance
Router Preference: Medium v

[¥] Advance

Advertised Prefix Table Add

l 1 2002:1111:34ba:1111::/64

| Advance

3. Using command line ipconfig to check.

C:\Windows\system32\cmd.exe l =R X

Windows IP Configuration

Wireless LAN adapter Wireless Network Connection:

Connection—specific DNS Suffix

Link—local IPu6 Address . . . fe808::5138:dc32:ff2f:6a34x212
IPv4 Address. . . . . . . . . 18.251.61.91

Subnet Mask . . . . . . . . . 255.255.254.08

Default Gateway . . . . . . . 18.251 .61 .253

Ethernet adapter Local Area Connection:

IPv6 _Address. . . . .
Temporary IPub Address
Link—local IPu6 Addres
IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . . .

255.255.255.0
fe8@::5ef4:abff:fef?:d4d4x11
192.168.2.1

Connection—specific DNS Suffix

oo 192.168.2.34

Tunnel adapter isatap.{1C5CCBB6—-45A8-4C5E-AB6A—32D5DE7DA785>:

Media State . . . . . . . . . . . = Media disconnected
Connection—specific DNS Suffix -

Tunnel adapter isatap.{7824C2F6-F6C2—-4A7C-BBF5-18CF6F23CEE3>:

Media State . . . . . . . . . . .
Connection—specific DNS Suffix -

IC:\Users\ZTHB2340>

Media disconnected

a—a 2002:1111:34ba=1111:d1b3:8580:1506 :4d?2
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Set up the Prefix Delegation and Router Advertisement

This example shows how to configure prefix delegation on the ZyWALL's WAN and
router advertisement on the LAN.

Apply a network Prefix From Your ISP

First of all, you have to apply a network prefix from your ISP or the uplink router’s
administrator. The WAN port's DUID is required when you apply the prefix. You can
check the DUID information in the WAN IPvé Interface Edit screen.

This example assumes that you were given a network prefix of 2001:0050:2d::/48 and
you decide to

divide it and give 2001:b050:2d:1111::/64 to the LAN network. LAN1’s IP address is
2001:0050:2d:1111::1/128.

‘ 2002:b050:2d:1111::1/128

|2002:b050:2d:1111::/64 |

Setting Up the WAN IPvé Interface

1. In the Configuration > Network > Interface > Ethernet screen’s IPvé Configuration
section,

double-click the WAN interface.

2. The Edit Ethernet screen appears. Select Enable Interface and Enable IPvé.

Click Create new Object to add a DHCPvé Request object with the Prefix Delegation

type.
Select Enable Auto-Configuration.
Select Client in the DHCPVé field. (WAN1's DUID appears.)
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Click Add in the DHCPvé Request Options table and select the DHCPvé request object
you just

created. You cannot see the prefix your ISP gave you in the Value field until you click
OK and then

come back to this screen again. It is 2001:0050:2d::/48 in this example.

Note: Your ISP or a DHCPVé server in the same network as the WAN should assign an
IPvé IP address for the WAN interface.

General Settings

[¥| Enable Interface

General IPvé Setting
[@enable IPvé @

Interface Properties

Interface Type: extemnal v O
Interface Name: ge2
Port: P2
Zone: WAN v O
MAC Address: B8:EC:A3:A9:C0:04
Description: (Optional)
€ Add Request Object
Name: Prefix WAN|
Request Type: | Prefix Delegation v |

8 Create new Object

DHCPv6 Lease

DHCPv6 Request
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DHCPvé Setting

DUID: 00:03:00:01:B8:EC:A3:A9:CC
[<] Advance

[¥I DUID as MAC

[C] Enable Rapid Commit
Request Address

DHCPv6 Request Options © Add
[ 1 TPrefx WAN  prefix-delega... 2002:6050:2d:1111:/64 |
Page of 0 Show |50 |¥|items No data to dis

Setting Up the WAN IPvé Interface

1. In the Configuration > Network > Interface > Ethernet screen, double-click the lan
interface in the IPvé Configuration section.

2. The Edit Ethernet screen appears. Click Show Advanced Settings to display more

settings on this screen.

Select Enable Interface and Enable IPvé.

In the Address from DHCPvé Prefix Delegation table, click Add and select the DHCPvé
request object from the drop-down list, type ::1111:0:0:0:1/128 in the Suffix Address field.
(The combined address 2001:0050:2d:1111::1/128 will display as LAN1's IPvé address
after you click OK and come back to this screen again).

DHCPvé6 Setting is N/A

Note: You can configure the IPvé Address/Prefix Length field instead if the delegated
prefix is never changed.

3. In the Advertised Prefix from DHCPvé Prefix Delegation table, click Add and select
the DHCPvé request object from the drop-down list, type ::1111/64 in the Suffix Address
field. (The combined prefix 2001:0050:2d:1111::/64 will display for the LAN1’s network
prefix after you click OK and come back to this screen again)., pleae note that this is

the USG LAN interface IP.
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General Settings

[¥| Enable Interface

General IPvé Setting
Menable IPvé @

Interface Properties

Interface Type: intemnal v O

Interface Name: ge4

Port: P4

Zone: LAN1 v O

MAC Address: B8:EC:A3:A9:C0:06

Description: (Optional)

IPvé Address Assignment

[C] Enable Stateless Address Auto-configuration (SLAAC)

Link-Local Address: n/a

IPvé Address/Prefix Length: (Optional)
~[+] Advance

Gateway: (Optional)

Metric: (0-15)

Address from DHCPvé Prefix
Delegation

© Add & Edit @ Remove [g Object References

| 1 Tprefix wAN

T 1:0:0:0:1/64 2002:b050:2d:1111 |-

Page of 0 Show |50 |¥|items No data to dis

NUAD.2 o
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1. Navigate to IPv6 Router Advertisement Setting, enable Router Advertisement, it would advertise

the prefix to the Lan host, also enable Adviertised Hosts Get Other Configuration From DHCPv6,

Lan hosts will get the DNS address from USG.

2. Configure Advertised Prefix from DHCPv6 Prefix Delegation, the Lan hosts will get the Prefix from

USG, Suffix address can set 0~F

IPvé Router Advertisement Setting

Enable Router Advertisement
[] Advance

[Tl Advertised Hosts Get Network Configuration From DHCPvé
[Z] Advertised Hosts Get Other Configuration From DHCPvé

Router Preference: Medium v
~[+] Advance
MTU: 1480 (1280-1500, 0 Is disabled)
Hop Limit: 64 (0-255, 0s disabled)
Advertised Prefix Table © Add
Page of 0 Show |50 |¥ items No data to dis
[«] Advance
Advertised Prefix from @ Add H Edit @ Remove [g Object References
DHCPv$6 Prefix Delegation
[ 1 TPrefx wan ":0/64
Page of 0 Show |50 |¥|items No data to dis

Test

1. Connect a computer to the ZyWALL’s LAN interface.

2. Enable IPvé support on you computer.

In Windows XP, you need to use the IPvé install command in a Command

Prompt.

In Windows 7, IPvé is supported by default. You can enable IPvé in the Control

Panel > Network and Sharing Center > Local Area Connection screen.

3. Your computer should get an IPvé IP address (starting with 2001:0050:2d:1111: for

this example) from the ZyWALL.
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C:\Windows\system32\cmd.exe
Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IPv6 Address. . . . . : |128002:bA5A:2d:1111:d1bh3:8580A:1506:4d72

Temporary IPu6 Addr : 2002:pB50:2d:1111:94¢c1:10c5:a323:cc97?

Link-local IPv6 Add : fe80A::d1h3:8580:1506:4d72x11

IPv4 Address. . . . . : 192.168.180.35

Subnet Mask : 255.255.255.0

Default Gateway : fe8B::5ef4:abff:fef?:d4d3x11
192.168.1006.1

Tunnel adapter isatap.{7824C2F6-F6C2-4A7C-BBF5-18CF6F23CEE3>:

Media State : Media disconnected
Connection—specific DNS Suffix H

4. Open a web browser and type http://www.kame.net. If your IPvé settings are

correct, you can see a dancing turtle in the website.

What Can Go Wrong?

1. If you forgot to enable Auto-Configuration on the WANT IPvé interface, you will

not have any default route to forward the LAN’s IPvé packets.

2. To use prefix delegation, you must set the WAN interface to a DHCPvé client,
enable router advertisements on the LAN interface as well as configure the

Adbvertised Prefix fromm DHCPvé6 Prefix Delegation table.

3. If the Value field in the WAN1's DHCPvé Request Options table displays n/a,

contact your ISP for further support.

4. In Windows, some IPvé related tunnels may be enabled by default such as Teredo
and 6to4 tunnels. It may cause your computer to handle IPvé packets in an

unexpected way. It is recommended to disable those tunnels on your computer.

Assign the DNS address to the client

1. If you want to assign the DNS server address instead of ISP’s , then

please create the DNS server object.
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Select DHCPvé Lease and DNS server as lease type. For example set the

Google DNS IPvé address 2001:4860:4860::8888

& Add Lease Object

Name: Google_DNS

Lease Type: DNS Server v
[«] Advance

DNS Server: User Defined v

User Defined Address: |2001:4860:4860::8888

4 >

ok ] Cancel

2. Select the drop-down list DHCPvé as server type, add the DNS server object in

DHCPvV6 lease options and enable Router Advertisement.

IPvé Router Advertisement Setting

[& Enable Router Advertisement

rl~/ Advance
[Z] Advertised Hosts Get Network Configuration From DHCPvé

[Z Advertised Hosts Get Other Configuration From DHCPvé

Router Preference: Medium N
~[+] Advance
MTU: 1480 (1280-1500, 0 is disabled)
Hop Limit: 64 (0-255, 0's disabled)
Advertised Prefix Table © Add & | |
Page of 0 Show |50 |¥ items No data to dis
[+] Advance
Advertised Prefix from @ Add & Edit @ Remove [g Object References
DHCPvé Prefix Delegation
[ 1 Tprefix waN ":0/64 2
Page of 0 Show |50 |v|items No data to dis
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Test
You can use command “netsh interface ipvé show dnsservers” to check the DNS

server IP.

C:\Windows\system32\cmd.exe
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IPuv6 Address. . . . -
Temporary IPub Addr = 1111 :94c1:108c5:a323:cc92??
Link—local IPuv6 Add 580:15086:4472x11

1111 :d1b3:8580:1586 : 4472

IPu4 Addre 2 8.16808.35
Subnet Mas - = = 255.255.255.0
Default Gateway . feB80O::Sefd4:-abff:fef?:d4d3x«11
1922.168.168.1
unnel adapter isatap.<{7824C2F6-F6C2—4A7C—-BBF5—-18CF6F23CEE3>:
Media State «- o = = & = = = o = Media disconnected
Connection—specific DNS Suffix -

IC:\Users\ZTA2348>netsh interface ipub show dnsservers

Conf iguration for interface ""Local Area Connection'
DNS servers configured through DHCP: 2001 -:4860:4860:- 8888
Register with which suffix: Primary only

Conf iguration for interface ""Loopback Pseudo—Interface 1"
Statically Configured DNS Servers: £ B:0:0:fff 1z1
fecB A:fff 271
fecB:0:0:fff 3z1
Register with which suffix: Primary only

Conf iguration for interface "isatap.{7?824C2F6—-F6C2—4A7C—-BBF5—-18CF6F23CEE3>"
Statically Configured DNS Servers: None
Register with which suffix: None

How to Perform and Use the Packet Capture Feature on the
ZyWALL/USG

This example shows how to use the Packet Capture feature to capture network traffic
going through the ZyWALL/USG's interfaces. Studying these packet captures may help

you identify network problems.
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LyWALL/USG Packet Capture Feature Settings

"U"Note: New capture files overwrite existing files of the same name. Change the File
Suffix field’s setting to avoid this. This example was tested using USG110 (Firmware

Version: ZLD 4.25).

Set Up the Packet Capture Feature

8 Go to MAINTENANCE > Diagnostics > Packet Capture > Capture > Interfaces.

Select interfaces for which to capture packets and click the right arrow button to

move them to the Capture Interfaces list.
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Interfaces

Available Interfaces Capture Interfaces
wan2 wanl

opt lani

lan2

B[R]

4—
reserved

dmz

sarmem e

9 Go to MAINTENANCE > Diagnostics > Packet Capture > Capture > Filter.

Select IP Version (IPv4 or IPvé) for which to capture packets or select any to capture

packets for all IP versions.

Select the Protocol Type of traffic for which to capture packets. Select any to capture

packets for all types of traffic.

Select a Host IP address object for which to capture packets. Select any to capture

packets for all hosts. Select User Defined to be able to enter an IP address.

Filter
IP Version: Izp._q VI
Protocol Type: Iicmp "I
Host IP: Ian‘f vl
Host Port: 0 (0: any)

10 Go to MAINTENANCE > Diagnostics > Packet Capture > Capture > Misc setitng.
Select Continuously capture and overwrite old ones to have the ZyWALL/USG keep
capturing fraffic and overwriting old packet capture entries when the available
storage space runs out. Select Save data to onboard storage only or Save data to USB
storage (If status shows service deactivated, go to CONFIGURATION > Object > USB

Storage, select Activate USB storage service)
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Misc setting

Continuously capture and overwrite old ones
@ Save data to onboard storage only (available: 65 MB)
() Save data to USB storage (available: 895 MB)

Captured Packet Files: 10 MB

Split threshold: 2 MB
Duration: 0 (0: unlimited)
File Suffix: -packet-capture

Number Of Bytes To Capture (Per Packet): 1500 Bytes

11 Click Capture.

Interfaces

Available Interfaces Capture Interfaces
wan2 - lan1

opt wanl

lan2

reserved

dmz

saimmd e

Filter
IP Version: IPvg N
Protocol Type: icmp A
Host IP: any ~

Host Port: 0o (0: any)

Misc setting

[] Continuously capture and overwrite old ones

@ Save data to onboard storage only (available: 65 MB)

[[capture || ] [[_Reset ]

12 Click Stop when collection is done.
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Interfaces

Available Interfaces Capture Interfaces
wan2 - lan1

opt

lan2
reserved
dmz

wanl

®E

B

Filter
IP Version: IPvd v
Protocol Type: icmp v

Host IP: any v

Host Port: 0 (0: any)
Misc setting

[7] Continuously capture and overwrite old ones

@ Save data to onboard storage only (available: 65 MB)

[ J[_sop ]|

Check the Capture Files

1 Go to MAINTENANCE > Diagnostics > Packet Capture > Files, select

the .cap file and click Download.

Capture Files

Captured Packet Files

B e

# File Name Size Last Modified
2 lan1--packet-capture.txt 78 2016-06-27 18:28:17
3 wani--packet-capture.00000.cap 24 2016-06-27 18:28:117
4 wani-packet-capture.txt 76 2016-06-27 18:28:17

4 4 | Page of1| b Pl | Show|50 |¥items Displaying 1 -4 of 4

2 Open .cap files with Wireshark
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" M \an1--packet-capture.00000.cap [Wireshark 1.12.5 (v1.12 5-0-g58195b from master-l.lZ)-Eh 2

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
e 4dmE B A e+»TE2IEF] Qaaal #ES % »

Filter:’ |Z| Expression... Clear Apply Save

No. Time Source Destination Protocol
1 2016-06-27 :37:53.799645
2 2016-06-27 :37:53.825728
3 2016-06-27 :37:54.800399
4 2016-06-27 :37:54.826398
5 2016-06-27 :37:55.803515 B
6 2016-06-27 :37:55.829523 .8.8. .168.1.33

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
codams BERXEIAer20T L EE QQAR #BB % »

Filter.‘ |ZI Expression... Clear Apply Save

No. Time Destination Protocol
1 2016-06-27 :37:53.799825 .250.188.9
2 2016-06-27 137:53.825643 .8.8.8
3 2016-06-27 :137:54.800473 .250.188.9 .8.8.8
4 2016-06-27 137:54.826341 .8.8.8 .250.188.9
5 2016-06-27 :37:55. 803606 .250.188.9 .8.8.8
6 2016-06-27 :37:55.829421 .8.8.8 .250.188.9

J
@) @ File: "C:\Users\ZT01896\Downloads\wan1... | Packets: 6 - Displayed: 6 (100.0%) - Lo... | Profile: Default

How to Automatically Reboot the ZyWALL/USG by Schedule
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This example shows how to use shell script and schedule run to reboot device

automatically for maintenance purpose.

[ Configration e ] Firmware Podage I Shel script _‘
Shell Scripts
'\
& File Name. Size LastModibed
fagalt o1 Show/$0 |v. kems Mo datato islay —

Upload Shell Script n I TTTT I

To upload a shell script, browse to the location of the file (2ysh) and hen click Upioad.
File Path:
e o | | H Sl e I

e

A7

/7]

LyWALL/USG Auto Schedule Rebooft Setftings

\Q’No’re: This example was tested using USG110 (Firmware Version: ZLD 4.25).

Set Up the Shell Script

1 Run Windows Notepad application and input below command:
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:] Untitled - Notepad @@Iﬁ
File Edit Format View Help

configure terminal A
reboot

2 Save this file as "reboot_device.zysh"

reboot_device.z
ysh

3 Inthe ZyWALL/USG, go to MAINTENANCE > File Manager > Shell Script. Click

Browse... to find the reboot_device.zysh file. Click Upload to begin the upload
process.

Shell Scripts

Page of 0 Show |50 |v|items No data to display
Upload Shell Script

To upload a shell script, browse to the location of the file (.zysh) and then click Upload.

File Path: Select a File Path m

Set Up the Schedule Run

1 Login the device via console/telnet/SSH (using PUTTY in this example)
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~
PuTTY Configuration

(S5

Category:

=) Session
Logging
=) Teminal
Keyboard
Bell
Features
=) Window
Appearance
Behaviour
Translation
Selection
Colours
—J- Connection
Data
Proxy
Telnet
Rlogin
+- SSH
Serial

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
10.251.30.69 22
Connection type:
Raw Telnet Rlogin @ SSH Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load
ZyXEL
test Save
Delete
Close window on exit:
Always Never @ Only on clean exit
Open J [ Cancel

)

www.zyxel.com

2 Issuing below commands based on three different (daily, weekly and monthly)

USer scenarios:

a. Router(config) # schedule-run 1 reboot_device.zysh daily 10:00

(The device will reboot at 10:00 everyday)

-
£2 10.251.30.69 - PuTTY

b. Router(config)# schedule-run 1 reboot_device.zysh weekly 10:00 sun

(The device will reboot at 10:00 every Sunday)
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-
28 10.251.30.69 - PuTTY = | B |3

c. Router(config)# schedule-run 1 reboot_device.zysh monthly 10:00 23

(The device will reboot at 10:00 every month on 23th)

,
£ 10.251.30.69 - PuTTY O | B |-

Check the Reboot Status

3 Login the device via console/telnet/SSH, the reboot runs as scheduled

4 Go to Configuration > System> Date/Time, check Current Date/Time.

Figure Configuration > System >Date/Time
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Current Time and Date

Current Time: 13:47:47 UTC+08:00

Current Date: 2017-06-
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How To Schedule YouTube Access

This is an example of using the ZyWALL/USG UTM Profile and Security Policy to control
access to the network. If an application should not have network access during
certain hours, you can use Application Patrol, SSL Inspection and Schedule settings to

make sure that these applications cannot access the Internet.

= You

L
Local Network a:
Network 192.168.1.0
Netmask 255.255.255.0 Bl
Applsj'c‘a)ﬂ?ln Ilntetllllgence
= D (3 ¥ ptimization
cos ) <O o>

Remote Network  Inventos File
Desktop  Extend  Server’  Sharing =4
™ 4 ~
A~ @ i -
e —— i
8l Web  OA.ERP,  Email : . GOHICOJGb ORACLE
System  Apps CRMSystom Server Unified Security Gateway \

ex
orfice yfonccy

WAN 1P 172.124.163.150
LAN IP 192.168.1.1

ZyWALL/USG with Scheduled YouTube Access Settings Example

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the Schedule on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > Schedule > Recurring > Add
Schedule Recurring Rule. Configure a Name for you fo identify the Schedule
Recurring Rule. Specify the Day Time hour and minute when the schedule begins
and ends each day. In the Weekly schedule, select each day of the week that the
recurring schedule is effective.

CONFIGURATION > Object > Schedule > Recurring
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Configuration

Name:

Day Time
Start Time:

Stop Time:

Weekly

Week Days:

€» Add Schedule Recurring Rule

You_fube_ScheduleI

[oe:00

[17:00

m!.\ondoy
mfhursc'cy
Sunday

mTuesdoy
Ekicay

m'»’-Iednesdcy
| Saturday

Create the Application Objects on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > Application > Add

Application Rule. Configure a Name for you to identify the Application Profile. Then,

click Add to create an Application Object.

CONFIGURATION > Object > Application > Add Application Rule

In the Application Object, select By Service, type a keyword and click Search fo

display all signatures containing that keyword. Check all Query Result and Click OK.
CONFIGURATION > Object > Application > Add Application Rule > Add Application

Object

Set Up SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, configure a Name for you to identify the SSL Inspection profile.
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Then, select the CA Certificate to be the certificate used in this profile. Select
Block to Action for Connection with SSL v3 and select Log type 1o be log alert. Leave
other actions as default settings.

CONFIGURATION > UTM Profile > SSL Inspection > Add rule

www.zyxel.com

General Settings

file l

Nome: l Youtube_Pro

Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,

configure a Name for you to identify the Security Policy profile. For From and To

policies, select the direction of fravel of packets to which the policy applies.

Select the Schedule that defines when the policy applies (Youtube_Schedule in

this example).

Scroll down to UTM Profile, check Application Patrol and select a profile from the

list box (Youtube_profile in this example). Then, check SSL Inspection and select a

profile from the list box (Youtube in this example).
CONFIGURATION > Security Policy > Policy Control
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V] Encble
Name: IYoutube Schedule |
Description: [ ] (Optional)
From: Lan] v
To: Ty TEXCTUaNG YV ¥
Source: any v
Destinction: any v
Service: any v
User: any v
Schedule: |Youtebe Schedule v|
Action: cllow v
Log maiched iraffic: no N/
UTM Profile
Content Filter: | none N
vl SSL Inspection: | Youtube_Profile ¥ Log: |by profile v

Export Certificate from ZyWALL/USG and Import it to Windows 7

Operation System

When SSL inspection is enabled and an access website does not trust the
LyWALL/USG certificate, the browser will display a warning page of security

certificate problems.

Go to ZyWALL/USG CONFIGURATION > Object > Certificate > default > Edit to
export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).
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CONFIGURATION > Object > Certificate > default

My Certificates Setting
© Add L |
1 default SELF CN=vpn300_BBECA3AYC... CN=vpn300_BSECA3ASC... 2017-04-25 12:41:25 GMT 2027-04-23 12:41:25 GMT
Page |1 of 1 Show |50 |v|items Displaying 1-1 of 1

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with
Private Key

¥ Edit My Certificates
Issuer:
Signature Algerithm:
Valid From:
Vaiid To:
Key Algorithm:
Subject Altemnative Name:
Key Usage:
Extended Key Uscge:
Basic Constraint:
MDS Fingerprint:

SHA1 Fingerprint:

Certificate in PEM (Base-64) Encoded Format

MIIDSzCCAJOgAWIBAGIJAPOX XinyW4C/MAOGCSqGSIb3DQEBCWUAMBAXHDACBGNY
BAMMESZwbjMwMF?C OEVDQTNBOUMWMDMwHNhCNMTewNDI T MTIOMTIT WheNMjcw
NDIz v

Password:

Export Cerfificate with Private Key I

seeeq]

=

Save default certificate as *.p12 file to Windows 7 Operation System.

=p

default.pl2

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc
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Programs (1)

‘% mmc

o
- See more results

mme x| | @ shutdown | » |

== 0
U=

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

% Consolel - [Console Root]

@ File] Action View Favorites Window

d New Ctrl+N
\Z Open... Ctrl+0
Save Ctrl+S
Save As...
Add/Remove Snap-in... Ctrl+M
Options...

1 services.msc

2 vitmgmt.msc
3 devmgmt.msc
4 wf.msc

Exit

In the Available snap-ins, select the Cerlificates and click Add button. Select
Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.
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Available snap-ins: Selected snap-ins:
Snap-in Vendor - [ Console Root l Edit Extensions...
- ActiveX Control Microsoft Cor... | | [ GV certificates (Local Computer) |
[@d Authorization Manager Microsoft Cor... Remove
5l Certificates Microsoft Cor...
#. Component Services  Microsoft Cor... = Move Up
A Computer Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor... Move Down
=7 Disk Management Microsoft and...
{3 Event Viewer Microsoft Cor... | |
| Folder Microsoft Cor...
g. IP Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
| Link to Web Address  Microsoft Cor...
&\ ocal Users and Gro... Microsoft Cor...
2:| NAP Client Configura... Microsoft Cor... + Advanced...

In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

e Al )

@ File Action View Favorites Window Help
=RREREY

» 1 Personal

4 51 Certificates (Local Computer 4

Object Type
" Certificates

[
ertificatinn l

> |_"| Trusted Root

» [ Enterprise Tru

Find Certificates...

> ] Intermediate

All Tasks

v

» [ Trusted Publis
» [ Untrusted Cer,
» [1 Third-Party R
» [l Trusted Peopl
» [ Other People
» [ Homegroup M
» [ McAfee Trust
1 1 PC-Dartor In

< | 1

View
New Window from Here

New Taskpad View...

Refresh
Export List...

Help

Find Certificates...

Import...

Click Next, Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.
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File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Select Place dll certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

) Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

“OU'Note: Each LyWALL/USG device has its own self-signed certificate by factory default.
When you reset to the default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next fime.
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Test the Result

Type http://www.youtube.com/ or https://www.youtube.com/ into the browser.

An error message occurs.

www.youtube.com

504 Error
It appears the website you are trying to visit is having technical difficulties or is no longer available.

Please go back and try your request again or try searching Google to find another website with what you're
looking for!

Search Google

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.
Priority Category Message Note
alert Application Patrol Rule_id=1 SSI=Y App=[Streaming Media]Youtube:access Action=reject SID=67137542 ACCESS BLOCK
alert Application Patrol Rule_id=1 SSI=Y App=[Streaming Media]Youtube:access Action=reject SID=67137542 ACCESS BLOCK

What Could Go Wrong?

If you are not be able to configure any Application Patrol policies or it’s not

working, there are two possible reasons:
You have not subscribed for the Application Patrol service.
You have subscribed for the Application Patrol service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from
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the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.

After you apply the Application Patrol service, the running session will continue fill

it's finished.
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How to continuously run a ZySH script

This example shows how to use shell script and continuously run a ZySH script
automatically for maintenance purpose.

v | s,
Shell Scripts
| |

=}

l
# File Name Size LastModibed N w
fagelt | of1 Show $0 | kems o data to ispay
Upload Shell Script I TTTT I
To upload a shell script, browse to the location of e file ( 2ysh) and then click Upioad.

Filepat:

ZyWALL/USG continuously run a ZySH script Settings

‘Q’No’re: This example was tested using USG110 (Firmware Version: ZLD 4.25).

Set Up the Shell Script

1 Run Windows Notepad application and input below command:

| Untitled - Notepad o | E 3

File Edit Format View Help

configure terminal
no firewall activate

schedule-run 1 enable_firewall.zysh daily 02:00
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2 Save this file as "disable_firewall.zysh"

disable_firewall.

zysh
3 Run Windows Notepad application and input below command:
j Untitled - Notepad é@lﬁ
File Edit Format View Help
configure terminal 4

firewall activate
schedule-run 1 disable_firewall.zysh daily 01:00

4 Save this file as "enable_firewall.zysh"

enable_firewall.z
ysh

5 Inthe ZyWALL/USG, go to MAINTENANCE > File Manager > Shell Script. Click

Browse... to find the disable_firewall.zysh and enable_firewall.zysh file. Click Upload to
begin the upload process.
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Shell Scripts
enable_firewall.zysh 3 2017-06-29 14:48:25
disable_firewall.zysh 3 2017-06-29 14:48:13

of 1 Show |50 |v | items Displaying 1 -2 of 2

Upload Shell Script

To upload a shell script, browse to the location of the file (.zysh) and then click Upload.

File Path: Select a File Path m

Set Up the Schedule Run

6 Issuing below commands:
Router> configure terminal

Router(config)# schedule-run 1 disable_firewall.zysh daily 15:15

£ 10.214.30.87:22 - Tera Term VT
File Edit Setup Control Window Help

Router(config)# schedule-run 2 disable firewall.zysh daily 15:15
Router(config)# write

Router(config)# Pebootl

Check the Result

1 Inthe ZyWALL/USG, go to DASHBOARD.

DASHBOARD

00:02:48 2017-06-29 / 15:15:26 UTC+08:00
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How To Register Your Device and Services at myZyXEL.com

myZyXEL.com is ZyXEL's online services center where you can register your ZyXEL
device and manage subscription services available for the device. To update
signature files or use a subscription service, you have to register the device and

activate the corresponding service at myZyXEL.com.

MyZyXEL.com 2.0 Management Architecture

Channel
Partner

Channel
Partner

15

® Device Registration
® License Registration

Channel - - End-User
Partner ‘

Channel - End-User

Partner

End-User
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Account Creation

After you click the link from the Registration screen of your ZyXEL device's Web
Configurator or click the myZyXEL.com 2.0 icon from the portal page

(https://portal.myzyxel.com/), the Sign In screen displays.

CONFIGURATION > Licensing > Registration

Registration

Configuration _
licensing “ Bl Registration Status ¥ Walkivough

Device Registration Stat Not registered m

™ Note:
If you want to register myzyxel.com, plecse go f' portolmyzyxe 4. I

Auto Hegling

Network
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Click Not a Member Yet to open the Sign Up screen where you can create an

account.

myZyXEL.com > Not a Member Yet

Language:| English B

"ZyXEL,

Sign In

Email
Password

[7] Remember Me

Submit

Nota Member Yet || Forgot My Password | Resend Confirmation

| Help

Privacy Statement
2.16.2 Copyright © 2015 ZyXEL Communications Corp. All rights reserved

Select Registration Type to create an Individual account or a Business account.
Individual account is for non-commercial, end user of ZyXEL products. Business
account is for commercial users; VAT # is required (the requirement varies in

selection of different countries)

myZyXEL.com > Not a Member Yet > Sign-up

* Registration Type | Individual El— J :
=, Business

* Email

An account activation notice will be sent to this email address. Please enter a valid email address

If you don’t receive the account activation notice, please check your spam folder.

* Password

Please use 8 or more characters. Acceptable characters include letters, numbers and symbols

Letters are case sensitive

\Q'Nofe: The business account can be changed info a channel partner account by an

administrator. With a channel partner account, you can register multiple devices and/or
services at a time and check service status reports. Contact your sales representative to

have a channel partner account.
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After you click Submit, myZyXEL.com 2.0 will send you an account activation
notification e-mail. Click the URL link from the e-mail to activate your account and

log info myZyXEL.com 2.0.

Dear Customer,

You have registered a new account at myZyXEL.com.

Here is your login information:

To activate your account, please click the following URL.

URL: http://portal-ebeta.myzyxel.com/users/confirmation?confirmation S s« gai cos b dmiin “ s s

If you are a ZyXEL reseller and wish to gain reseller account privileges 1. Activate the account first (as indicated above) 2. Contact your
local ZyXEL sales representative http://www.zyxel.com/promotions/promotion 20130916 299398.shtml

**This is an automatically generated email, please do not reply**

Best Regards,
myZyXEL.com Administrator
ZyXEL Communications Corp.

info@myzyxel.com

After E-mail activate, sign in myZyXEL.com 2.0 o register or mange your devices
and services. If you are a business account, please go to account page and

press the Reseller Request button.

Reseller Request Language: [Syp [ E| Help | Support | Account | Sign Out

Device Registration

Click Device Registration in the navigation panel to open the screen. Use this

screen to register your device with myZyXEL.com.

Enter the device'’s (first) MAC Address and Serial Number, which can be found on

the sticker on the back of the device. Click Submit.

If you access myZyXEL.com from the Registration screen of your ZyXEL device’s
Web Configurator, the device MAC Address and Serial Number displays
automatically.
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= Dashboard

= Device Management
\anagement
Maint e Management

* License Check

- Device Registration

Device Registration

Product Select

* MAC Address

www.zyxel.com

i.e. 20:13:10:00:00:A0

* Serial Number |

- Service Registration

Name

Enter a name for this device (optional)

Reseller ‘ £ Check

Enter the email address, VAT number or company name of the reseller selling you the device.

Service Registration (In the Case of Standard License)

Click Service Registration in the navigation panel to open the screen. Fill in the

License Key as shown on E-iCard License.

Service Registration

* License Key |

= Service Management

Maintenance Management

= License Check

= Device Registration

= Service Registration

Go to the Service Management page and click the Link button. Select the device
then click the Activate button to initiate the services license. You will get a Service

Activation Notice Email when you activate a new service.
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Service Management
Product Select | Device E Search Please enter license key to search
License Key ¢  Name < Type Amount/Time Linked Device Status
S-CCF001-7B2655063E2A...  Content Filter_Commtouch Standard 731/ 731 days Avaliable
Kaspersky Anti-Virus_Trial Trial 30/ 30 days 00:00:AA:80:38:15 Activate
Anti-Spam_Trial Trial 30/ 30days 00:00:AA:80:38:15 Activate
IDP_Trial Trial 253 / 253 days 00:00:AA:80:38:15 Activate

Device Management (In the Case of Registering Bundled

Licenses)

Go to Device Management and click on the MAC Address hyper link of your

device. In the Linked Services page, click the Activate button fo initiate the

services license. You will get a Service Activation Notice Email when you activate

a new service.

Device Management
Product Select | Device B Search | MAC Address E] Please choose atype to search
Model ¢ MAC Address ¢ Linked Services Registration Time ¢  Status Link to CF Report
- DP
« Anti-Spam
ZyWALL 110 00:00:AA:80:38:15 - 2014-08-07 12:44 Active Link
« Kaspersky Anti-Virus
« Content Fitter
Linked Services
Name Remaining Amount / Period Total Licensed Amount / Period Trial Status
IDP_Standard 397 days 397 days Standard
Anti-Spam_Standard 397 days 397 days Standard
Kaspersky Anti-Virus_Standard 397 days 397 days Standard
Content Filter_Standard 397 days 397 days Standard
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Refresh Service

After service activated, please go to the ZyWALL/USG CONFIGURATION >
Licensing > Registration > Service and click the Service License Refresh button to

update the Status.

License Status

# Service Status Registration Type Expiration Date Count
1 IDP/AppPatrol Signature Service Licensed Standard 2016-7-2 N/A

2 Anti-Virus Signature Service Licensed Standard 2016-7-2 N/A

3 Anti-Spam Service Licensed Standard 2016-7-2 N/A

4 Content Filter Service Licensed Standard 2016-7-2 N/A

5 SSL VPN Service Licensed 255

6 Managed AP Service Default Standard 2

Page 1 of 1 Show|50 | v items Displaying 1-6 of 6

License Refresh

Service License Refresh

What Could Go Wrong?

If you can’t activate your device's service license, please check if you entered a
correct license key. Or your login session connecting to the device's Web GUI or

to myZyXEL.com might have been timed out. Please fry to login again.

If the device fails to register and connect to myzyxel.com, please ensure that the

WAN interface IP address can public access to Internet is working properly.
If you forget your password of myzyxel.com account, please click the “Forgot My

Password” link on the login screen and enter your email address. MyZyXEL.com 2.0

will send an email to you with a link to change your password.
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Dear Customer,

You have requested to reset your myZyXEL.com password. Please click the following link to change your password.
https://portal.myzyxel.com/users/password/edit?reset password token=twuiudigs s ey

**This is an automatically generated email, please do not reply**

Best Regards,
myZyXEL.com Administrator
ZyXEL Communications Corp.

info@myzyxel.com

If you forget your registered email address on myZyXEL.com, please go to the link
below and submit a request to ZyXEL support team for further support:

http://www.zyxel.com/form/Support_Feedback.shtml
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How To Exempt Specific Users From Security Control

This is an example of using a ZyWALL/USG Security Policy to exempt three
corporate executives from security control, while controlling Internet access for

other employees’ accounts.

Exempt Specific Users from Security Confrol Example

l ZyWALL USG
B seaaa ] WANIP 172.124.163.150
LAN IP 192.168.0.0

Executive_1 Executive_2 Executive_3 Employees
;: IP 192.168.20.1
Ff— LI - l H |
- . ] ] 192.168.30.255

“O"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Security Policy on the ZyWALL/USG for Employees

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create address range for employees.
CONFIGURATION > Object > Address > Add Address Rule

@ Add Address Rule
Name: Employees
Address Type: RANGE v
Starting IP Address: 192.168.20.1
End IP Address: 192.168.30.255|

Set up Security Policy for employees, go to CONFIGURATION > Security Policy >
Policy Control > Add corresponding, configure a Name for you to identify the
employees’ Security Policy profile.

For From and To policies, select the direction of fravel of packets to which the
policy applies. Select Source to be the Employees to apply the policy to all traffic
coming from them. In order to view the test result later on, set Log matched traffic
to be log.
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Scroll down to UTM Profile, select the general policy that allows employees to
access the Internet. (Using built-in Office profile in this example blocks the non-
productive services, such as Advertisement & Pop-Ups, Gambling and Peer to
Peer services...etc.).

CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Employees_Security

V| Encble
Name: Employees_Security
Description: (Optional)
From: [LAaN v|
To: Icny (Excluding ZyV VI
Source: ﬁmployees M |
Destinction: any v
Service: any v
User: any v
Schedule: none N
Action: cllow v
Log matched traffic: |log &1 |
UTM Profile
L¥__Content Filler; _ Office_profile ¥] Log: by profile v
SSL Inspection: none v
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Set Up the Security Policy on the ZyWALL/USG for Executives

In the ZyWALL/USG, go to CONFIGURATION > Object > User/Group > Add A User
to create User Name/Password for each executive.
CONFIGURATION > Object > User/Group > Add A User

User Configuration
User Nome : [Executive_! |
User Type: user v
Password: seee
Pe?ype: .-..l
Description: Local User

User Configuration
User Name : lEvecu?ive_:‘ l
User Type: user v
Possword: eeee
Peyype; “ee cl
Description: Loccl User

User Configuration
User Name : IEv.ecuﬁ'-'e 3 I
User Type: user v
Password: I (XTY) I
Retype: ool |
Description: Local User
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Then, go to CONFIGURATION > Object > User/Group > Group > Add Group to
create a Group Members’ Name and move the just created executives user
object to Member.

CONFIGURATION > Object > Address Group > Add Address Group Rule

Configuration

Name: Executivel

(@]
0
=
0
- |
0

Description:

Member List

=== Object ===
Executive_1
Executive_2

Executive 3

ad-users

Idap-users

radivs-users

Set up Security Policy for executives, go to CONFIGURATION > Security Policy >
Policy Control > Add corresponding, configure a Name for you to identify the
executives' Security Policy profile.

For From and To policies, select the direction of travel of packets to which the
policy applies. Select User to be the Executives to apply the policy to all traffic

coming from them.

In order to view the test result later on, set Log matched traffic o be log.
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Leave all UTM Profiles disabled.
CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Employees_Security

V! Encble
Name: | Executive Security |
Description: (Optional
From: I LAN vl
To: | cny (Excluding ZyV'M
Source: any v
Destination: any v
Service: any v
User: | Executive 1
Schedule: none v
Action: cliow v
Log maiched iraffic: |log v
UTM Profile

Test the Result

Connect to the Internet from two computers: one from executive_1 and one from

an employee address (192.168.30.9).

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message such as
below. In this example result, a connection from executive_1 has user login
message and always with ACCESS FORWARD information. A connection from
employee address (192.168.30.9) and some of the services are with ACCESS
BLOCK information
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.
Monitor > Log

Priority Category Message Source Destination Note

notice Security Policy Control priority:1, from LAN to ANY, TCP, service others, ACCEPT 192.168.1.33:60045 172.23.5.208:8080 ACCESS FORWARD
notice Security Policy Control priority:1, from LAN to ANY, TCP, service others, ACCEPT 192.168.1.33:60044  59.124.183.66:443 ACCESS FORWARD
notice User User Executive_1(MAC=F0:DE:F1:B7:FB:7E) from http/https has logged in Device 192.168.1.33 59.124.183.150 Account: Executive_1
Priority | Category Message Source Destination Note

notice  Security Policy Control  priority:2, from LAN to ANY, TCP, service others, ACCEPT 192.168.30.9:50928  74.125.23.189:443 ACCESS FORWARD
info Application Patrol Rule_id=2 SSI=N App=[Social Network]Google-plus:authority Action=reject SID=402692097 192.168.30.9:50926  74.125.23.113:443 ACCESS BLOCK
info Application Patrol Rule_id=2 SSI=N App=[Social Network]Facebook:authority Action=reject SID=402653953 192.168.30.9:51041 66.220.158.19:443 ACCESS BLOCK

What Could Go Wrong?

If you are not be able to configure any UTM policies or it's not working, there are

two possible reasons:

You have not subscribed for the UTM service.

You have subscribed for the UTM service but the license is expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your UTM

license.
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How To Detect and Prevent TCP Port Scanning with ADP

This is an example of using a ZyWALL/USG ADP (Anomaly Detection and
Prevention) Profile to protect against anomalies based on violations of protocol
standards (RFCs — Requests for Comments) and abnormal fraffic flows such as

port scans.

ZyWALL/USG with ADP Profile Setting Example

ZyWALL USG
WAN IP 172.124.163.150
LAN [P 192.168.1.1

Internal Network Internal Network Internal Network Internal Network
¢ Network 192.168.2.0 Network 192.168.3.0 Network 192.168.4.0 Network 192.168.5.0 :
Netmask 255.255.255.0 Netmask 255.255.255.0 Netmask 255.255.255.0 Netmask 255.255.255.0

"O"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the ADP Profile on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > ADP > Profile, click
the Add icon. A pop-up screen will appear allowing you to choose a base profile.
Select a base profile fo go to the profile details screen.

CONFIGURATION > Security Policy > ADP > Profile > Base Profile

& Base Profile

Plecase select one ADP Base
Profile.

none
all

The Traffic Anomaly screen will display. A Name is automatically generated that you can
edit. Enable or disable individual scan or flood types by selecting a row and
clicking Activate or Inactivate.

In the Scan Detection section, selecting levels in the Sensitivity drop-down menu

and set Block Period for the duration applies blocking fo the source IP address.
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In the Flood Detection section, set Block Period for the duration applies blocking

to the destination IP address. Set a Threshold number (the number of packets per

second that match the flood detection criteria) for your network. Click OK.
CONFIGURATION > Security Policy > ADP > Profile > Base Profile > Traffic Anomaly

General

Nome: e ]

Description:

Scan Detection

Sensitivity: medium v
Block Pericd: I 10 I 1-3600 seconds
I'y' Activote ? noctivote o Log¥ X Act 'VI
'i}' (portscan) IP Protocol Scan no none
2 s (portscan) TCP Portscan no none
39 (portscan) UDP Portscan no none
s 9 (sweep) ICMP Sweep no none
5 7 @ (sweep) IP Protocol Sweep no none
= . ":; (sweep) TCP Port Sweep no none
7 g 9 ' (sweep) UDP Port Sweep no none
Flood Detection
Block Period: | 5 | 3600 seconds
o Edit ':‘;' Activale Q nactivate o3 L gv & 2
1 ’ :o; (flood) ICMP Fliood no none 1000 I
2 ’ ? (flood) IP Fiood no none 1000
3 ’ Q (flood) TCP Flood no none 1000
s 9 (flood) UDP Flood no " none 1000
Page |1 f1 Show |50 v 4

Click the Protocol Anomaly fab. A Name is automatically generated that you can

edit. Enable or disable individual rules by selecting a row and clicking Activate or

Inactivate. Edit the default log options and actions by selecting a row and

making a selection in the Log or Action drop-down menus. Click OK.
CONFIGURATION > Security Policy > ADP > Profile > Base Profile > Protocol

Anomaly
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General
Nome: 'APF1895
Description: ‘
TCP Decoder
|i Activate @ Inactivate & Logy £ Acﬁonvl
# Status Name Log Action
1 9 (tcp_decoder) BAD-LENGTH-OPTL... no none
2 "9  (tep_decoder) EXPERIMENTAL-OP... no none
3’9 {tcp_decoder] OBSOLETE-OPTION... no none
4’9 (tcp_decoder) OVERSIZE-OFFSET A... no none
5’9 ' (tep_decoder] TRUNCATED-OPTIO... no none
69 ({tcp_decoder) TICP-DETECTED AT... no none
7'¢  (tep_decoder) UNDERSIZELLEN ATT... no none
g8 '9Q {tcp_decoder] UNDERSIZE-OFFSET ... no none
s 9 (tcp_decoder) tcp-fragment ATTA... no none
Page [1 | of ] Show (50 || items Displaying 1 -9 of 9
UDP Decoder
@ Activate @ Inoctivate & Log¥ £ Action¥
# Stofus Name Log Action
) (udp_decoder) OVERSIZELEN ATT... no none
2 "9 (udp_decoder) TRUNCATED-HEAD... no none
3 9 (udp_decoder) UNDERSIZE-LEN AT... no none
Page [1 | of1 Show (50 |v| items Displaying 1 - 3 of 3
ICMP Decoder
+ v iTetel 4
# Status Name & Log Action
1 9 (icmp_decoder) TRUNCATED-ADD... no none
2 "9 icmp_decoder) TRUNCATED-HEA... no none
39 (icmp_decoder) TRUNCATED-TIME... no none
PE) ent... no none
I Page [1 | of I Show (50 lv| items Displaying 1 - 4 of 4
IP Decoder
Q@ Activate @ Inactivate &8 Logy £ Actionv
# Status Naome » Log Action
) (ip_decoder) BAD-LENGTH-OPTIO... no none
2 "9 (ip_decoder) IP-land ATTACK no none
3’9 (ip_decoder) TRUNCATED-OPTION... no none
s "9 (ip_decoder) UNDERSIZELEN ATTA... no none
s 9 (ip_decoder) ip-spoof ATTACK no none
s "9 (ip_decoder) ip-teardrop ATIACK  no none
Page il of 1 Show (50 l: items Displaying 1 -6 of 6

Go to CONFIGURATION > Security Policy > ADP > General, select Enable Anomaly
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Detection and Prevention. Then, select the just created Anomaly Profile and click

Apply.

CONFIGURATION > Security Policy > ADP > General

Genercl Settings

Policies

¥ Encble Anomaly Detecton and Prevention

Test the Result

Download Nmap free security scanner for testing the result:

https://nmap.org/download.html

Open the Nmap GUI, set the Target to be the WAN IP of ZyWALL/USG

(172.124.163.150 in this example) and set Profile to be Intense Scan. Click Scan.

e B

Scan Tools Profile Help

Target: |172.124.163.150

’LI Profile: IIntensescan |vI IScanI [Cancel]

Command: |nmap -T4 -A -v 172124163150 |

l Hosts l Services

OS 4 Host -

Filter Hosts

Nmap Output | Ports / Hosbsl Topologyl Host Detailsl Scans|

’nmap -T4-A-v172124.163.150 £ |Details

-
Starting Nmap 6.46 ( http://nmap.org ) at 2015-11-06 11:42 [
NSE: Loaded 118 scripts for scanning.

NSE: Script Pre-scanning.

Initiating Ping Scan at 11:42

Scanning 172.124.163.150 [4 ports]

Completed Ping Scan at 11:42, ©.15s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 11:42
Completed Parallel DNS resolution of 1 host. at 11:42,

9.18s elapsed

Initiating SYN Stealth Scan at 11:42

Scanning 172-124-163-1508.lightspeed.brhmal.sbcglobal.net
(172.124.163.150) [1600 ports]

Discovered open port 22/tcp on 172.124.163.150

Discovered open port 21/tcp on 172.124.163.150

Discovered open port 53/tcp on 172.124.163.150

Discovered open port 88/tcp on 172.124.163.150
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Go to the ZyWALL/USG Monitor > Log, you will see [warn] log message such as

below.

Monitor > Log

warn

warn

warn

warn

ADP
ADP
ADP
ADP

Priority Category Message

from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tcp-portscan-syn Action: Block Severity: medium
from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tcp-portscan-syn Action: Block Severity: medium
from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tcp-portscan-syn Action: Block Severity: medium
from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tcp-portscan-syn Action: Block Severity: medium

Source

192.168.123.33:40347
192.168.123.33:40374
192.168.123.33:40348
192.168.123.33:40347

Destination Note

172.124.163.150:1271 ACCESS BLOCK
172.124.163.150:8888 ACCESS BLOCK
172.124.163.150:13 ACCESS BLOCK
172.124.163.150:15003 ACCESS BLOCK

What Could Go Wrong?

You may find that certain rules are triggering too many false positives or false

negatives. A false positive is when valid traffic is flagged as an attack. A false

negative is when invalid traffic is wrongly allowed to pass through the

LyWALL/USG. As each network is different, false positives and false negatives are

common on initial ADP deployment.

You could create a new ‘monitor profile’

that creates logs but all actions are disabled. Observe the logs over fime and try

to eliminate the causes of the false alarms. When you're satisfied that they have

been reduced to an acceptable level, you could then create an ‘inline profile’

whereby you configure appropriate actions to be taken when a packet matches

a detection.
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How To Block Facebook

This is an example of using a ZyWALL/USG UTM Profile in a Security Policy to block
access to a specific social network service. You can use Content Filter, SSL
Inspection and Policy Control to make sure that a certain web page cannot be

accessed through both HTTP and HTTPS protocols.

ZyWALL/USG with Block Facebook Settings Example

Local Network
Network 192.168.1.0
Netmask 255.255.255.0
SR
= [ B8 & :
O —
:em-ot- Ntwok lnventory File — ®
Desktop Extend Servi Sharing
X :' Google A 1sine
A @ I =<
Office365 ORACLE
Gl Web  onemw - emal Umﬁed SecurnyGateway \ J
£i ‘I’\‘('V
WAN IP 172.124.163.150 office >
LAN IP192.168.1.1

“O"'Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Content Filter on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile> Content Filter > Profile
Management > Add Filter File > Custom Service. Configure a Name for you to
identify the Content Filter Profile and select Enable Custom Service.
CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >

Add Filter File > Custom Service > General Settings

General Seftings

Description Optiona
BE'\C”‘ C om Service
Allo eb tfroffic on
B check Commen Tru st

Scroll down to the Blocked URL Keywords section, click Add and use ™" as a
wildcard to match any string in frusted/forbidden web sites and blocked URL
keywords (*.facebook*.com in this example). Click OK.

CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Custom Service > Blocked URL Keywords

Blocked URL Keywords

1 Lfgcebooks com |

o
(&
<

Set Up the SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, configure a Name for you to identify the SSL Inspection profile.

Then, select the CA Certificate to be the certificate used in this profile. Select
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Block to Action for Connection with SSL v3 and select Log type to be log alert.
Leave other actions as default seftings.

CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Settings
Nome: IFc:-zc-: ox_Block I
Description:
CA Certificote: defoult v
SSL/TLS version supported minimum: 313 v Log: no v
Action for connection with unsupported pass = Log: no v
suit:
Action for connection with untrusted cert "o v Llog: |log 4
chain:

510/743



ZYXEL ——

Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,
configure a Name for you to identify the Security Policy profile. For From and To
policies, select the direction of fravel of packets to which the policy applies.
Select the Schedule that defines when the policy applies (Facebook_Block in this

example).

Scroll down to UTM Profile, select Content Filter and select a profile from the list
box (Facebook_Block in this example). Then, select SSL Inspection and select a
profile from the list box (Facebook_Block in this example).

CONFIGURATION > Security Policy > Policy Control

Y/ Encble

Name: |Facebook_Block |

Description: (Optional)

From: |LAN ~|

To: Jeny (Excluding ZyViv |

Source: any v

Destinction: any v

Service: any v

User: any v

Schedule: none v

Action: cllow v

Log meiched traffic: |no b4

UTM Profile
4 Content Filler: Facebook_Block Log: by profile v
v SSL Inspection: Facebook_Block Log: by profile v
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Export Certificate from ZyWALL/USG and Import it to Windows 7

Operation System

When SSL inspection is enabled and an access website does not trust the

LyWALL/USG certificate, the browser will display a warning page of security

certificate problem:s.

Go to ZyWALL/USG CONFIGURATION > Object > Certificate > default > Edit to

export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).

CONFIGURATION > Object > Certificate > default

My Cerlificates Setting
© Add [
1 default SELF CN=vpn300_BBECA3A9C... CN=vpn300_BS8ECA3APC... 2017-04-2512:41:25 GMT
Page |1 of 1 Show |50 |v | items

2027-04-23 12:41:25 GMT

Displaying 1 -1 of 1

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with

Private Key

Issuer:

Signature Algorithm:

Valid From:

Valid To:

Key Algorithm:

Subject Alternative Noame:
Key Uscge:

Extended Key Uscge:
Basic Constraint:

MDS Fingerprint:

SHA Fingerprint:

Certificate in PEM (Base-64) Encoded Format

--—-BEGIN X509 CERTIFICATE----
MIIDSzCCAJOgAMBAgGIJAPOXXinyW6C/MAOGCSqGSIo3DQEBCWUAMB4xXHDACBGNY
BAMME3ZwbjMwMFCOEVDQTNBOUMWMDMwHhcNMTcwWNDI I MTIOMTII WheNMjcw
NDiz v

Export Cerlificate with Private Key

Export Cerificate Only

¥ Edit My Certificates )X
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Save default certificate as *.p12 file to Windows 7 Operation System.

b 1
L

B

default.pl2

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc

Programs (1)
& mmec

-~ See more results

mmc X ‘ ] @ Shut down |L‘

= O @
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In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

ﬁ Consolel - [Console Root]

w Action View Favorites Window
@ New Ctrl+N
= Open... Ctrl+0O
Save Ctrl+S
Save As...
Add/Remove Snap-in... Ctrl+M

Options...

1 services.msc

2 vitmgmt.msc
3 devmgmt.msc
4 wf.msc

Exit

www.zyxel.com

In the Available snap-ins, select the Cerlificates and click Add button. Select

Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.

Available snap-ins > Cerlificates > Add

Available snap-ins:

Snap-in Vendor -
=) ActiveX Control Microsoft Cor...
[@3 Authorization Manager Microsoft Cor...
Microsoft Cor...
#. Component Services  Microsoft Cor...
&Computer Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor...

m

=7 Disk Management Microsoft and...
{2] Event Viewer Microsoft Cor... | |
("I Folder Microsoft Cor...

g IP Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
' Link to Web Address  Microsoft Cor...
&\ ocal Users and Gro... Microsoft Cor...
2: NAP Client Configura... Microsoft Cor... +

Selected snap-ins:

[l Console Root
| ¥ Certificates (Local Computer)l

I

Edit Extensions...

Remove

Move Up

Move Down

Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted

www.zyxel.com

Root Certification Authorities, right click Certificate > All Tasks > Import...

@ File Action View Favorites Window Help
e 2Bo0lo= HE

» 1 Personal

4 ) Certificates (Local Computer 4 Object Type

I Certificates

=
prrifiratinnl J

b |_1 Trusted Root
» [l Enterprise Tru Find Certificates...
» = Intermediate [ )| Tasks Find Certificates..
» 1 Trusted Publis i
> [ Untrusted Cer| View Import...
i [ Third-Party Rq New Window from Here
’ J Trusted Peop} New Taskpad View...
» 1 Other People
» ] Homegroup N Refresh
» 1 McAfee Trust Export List...
1 PC-Dartar In Hel
<« | 11 | gD »

Click Next. Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.

File to Import
Specify the file you want to import.

File name:
C:\Users\Desktop\default.p12

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)
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Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.

Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

) Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

"OU'Note: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next fime.
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Type http://www.facebook.com/ or https://www.facebook.com/ into the

browser, the error message occurs.

&«

cl e https:}/i\i/\;vsr/w.faciébsbk.corrrﬁw

Web access 1s restricted. Please contact the administrator.

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log

Priority
alert
alert

Category
Blocked web sites

Blocked web sites

Message
d2ebu295n9axq5.webhst.com: Keyword blocking, Rule_id=1, SSI=N

d2ebu295n9axq5.webhst.com: Keyword blocking, Rule_id=1, SSI=N

Note
WEB BLOC

WEB BLOCK
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What Could Go Wrong?

If you are not be able to configure any Content Filter policies or it's not working,

there are two possible reasons:

You have not subscribed for the Content Filter service.
You have subscribed for the Content Filter service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your Content

Filter license.
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How To Exempt Specific Users From a Blocked Website

This is an example of using a ZyWALL/USG Security Policy to exempt three
corporate executives from a blocked Website, while confrolling Internet access

for other employees’ accounts.

With executives connect to a blocked Website using PCs with static IP addresses,

you could set up address group to allow their fraffic.

LyWALL/USG with Exempt Specific Users From a Blocked Welsite Example

G O
: BitTorrent talk

ZyWALL USG
WAN IP 172.124.163.150
LAN IP 192.168.0.0

Executive_1 Executive 2 Executive 3 Employees
IP 192.168.10.1 IP 192.168.10.2 IP 192.168.10.3 IP 192.168.20.1
, , |
I | T | 7 | 192.168.30.255

"UNote: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Security Policy on the ZyWALL/USG for Employees

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create address range for employees.
CONFIGURATION > Object > Address > Add Address Rule

7 Edit Address Rule Employees

Name: | Employees I
Address Type: I RANGE vI

Starting IP Address: 192.168.20.1
End IP Address: 192.168.30.255

o

Set up Security Policy for employees, go to CONFIGURATION > Security Policy >
Policy Control > Add corresponding, configure a Name for you to identify the

employees’ Security Policy profile.

For From and To policies, select the direction of fravel of packets to which the
policy applies. Select Source to be the Employees to apply the policy to all traffic
coming from them.
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Scroll down to UTM Profile, select the general policy that allows employees to

access the Internet. (Using built-in Office profile in this example blocks the non-

productive services, such as Advertisement & Pop-Ups, Gambling and Peer to

Peer services...etc.).

CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Employees_Security

¥l Encble

Name: I&nobgeesSeeumxl
Description: (Optiona
From: [LAN ~

To: [eny (Excluding iy

Source: Employees I |
Destination: any v

Service: any v

User: any v

Schedule: none v

Action: cllow v

Log mctched traffic: |log ~

UTM Profile

IZI Content Filter: ice pr v Log: by profile v
[ SSL Inspection: none v
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Set Up the Security Policy on the ZyWALL/USG for Executives

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create address for each executives.
CONFIGURATION > Object > Address > Add Address Rule

&y Add Address Rule 71X
Name: Executive_]
Address Type: HOST v
IP Address: 192.168.10.1

& Add Address Rule [ZIX]
Name: Executive_2
Address Type: HOST v
IP Addreass: 192.168.10.2

&y Add Address Rule 21X
Name: Executive_3
Address Type: HOST v
IP Address: 192.168.10.3

Then, go to CONFIGURATION > Object > Address Group > Add Address Group

Rule to create a Group Members’ Name and move the just created executives
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address object to Member.
CONFIGURATION > Object > Address Group > Add Address Group Rule

Configuration

Name: |Executive |

Description: (Optional)

Member List

=== Object ===
ad-users
Idap-users
radius-users
Executive_l
Executive_2
Executive 3

Set up Security Policy for executives, go to CONFIGURATION > Security Policy >
Policy Control > Add corresponding, configure a Name for you to identify the
executives' Security Policy profile.

For From and To policies, select the direction of travel of packets to which the
policy applies. Select Source to be the Executives to apply the policy to all traffic
coming from them. In order to view the results later, to have the ZyWALL/USG
generate Log matched traffic (log).
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Leave all UTM Profiles disabled.
CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Executives_Security

¥l Encole

Name: |Executive_Security |
Description: (Optional)
From: lLAN 4|
To: Icny (Excluding Zyvﬂ
Source: any v
Destination: any v
Service: any v
User: [Executive v |
Schedule: none v
Action: cliow v
Log maiched traffic: hgc v |
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Test the Result

Connect to the Internet from two computers: one from executive_2 address
(192.168.10.2) and one from an employee address (192.168.20.1) and both access
to https://hangouts.google.com/.

Go to the ZyWALL/USG Monitor > Log, you will see [notice] and [info] log message
such as below. In this example result, connections from executive_2 address
(192.168.10.2) use Security Policy priority: 1. Connections from employee address

(192.168.20.1) use Security Policy priority: 2 and UTM Profile Rule_id=2.

Priority | Category Message Source Destination Note
notice Security Policy Control  priority:1, from LAN to ANY, TCP, service others, ACCEPT  192.168.10.2:52549  172.23.6.115:5088 ACCESS FORWARD
notice Security Policy Control  priority:1, from LAN to ANY, TCP, service others, ACCEPT 192.168.10.2:54956 64.233.180.125:5222 ACCESS FORWARD

Priority Category Message Source Destination Note

info Application Patrol Rule_id=2 SSI=N App=[Instant messaging]lGoogle Talk:authority Action=reject SID=2305 192.168.20.1:53690  64.233.189.125:5222 ACCESS BLOCK
notice Security Policy Control  priority:2, from LAN to ANY, TCP, service others, ACCEPT 192.168.20.1:53690  64.233.189.125:5222 ACCESS FORWARD
info Application Patrol Rule_id=2 SSI=N App=[Social Network]Google-plus:authority Action=reject SID=402692097 192.168.20.1:53688  74.125.203.102:443 ACCESS BLOCK
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What Could Go Wrong?

If you are not be able to configure any UTM policies or it's not working, there are

two possible reasons:

You have not subscribed for the UTM service.

You have subscribed for the UTM service but the license is expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your UTM

license.
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How To Control Access To Google Drive

This is an example of using a ZyWALL/USG UTM Profile in a Security Policy to block
access to a specific file fransfer service. You can use Application Patrol and
Policy Control fo make sure that a certain file transfer service cannot be

accessed through both HTTP and HTTPS protocols.

ZyWALL/USG with Control Access To Google Drive Settings Example

Local Network
Network 192.168.1.0

Netmask 255.255.255.0
Appllcatlon Intelll ence
& Optimizatiol

-T— [:] D ‘\j.a —_— @/

Remote  Network Inventory File
Desktop Extend Server Sharing

”" Google A

A~ @ I X o
ol Web OAERP, ~ Emall UmﬁedSecurnyGateway \ Gomcez65 orAcke

System Apps CRM System Server
office e

WAN 1P 172.124.163.150
LAN IP 192.168.1.1

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, configure a Name for you to identify the SSL Inspection profile.

Then, select the CA Certificate to be the certificate used in this profile. Select

Block to Action for Connection with SSL v3 and select Log type to be log alert. Leave

other actions as default settings.

CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Seftings

Nome:

SSL/TLS version supported minimum:

Action for connection with unsupported
et
suit:

Action for connection with untrusted cert

chain:

IGoogle Drive

0O
(s
—

defoult

0
Q

0
Q

n7 Log: log clert

v| Log: no

= Log: log
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Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,

configure a Name for you to identify the Security Policy profile. For From and To

policies, select the direction of fravel of packets to which the policy applies.

Scroll down to UTM Profile, select Content Filter and select a profile from the list

box (Facebook_Block in this example). Then, select SSL Inspection and select a

profile from the list box

(Facebook_Block in this example).

CONFIGURATION > Security Policy > Policy Control

Y/ Encble
Name: | Google_Drive_Conir]
Description: (Optiona
From: I LAN LI
To: l eny (Excluding ZyV v]
Source: cny v
Destination: cny v
Service: any v
User: cny v
Schedule: none v
Action: cliow v
Log matched fraffic:  NO v
UTM Profile
Content Filter: none N/
(1 SSL Inspection: |Google=Drive=Cor M | Log: by profile v

Export Certificate from ZyWALL/USG and Import it to Windows 7
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Operation System

When SSL inspection is enabled and an access website does not trust the
LyWALL/USG certificate, the browser will display a warning page of security

certificate problem:s.

Go to ZyWALL/USG CONFIGURATION > Object > Certificate > default > Edit to
export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).

CONFIGURATION > Object > Certificate > default

My Cerlificates Setting
@ Add &
1 default SELF CN=vpn300_BBECA3APC... CN=vpn300_BSECA3AYC... 2017-04-2512:41:25 GMT 2027-04-23 12:41:25 GMT
Page |1 of 1 Show |50 |v | items Displaying 1 -1 of 1

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with
Private Key

¥ Edit My Cerlificates 2]
Issuer:
Signature Algorithm:
Velid From:
Valid To:
Key Algorithm:
Subject Alternctive Name:
Key Usage:
Extended Key Uscge:
Basic Constraint:
MDS Fingerprint:

SHA) Fingerprint:

Certificate in PEM (Base-44) Encoded Format
-——BEGIN X509 CERTIFICATE-—— -
MIIDSzCCAJOgAWIBAGIJAPOXXinyWSC/MAOGCSGGSIb3DQEBCWUAMBAxXHDACBGNY
MMESZwbjMwMF9C OEVDQTNBOUMWMD MwHhENMTewWNDI I MTIOMTIT WheNMjcw
NDIz v
Password:
Export Cerfificale Only Export Cerlificate with Private Key

Save default certificate as *.p12 file to Windows 7 Operation System.
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i
=

—-ﬁ@

default.pl2

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc

Programs (1)

\ﬁ mmc

J2 See more results

mmc X | ' @ Shut down |L‘

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

ﬁ Consolel - [Console Root]

ﬁ File] Action View Favorites Window

d New Ctrl+N
E Open... Ctrl+0
Save Ctrl+S
Save As...
Add/Remove Snap-in... Ctrl+M
Options...

1 services.msc

2 vitmgmt.msc
3 devmgmt.msc
4 wf.msc

Exit
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In the Available snap-ins, select the Cerlificates and click Add button. Select

Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.

Available snap-ins > Cerlificates > Add

2| NAP Client Configura... Microsoft Cor... +

Available snap-ins: Selected snap-ins:

Snap-in Vendor - [l Console Root [ Edit Extensions...

- ActiveX Control Microsoft Cor... | [ ¥ certificates (Local Computer) |

[@3 Authorization Manager Microsoft Cor... Remove
Microsoft Cor...

*"f Component Services  Microsoft Cor... = Move Up

A Computer Managem... Microsoft Cor...

=4 Device Manager Microsoft Cor... Move Down
=7 Disk Management Microsoft and...

{2] Event Viewer Microsoft Cor... | |

("I Folder Microsoft Cor...

@ IP Security Monitor Microsoft Cor...

&, 1P Security Policy Ma... Microsoft Cor...

) Link to Web Address  Microsoft Cor...

&\ ocal Users and Gro... Microsoft Cor...

Advanced...

In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

e |23 alc = HE

@ File Action View Favorites Window Help

4 5 Certificates (Local Computer # || Object Type

» [ Other People

» [ Homegroup §  Refresh
» 1 McAfee Trust Export List...
b [ PC-Nanrtar In

< i | Help

v [ Third-Party R¢ New Window from Here
» @ Trusted Peop} New Taskpad View...

» [ Personal 1*‘ | Certificates

b |g Trusted Root Certificatinnl

» [ Enterprise Tru Find Certificates...

> M Intermediate [ Ajj Tasks | Find Certificates..
» [ Trusted Publis

> ] Untrusted Cen View 4 Import...
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Click Next. Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.

File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.
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Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities [ Browse... J

“U"Note: Each LyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next fime.
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Test the Result

Type http://drive.google.com/ or https://drive.google.com/ into the browser, the

error message oCCcurs.

google.drive

502 Error
It appears the website you are trying to visit is having technical difficulties or is no longer available.

Please go back and try your request again or try searching Google to find another website with what you're
looking forl

Search Google Try Again

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log

Priority | Category Message Note
ess Action=reject SID=50335494 ACCESS BLOCK
94 ACCESS BLOCK

alert Application Patrol Rule_id=1 SSI=Y App=[File TransferjGoogle-driv

alert Application Patrol Rule_id=1 SSI=Y App=[File Transfer]Google-drive:access Action=reject SID=503354
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What Could Go Wrong?

If you are not be able to configure any Application Patrol policies or it’s not

working, there are two possible reasons:

You have not subscribed for the Application Patrol service.
You have subscribed for the Application Patrol service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.
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How To Block HTTPS Websites Using Content Filtering and SSL
Inspection

This is an example of using a ZyWALL/USG Content Filtering, SSL Inspection and
Security Policy to block access to malicious or not business-related websites.

ZyWALL/USG with Block HTTPS Websites Using Content Filtering and SSL Inspection

Settings Example

R
BitTorrent

N ETELIX

Local Network i m
Application Intelligence
Network 192.168.1.0 PP Bptimization

Netmask 255.255.255.0
Content

Filterin
s [ oo ’
cea O - @,
Remote  Network Inventory File
Desktop Extend Server Sharing
/J @ :' Google A ‘
Web OAERP,  Email ) Office365 ORACLE’
Sy“cm R CAM Syntem Sc",‘jc Unlﬁed Securny Gateway \
office Sfoece

WAN 1P 172.124.163.150
LAN IP 192.168.1.1

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Content Filter on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile> Content Filter > Profile
Management > Add Filter File > Category Service. Configure a Name for you to
identify the Content Filter Profile and select Enable Custom Service.
CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add > Category Service > General Settings

General Settings

License Status: Licensed

License Type: Standard

Name: I Office_Profile I
Description: (Optional)

[T Encble SafeSearch

I ¥ Enable Content Filter Category Service I

Log all web pages

Action for Unsafe Web Pages: Block |» [C Log
Action for Managed Web Pages: Block |» [C Log
Action for Unrated Web Pages: Wamn | v [CLog

Action When Category Server Is CLog

. Warmn N7
Unavailable:

Scroll down to the Security Threat (unsafe) section and select all categories of
web pages that are known to pose a threat to your computers.
CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Category Service > Security Threat (unsafe)

Security Threat (unsafe)

[¥] Anonymizers [¥] Botnets [¥] Compromised
[¥] Malware [¥] Network Errors [¥] Parked Domains
Phishing & Fraud Spam Sites

Scroll down to the Managed Categories section and select the categories that

are not business-related. Click OK.
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CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Category Service > Managed Categories

Managed Categories

[¥] Advertisements & Pop-Ups
[7] Business

[F] Forums & Newsgroups
Dating & Personals

[7] Entertainment

Games

[7] Health & Medicine

[¥] Streaming Media & Downloads
[¥] Nudity

[¥] Pornography/Sexually Explicit
[F] Restaurants & Dining

Social Networking

[F] Travel

[7] web-based Email

Cults

Hacking

[F] Information Security

[F] Private IP Addresses

[¥] Tasteless

[¥] Alcohol/Tobacco
Transportation
Computers & Technology
Download Sites

Finance

Government

lllegal Drugs

News

O )

Personal Sites

Real Estate

Search Engines/Portals
Sports

Violence

General

Fashion & Beauty

5 O 5 o

lllegal Software
Instant Messaging

School Cheating

Q =

Child Abuse Images

7] Arts

[F] Chat

[#] Criminal Activity

[F] Education
Gambling

Hate & Intolerance
[7] Job Search

[F] Non-profits & NGOs
[F] Politics

[F] Religion

[F] Shopping

[F] Translators
Weapons

[7] Leisure & Recreation
[7] Greeting Cards

[7] Image Sharing

[¥] Peerto Peer

[¥] Sex Education

If you are not sure which category a web page belongs to, you can enter a web

site URL in the text box of Test Web Site Category.

CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Category Service > Test Web Site Category

Test Web Site Category

URL to test:

outL ‘CEI

T

Set Up SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, and configure a Name for you to identify the SSL Inspection profile.

Then, select the CA Certificate to be the certificate used in this profile. Select to

pass or block SSLv2/unsupported suit/untrusted cert chain traffic that matches
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Select desired Log type whether to have the ZyWALL/USG generate a log (log),

log and alert (log alert) or neither (no) by default when tfraffic matches this policy.
CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Settings
Name:
Description:
CA Certificcte:
SSL/TLS version supported minimum:

Action for connection with unsupported
suit:

Action for connection with untrusted cert
chain:

Office_Contro

default

ssi3

pass

pass

Log: [No

Log: |NO

Log: |log
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Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,
configure a Name for you to identify the Security Policy profile. For From and To

policies, select the direction of fravel of packets to which the policy applies.

Scroll down to UTM Profile, select Content Filter and select a profile from the list
box (Office_profile in this example). Then, select SSL Inspection and select a
profile from the list box (Office_Control in this example).

CONFIGURATION > Security Policy > Policy Control

V] Encble

Name: Office_Control

Description: (Optional

From: LAN v

To: Icny (Excluding ZyV V|

Source: any v

Destinction: cny v

Service: any v

User: cny v

Schedule: none v

Action: cllow v

Log meciched iraffic: NnO N/
UTM Profile

@ contentFilter: |Office_profile Y, Log: by profile v
(7] SSL Inspection: |Office_Conirol v Log: by profile v
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Export Certificate from ZyWALL/USG and Import it to Windows 7

Operation System

When SSL inspection is enabled and an access website does not trust the
LyWALL/USG certificate, the browser will display a warning page of security

certificate problem:s.

Go to ZyWALL/USG CONFIGURATION > Object > Cerlificate > default > Edit to
export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).

CONFIGURATION > Object > Certificate > default

My Certificates Setting

© Add & Edit @ Remove @& Object References

1 default SELF CN=vpn300_BSECA3APC... CN=vpn300_BS8ECASAPC... 2017-04-25 12:41:25 GMT 2027-04-23 12:41:25 GMT

Page |1 of 1 Show |50 |v|items Displaying 1 -1 of 1

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with
Private Key

¥ Edit My Certificates 7]
Issuer:
Signature Algorithm:
Velid From:
Velid To:
Key Algorithm:
Subject Alternative Name:
Key Usage:
Extended Key Uscge:
Basic Constraint:
MDS Fingerprint:

SHA Fingerprint:

Certificate in PEM (Base-44) Encoded Format
——BEGIN X509 CERTIFICATE——
MIIDS JOgAWIBAGIJAPOXXinyWSC/MAOGCSqGSIo3DQEBCWUAMB4xHDACBGNY
BAMMESZwbjMwMF9COEVDQTNBOUMwWMDMwHhENMTCWNDI | MTIOMTIT WheNMjcw
NDIz -
Possword:
Export Cerfificale Only Export Cerfificate with Private Key
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Save default certificate as *.p12 file to Windows 7 Operation System.

=1
L

—-ﬁ-"’—@

default.pl2

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc

Programs (1)

‘% mmc

2 See more results

|mmc X|

' (&) Shut down lL‘

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

ﬁ Consolel - [Console Root]

@ File] Action View Favorites

Window

New

Open...

Wiy

Save

Save As...

Ctrl+N
Ctrl+0
Ctrl+S

Add/Remove Snap-in...

Ctrl+M

Options...

1 services.msc

2 vitmgmt.msc
3 devmgmt.msc
4 wf.msc

Exit
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In the Available snap-ins, select the Cerlificates and click Add button. Select

Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.

Available snap-ins > Cerlificates > Add

Available snap-ins: Selected snap-ins:
Snap-in Vendor - [l Console Root [ Edit Extensions...
- ActiveX Control Microsoft Cor... | [ ¥ certificates (Local Computer) |
[@3 Authorization Manager Microsoft Cor... Remove
Microsoft Cor...
#. Component Services  Microsoft Cor... = Move Up
A Computer Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor... Move Down
=7 Disk Management Microsoft and...
{2] Event Viewer Microsoft Cor... | |
("I Folder Microsoft Cor...
@ IP Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
) Link to Web Address  Microsoft Cor...
&\ ocal Users and Gro... Microsoft Cor...
2:NAP Client Configura... Microsoft Cor... + Advanced...

In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

e A )

‘& File Action View Favorites Window Help
NENNCEREY

» 1 Personal

4 ) Certificates (Local Computer 4

Object Type
I Certificates

—a
prﬁfir‘atinnl J

> |_J Trusted Root

» [l Enterprise Try

Find Certificates...

Find Certificates...

b q Intermediate All Tasks R
» [l Trusted Publis
» [ Untrusted Cer View b Import...
» [ Third-Party R¢ New Window from Here
’ J Trusted Peop} New Taskpad View...
> -] Other People
» (2] Homegroup N Refresh
» -] McAfee Trust Export List...
I PC-Danrtar In
< | 1 Help
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Click Next. Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.

File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.
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Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities [ Browse... J

“OU"Note: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next fime.
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Test the Result

Type http://www .bittorrent.com/ or http://us.battle.net/d3/en/ into the browser.

The error message occurs.

€ - C [ www.bittorrent.com ok

Web access is restricted. Please contact the administrator. (Peer-to-Peer)

(If you feel this site has been improperly categorized. please visit here to submit a review.)

€ - C [} us.battle.net/d3/en/ ik

Web access is restricted. Please contact the administrator. (Games)

(If you feel this site has been improperly categorized. please visit here to submit a review.)

Go to the ZyWALL/USG Monitor > Log to see [alert] log message such as below.

Monitor > Log

Priority Category Message Note
alert Blocked web sites www.bittorrent.com : Peer-to-Peer, Rule_id=1, SSI=N WEB BLOC
alert Blocked web sites us.battle.net: Games, Rule_id=1, SSI=N WEB BLOC
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What Could Go Wrong?

If you are not be able to configure any Content Filter policies or it's not working,

there are two possible reasons:

You have not subscribed for the Content Filter service.
You have subscribed for the Content Filter service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your Content

Filter license.

548/743



ZYXEL ——

How To Block the Spotify Music Streaming Service

This is an example of using a ZyWALL/USG IDP Profile to block DNS query packet.
When the Spotify software launches, it will send a DNS query for Spofity's public
server. In this example, you can create a custom IDP to block DNS query packet

if this packet includes the Spotify signature.

ZyWALL/USG with Block the Spotify Service Example

Local Network il i ooty
Network 192.168.1.0 - ‘
Netmask 255.255.255.0 /
Intrusion . /
= O~ Prevention
see [L_’_] Lo : ___@,

Remote  Network Inventory File
Desktop Extend Server Sharing

/J @ | Google

Web OAERP,  Email ) Office365 ORACLE’
Sy“cm R CAM Syntem Sc""jc Unified Security Gateway \

office e

WAN 1P 172.124.163.150
LAN IP 192.168.1.1

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up IDP Profile on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > IDP > Custom
Signatures > Add Custom Signatures, configure a Name for you to identify the IDP
Profile. Select medium as the Severity level. Select all Platform. Select Policy Type
to be Access-Control here fo limit access network resources such as servers.
CONFIGURATION > Security Policy > IDP > Custom Signatures > Add Custom
Signatures > Setup & Information

Setup
Information
Severity: I medium ﬂ
Platform: [ Windows [ Linux [ FreeBSD [ Solaris
[ Other-Unix Network-Device E MAC [ ios
[ Android [ Windows-Mobile [ Symbian [ Others
Policy Type: |Access-£or‘trol N |

Scroll down to the Payload Options section, the type Spotify's software signature:
| 731 170] |6F| |74 169 |66] |79 |into the Content field. Click OK.
CONFIGURATION > Security Policy > IDP > Custom Signatures > Add Custom
Signatures > Payload Options

Payload Options
[7] Payload Size
© Add
# Offset Content Case-insensitive = Decode as URI
0 | |73||70||6F||74]169|66]|79] | no no

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > IDP > Profile > Base
Profile. A pop-up screen will appear and select a Base Profile fo go to the profile
details screen.
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CONFIGURATION > UTM Profile > IDP > Profile > Base Profile

') Base Profile 2%
Please selectone IDP Base Profile.

Base Profile
none

wan
lan
dmz

o

Configure a Name for you to identify the IDP Profile. Activate the newly created
IDP Profile and select Action fo be drop. Select Log type to be log alert in order to
view the result later.

CONFIGURATION > UTM Profile > IDP > Profile > Base Profile > Add Profile

General Settings

Name: ISpotify I

Description: Switch to query view

Signature Group

| (@ Activate (3 Inactivate [™) Logv {g}Actionvl

# Status | Service | Message SID Severity | Policy Type Log Action

= Service: (None) (1 Item)

Test the Result

Type http://www.spotify.com/ or https://www.spotify.com / into the browser, the

error message oCCcurs.
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€« C' | [3 d2e24t2jgcnor2.webhostoid.com/Secure/Error?URL=https%3A%2F%2Fwww.spotify.com =

[RocketTab] ReadResponse() failed: The server did not return a response for this request.

Go to the ZyWALL/USG Monitor > Log, you will see [crit] log message such as

below.

Monitor > Log

Priority = Category = Message Note

crit IDP Rule_id=1 SSI=Y [type=custom-signature(9986234)] Spotify Action: Drop Packet Severity: medium ACCESS BLOCK

What Could Go Wrong?

If you are not be able to configure any IDP policies or it’s not working, there are

two possible reasons:

You have not subscribed for the IDP service.

You have subscribed for the IDP service but the license is expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.
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How does Anti-Malware work
There are many virus exist on the internet. And it may auto-downloaded

on unexpected situation when you surfing between websites. The Anti-
Malware is a good choose to protecting your computer to downloads
unsafe application or files.

Cloud Thread Database

\/

|
LOC'l] S l @

After you enabled Anti-Malware function, it will enabled “Cloud Threat

Database” and “Anti-Malware Signature” in the same time.

The Cloud Threat Database is means your downloaded files will
decompressed by device first, and then check files with cloud data base

server if it exist unsafe file or not.

The Anti-Malware Signature is means your downloaded files will checked
by local signatures that exist on device itself. It is helpful when your device
unable access to internet at that moment.

‘Q’No’re: In the default setting, the Cloud Threat Database is enabled and with higher priority
when scanning the files.
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Enable Anti-Malware function to protecting your traffic

Go to CONFIGURATION > Security Service > Anti-Malware > Tick in

enable checkbox to enable Anti-Malware function.

Configuration > Security Service > Anti-Malware > Tick in enable

checkbox

Anti-Malware

General Settings

Encble

Scan and detect EICAR test virus

Actions When Matched
Destroy infected file

Log: log v
Check White List
@ Add E | |
Page of 0 Show (50 |v|items No data to display
Check Black List
@ Add E | |
Page of 0 Show |50 |v | items

No data to display

File decompression
Encble file decompression (ZIP and RAR)

[C] Destroy compressed files that could not be decompressed

Signature Information
Anti-Malware
Current Version:

Signature Number: 40

Released Date: 2018-03-2

Cloud Threat Database
Current Version: 1.0.0.20180226.0
Signature Number: 2000
Released Date: 2018-02-25 18:15:02 (UTC+00:00

Update Signatures

[ apply | geset |

“U"'Note: The Anti-Malware license is required. So you must enabled Anti-Malware function
on your myzyxel.com account.
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Test the result

After you enabled Anti-Malware function and your PC downloaded
the virus file from internet. You device will detected it and drop the
file directly.

Then your file is unable opened or replaced by “0".

View Log View AP Log

Show Filter

Logs

Category: All Logs ll‘

B8 Emoail Log Now | @ Refresh | ¢ Clear

Destina... Note

1 2018-04-09 07:... wam Anti-Mal... Virus infected Rule_id=0 $SI=N Type=Cloud Threai D... ™ 513977 19.. 192.168... | FILE DESTROY
Page 1| of 1 Show [50 |v] items Displaying 1- 1 of 1

Virus infected Rule_id=0 SSI=N Type=Cloud Threat Database Virus=N/A
File=eicar.com.ixt Protocol=HTTP

Addilional configuration

White List: You can use wildcard to allowing specific type files.

Black List: You can use wildcard to drop specific type files.

Actions When Matched
Destroy infected file
Log: Iog—z
Check White List
Q@ Add & Edit @ Remove @ Activate @ Inactivate
Status #a File Pattern
? 1 *pdif
Page |1 of 1 Show M items Displaying 1 -1 of 1
Check Black List
© Add & Ecit @ Remove @ Activate @ Inactivate
? 1 *zip
Page |1 of 1 Show M items Displaying 1 -1 of 1
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Logs
Category: All Logs 2
B Email Log Now @) Refresh | ¢ Clear
2 2018-04-0... info Anti-M...  FTP, NWA1123-ACv2_5.20(ABEL.4)CO_2.pdf matched the White-List *pdf B 44.85.12... 192.168.1...
1 2018-04-0... info Anti-M... HTIP, eicar_com.zip matched the Black-List *zip M 513211.... 192.168.1...
Page |1 of 1 Show |50 |v|items Displaying 1 -2 of 2

What can go wrong

1 The Anti-Malware service license is required
2 The Anti-Malware is able decompress the file. But it is not support multi-

layer zip files.

In the default setting, could thread batabase is enabled. You can use
the CLI command to activate/deactivate cloud base service. It means
the scanning priority will been changed.

a. Router(config)# debug anti-virus ctdb activate

b. Router(config)# debug anti-virus ctdb deactivate
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How to Configure an Email Security Policy with Mail Scan
and DNSBL
This is an example of using ATP Series’ UTM Profile to mark or discard
spam (unsolicited commercial or junk e-mail). Use the Email Security
white list to identify legitimate e-mail. Use the Email Security black list
to identify spam e-mail. The ATP Series can also check e-mail against
a DNS Black List (DNSBL) of IP addresses of servers that are suspected
of being used by spammers.
ATP Series with Email Security Profile to mark or discard spam e-mail
Example

i Internal Network s / Mail Server
: P (A% <A

LI

Figure 1  Using Email Security to Detect Spam

“U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using ATP200 (Firmware Version: ZLD 4.32).

Set Up the Email Security on ATP Series

In the ATP Series, go to CONFIGURATION > Security Service> Email Security; Enable
this feature on General Settings page. Select Check IP Reputation (SMTP only) to
have the ATP Series scan for spam e-mail by IP Reputation. Select Check Mail
Content to identify Spam Email by content, such as malicious content. Select
Check Virus Outbreak to scan viruses attached in emails. On advance section,

leave Query Timeout Settings to be the default setftings.

Select from the list of available Scan Options and desired Log type whether to have
the ATP Series generate a log (log), log and alert (log alert) or neither (no) by

default when traffic matches this policy. Click Apply to save the configuration
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CONFIGURATION > Security Service > Email Security
¥/ Encidle |
Check White List
Check Black List Black List Spam Tag: [Spam] (Optional)
Check IP Reputation [SMTP onl ) )
B Check M P o | ) Mail Content Spam Tag: [Spam] (Optional)
Check Mail Conten
Virus Outbreck Tag: -[Virus] (Optional)
[¥] Check Virus Outbreak
[¥] Check Mail Phishing Mail Phishing Tag: [Phishing] (Optional)
[¥] Check DNSBL DNSBL Spam Tog: [Spam] (Opfional)
DNSBL Domain List O Add & Edit @ Remove @ Activate @ Inactivate
Status # DNSBL Domain
Page 0 of0 Show v | items No data to display
Action
Actions For Spam Mail (7)
SMTP: forward withtag | v
POP3: forward withtag | v
Log: 9
Action taken when mcil session threshold is reached
© Forward Session
1. Register the device to myZyxel.com.
2. Activate Application Security.
Service Status |
# Service Status Service Type Expiration Date Count Action
1 Web Security Activated Standard 2019-5-13 N/A Renew
| 2 Application Security Activated Standard 2019-5-13 N/A Renew
3  Malware Blocker Activated Standard 2019-5-13 N/A Renew
4 Intrusion Prevention Activated Standard 2019-5-13 N/A Renew
5  Geo Enforcer Activated Standard 2019-5-13 N/A Renew
6  Sandboxing Activated Standard 2019-5-13 N/A Renew
7 SecuReporter Activated Standard 2019-5-13 N/A Renew
8 Managed AP Service Activated Standard 2019-5-13 8 Renew
9  Firmware Upgrade Service Activated N/A
Page [1 ] of 1 Show [50 |v] items Displaying 1-9 of 9
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3. Go to CONFIGURATION > Security Service> Email Security>Enable Check Black List

to have the ATP Series tfreat e-mail that matches (an active) black list entry as spam.

General Seftings B® Email Securit

[¥] Encble

V] Check White List
I | Check Black List I Black List Spam Tag: [Spam] {Optional)

4. Continue to Rule Summary on Black/White List, click the Add icon. A
pop-up screen will appear allowing you to configure Content
(Subject, IP/IPvé Address, E-Mail Address and Mail Header), Use
wildcards (*) to configure Mail Subject Keyword. (*sell* in this
example). Click OK to return to the General screen.

CONFIGURATION > Security Service> Black/White List

&y Add Rule [(Z][X]
Type: [ Subject j
Mail Subject Keyword: I “sell* ]

5. Inthe ATP Series, go to CONFIGURATION > Security Service> Email Security>Enable
Check DNSBL
Press Add and enter the DNSBL Domain for a DNSBL service (zen.spamhaus.org in

this example). Click Apply.
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[#ICheck DisaL] DNSBL Spam Tag: [spom] | (Optional)
DNSBL Domain List & Edit @ Remove @ Activate @ Inacfivate
Status  # DNSBL Domain
Q zen.spamhaus.org
Page 0 of0 Show items No data to display

Test the result

1. Send the mail subject with “sell”.

| From ~ ‘ zyxelsupport@ i .com.tw

=1 ; To... ‘ | zyxelsupport@. . com.tw; |
Send — =

| Do | |
| Becu. H |
Subject: | Now on sell!!! |
Anti-Spam test @
]
[+]

2. You will receive the mail subject with [Spam] tag.

From: zyxelsupport <zyxelsupport@. o com.tw>
To: zyxelsupport@: o com.tw
Ca

Subject: [Spam][Spam]Now on sell!l!

-E-I-1-.I-2'II-3-I-I4-I-5.-I-S-II-7~II-3~I-W@
4]
Anti-Spam test
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What can go wrong

1. If Email Security is not working, there are two possible reasons:
You have not subscribed for the Email Security service.
You have subscriced for the Email Security service but the license

(Application Security) is expired.

2. You can click the link from the CONFIGURATION > Licensing > Registration

screen of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0

icon from the portal page (https://portal.myzyxel.com/) to register or extend

your Application Security license.
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How to Configure Botnet Filter on ATP series?

Botnets are organized groups of infected computers. Those infected PCs will fry
to connect to the command-and-control server and ask for commands.
When the attacker sends command to the command-and-control server, it will
relay those commands to the clients (infected computers) and perform attacks
on particular targets.

The following steps will walk you through an example of how to configure
Botnet Filter (IP blocking and URL blocking) on the ATP.

Anonymizers
DDoS Attack
I — Phishing & Fraud
Malware

Botherder Control Server

- g
Botnet

Victim
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Prerequisites before setting up Botnet Filter function

1. License status check

2. Update the Botnet Filter signature

License activation

Before setting up the Botnet Filter function, users need to make sure their licenses are
purchased and activated.

To check the license activation status:

Go to configuration > Licensing > Registration > Service and check on the
“Application Security” service which includes the Botnet Filtering function.

Comea] seviee K

Service Status

1 Web Security Activated Standard 2019-5-13 N/A

2 | Application Security Activated Standard 2019-5-13 N/A

3 TG 4 cTvared Tonaara 201513 ™

4 Intrusion Prevention Activated Standard 2019-5-13 N/A

5 Geo Enforcer Activated Standard 2019-5-13 N/A

6 Sandboxing Activated Standard 2019-5-13 N/A

7  SecuReporter Activated Standard 2019-5-13 N/A

8 Managed AP Service Activated Standard 2019-5-13 8 Renew
9  Firmware Upgrade Service Activated N/A

Page |1 of 1 Show |50 |v|items Displaying 1 -9 of 9

Update Botnet Filter Signatures

To make sure the device has the most updated signature, we suggest users to update
their Botnet Filter signature before using this function.
To update the Botnet Filter signature:

Go to Configuration > Security Service > Botnet Filter. Then click “Update Signatures”
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Signature Information
Current Version: 1.0.1.20180703.0
Signature Number: 200000
Released Date: 2018-07-03 10:07:39
|deofe Signoturegl

Then the device will redirect users to the “Service Status” page. Click on the cloud

icon @ and the device will start signature downloading process

Service Status

Feature Type Curmrent Version Released Date Last Sync Action
Anti-Malware Signature  2.0.1.20180627.0  2018-06-27 09:31:58 (UTC+08:00)

Anti-Malware 2018-07-04 23:55:01 am
Cloud Threat Databa...  1.0.0.20180704.0  2018-07-04 02:15:03 (UTC+08:00)

App-Patrol App-Patrol 1.0.0.20180517.0  2018-05-17 09:45:17 (UTC+08:00) 2018-06-20 04:52:18 wm

IDP IoP 4.0.1.20180626.0  2018-06-26 13:10:00 (UTC+08:00) 2018-07-01 00:27:01 am

Botnet Filter Botnet Filter 1.0.1.20180703.0 2018-07-03 10:07:3% (UTC+08:00) 2018-07-05 02:59:01

Once the signature updating process was done. The GUI will pop up the following
message fo notify users.

@ ZyWALL ATP online Update Server

IyWALL ATP online Update Server

Bofnet Filter signatfure update has succeeded.
(success) at Thu Jul 5 14:06:21 2018

Now the Botnet Filtering function is ready to go.
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Set Up the IP Blocking on the ATP series

Go to Configuration > Security Service > Botnet Filter.

Select the Enable IP Blocking check box. There're some actions can be selected
“reject-both”, user can decide if they'd like to “forward”, “reject-sender” or “reject-
receiver” the blocked IP . In addition, users can select if they want to log the related

events or not.

. * Botnet Filter
IP Blocking 6

Action: | reject-both v|
Log: Liog v|

Test the Result

User access IP: 5.9.32.230
Go to Monitor > Security Statistics > Botnet Filter to check summary.
IP: 5.9.32.230 is blocked due to command & control.

General Settings

since 2018-04-11 09:58:11 to 2018-04-11 09:58:34
“rezet | eean | e oot

Summary
IP Scanned:
IP Hit Count:
URL Scanned:
URL Hit Count:

IP Detected

2018/04/11 09:58:32 192.168.1.33 5.9.32.230:80 command & control
2018/04/11 09:58:32 192.168.1.33 5.9.32.230:80 command & control
2018/04/11 09:58:32 192.168.1.33 5.9.32.230:80 command & control
2018/04/11 09:58:31 192.168.1.33 5.9.32.230:80 command & control
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Set up the URL Blocking on the ATP series

Go to Configuration > Security Service > Botnet Filter.

Select the Enable URL Blocking check box, check the categories that need to be
blocked. Users can only check those categories as their requirement. Choose the
Action the device will take (In this example we select "block” to block certain URLs)

and if they want to Log those events on the device.

URL Blocking
Encble
Anonymizers [Vl Botnet C&C Compromised
Malware [V] Phishing & Fraud [V] Spam Sites
Action: block v
Log: log Y

Message to display when a site is blocked

Denied Access Message: Web access is restricted. Please contact the adminisirator.

Redirect URL:

Test the Result

Browse the Phishing website URL from the host browser. Users will be redirected to an
error page in the browser that nofifies users they are visiting to the “Phishing & Fraud”
categorized URL

& > C Y | ® websectest.ctmail.com/31__Phishing_and_Fraud.htm

Web access is restricted. Please contact the administrator. (Phishing & Fraud)

(If you feel this site has been improperly categorized, please visit here to submit a review.)

Go to Monitor > Security Statistics > Botnet Filter o check summary where users will

see the related threat log was recorded
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General Settings

Collect Statistics since 2018-04-11 10:03:39 to 2018-04-11 10:08:04

[ resel  Fushpota|
Summary

IP Scanned: 0

IP Hit Count: 0

URL Scanned: 80

URL Hit Count: 2
IP Detected

Time Source IP Botnet IP Threat Category
Page 0 of 0 Show items No data to display

URL Detected

Apr 11 10:03:52 2018 192.168.1.33 websectest.ctmail.com/31__Phishi... Phishing & Fraud
Apr 11 10:03:43 2018 192.168.1.33 websectest.ctmail.com/42__Malw... Malware
Page |1 of 1 Show |50 |v|items Displaying 1 - 2 of 2
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How to Use Sandboxing to Detect Unknown Malware

The traditional security service such as Anti-Virus and IDP are signature-
based solution, so they have no chance to detect unknown threats.
ZyWALL ATP enhances UTM service and integrates Sandbox solution as a
second layer of defense to detect and mitigate advanced threats. Zyxel
Sandbox is a cloud-based service that can identify previously unknown
malware. Each new threat discovered by Sandbox will be converted to
known signatures in the cloud threat database of Anti-Malware. The Anti-
Malware examines file for threats before deciding to block or pass to
Sandbox. If the file has never been inspected by Sandbox, ZyWALL ATP
copies this file to the caches and then forwards the file. A copy of the file
is sent to Sandbox for analysis and the analysis result is recorded on
device’s local cache. Once ZyWALL ATP detects the file again, it can
identify the file and take the action based on the previous analysis result
on local cache. With the cooperation of Anfi-Malware, ATP can
immediately block threat which previous detected by Sandbox. This
example illustrates how to configure Sandboxing on ATP gateway to

detect unknown malware.

EICAR

Internet - =

Laptop

Figure 1  Using Sandboxing to Detect Unknown Malware

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses. This example was tested using

the ATP200 (Firmware Version: ZLD 4.32).
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Set Up Sandboxing on ATP

Service Status

1.

Register the device to myZyxel.com.

2. Activate Sandboxing license.

www.zyxel.com

Displaying 1 - 9

of ©

-~

1 Web Security Activated Standard 2019-4-28 N/A
2  Application Security Activated Standard 2019-4-28 N/A
3  Mclware Blocker Activated Standard 2019-4-28 N/A
4 Intrusion Prevention Activated Standard 2019-4-28 N/A
5  Geo Enforcer Activated Standard 2019-4-28 N/A
6  Sandboxing Activated Standard 2019-4-28 N/A
7  SecuReporter Activated Standard 2019-4-28 N/A
8 Managed AP Service Activated Standard 2019-4-28 18
9  Firmware Upgrade Service Activated N/A
Page |1 of 1 Show |50 |v | items
3. In the ATP, go fo CONFIGURATION > Security Service > Sandboxing >

File Submission Options, the default supported file types are listed.

File Submission Options

Archives(.zip)
Executables
MS Office Documents
Macromedia Flash Data

PDF
RTF

Use the command to check the status of each file type. If the

status is *no”, the file type is not scanned by Sandboxing.

Router> show sandbox file-type all
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Router> show sandbox file-type all

No. Show_name Name Status
1 Archives(.zip) archives yes
2 CHM chm no
3 EICAR eicar no
4 Executables executables yes
5 Macromedia Flash Data macromedia-flash-data yes
6 MS Office Documents ms-office-document yes
7 PDF pdf yes
8 RTF rtf yes
9 Unknow Type unknow-type no
Use the following commands to make Sandboxing access and
check a certain file type.
Router> configure terminal
Router(config)# sandbox file-type eicar
Router(config)# write
Router> configure terminal
Router(config)# sandbox file-type eicar
Router(config)# write
Router(config)# show sandbox file-type all
No. Show_name Name Status
1 Archives(.zip) archives yes
2 CHM chm no
3 EICAR eicar yes |
4 Executables executables yes
5 Macromedia Flash Data macromedia-flash-data yes
6 MS Office Documents ms-office-document yes
7 PDF pdf yes
8 RTF rtf yes
9 Unknow Type unknow-type no

www.zyxel.com

4, Go to CONFIGURATION > Security Service > Sandboxing > Generadl,
enable Sandboxing and select action and log for malicious and

suspicious files to monitor the result.
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General
[ZlEnable Sandboxing
Action For Malicious File: | destroy N
Log For Malicious File: log alert N
Action For Suspicious File: | destroy 7
Log For Suspicious File: log alert v

5. Enable Collect Statistics to monitor the scan results and statistics.

MONITOR > Security Statistics > Sandboxing

General Settings

[F Collect Statistics since 2018-07-03 10:41:08 to 2018-07-03 10:41:08
[ceset | seen |
Submission Summary
Total: 0
Scanning: 0
Scanned: 0
Destroyed Files: 0

Scan Result
Malicious Files:
Suspicious Files: 0
Scfe Files:

Other:

Statistics

Page of 0 Show |50 |v | items No data to display

Test the Result

4 Go to http://www.eicar.org/85-0-Download.html to download

eicar_com.zip file.
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www.eicar.org/85-0-Download.html

caused by the scanner which puts the file into quarantaine. The test file will be treated just like any other real virus
BE UP TO DATE infected file. Read the user's manual of your AV scanner what to do or contact the vendor/manufacturer of your AV
RSS FEED : scanner.

—
=

Order eicar news and

events as rss feed. IMPORTANT NOTE

EICAR News EICAR Events EICAR cannot be held responsible when these files or your AV scanner in combination with these files cause any
damage to your computer. YOU DOWNLOAD THESE FILES AT YOUR OWN RISK. Download these files only if you
are sufficiently secure in the usage of your AV scanner. EICAR cannot and will not provide any help to remove these
files from your computer. Please contact the manufacturer/vendor of your AV scanner to seek such help.

Download area using the standard protocol http

eicar.com eicar.com.txt eicar_com.zip eicarcom2.zip
68 Bytes ytes 184 Bytes 308 Bytes

Download area using the secure, SSL enabled protocol https

5 When you download eicar_com.zip for the first time, it is
considered to be an unknown malware. The file is allowed to pass
and a copy of eicar_com.zip will be sent to Sandbox for further

scan.

MONITOR > Log > View Log > Sandboxing

View Log View AP Log

Show Filter

Logs
Category: Sandbox 7

B8 Email Log Now | @ Refresh | ¢ Clear
i

1 2018-04-... clert Sandbox Malicious File name: eicar_com.zip, md5: éceéfd... 192.168.1.33:1... M 5123917.193...

2 2018-04-... info Sandbox Query File name: eicar_com.zip, md5: éceéf415...  192.168.1.33:1... ™ 513977 193,
134 2018-04-... info Sandbox sandbox daemon Start OK...
135 2018-04-... info Sandbox dc connecter Start OK
Page |1 of 1 Show |50 |v|items Displaying 1 - 4 of 4

The eicar_com.zip file is detected by Sandbox as a malicious file.
MONITOR > Security Statistics > Sandboxing
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General Settings

Collect Statistics since 2018-04-27 16:55:12 to 2018-04-27 17:04:09

Submission Summmary

Total: 1
Scanning: 0
Scanned: 1
Destroyed File: 0
Scan Result
Malicious File: 1
Suspicious File: 0
Clean File: 0
Other: 0
Statistics
#  File Name Hash Type Occurence Update Time
1 eicar_com.zip 6cebfd]5d8475545beSbal 14§208b0ff Malicious 1 2018-04-27 17:03:18

\Q'Nofe: Disable anti-virus software on your laptop in order to test Sandbox.

6 Download eicar_com.zip file again. ZyWALL ATP destroyed the
eicar_com.zip file at the second time when you download the

file and generate the log.

MONITOR > Log > View Log > Sandboxing

View Log View AP Log

Show Filter

Logs

Category: Sandbox 7

B8 Email Log Now | @ Refresh | ¢ Clear

1 2018-04-2 crit gndbo: MALICIOUS infected SSI=N File=eicgr_com. | BT IRIRE:Y 192.168.1.33:1853 FILE DEST,
4 2018-04-2... dlert Sandbox Malicious File name: eicar_com.zip, md5: 6...  192.168.1.33:1845 MM 513 911.198.... FILE DESTROY
S5 2018-04-2... info Sandbox Query File name: eicar_com.zip, md5: éceé... 192.168.1.33:1845 ™A 513571 193, .
137 2018-04-2... info Sandbox sandbox daemon Start OK...
138 2018-04-2... info Sandbox dc connecter Start OK
Page |1 of 1 Show [50 |v| items Displaying 1 -5 of 5

MONITOR > Security Statistics > Sandboxing
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General Settings

Collect Statistics since 2018-04-27 16:55:11 to 2018-04-27 17:11:14
Apply | _Reset ] Refresh | Fiush Data

Submission Summmary
Total: 2

Scanning:

Scanned: 2 I

Destroyed File:

Scan Result
Malicious File: 2

Suspicious File:

Clean File:
Other:
Statistics
1 eicar_com.zip bcebf415d8475545beSbal 14f208b0ff Malicious 2 2018-04-27 17:08:26
Page |1 of 1 Show |50 || items Displaying 1-1 of 1

What Can Go Wrong?

7 SSLinspection needs to be enabled and applied to the
corresponding security policy rule for HTTPS traffic.

8 Only Windows (Win XP, Win 7, Win 10) and Mac OSX operating
system are supported.

9 The local cache of the analysis result will be deleted when the

device reboots.
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How to Configure Bandwidth Management for FTP and HTTP
Traffic

This is an example of using ZyWALL/USG Bandwidth Management (BWM) to
control the bandwidth allocation for FTP and HTTP traffic. You can use source
interface, destination interface, destination port, schedule, user, source,
destination information, DSCP code and service type as criteria to create a
sequence of specific conditions to allocate bandwidth for the matching
packets. When the BWM is configured, you can limit bandwidth consuming
services, such as FTP, while providing consistent HTTP service with bandwidth
guarantees.

ZyWALL/USG with Bandwidth Management for HTTP and FTP Traffic Example

Internal Network FTP Server
. Network 192.168.2.0 : :
. Netmask 255.255.255.0 :

Inbound/Outbound Bandwidth 200-400 kbps

Internal Network HTTP Server

. Network 192.168.3.0

: Netmask 255.255.255.0 : \
: : ZyWALL/USG :
WAN 1IP 172.124.163.150 nbound/Outbound Bandwidth 600-800 kbps
: ]_ : LAN IP 192.168.0.0 :

“U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. The total

available bandwidth assumption is 1,600 kbps. This example was tested using USG310
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Set Up the Bandwidth Management for FTP on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type FTP Any-to-WAN cs the policy’s Description.

Leave the Incoming Interface to any and select the Outgoing Interface to be
wan1. Select Service Type to be the Service Object and select FTIP from the list
box.

Set the Guaranteed Bandwidth Inbound to 200 (kbps) and set Priority 5 (low-to-
medium). Set the Maximum to 400 (kbps). Set the Guaranteed Bandwidth

Outbound to 200 (kbps) and set Priority 5. Set the Maximum to 400 (kbps).

In order to view the result later, set the Log setting to be log alert. Click OK o

return to the General screen.
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CONFIGURATION > BWM > Configuration > Add Policy

Configuration
nable
Description: |FTP_Any-to-WAN | (Optional
BWM Type: hczred © Per user © Per-Source- @
P
Criteria
User: any N
Schedule: none %
Incoming Interface: any v
Qutgoing Interface: gel % |
Source: any v
Destination: any v
DSCP Code: any v
Service Type: service-object
Service Object: FTP N
DSCP Marking
DSCP Marking Inbound Marking: preserve | Y.
Qutbound Marking: preserve |V
Bandwidth Shaping
Guaranteed Inbound:  |200 |  kbps (0: disabled) Priority:
Bandwidth [ Maximize Bandwidth Usage Mcximu kbps
Outbound: kbps (0 : disabled) Priority:
[C] Maximize Bandwidth Usage Mcximu kbps
802.1P Marking
Priority Code 0 [0-7)
Interface none v @
Related Setting
Log: llog alert v|

\Q’Nofe: In Bandwidth Management, the highest priority is (1) the lowest priority is (7).

Set Up the Bandwidth Management for HTTP on the
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ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type HTTP Any-to-WAN as the policy’s Description (Optional).

Leave the Incoming Interface to any and select the Outgoing Interface to be
wan1. Select Service Type to be the Service Object and select HTTP from the list
box.

Set the Guaranteed Bandwidth Inbound to 600 (kbps) and set higher Priority 3. Set
the Maximum to 800 (kbps). Set the Guaranteed Bandwidth Outbound Priority 3.

In order to view the result later, set the Log setting to be log alert. Click OK o

return to the General screen.
CONFIGURATION > BWM > Configuration > Add Policy
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Configuration
nc:ble
Description: IHTTP Any-to-WAN I (Optional)
ENM Type: © Per user © Per-Source- o
P
Criteria
User: any N
Schedule: none v
Incoming Interface: any ~
Qutgoing Interface: gel 7
Source: any v
Destination: any v
DSCP Code: any v
Service Type: service-object
Service Object: HTTP v
DSCP Marking
DSCP Marking Inbound Marking: preserve |V
Qutbound Marking: preserve | v
Bandwidth Shaping
Guaranieed Inbound: kbps (0 : disabled) Priority:
Bandwidth [0 Maximize Bandwidth Usage Mcximu kbps
Qutbound: kbps (0 : disabled) Priority:
[ Maximize Bandwidih Usage Maximu800_]  kbes
802.1P Marking
Priority Code 0 [0-7)
Interface none v @
Related Setting
Log: |log alert ~|

\‘I

"U"Note: In Bandwidth Management, the highest priority is (1) the lowest priority is (7).

Set Up the Bandwidth Management Global Setting on the
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ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > BWM Global Setting, select
Enable.
CONFIGURATION > BWM > BWM Global Setting

BWM Global Setting
Enoble BWM

Test the Result

Access the Internet to generate FTP traffic and HTTP traffic. In this example, a 123

MB file is downloading from an FTP server. The FTP file should download slowly.

€« C [ ftp:/ftp.zyxel.com/ZyWALL_1100/firmware/ wl =

Index of /ZyWALL 1100/firmware/

Name Size Date Modified
® [parent directorv]

] ZyWALL 1100_3.10(AAAC.0)CO0.zip 55.0MB 7/11/13.12:00:00 AM
ZyvWALL 1100_3.10(AAAC.1)CO.zip 554 MB 9/26/13.12:00:00 AM
ZvWALL 1100_3 20(AAAC.0)CO.zip 555MB 6/9/14.12:00:00 AM
ZvWALL 1100_4 10(AAAC.0)CO.zip 115MB 9/2/14.12:00:00 AM
ZvWALL 1100_4. 10(AAAC.2)CO.zip 115MB 3/9/15.12:00:00 AM

ZyWALL 1100_4.11(AAAC.2)CO.z1p 122 MB 5/4/15.12:00:00 AM
ZyWALL 1100_4.11(AAAC.2)CO_2.pdf 414 kB 5/4/15.12:00:00 AM
ZyWALL 1100_4.13(AAAC.0)CO_2 pdf 494 kB 8/5/15.10:00:00 AM
ZyWALL 1100_4.13(AAAC.1)CO.z1p 123 MB 8/28/15. 3:33:00 AM]
ZyWALL 1100_4.13(AAAC.1)CO_2 pdf 498 kB 8/28/15.3:33:00 AM

) ) ) ) ) ) [

=

[
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Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log

alert BWM Mode=port-base Rule=2 matched 192.168.1 E 216.241.54.88:54190
alert BWM Mode=port-base Rule=2 matched 192.168. B 014.241.54.88:21
alert BWM Mode=port-base Rule=2 matched 192.168. X 216.241.54.88:13700
alert BWM Mode=port-base Rule=2 matched 192.168. E 216.241.54.88:21

What Could Go Wrong?

If the “outbound” in the guaranteed bandwidth settings apply to traffic going
from the connection initiator to the outgoing interface. “Inbound” refers to the
reverse direction.
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How to Limit BitTorrent or Other Peer-to-Peer Traffic

This is an example of using ZyWALL/USG Bandwidth Management (BWM) to
control the bandwidth allocation for peer-to-peer traffic. You can use source
interface, destination interface, destination port, schedule, user, source,
destination information, DSCP code and service type as criteria to create a
sequence of specific conditions to allocate bandwidth for the matching
packets. When the BWM is configured, you can limit bandwidth consuming
Application fraffic, such as Peer-to-Peer (P2P) service.

ZyWALL/USG with Bandwidth Management for Peer-to-Peer Traffic Example

Internal Network
. Network 192.168.2.0 : :
. Netmask 255.255.255.0 : s ~

‘ Outbound/Inbound Bandwidth 65 kbps

Internal Network
. Network 192.168.3.0

: Netmask 255.255.255.0 : \
g : ZyWALL/USG : | )
s | : WAN IP 172.124.163.150 \ t X t
: . ]_ : LAN IP 192.168.0.0 :
| : —>

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. The total

available bandwidth assumption is 1,600 kbps. This example was tested using USG310
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Set Up the Application Patrol Profile on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > Application > Add

Application Rule. Configure a Name for you to identify the Application Profile.

Then, click Add to create an Application Object.
CONFIGURATION > Object > Application > Add Application Rule

Name:
Description:

© Add |1l
# Category

Page [1

:ofl

Bit Torrent
New Create (Optional)
Application
Show 50 | v |items No data to display

In the Application Object, select By Service, type a keyword and click Search to

display all signatures containing that keyword. Select all Query Result and Click

OK.

CONFIGURATION > Object > Application > Add Application Rule > Add

Application Object

Query

Search:

Query Result

# Category

I Search I

By Service N | I BitTorrent I

Application

Show 50 | v items Displaying 1 - 3 of 3
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Set Up the Bandwidth Management for BitTorrent on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,

select Enable and type BitTorrent Any-to-Any as the policy’s Description.

Leave the Incoming Interface to any and select the Outgoing Interface to be
wan1. Select Service Type to be the Service Object and select BitTorrent from the
list box.

Set the Guaranteed Bandwidth Inbound to 65 (kbps) and set Priority 5 (low-to-
medium). Set the Maximum to 512(kbps). Set the Guaranteed Bandwidth
Outbound to 65 (kbps) and set Priority 5. Set the Maximum o 512 (kbps). Click OK
to return to the General screen.
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CONFIGURATION > BWM > Configuration > Add Policy

Configuration

Enable

Description: (Optional)

BWM Type: © Shared ) Per user O Per-Source-P [
Criteria

User: any v

Schedule: none v

Incoming Interface: any v

Qutgoing Interface: any v

Source: any v

Destination: any v

DSCP Code: any v

Service Type: () Senice Object Application Object

Application Object: Bit Torrent ﬂ

DSCP Marking
DSCP Marking Inbound Marking: preserve %

Qutbound Marking: preserve \/

Bandwidth Shaping

Guaranteed Bandwidth Inbound: Kkbps (0 : disabled) Priority: El

[T] Maximize Bandwidth Usage Maximum:  |512 kbps
Outbound: kbps (0 : disabled) Priority:
[] Maximize Bandwidth Usage Maximum: | s512 kbps

N

"U"Note: In Bandwidth Management, the highest priority is (1) the lowest priority is (7).
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Set Up the Bandwidth Management Global Setting on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > BWM Global Setting, select
Enable.
CONFIGURATION > BWM > BWM Global Setting

BWM Global Setting

[Z] Enable BWM
["] Enable Highest Bandwidth Priority for SIP Traffic [

Test the Result

Download BitTorrent application for testing the result:

http://www.bittorrent.com/downloads

In this example, an 826 MB file is downloading, the Down Speed limited to

maximum 65 kB/s.

(@ BitTorrent 7.9.5 (build 41203) [32-bit] [E=REEE S

File Options Help

@ Bundles
@ (@ Upgrade to Pro

@ Ty Torrents (1)

= @ Labels +ea|B|@| > B~ v| @- Q| ®iEQ B
Feeds (0) # Name Playback Size Status Health Down Speed Up Speed ETA
1 Cr.OS Linuxi686-24.... 826 MB nloading 36.2 % | 63.9 kB/s 0.2kB/s 12h13m
0 Devices (0)

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log
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Priority Category  Message Source Destination Protocol
alert BWM Mode=port-less Rule=1 matched 192.168.1.33:563722 187.34.56.190:13867 udp
alert BWM Mode=port-less Rule=1 matched 192.166.1.33:563722  84.250.209.195:51413  udp
alert WM Mode=port-less Rule=1 matched 192.168.1.33:53722 89.43.62.55:51016 udp

What Could Go Wrong?

If the “outbound” in the guaranteed bandwidth settings apply to traffic going
from the connection initiator to the outgoing interface. "“Inbound” refers to the
reverse direction.

Make sure you have registered the Application Patrol service on the ZyWALL/USG
to use Application Object as the Service Type in the bandwidth management
rules.

Service Type: (O Semice Object Application Object

Application Object: IB'rtTorrent v I

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.
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How to Configure a Trunk for WAN Load Balancing with a
Static or Dynamic IP Address

This is an example of using ZyWALL/USG Trunk for two WAN connections to the
Internet. The available bandwidth for the connections is 1000 kbps (wan1 with
static IP address) and 512 Kbps (wan2 with dynamic IP address) respectively. As
these connections have different bandwidths, we will use the Weighted Round

Robin (WRR) algorithm to send traffic to wan1 and wan2 in a 2:1 ratio.

ZyWALL/USG with WAN Load Balancing Example

: Internal Network : ZyWALL/USG
: Network 192.168.2.0

! Netmask 255.255.255.0 @ WAN1 IP 172.124.163.150 (Static)
: Netmask 255.255.255.0

I ; WAN1 Bandwidth: 1000 kbps /
— ]_ : WRR Weight: 2 —_—

Internet

~Z.

Internal Network
! Network 192.168.3.0 :
¢ Netmask 255.255.255.0 :

ZyWALL/USG

I ! WAN2 IP 10.251.31.74 (Dynamic)
v : Netmask 255.255.255.0

WAN2 Bandwidth: 512 kbps
WRR Weight: 1

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Available Bandwidth on WANT1 Interfaces on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Interface > Ethernet > WAN1 > Egress
Bandwidth and enter the available bandwidth (1000 kbps) in the Egress
Bandwidth field. Click OK.

CONFIGURATION > Interface > Ethernet > WANT1

General Settings

V] Enable Interface

Interface Properties

IP Address Assignment

© Get Automatically

Interface Type: external v @O
Interface Name: WANI

Port:

Ione: WAN v O

MAC Address: B8:EC:A3:A9:CO:0B

Description: (Optional)

Advance
se Fixed IP Address
IP Address: 172.124.163.150
Subnet Mask: 255.255.255.0
Gateway: {Optional)
[[J Encble IGMP Support
© |IGMP Upstream
© IGMP Downstream
Interface Parameters
Egress Bandwidth: IWOOO I Kops @
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Set Up the Available Bandwidth on WAN2 Interfaces on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Interface > Ethernet > WAN2 > Egress
Bandwidth and enter the available bandwidth (512 kbps) in the Egress Bandwidth
field. Click OK.

CONFIGURATION > Interface > Ethernet > WAN2

General Settings

Y|Enable Interface

Interface Properties

Interface Type: external v O
Interface Name: WAN2

Port: 3

Zone: WAN v O

MAC Address: B8:EC:A3

Description: (Optional)

IP Address Assignment

Gef Automatically

[¥] Advance

Use Fixed IP Address

Metric: 0 [0-15)
[} Enable IGMP Support
9 |IGMP Upstream

- IGMP Downsiream

Interface Parameters

Egress Bandwidth: 512 Kbps @

Set Up the WAN Trunk on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Interface > Trunk > User
Configuration > Add Trunk. Configure a Name for you to identify the Trunk profile
and set the Load Balancing Algorithm field to be the Weighted Round Robin.

Add WANT1 and enter 2 in the Weight column. Add WAN2 and enter 1in the

Weight column. Click OK to return to the Configuration screen.
590/743



ZYXEL ——

CONFIGURATION > Interface > Trunk > User Configuration > Add Trunk

Name: I,'.—'\'_.ié\j_‘: ad |
Load Balancing Algorithm: |Weighted Round |
O Add
1 WANI Active 2
2 WAN2 Active 1
Page |1 of 1 Show |50 |v|items Displaying1-2of2

In the Configuration screen, go to Default WAN Trunk section, select User
Configured Trunk and select the newly created Trunk from the list box. Click
Apply.

CONFIGURATION > Interface > Trunk > Default WAN Trunk
Default WAN Trunk

Advance

Default Trunk Selection
© SYSTEM_DEFAULT_WAN_TRUNK
ser Configured Trunk |[WAN1T_WAN2_Loa: v |

Test the Result

Browse any website to test the result.

The Weighted Round Robin (WRR) algorithm is best suited for situations where the
bandwidths set for the two WAN interfaces are different. An interface with a
larger weight (WAN1) gets more chances to transmit fraffic than an interface with

a smaller weight (WAN2).

MONITOR > Interface Summary > Interface Statistics
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Interface Statistics

gel Down 0 0 0 0
WANI 1000M/Full 16501 47815 0 634
WAN2 1000M/Full 268 169 0 0

What Could Go Wrong?

If there is no fraffic passing through either WAN1 or WAN2 interfaces, check that
the Mode of both WAN1 & WAN2 should be Active. If a tfrunk is in Passive mode,

the ZyWALL/USG will use this connection only when all of the connections set to

Active mode are down.
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How to Configure DNS Inbound Load Balancing to balance
DNS Queries Among Interfaces

This is an example of using the ZyWALL/USG dynamically responding to DNS
query messages with its least loaded interface’s IP address. The DNS query
senders will then transmit packets to that interface instead of an interface that
has a heavy load. This example assumes that your company’'s domain name is
www.example.com. You want your ZyWALL/USG’s WANT1 (202.1.2.3) and WAN2
(202.5.6.7) to use DNS inbound load balancing to balance fraffic loading coming

from the Internet.

ZyWALL/USG with DNS Inbound Load Balancing Example

! ‘\2
DNS server \

3

Client DNS server

- - a 1
- =
\ \%
Internal Server WAN1 202.1.2.3
192.168.1.33 WAN2 202.5.6.7 -

Clients from Internet

"O"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the DNS Inbound Load Balancing on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > DNS Inbound LB. Edit the

Query Domain Name, setf the Load Balancing Algorithm field to be the Least Load

- Total. Click Add to create a new Load Balancing Member.
CONFIGURATION > Network > DNS Inbound LB

General Setting

[C] Encble
DNS Settings
Query Domain Name: I:yxe[.for-our.info I
Time to Live: 0 (0-604800 seconds, 0 is unchanged)

Query From Settings
IP Address: any v

Ione: any A

Load Balancing Member

Load Balancing Algorithm: ILeos% Load - Total VI

Failover IP Address: 0.0.0.0 (Opfional)
Page of 0 Show |50 |v | items

If you want to configure Security Option Control, please go to DNS

[

No data to display

CONFIGURATION > Network > DNS Inbound LB
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@ Add Load Balancing Member

Load Balancing Member

Member:

Monitor Interface: [wan \v|  DHCP dlient - 202.1.2.3/255.255.255.0

IP Address
© Seme as Monitor Interface 202.1.2.3

© Custom

CONFIGURATION > Network > DNS Inbound LB

@ Add Load Balancing Member

Load Balancing Member
Member: 2
Monitor Interface: WAN2 7 DHCP client -- 202.5.6.7/255.255.255.0
IP Address
©® Same as Monitor Interface  202.5.6

© Custom

Go to the Global Setting page to select Enable DNS Load Balancing.
CONFIGURATION > Network > DNS Inbound LB

Global Setting
Encble DNS Load Balancing

Set Up the NAT Rule on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > NAT. Configure the Virtual
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Server to forward the traffic from WAN to Internal Server (192.168.1.33). Click OK.
CONFIGURATION > Network > NAT

General Settings

F Encble Rule

Rule Name:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Original IP:
Mapped IP:

Port Mapping Type:
Protocol Type:
Original Port:
Mapped Port:

User-Defined Mapped IP:

|NAT_wANI

[Clvituciserver  © 1.1 NAT
[WANT v
User Defined N7
|202.1.2.3 | 1P Address)
User Defined 7

|192.168.1 33 I (IP Address)

Port

v

any

v

|80 I
R

© Many 1:1 NAT

General Settings

Encble Rule

Rule Name:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Original IP:
Mapped IP:

Port Mapping Type:
Protocol Type:
Original Port:
Mapped Port:

User-Defined Mapped IP:

INAT_waN2

E\/ir’rucl Server O 1:1 NAT
[wan2 v|
User Defined N7
|202.5.6.7 | (P Address)
User Defined V7

|192.]68.l.33 I

Port

[IP Address)

any

1]

© Many 1:1 NAT

Test the Result

Open the browser and query http://zyxel.for-our.info/.
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Create a Security Policy in order to view the testing result. Set Destination to be
the Internal Server IP address (192.168.1.33 in this example) and set Log type to be
the Log Alert.

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as
below. The Source Interface is the WAN1 or WAN2 interface which is handling the

least amount of outgoing and incoming fraffic.

clert Security Policy ... priority:1, from ANY to ANY, TCP, service oth

alert  Security Policy ...  priority:1, from ANY to ANY, TCP, service oth..
clert  Security Policy ...  priority:1, from ANY to ANY, TCP, service oth

alert  Security Policy ...  priority:1, from ANY to ANY, TCP, service oth..
alert  Security Policy ...  priority:1, from ANY to ANY, TCP, service oth..
alert Security Policy ...  priority:1, from ANY to ANY, TCP, service oth..
clert Security Policy ... priority:1, from ANY to ANY, TCP, service oth..
alert  Security Policy ...  priority:1, from ANY to ANY, TCP, service oth..

What Could Go Wrong?

If you cannot access the Internal Server, please check that the NAT configuration
matches the Internal Server IP address and Port number. If the NAT configuration is

correct, please check the system status of your Internal Server is up.
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How to Manage Voice Traffic

This is an example of using Application Layer Gateway (ALG) to allow the SIP
(Session Initiation Protocol) voice traffic through the ZyWALL/USG. To achieve
high-quality voice transmissions, use ZyWALL/USG provides Bandwidth
Management (BWM) function to effectively manage bandwidth according to
flexible criteria. You can limit bandwidth consuming services, such as Peer-to-
Peer (P2P) and FTP service while providing a higher priority and consistent

bandwidth for voice traffic.

LyWALL/USG with Voice Traffic Management Example

Internal Network

. Network 192.168.2.0 : : FTP/P2P Service
: Netmask 255.255.255.0 : :
P2P Inbound/Outbound Bandwidth 150 kbps
‘ H FTP Inbound/Outboun Bandwidth 200 kbps :
: Internal Network

: Network 192.168.3.0 : SIP ALG

: Netmask 255.255.255.0 : \ :
: ZyWALL/USG :
‘ WAN IP 172.124.163.150 SIP ALGC Bandwidth Highest Priority
]— : LAN IP 192.168.1.1

‘Q'Nofe: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the SIP ALG on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > SIP > SIP Settings, select
Enable SIP ALG, Enable SIP Transformations (optional), Restrict Peer to Peer
Signaling Connection and Restrict Peer to Peer Media Connection. Make sure the
SIP Signaling Port is configured the same as your VolP phone SIP signaling port.
Click Apply.

CONFIGURATION > BWM > Configuration > Add Policy

SIP Settings
Encble SIP ALG

m Enable SIP Transformations

SIP Media Inactivity Timeout : 120 [seconds)
SIP Signcling Inactivity Timeout : 1800 [seconds)
E’,esf'icf Peer to Peer Signaling Connection
E Restrict Peer to Peer Media Connection @

SIP Signcling Port :

© Add

1 5060

‘\Q'No’re: If you are using a custom or additional UDP port number (not 5060) for SIP traffic,
use the Add icon to add SIP Signaling Port numbers.

Set Up the Bandwidth Management for SIP on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > BWM Global Settings, select
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Enable BWM and Enable Highest Bandwidth Priority for SIP Traffic.
CONFIGURATION > BWM > BWM Global Settings > Enable BWM

BWM Global Setting

Enable BWM
Enable Highest Bandwidth Priority for SIP Trafic ([

Set Up the Bandwidth Management for P2P on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type P2P Any-to-WAN as the policy’s Description.

Leave the Incoming Interface to any and select the Outgoing Interface to be
WANI1. Select Service Type to be the Application Object and select P2P from the
list box.

Set the Guaranteed Bandwidth Inbound to 100 (kbps) and set Priority 5. Set the
Maximum to 150 (kbps). Set the Guaranteed Bandwidth Outbound to 100 (kbps)
and set Priority 5. Set the Maximum to 150 (kbps). Click OK to return to the

General screen.
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CONFIGURATION > BWM > Configuration > Add Policy

Configuration
Enable
Description: (Optional)
BWM Typs: @ Shared © Peruser © Per-Source-IP [
Criteria
User: any v
Schedule: none v
Incoming Interface: any v
Outgoing Interface: WAN1 ﬂ
Source: any v
Destination: any v
DSCP Code: any v
Service Type: © Service Object Application Object
Application Object: Ipzp ﬂ
DSCP Marking
DSCP Marking Inbound Marking: preserve N7
Outbound Marking: preserve N
Bandwidth Shaping
Guaranteed Bandwidth Inbound: 100 kbps (0 : disabled) Priority:
[7] Maximize Bandwidth Usage Maximum:  |150 kbps
Outbound: 100 kbps (0 : disabled) Priority: El
[] Maximize Bandwidth Usage Maximum: 150 kbps

\Q’Nofe: In Bandwidth Shaping, the highest priority is (1) the lowest priority is (7).

Set Up the Bandwidth Management for FTP on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type FTP Any-to-Any as the policy’s Description.
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Leave the Incoming Interface to any and select the Outgoing Interface to be
WANT1. Select Service Type to be the Service Object and select FTIP from the list
box.

Set the Guaranteed Bandwidth Inbound to 150 (kbps) and set Priority 5. Set the
Maximum to 200 (kbps). Set the Guaranteed Bandwidth Outbound to 150 (kbps)
and set Priority 5. Set the Maximum to 200 (kbps). Click OK to return to the

General screen.

CONFIGURATION > BWM > Configuration > Add Policy

Configuration
Enable
Description: (Optional)
BWM Type: Shared © Peruser © Per-Source- P [
Criteria
User: any v
Schedule: none v
Incoming Interface: any v
QOutgoing Interface: I‘.'."ANI i
Source: any v
Destination: any hA
DSCP Code: any v
Service Type: Service Object © Application Object
Service Object: IFTp v
DSCP Marking
DSCP Marking Inbound Marking: preserve N
Outbound Marking: preserve N
Bandwidth Shaping
Guaranteed Bandwidth Inbound: 150 kbps (0 : disabled) Priority:
[] Maximize Bandwidth Usage Maximum: kbps
Outbound: 150 kbps (0 : disabled) Priority:
[] Maximize Bandwidth Usage Maximum: 200 kbps
SV

~

¢"Note: In Bandwidth Shaping, the highest priority is (1) the lowest priority is (7).
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Test the Result

Add a Security Policy rule to view the SIP log:

CONFIGURATION > BWM > Configuration > Add Policy

Enable

Description: (Optional)
From: any v
To: any (Excluding ZyWALL) v
Source: any v
Destination: any v
Service: SIP v
User: any v
Schedule: none b
Action: allow N
Log matched traffic: log alert bt

Dial Phone Number 1001 (192.168.10.2 in this example) from Phone Number 1002
(192.168.100.2 in this example), go to the ZyWALL/USG Monitor > Log, you will see
[alerf] log message such as below. The Destination IP address is the SIP Server IP
address.

Monitor > Log

Priority = Category Message Source Destination Note
alert Security Policy Control priority:1, from ANY to ANY, UDP, senice SIP, ACCEPT 192.168.100.2:5060  172124.163.150:5060 ACCESS FORWARD

Go to the ZyWALL/USG Monitor > Traffic Statics and review the SIP traffic and other
services to optimize the Guaranteed and Maximum BMW of bandwidth

consuming services.

Monitor > Traffic Statics
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# Service Port Protocol Direction Amount

1 sip(Port : 5060) UDP Ingress I 10.137(MBytes)
2 sip(Port : 5060) UDP Egress Q 10.138(MBytes)
3 ftp(Port: 21) TCP Ingress | 863(Bytes)

4 ftp(Port: 21) TCP Egress | 807(Bytes)

5 https(Port : 443) TCP Ingress | 29.716(KBytes)

6 www(Port: 80) TCP Egress | 1.196(KBytes)

What Could Go Wrong?

If you see [alert] log message such as below, the voice traffic is blocked by the
priority 1 Security Policy. The ZyWALL/USG checks the security policy in order and
applies the first security policy the traffic matches. If the voice traffic matches a
policy that comes earlier in the list, it may be unexpectedly blocked. Please
change your policy setting or move the voice fraffic policy to the higher priority.

Monitor > Log

Priority = Category Message Source Destination Note
alert  Security Policy Control  priority:1, from ANY to ANY, UDP, senice others, DROP 192.168.100.2:5060 172124.163.150:5060 ACCESS BLOCK
alert  Security Policy Control  priority:1, from ANY to ANY, UDP, senice others, DROP 192.168.100.2:5060 172124.163.150:5060 ACCESS BLOCK
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How to Manage ZyWALL/USG Configuration Files

This is an example of how to rename, download, copy, apply and upload
configuration files. Once your ZyWALL/USG is configured and functioning
properly, it is highly recommended that you back up your configuration file
before making further configuration changes. The backup configuration file will

be useful in case you need to return to your previous settings.

The system-default.conf file contains the ZyWALL/USG's default settings. This

configuration file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the ZyWALL/USG is
currently using. If you make and save changes during your management session,

the changes are applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was

saved when the device last restarted.

ZyWALL/USG with Configuration Files Example

startup-config

system-default-config last-good-config
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N

\Q’Nofe: This example was using USG310 (Firmware Version: ZLD 4.25).

Rename the Configuration Files from the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select the configuration file and click Rename. A pop-up screen will appear
allowing you to edit the Target file name. Click OK to save the Rename
configuration.

MAINTENANCE > File Manager > Configuration File

Configuration Files

W Remove &:Download B Copy [> Apply

1 startup-config.conf 36582 2017-07-07 07:23:22
2 430ABFC0Q4-2017-07-03-06-54-... 13040 2017-07-03 06:54:24
3 lastgood.conf 36582 2017-07-07 07:23:22
4  system-default.conf 32927 2017-06-09 12:39:03
| 5 cutobackup-4.30.conf 13040 2017-07-03 06:56:16 |
6  startup-config-bad.conf 17406 2017-07-05 08:44:06
Page |1 of 1 Show |50 |v|items Displaying 1 - 6 of 6

MAINTENANCE > File Manager > Configuration File > Rename

% Rename

Source file: autcbackup-4.30.conf

Targetfile : |packup-4.30.conf |

Download the Configuration Files on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select the configuration file and click Download to back up your configuration file

from ZyWALL/USG to your computer.
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MAINTENANCE > File Manager > Configuration File

www.zyxel.com

Configuration Files
S Copy D> Apply
1 startup-config.conf 36582 2017-07-07 07:23:22
2 430ABFC0a4-2017-07-03-06-54-... 13040 2017-07-03 06:54:24
| 3 lasigood.cont 36582 2017-07-07 07:23:22 |
4  system-default.conf 32927 2017-06-09 12:39:03
5 autobackup-4.30.conf 13040 2017-07-03 06:56:16
6  startup-config-bad.conf 17406 2017-07-05 08:44:06
Page |1 of 1 Show |50 |v|items Displaying 1 -6 of 6

Copy the Configuration Files on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,

select the configuration file and click Copy. A pop-up screen will appear allowing

you to edit the Target file name. Click OK to save the Copy configuration.
MAINTENANCE > File Manager > Configuration File

Configuration Files
$. Download > Apply
| 1 startup-config.conf 36582 2017-07-07 07:23:22 I
2 430ABFC0a4-2017-07-03-06-54-... 13040 2017-07-03 06:54:24
3  lastgood.conf 36582 2017-07-07 07:23:22
4  system-default.conf 32927 2017-06-09 12:39:03
5 autobackup-4.30.conf 13040 2017-07-03 06:56:16
6 startup-config-bad.conf 17406 2017-07-05 08:44:06
Page |1 of 1 Show |50 |v | items Displaying 1 - 6 of 6

MAINTENANCE > File Manager > Configuration File > Copy

= Copy File

Source file: starfup-config.conf

Target file : Is‘.crfup-conﬁq[n.conf
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Apply the Configuration Files on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select a specific configuration file to have ZyWALL/USG use it. For example, select
the system-default.conf file and click Apply to reset all of the ZyWALL/USG settings
to the factory defaults. Or select the lastgood.conf which is the most recently
used (valid) configuration file that was saved when the device last restarted. If
you uploaded and a